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d) Frequently altered environments 
Show rooms, meeting rooms, retail stores, and manufacturing sites are prime 
examples where frequently rearranged workplaces are suited for wireless LANs. 

e) Wireless extensions of Ethernet networks 
Network managers in dynamic environments can minimize the overhead caused by 
moves, extensions to networks, and other changes by utilizing wireless LANs. 

f) Wired LAN backup 
Network managers may implement wireless LANs to provide redundancy for 
mission-critical applications which are implemented on wired networks. 

g) Training and educational facilities 
Training sites at corporations and students at universities use wireless connectivity 
to afford access to information, information exchanges, and learning. 

 

1.2 Benefits 

Access Point Mode Use this feature to setup the access point’s configuration 

Features 
High Speed Data Rate 
Up to 300 Mbps 

Capable of handling heavy data payloads such as HD video 
streaming

High Output Power Extended range and excellent coverage
IEEE 802.11b/g/n 
Compliant Fully interoperable with IEEE 802.11 b/g/n compliant devices 

Multi-Function Users can use different modes in various environments 
Support RSSI 
Indicator (CB mode) Users can select the best signal to connect with AP efficiently 

Power-over-Ethernet Flexible Access Point locations and cost savings (Note: The 
ALL0358N includes a proprietary PoE adapter.) 

Support Multi-SSID 
function (4 SSID) in 
AP mode 

Allow clients to access different networks through a single 
access point and assign different policies and functions for each 
SSID 

WPA2/WPA/ WEP/ 
IEEE 802.1x support Full support for all types of current wireless security standards 

MAC address filtering 
in AP mode Ensure secure network by enforcing network access control lists 

PPPoE/PPTP function 
support (AP 
Router/CR mode) 

Easy to access Internet via ISP service authentication 

SNMP Remote 
Configuration 
Management 

Allow administrators to remotely configure or manage the 
Access Point. 

QoS (WMM) support Enhance user performance and density 



information. It supports transmit power and channel adjustments. 
Clients can access the network with different regulatory settings 
and automatically change to the local regulations. 

Client Bridge Mode Use this feature to connect to an Access Point, enabling WAN 
sharing. 

WDS Mode Use this feature to link multiple APs in a network; All associated 
clients from any AP can communicate with each other like in 
ad-hoc mode. 

Client Router Mode Clients connect wirelessly to an AP and transmit data through AP 
to access the Internet. 

Multiple SSIDs ALL0358N supports up to 4 SSIDs on your access point. The 
following options can be set to each SSID: 
- Public or private SSID 
- Authentication 
- VLAN identifier 
- RADIUS accounting identifier 
- Profile isolation for infrastructure network 

VLAN Specify a VLAN number for each SSID to separate the services 
among clients. 

QoS Use this feature to limit the incoming or outgoing throughput. 
Wi-Fi Protected Access Wi-Fi Protect Access is a standard-based interoperable security 

enhancement that increases the level of data protection and 
access control for existing and future wireless LAN systems. It is 
compatible with IEEE 802.11i standard. WPA leverages TKIP and 
802.1X for authenticated key management. 
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1.6 Understanding the ALL0358N LEDs 

The rear of the ALL0358N has two groups of LEDs. One group, labeled INDICATORS, shows 
the status of the device. The second group, LINK QUALITY, shows the strength of the link 
between the ALL0358N and the network. The following table describes the ALL0358N LEDs. 
 

LED  Color  Mode  Status  
Power  Green  OFF= ALL0358N is not receiving power.  

ON= ALL0358N is receiving power.  

LAN  Green(Main) 

Orange(Secondary) 

OFF = ALL0358N is not connected to the network.  
ON = ALL0358N is connected to the network, but not sending 
or receiving data.  
Blink = ALL0358N is sending or receiving data.  

WLAN  Green  Access Point 
or Client 
Bridge Mode

OFF = ALL0358N radio is off and the device is 
not sending or receiving data over the wireless 
LAN.  
ON = ALL0358N radio is on, and the device is 
not sending or receiving data over the wireless 
LAN.  
Blink = ALL0358N radio is on, and the device is 
sending or receiving data over the wireless LAN. 

Link Quality  See Status column  Access Point 
or Client 
Bridge Mode

Shows the strength of the link between the 
ALL0358N and the network.  
G = good quality (green).  
Y = medium quality (yellow).  
R = poor or no link (red).  
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Appendix A – Troubleshooting  

This appendix provides problem-solving information you may find useful in case 
you need to troubleshoot your ALL0358N.  
 

Problem Solving 

Question Answer 
How do I reset the ALL0358N? There are two ways to reset the ALL0358N, a 

hardware method and a software method. 
Both methods return the ALL0358N to its 
factory default configuration.  
To use the hardware method, press reset 
button behind the hole of the PoE injector 
for 10 seconds; open the cover on the 
bottom panel of the ALL0358N and find the 
Reset button (see section 2.1). Using a flat 
object such as a pencil, press the Reset 
button for approximately 10 seconds and 
then stop pressing. 
To use the software method, click Restore 
to Factory Default in the Management 
menu. 

Why do I not see traffic pass after I connect 
the ALL0358N to a PoE switch? 

The ALL0358N uses a proprietary PoE 
injector and will not work with standard 
802.3af-compliant PoE switches. 

What is the default IP address of the 
ALL0358N? 

The default IP address is 192.168.1.1 

I plugged the PoE to the Ethernet port on 
the back of ALL0358N but the unit is not on, 
how come? 

You need to plug the Ethernet cable 
connect to PoE injector, and connect the 
power adapter comes with the package to 
the “DC IN” port on the PoE injector 

When I install the PoE connection to the 
ALL0358N, what kind of PoE should I use? 

The ALL0358N uses a proprietary PoE 
injector and will not work with standard 
802.3af-compliant PoE switches. 

 



Appendix B – Specifications  

MCU: Atheros AR7240 

RF: Atheros AR9283 

Memory: 32 MB 

Flash: 8 MB 

Standard: 802.11 b/g/n 

Physical Interface: - 1x LAN Port with PoE support 

- 1x LAN Port 

- 1x Reset button 

Max. Data rate: 300 Mbps 

LEDs status: - Power Status 

- LAN1/LAN2 (10/100Mbps) 

- WLAN (Wireless is up) 

- 3 x Link Quality (Client Bridge mode) 

Security: - WEP Encryption-64/128/152 bit 

- WPA/WPA2 Personal (WPA-PSK using TKIP or AES) 

- WPA/WPA2 Enterprise (WPA-EAP using TKIP) 

- 802.1x Authenticator 

- Hide SSID in beacons 

- MAC address filtering, up to 50 field 

- Wireless STA (Client) connected list 

Power Requirements: - Active Ethernet (Power over Ethernet)  

- Proprietary PoE design 

- Power Adapter 24VAC / 1.0A 

Antenna: - Internal Directional 10dBi 

Package Contents: - Wireless Long Range 11N AP/CB (ALL0358N) 

- PoE Injector (ALL-24R) 

- Power Adaptor 

- CD with User’s Manual 

- QIG 

- Mounting Set 

- Special Screw Set 

Certifications: CE 

ENVIRONMENT & MECHANICAL 

Temperature Range: 
Operating -20°C ~ 70°C (-4°F to 158° F) 

Storage -30°C ~ 80°C (-22° F to 176°F) 

Humidity (non-condensing): 0%～90% typical 

Waterproof: IP55 



 

Appendix C – Glossary  

Access Point  
A base station in a WLAN that act as a central transmitter and receiver of WLAN radio signals. 
Ad Hoc Network 
A short-term WLAN framework created between two or more WLAN adapters, without going 
through an Access Point. An ad hoc network lets computers send data directly to and from 
one another. For an ad hoc network to work, each computer on the network needs a WLAN 
card installed configured for Ad Hoc mode. 
Antenna  
A device that sends and receives radio-frequency (RF) signals. Often camouflaged on existing 
buildings, trees, water towers or other tall structures, the size and shape of antennas are 
generally determined by the frequency of the signal they manage. 
Authentication  
A process that verifies the identity of a wireless device or end-user. A common form of 
authentication is to verify identities by checking a user name and password to allow network 
access. 
Backbone  
A high-speed line or series of connections that form a major pathway within a network.  
Bandwidth 
The part of the frequency spectrum required to transmit desired information. Each radio 
channel has a center frequency and additional frequencies above and below this carrier 
frequency that carry the transmitted information. The range of frequencies from the lowest to 
the highest used is called the bandwidth. 
Bridge 
A wireless device that connects multiple networks that are physically separate or use different 
media, but which use similar standards. 
Bridge Mode  
An Access Pointy in bridge mode can operate as a WLAN bridge that connects two wired 
network segments. The peer device also must be in bridge mode. This wireless bridge 
connection is equivalent to a Wireless Distribution System (WDS). 
CHAP  
Challenge Handshake Authentication Protocol. An alternative protocol that uses a 
challenge/response technique instead of sending passwords over the wire. 
Collision 
Interference resulting from two network devices sending data at the same time. The network 
detects the collision of the two transmitted packets and discards both of them. 
Coverage  
The region within which a paging receiver can reliably receive the transmission of paging 



signals. 
Coverage Area 
The geographical area that can be served by a mobile communications network or system. 
Coverage Hole 
An area within the radio coverage footprint of a wireless system where the RF signal level is 
below the design threshold. Physical obstructions such as buildings, foliage, hills, tunnels, and 
indoor parking garages are usually the cause of coverage holes. 
Cyclic Redundancy Check (CRC) 
A common technique for detecting data transmission errors. 
Dynamic Host Configuration Protocol (DHCP) 
A protocol that assigns temporary IP addresses automatically to client stations logging onto 
an IP network, so the IP addresses do not have to be assigned manually. The ALL0358N 
contains an internal DHCP server that automatically allocates IP address using a user-defined 
range of IP addresses. 
Dead Spot 
An area within the coverage area of a WLAN where there is no coverage or transmission 
falling off. Electronic interference or physical barriers such as hills, tunnels, and indoor parking 
garages are usually the cause of dead spots. See also coverage area. 
802.11  
A category of WLAN standards defined by the Institute of Electrical and Electronics Engineers 
(IEEE). 
802.11a 
An IEEE standard for WLANs that operate at 5 GHz, with data rates up to 54 Mbps. 
802.11n 

An IEEE standard for WLANs that operates at 2.4 GHz, with data rate of 300 Mbps. The new 
standard also raises the encryption bar to WPA2. The 40 HT option can be added to increase 
the data rate. 
Encryption 
Translates data into a secret code to achieve data security. To read an encrypted file, you must 
have a secret key or password for decryption. Unencrypted data is referred to as plain text; 
encrypted data is referred to as cipher text 
ESS ID  
The unique identifier for an ESS. All Access Points and their associated wireless stations in the 
same group must have the same ESSID. 
Footprint 
Geographical areas where an entity is licensed to broadcast its signal. 
Gateway  
A computer system or other device that acts as a translator between two systems that use 
different communication protocols, data formatting structures, languages, and/or 
architecture. 
 



 

HT mode 

In the 802.11n system, two new formats, called High Throughput (HT), are defined for the 
Physical Layer, Mixed Mode, and Green Field. If a system runs 40 HT, two adjacent 20 MHz 
channels are used. The larger 40 MHz bandwidth can provide better transmit quality and 
speed. 

Keys  
Like passwords, keys open (decrypt) and close (encrypt) messages. While many encryption 
algorithms are commonly known and public, the key must be kept secret. 
Local-Area Network (LAN) 
A small data network covering a limited area, such as a building or group of buildings. Most 
LANs connect workstations or personal computers. LANs let many users share devices such as 
printers as well as data. LANs also facilitate communication through e-mail or chat sessions. 
Media Access Control (MAC) Address 
Address associated with every hardware device on the network. Every 802.11 wireless device 
has its own specific MAC address. This unique identifier is hard-coded into the device and can 
be used to provide security for WLANs. When a network uses a MAC table, only the 802.11 
radios that have their MAC addresses added to that network's MAC table can access the 
network. 
Network Address Translation (NAT) 
An Internet standard that lets a LAN use one set of IP addresses for internal traffic and a 
second set of addresses for external traffic. 
Network Time Protocol (NTP) 
A protocol that lets devices synchronize their time with a time server. NTP uses TCP or UDP 
port 123 by default. 
Passphrase  
A text string that automatically generates WEP keys on wireless client adapters. 
Power Over Ethernet (PoE) 
A PoE provides power to PoE-enabled devices using an 8-pin CAT 5 Ethernet cable, 
eliminating the need for a power source. 
Preamble  
Synchronizes transmissions in a WLAN. The preamble type defines the length of the Cyclic 
Redundancy Check block for communication between a device and roaming wireless stations. 
Protected Extensible Authentication Protocol (PEAP) 
Authentication protocol of IEEE 802.1x used to send authentication data and passwords over 
802.11 WLANs. 
Quality of Service (QoS) 
A network’s ability to deliver data with minimum delay. QoS also refers to the networking 
methods used to provide bandwidth for real-time multimedia applications. 
 



 
 
Remote Authentication Dial-In User Service (RADIUS) 
Networking protocol that provides centralized authentication, authorization, and accounting 
management for computers to connect and use a network service. Because of its broad 
support and ubiquitous nature, the RADIUS protocol is often used by ISPs and enterprises to 
manage access to the Internet or internal networks, WLANs, and integrated e-mail services. 
Service Set Identifier (SSID) 
Name of a WLAN. All wireless devices on a WLAN must use the same SSID to communicate 
with each other. 
Simple Network Management Protocol (SNMP) 
An Internet-standard protocol for managing devices on IP networks. 
Snooping 
Passively watching a network for data, such as passwords, that can be used to benefit a 
hacker. 
Temporal Key Integrity Protocol (TKIP) 
An encryption protocol that uses 128-bit keys. Keys are dynamically generated and 
distributed by the authentication server. TKIP regularly changes and rotates encryption keys, 
with an encryption key never being used twice. 
Transmission Control Protocol/Internet Protocol (TCP/IP) 
A protocol that allows communications over and between networks. TCP/IP is the basis for 
Internet communications. 
Weighted Fair Queuing (WFQ) 
WFQ services queues are based on priority and queue weight. Queues with larger weights get 
more service than queues with smaller weights. This highly efficient queuing mechanism 
divides available bandwidth across different traffic queues. 
Wired Equivalent Privacy (WEP) 
Security protocol that provides a WLAN with a level of security and privacy comparable to that 
of a wired LAN. WEP encrypts data sent between wired and WLANs to keep transmissions 
private. 
Wireless Local-Area Network (WLAN) 
WLANs use RF technology to send and receive data wirelessly in a certain area. This lets users 
in a small zone send data and share resources such as printers without using cables to 
physically connect each computer. 
Wi-Fi Protected Access (WPA ) 
A subset of the IEEE 802.11i standard. WPA applies IEEE 802.1x and Extensible Authentication 
Protocol (EAP) to authenticate wireless clients using an external RADIUS database. WPA uses 
Temporal Key Integrity Protocol (TKIP), Message Integrity Check (MIC), and IEEE 802.1x to 
encrypt data. See also WPA-PSK (WPA -Pre-Shared Key). 
Wi-Fi MultiMedia (WMM) 
Part of the IEEE 802.11e QoS enhancement to the Wi-Fi standard that ensures quality of 



service for multimedia applications in WLANs. 
 
Wireless Client Supplicants  
Software that runs on an operating system, instructing the wireless client how to use WPA. 
 
WPA -Pre-Shared Key (WPA-PSK) 
WPA-PSK requires a single (identical) password entered into each Access Point, wireless 
gateway, and wireless client. A client is granted access to a WLAN if the passwords match. 
WPA2  
A wireless security standard that defines stronger encryption, authentication, and key 
management than WPA. It includes two data encryption algorithms, Temporal Key Integrity 
Protocol (TKIP) and Advanced Encryption Standard (AES), in the Counter mode with Cipher 
block chaining Message authentication Code Protocol (CCMP). 
Wireless Distribution System (WDS)  
A technology that lets Access Points communicate with one another to extend the range of a 
WLAN. 
 
 



Appendix D – Statements of Conformity 

D.1 – Federal Communication Commission Interference Statement 

This equipment has been tested and found to comply with the limits for a Class B digital 
device, pursuant to Part 15 of the FCC Rules.  These limits are designed to provide 
reasonable protection against harmful interference in a residential installation. This 
equipment generates, uses and can radiate radio frequency energy and, if not installed and 
used in accordance with the instructions, may cause harmful interference to radio 
communications.  However, there is no guarantee that interference will not occur in a 
particular installation.  If this equipment does cause harmful interference to radio or 
television reception, which can be determined by turning the equipment off and on, the user 
is encouraged to try to correct the interference by one of the following measures: 
 
- Reorient or relocate the receiving antenna. 
- Increase the separation between the equipment and receiver. 
- Connect the equipment into an outlet on a circuit different from that to which the 

receiver is connected. 
- Consult the dealer or an experienced radio/TV technician for help. 
 
FCC Caution: Any changes or modifications not expressly approved by the party responsible 
for compliance could void the user's authority to operate this equipment. 
 
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two 
conditions: (1) This device may not cause harmful interference, and (2) this device must accept 
any interference received, including interference that may cause undesired operation. 
 
IMPORTANT NOTE: 
Radiation Exposure Statement: 

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled 
environment. This equipment should be installed and operated with minimum distance 20cm 
between the radiator & your body. 

This transmitter must not be co-located or operating in conjunction with any other antenna or 
transmitter. 
 
Note:  Country selection is not available in the US model. 



D.2 – Industry Canada Statement 

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the 
following two conditions: (1) This device may not cause harmful interference, and (2) this 
device must accept any interference received, including interference that may cause 
undesired operation. 

Ce dispositif est conforme à la norme CNR-210 d'Industrie Canada applicable aux appareils 
radio exempts de licence. Son fonctionnement est sujet aux deux conditions suivantes: (1) le 
dispositif ne doit pas produire de brouillage préjudiciable, et (2) ce dispositif doit accepter 
tout brouillage reçu, y compris un brouillage susceptible de provoquer un fonctionnement 
indésirable.  

IMPORTANT NOTE: Radiation Exposure Statement: 

This equipment complies with IC radiation exposure limits set forth for an uncontrolled 
environment. This equipment should be installed and operated with minimum distance 
20cm between the radiator & your body. 

NOTE IMPORTANTE: (Pour l'utilisation de dispositifs mobiles):  
Déclaration d'exposition aux radiations: 
Cet équipement est conforme aux limites d'exposition aux rayonnements IC établies pour un 
environnement non contrôlé. Cet équipement doit être installé et utilisé avec un minimum de 
20 cm de distance entre la source de rayonnement et votre corps. 
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