User’s Manual

ALL-WAPO0O2850N
Wireless N 300Mbit Dual Band AP PoE




Table of Contents

1

11
1.2
1.3

14

2

2.1
2.2
2.3

2.4

3.1

3.2

4.1
4.2
4.3
4.4

4.5

5.1

5.2

INTRODUCTION .......oooireeeerressssssssssssssssssssssssssssssssssssssssssessssssssssssssssssse 5
Features and Benefits ..................ccoiiiiiiiiiici 5
Package Contents...............ccccoiiiiiiiiii 6
System ReqUIrements ..............coooiiiiiiiiiiiiic e 7
APPLICAtIONS ... 7

BEFORE YOU BEGIN. .. ..............ooooooeeeerrreeeeenreesssssensssssssssssssssssssssssssssssssees 9
Considerations for Wireless Installation .....................cccooi, 9
Computer Settings (in Windows XP/Windows 7)...............ccccccceeeninnnnnnn. 10
Computer Settings in Apple Mac OS X............ccccuiiiiiiiiiiiiiiiiiiiinn, 13
Hardware Installation ....................cccooi e 14

CONFIGURING YOUR ALL-WAPO2850N..............oerrerenenernsnns 15
Default Settings ...............coiiiiiiiiii 15
Web Configuration ... 16

BUILDING A WIRELESS NETWORK............rmeemnemsenessessesneens 18
Access Point Mode................coiiiiiii 18
Client Bridge Mode..................ooiiiiiiiiii e 19
WDS AP / WDS Station Mode ................oocoiiiiiiiiic e 20
WDS Bridge Mode ............coooiiiiiiiiiiiii e 21
Repeater Mode.............ooooiiiiiiiiiii e 22

STATUS ...t eeessesssssss s ssssss s sssss s s RS REEEE0 23
SAVE/REIOAA...... ... oo 23
IVIQIN . 24

© ALLNET GmbH Computersysteme 2015 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
1



5.3

5.4

5.5

5.6

6.1

6.2

6.3

7.1

7.2

7.3

7.4

7.5

7.6

7.7

8.1

8.2

8.3

8.4

8.5

8.6

8.7

2.4G Wireless Client List ..................ccoocoiiiiii 26
2.4G Connection Status ................ccooiiiiiiiii 27
244G WDS Link List...........ccoooiiiiiiie e 28
SYSEEM LOQG ... 29
SYSTEM...........ooocrmmssmsssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 30
Operation Mode...............oooiiiiiiiiii 30
IP SettiNgsS ... 32
Spanning Tree Setting ............ccooiiiiiiiiii 33
2.4G WIRELESS, ... .............ooorrreerrrrrensssssmsssssssssssssssessssssssssssssssssssssssssssssssssses 35
Wireless NetWOrkK................ooooiiiiiiiiii e 35
Wireless SeCUNItY ... 38
St SUINVY ... 41
Wireless MAC Filtering ............cccooiiiiiiiiiiiiiiieece e 44
Wireless Advanced Settings ................cccoociiiiiiiiiiiiii e 45
WPS (Wi-Fi Protected Setup) ... 47
WDS Link Settings ...........ooooiiiiiiiiiiiiii e 49
MANAGEMENT oo ssssss s sssssss s ssssssss s ssssssss s ssssses =y
Administration ... 51
Management VLAN Settings.............ccccciiiiiiiiiie 52
Wireless Traffic Shaping..............ccooiiiiii 57
SNIMP Settings .......cooouviiiiiiiiiiii e 59
Backup/RESTOre..........ccooiiiiiiiiiiiiii e 61
Firmware Upgrade ..............ccoooiiiiiiiiii e 62
Time Settings .........oooiiiii 63

© ALLNET GmbH Computersysteme 2015 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
2



8.8

8.9

8.10

8.11

8.12

8.13

8.14

CLISEttiNgG ... 66
o T P 67
DIAgNOSTICS .......oiiiiiiiiiii i 68
LED CONIOl .. ... 70
Logout ... 71
RESEL ... 75

© ALLNET GmbH Computersysteme 2015 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
3



© ALLNET GmbH Computersysteme 2015 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
4



1 Introduction

The ALL-WAPO02850N is a high-powered, long-range dual-band concurrent
wireless 802.11a/b/g/n access point with six major functional modes. It is designed to
operate in numerous environments from large homes, small and medium-sized
businesses, multiple-floor offices, hotels and other venues to larger enterprise
deployments. Its high-powered, long-range characteristics make it a cost-effective
alternative to ordinary access points that don’t have the range and reach to connect
to a growing number of wireless users who wish to connect to a large home or
business network.

The ALL-WAP02850N supports IEEE 802.11b/g/n standards in the 2.4GHz frequency
band

The ALL-WAP02850N delivers up to 6x faster wireless speeds and 7x extended
coverage than legacy 802.11a/b/g wireless devices. Even though the ALL-WAP02850N
has been designed and engineered for traffic heavy and demanding business
environments it is also quite at home in larger house scenarios because it efficiently
extends the wireless range of an existing home router, especially in very
architecturally-challenging structures to provide whole home connectivity.

To protect sensitive data during wireless transmissions, the ALL-WAP02850N offers
different encryption settings for wireless transmissions including industry-standard
WPA and WPA2 encryption. The ALL-WAP02850N also includes MAC address filtering
to allow network administrators to offer network access only to known computers and
other devices based on their MAC addresses.

1.1 Features and Benefits

Features ‘ Benefits
High Speed Data Rate Up to Capable of handling heavy data payloads such as HD
300 Mbps for each band multimedia streaming.

(2.4GHz)

10/100/1000 Gigabit Ethernet | Supports up to 1000Mbps wired networking speed.

IEEE 802.11n Compliant and Fully compatible with IEEE 802.11 b/g/n devices.
Backwards Compatible with
802.11 b/g devices




1.2 Package Contents

Multiple Operation Modes

Allowing users to select any one of the following
modes: Access Point, Client Bridge, WDS AP, WDS
Bridge, WDS Station and Repeater depending on
their specific networking deployment need.

Support Multiple SSIDs in AP
mode (up to 8 in each
frequency band)

Allows clients to access different networks through
a single access point and assign different policies
and functions for each SSID through the built-in
software.

WPA/WPA2/IEEE 802.1x
Support

Supports industry-standard wireless encryption.

MAC Address Filtering in AP
Mode

For more secure network connections with known
users and devices.

User Isolation Support (AP
mode)

Offers an additional layer of protection within the
network by isolating specific client users.

Power-over-Ethernet
(IEEE802.3at/af)

Allows installers to deploy the ALL-WAP02850N in
locations via a PoE connection (Ethernet cable)
where a power outlet may not be available.

Save User Settings

Enables network administrators to save their device
settings so firmware upgrades do not permanently
delete previous device settings.

SNMP Remote Configuration
Management

Allows remote connection to configure or manage
the ALL-WAPO02850N easily.

QoS (WMM) support

Prioritizes bandwidth-intensive and sensitive data
traffic.

IPv6 Address support

ALL-WAPO02850N supports IPv6, you can use IPv6
address in ALL-WAP02850N.

Band Steering

When Band Steering is activated dual-band client
devices are associated to the ALL-WAP02850N
access point on the 5 GHz frequency band.

The ALL-WAP02850N package contains the following items (Resellers and dealers

require that all items must be in package to issue a refund):
ALL-WAPO2850N Access Point/Client Bridge
12V/2A 100V ~240V Power Adapter

RJ-45 Ethernet LAN Cable

2.4 GHz Detachable Antenna x 2

CD with User's Manual
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® Quick Installation Guide

Please use only the power supply unit that is delivered with the device.

® Bitte verwenden Sie nur das mitgelieferte Netzteil.

1.3 System Requirements

The following are the Minimum System Requirements in order configure the device.

Computer with an Ethernet interface or wireless network capability

Windows OS (XP, Vista, 7), Mac OS X, or Linux-based operating systems
Web-Browsing Application (i.e.: Internet Explorer, Firefox, Safari, or other similar
browser application)

1.4 Applications
Wireless LAN (WLAN) products are easy to install and highly efficient. The following

list describes the benefits of deploying a wireless access point:

a)

b)

d)

e)

Difficult-to-Wire Environments
There are many situations where wires cannot be installed, deployed easily or
cannot be hidden from view. Many older buildings sites, or areas within a
building may make the installation of an Ethernet-based LAN impossible,
impractical or expensive.

Temporary Workgroups
A deployed wireless access point or several access points, gives businesses the
flexibility to create temporary workgroups/networks in more open areas within a
building — auditoriums, amphitheater classrooms, ballrooms, arenas, exhibition
centers, and temporary offices.

The Ability to Access Real-Time Information
Doctors/Nurses, Point-of-Sale Employees, and/or Warehouse Workers can
access real-time information on their network via the access point while dealing
with patients, serving customers, and/or processing information.

Frequently Changing Environments
Setting up an access point, like the ALL-WAP02850N, to provide access to a
company network or its Internet connection is quick and easy which also makes
it ideal for establishing network access in temporary venues like exhibits, special
events, or show rooms.

Small Office and Home Office (SOHO) Networks
A wireless access point, like the ALL-WAP02850N, is ideal for SOHO users who

© ALLNET GmbH Computersysteme 2015 - Alle Rechte vorbehalten
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9)

need a cost-effective way to expand their existing network to provide more
access for more devices, easy and quick installation of a small network.
Wireless Extensions to Existing Ethernet-based Networks
Wireless access points, like the ALL-WAPO2850N, enable network administrators,
installers and end-users to extend the range and reach of an existing
Ethernet-based network.
Training/Educational Facilities
Training sites at corporations and universities deploy wireless access points to

provide connectivity their networks and the Internet connection for their
employees and students.

© ALLNET GmbH Computersysteme 2015 - Alle Rechte vorbehalten
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2 Before you Begin

This section will guide you through the installation process. Placement of the
EnGenius ALL-WAPO02850N is essential to maximize the access point's performance.
Avoid placing the ALL-WAP02850N in an enclosed space such as a closet, cabinet, or

stairwell.

2.1 Considerations for Wireless Installation

Generally, the exact operating distance of a wireless device, like the ALL-WAP02850N,
cannot be pre-determined due to a number of unknown variables or obstacles in the
environment in which the device will be deployed. These could be the number,
thickness, and location of walls, ceilings, elevator shafts, stairwells, or other objects
that the device's wireless signals must pass through. Here are some key guidelines to
allow the ALL-WAP02850N to have optimal wireless range.

® Keep the number of walls and/or ceilings between the ALL-WAP02850N and
other network devices to a minimum. Each wall and/or ceiling can reduce the
signal strength, resulting in lower signal strength.

® Building materials make a difference. A solid metal door and/or aluminum studs
may have a significant negative effect on the signal strength of the
ALL-WAPOQ2850N. Locate your wireless devices carefully so the signal can pass
through drywall and/or open doorways. Materials such as glass, steel, metal,
concrete, water (example: fish tanks), mirrors, file cabinets and/or brick can also
diminish wireless signal strength.

® Interference from other electrical devices and/or appliances that generate RF
noise can also diminish the ALL-WAP02850N's signal strength. The most
common types of devices are microwaves or cordless phones.



2.2 Computer Settings (in Windows XP/Windows 7)

In order to use the ALL-WAPO02850N, you must first configure the TCP/IPv4
connection of your Windows OS computer system.

® (lick Start button and open Control Panel.

=t
@ Internet Explorer »
Tera Term Pro

‘ )‘ ' Administrator

 Internet ) My Documents Documents

b Command Prompt
¢ Internet Explorer

Computer
J Notepad >
. Network
i Wireshark

Connect To
IxChariot Console

(a0 Paint »

g My Recent Documents »

(D i E-mail
=3 Ft Office Outlook

Microsoft Office Outlook ﬁ My Pictures
XS Cornand Prompt = > My Music

g’ My Computer
[Tm Microsoft Office Word 2003

@ Control Panel
E Motepad

@ Set Program Access and
Defaults

IxChariot Console % Connect To 4

Tera Term Pro };é Printers and Faxes
e

Microsoft Office Excel 2003 @ IR
p Search

all Programs D =) Run...

Control Panel

€,

Devices and Printers

@ CCleaner >
Run...

A=! WordPad
—_

7-Zip File Manager

@ EnGenius Wireless Utility

® Mozilla Firefox

»  AllPrograms

“Ssarﬁ‘ programs and files ,O]

@ Log Off @| Turn OFf Computer

Windows XP A Windows 7
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In Windows XP, click Network Connections

In Windows 7, click View Network Status and Tasks in the Network and
Internet section, then select Change adapter settings

. NetWOI'k and Internet Control Panel Home
“l View network status and tasks
- Choose homegroup and sharing options Change adapter settings
Change advanced sharing
settings
Right click on Local Area Connection and select ﬂ
Properties Local Area
Connection
Disable
Status
Repair

Bridge Connections

Create Shortout
elete

Select "Internet Protocol Version 4 (TCP/IPv4)” and then select Properties

V| % Client for Microsoft Networks
¥ J8lQos Packet Scheduler
¥ JB)File and Printer Sharing for Microsoft Networks
W .i. Intemet Protocol Version 6 (TCP/IPv6)
V] .a. Link-Layer Topology Discovery Mapper |/0 Driver
VI .a. Link-Layer Topology Discovery Responder

[ instal.. | rsm—

© ALLNET GmbH Computersysteme 2015 - Alle Rechte vorbehalten
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® Select Use the following IP address and enter [ Intemet Protocol Version 4 (TCP/IPv4) Properties [

an IP address that is different from the General |
ALL-WAP02850N and subnet mask then click e e
OK for the appropriate IP settings.
’ () Obtain an IP address automatically
2 Note: Ensure that the IP address and subnet @ Yac e Follwing 1P sddresss
mask are on the same subnet as the device. e D o 10
Subnet mask: 255 .,255.255. 0
3 Forexample: ALL-WAPO2850N IP address:
Default gateway:
192.168.1.1
Obtain DNS server address automatically
4 PC IP address: 19216812 - 1921681255 (@) Use the following DNS server addresses:
5 PC subnet mask: 255.255.255.0 PERIRICIS R
Alternate DNS server:
[T validate settings upon exit @

[ OK ][ Cancel ]

© ALLNET GmbH Computersysteme 2015 - Alle Rechte vorbehalten
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2.3 Computer Settings in Apple Mac OS X
°
selecting it in the Apple Menu)

Select Network in the Internet & Network section
Highlight Ethernet

In Configure IPv4, select Manually

then press OK

Go to System Preferences (can be opened in the Applications folder or

Enter an IP address that is different from the ALL-WAPO02850N and subnet mask

Note: Ensure that the IP address and subnet mask are on the same subnet as the

device.

For example: ALL-WAPO2850N IP address: 192.168.1.1
PCIP address: 192.168.1.2 — 192.168.1.255

PC subnet mask: 255.255.255.0

® C(Click Apply when done. ® 00 Network
Show All Q
O System Pre
l ailis H Show All J Location: | Automatic '.]
Personal
5 : = = <"““> Status: Connected
r:,“,ﬂ m E w . . Ethernet is currently active and has the IP
Lowd o= @ FireWire address 192.168.1.100.
Appearance Desktop & Dock Exposé & In wak .
Screen Saver Spaces
Configure IPv4: | Manually o ]
Hardware
IP Address: 192.168.1.100
9 3 ;,— v Subnet Mask: 255.255.255.0
Bluetooth CDs & DVDs Displays Energy K|
Saver ‘ Router:
DNS Server:
("?b ‘ Search Domains:
)
= I
QuickTime Sharing
System
° = |
[ Ad d... )
= e vance @

2
| Jgjl Click the lock to prevent further c

hanges.

i o b - - X
| Assistme... ) Revert Apply
S
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Hardware Installation

Ensure that the computer in use has an available Ethernet (RJ-45) Port. For

more information, verify with your computer’s user manual.

Connect one end of the Category 5e Ethernet cable into the RJ-45 port of the

ALL-WAPQ2850N and the other end to the RJ-45 port of the computer. Ensure

that the cable is securely connected to both the ALL-WAP02850N and the

computer.

Connect the Power Adapter DC connector to the DC-IN port of the

ALL-WAPO02850N and the Power Adapter to an available electrical outlet. Once

both connections are secure, verify the following:

a) Ensure that the POWER light is on (it will be orange).

b) Ensure that the 2.4GHz/z WLAN light is on (they will be blue).

¢) Ensure that the LAN (Computer/ALL-WAP02850N Connection) light is on
(it will be blue).

d)Once all lights are on, proceed to set up the ALL-WAP02850N using the
computer.

This diagram depicts the hardware configuration.

Front Panel

LED Lights LED lights for Power, Gigabit Ethernet port, WLAN 2.4G
Rear Panel

Power DC IN for Power.

Gigabit Ethernet Port | Gigabit Ethernet port for RJ-45 cable.

Reset Button One click for reset the device. Press over 30 seconds for reset to

factory default.

14




3 Configuring Your ALL-WAP02850N

This section will show you how to configure the device using the web-based
configuration interface.

3.1 Default Settings

Please use your Ethernet port or wireless network adapter to connect the
ALL-WAP02850N.

Default Settings

IP Address 192.168.1.1
Username / Password admin / admin
Operation Mode AP / AP

15



3.2 Web Configuration
® Open a web browser (Internet Explorer/Firefox/Safari) and enter the IP Address
http://192.168.1.1

Note: If you have changed the default LAN IP Address of the Access Point, ensure you enter the correct
IP Address.

€ Blank Page Windows Internet Ex

Q\J le httpy/19216811

® The default username and password are admin. Once you have entered the

correct username and password, click the Login button to open the web-base
configuration page.

Username: admin

Password: eeeee

| Login | | Reset |

® If successful, you will be logging in and see the ALL-WAP02850N User Menu.

16
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4 Building a Wireless Network

The ALL-WAP02850N has the ability to operate in various modes. This chapter
describes the operating modes of the ALL-WAP02850N.

4.1 Access Point Mode

In Access Point Mode, ALL-WAP02850N behaves likes a central connection for
stations or clients that support IEEE 802.11a/b/g/n networks. The stations and clients
must be configured to use the same SSID (Service Set Identifier) and security
password to associate with the ALL-WAP02850N. The ALL-WAPO02850N supports up
to eight SSIDs at the same time for secure access.

18
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4.2 Client Bridge Mode

In Client Bridge Mode, the ALL-WAPQ02850N essentially acts as a wireless adapter that
connects to an access point to allow a system wireless access to the network. This
mode requires you to connect the Ethernet port on your PC to the ALL-WAP02850N
LAN port.

If you use the client bridge operating mode, use the ALL-WAP02850N Site Survey
feature to scan for Access Points within range. When you find an Access Point,
configure the ALL-WAPO2850N to use the same SSID and Security Password as the
Access Point to associate with it.

19
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4.3 WDS AP / WDS Station Mode

The ALL-WAP02850N also supports WDS AP mode. This operating mode allows
wireless connections to the ALL-WAP02850N using WDS technology. In this mode,
configure the MAC addresses in both Access Points to enlarge the wireless area by
enabling WDS Link settings. WDS supports four AP MAC addresses.

Note: WDS Station Mode does not support Access Point feature.

20
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4.4 WDS Bridge Mode

In WDS Bridge Mode, the ALL-WAP02850N can wirelessly connect different LANs by
configuring the MAC address and security settings of each ALL-WAP02850N device.
Use this mode when two wired LANs located a small distance apart want to
communicate with each other. The best solution is to use the ALL-WAPO02850N to
wirelessly connect two wired LANSs, as shown in the following figure. WDS Bridge
Mode can establish four WDS links, creating a star-like network.

Note: WDS Bridge Mode does not act as an Access Point. Access Points linked by WDS are using
the same frequency channel. More Access Points connected together may lower throughput. This
configuration can be susceptible to generate endless network loops in your network, so it is
recommended to enable the Spanning Tree setting (see 6.3 Spanning Tree Setting, below) to
prevent this from happening.

21
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4.5 Repeater mode

The Repeater mode is used to regenerate or replicate signals from a wireless router or
other access point/station that is unable to reach certain areas in a building. When
this mode is activated in the ALL-WAP02850N, the ALL-WAPO2850N receives the
wireless signal from an existing router or AP and relays it to other devices within its
range so they can join the network.

22
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5 Status

The Status section contains the following options: Main, 2.4G List, 2.4G Connection
Status, 2.4G WDS Link List and System Log.

The following sections describe these options.

5.1 Save/Reload

This page lets you save and apply the settings shown under Unsaved changes list, or
cancel the unsaved changes and revert them to the previous settings that were in
effect.

Save/Reload

Unsaved changes list

wireless.wl_indexl19.s3id=ALL0O2EE20HD

wireless.wl_ index19.key=ThisPFWisUnbeatableYayy
wireless.wl index19.PreferB55IDEnable=1
wireless.wifi0.hwmode=11ln pure
wireless.wifi0.WLANHTMode=20
wireless.wifil.channel=10

Save & Apply H Revert I

23
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5.2 Main

Clicking the Main link under the Status menu or clicking Home at the top-right of
the ALL-WAPO02850N Page shows the status information about the current operating
mode.

- The System Information section shows general system information such as Device
Name, MAC Address, Current Time, Firmware Version, and Management VLAN ID
(Note: VLAN ID is only applicable in Access Point / WDS AP mode).

System Information

- The LAN Settings section shows the Local Area Network settings such as the LAN IP
Address, Subnet Mask, DNS Address.

LAN Settings

The Current 2.4G Wireless Settings section shows wireless information such as
Operating Mode, Frequency, Channel, Distance, RX and TX. Since the

24



ALL-WAPO02850N supports multiple-SSIDs, information about each SSID, the ESSID
and security settings, are displayed (Note: Profile Settings is only applicable in Access
Point / WDS AP mode).

g
g
5
=
g
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5.3 2.4G Wireless Client List

Clicking the 2.4G Wireless Client List link under the Status menu displays the list of
clients associated to the ALL-WAP02850N’s 2.4GHz, along with the MAC address, TX,
RX and signal strength for each client. Clicking Kick in the Kick and Ban column
removes this client. Clicking Refresh updates the client list.

Note: Only applicable in Access Point, WDS AP, and Repeater mode.

2.4G / Client List Home Reset
______
SsSotA sepsaezeTad b w6 s K]
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5.4 2.4G Connection Status

Click on the 2.4G Connection Status link under the Status menu. This page displays
the current status of the Network, including Network Type, SSID, BSSID, Connection
Status, Wireless Mode, Current Channel, Security, Data Rate, Noise Level, and Signal

Strength.
Note: Only applicable in Client Bridge, WDS Station and Repeater mode.

2.4G / Connection Status

27
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5.5 2.4GWDS Link List

Click on the 2.4G WDS Link List link under the Status menu. This page displays the
current status of the WDS link, including WDS Link ID, MAC Address, Link Status and
RSSIL

Note: Only applicable in WDS AP and WDS Bridge mode.

2.4G / WDS Link List Home Reset
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5.6 System Log

The ALL-WAPO02850N automatically logs (records) events of possible interest in its
internal memory. To view the logged information, click the System Log link under the
Status menu. If there is not enough internal memory to log all events, older events
are deleted from the log. When powered down or rebooted, the log will be cleared.

System Log Home Reset
Show log type All A

Zug 8 10:45:09 user.notice root: starting ntpd -
Aug B8 10:45:09 user.debug kernel: ath0: no IPv6 routers present

Aug 8 10:45:09 daemon.warn dnsmasg[l644]: ignoring nameserver 127.0.0.1 - local interface

Aug 8 10:45:09 daemon.info locator[1748]: daemonize: Unable to read pid file [/wvar/run/locator.pid] E
Aug B8 10:45:09 daemon.info dnsmasqg[1644]: using nameserver 8.8.8.8#53

Aug 8 10:45:09 daemon.info dnsmasg[1644]: using local addresses only for domain lan

Aug 8 10:45:09 daemon.info dnsmasg[l644]: reading /tmp/resolv.conf

Aug B8 10:45:09 cron.info crond[1770]: crond: crond (busybox 1.19.4) started, log level 5

Aug B8 10:45:04 user.debug kernel: athS5l: no IPv6 routers present

Aug B8 10:45:04 user.debug kernel: ath50: no IPv6 routers present

Aug 8 10:45:02 user.notice dhcpéc: stopping dhcpéc

Aug B8 10:45:01 user.notice root: starting ntpd

Aug 8 10:45:01 daemon.info dnsma=sq[l644]: using nameserver &.8.8.8#53

Aug 8 10:45:01 daemon.info dnsmasg[l1644]: using local addresses only for domain lan

Aug B8 10:45:01 daemon.info dnsmasg[1644]: using local addresses only for domain lan

Aug B8 10:45:01 daemon.info dnsmasg[1644]: started, version 2.52 cachesize 150

Aug B8 10:45:01 daemon.info dnsmasg[l644]: reading /tmp/resolv.conf

Aug 8 10:45:01 daemon.info dnsmasg[l644]: read /etc/hosts - 1 addresses

Aug 8 10:45:01 daemon.info dnsmasg[l1644]: compile time options: IPve GNU-getopt no-DBus no-I18N DHCP TFIP

Aug B 10:45:01 cron.info crond[1481]: crond: USER root pid 163% cmd . fetc/hotplug.d/iface/20-ntpclient start

Aug B8 10:44:58 user.info kernel: br-lan: port 2(ath0) entering forwarding state

Aug B8 10:44:58 cron.info crond[1481]: crond: crond (busybox 1.19.4) started, log level 5 -
Aug 8 10:44:57 user.info kernel: br-lan: port 2(ath0) entering disabled state

Refresh Clear

System Log

Refresh Update the log.

Clear Clear the log.

29
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6 System

6.1 Operation Mode

The ALL-WAP02850N supports six operating modes: Access Point, Client Bridge, WDS
AP, WDS Bridge, WDS Station and Repeater.
System Properties

System Properties

e & SN oo Goncmsce

[ Accept ][ Cancel ]

System Properties

Device Name Enter a name for the device. The name you type appears in SNMP
management. This name is not the SSID and is not broadcast to
other devices.

Country/Region Select a Country/Region to conform to local regulations.
Operation Mode Use the radio button to select an operating mode.
Accept / Cancel Click Accept to confirm the changes or Cancel to cancel and return

previous settings.
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ALL-WAPO02850N User’s Manual

This page allows you to modify the device's IP settings.

IP Settings

Home

wn
F
=
g
g
g

z o o o |
(O CO O (O
(O CO O (O

[ I
I 02020
I 209090909090
I 09090909020
I

i
]

IP Settings

IP Network Setting

Select whether the device IP address will use the static IP address
specified in the IP Address field or be obtained automatically when
the device connects to a DHCP server.

IP Address

The IP Address of this device.

IP Subnet Mask

The IP Subnet Mask of this device.

Default Gateway

The Default Gateway of this device. Leave it blank if you are unsure
of this setting.

Primary / Secondary

The primary / secondary DNS address for this device.

DNS

Use Link-Local Check this if you want to use Link-Local Address.
Address

IPv6 IP Address The IPv6 IP Address of this device.

The IPv6 Subnet Prefix Length of this device.

The IPv6 Default Gateway of this device. Leave it blank if you are
unsure of this setting.

The primary / secondary DNS address for this device.
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6.3 Spanning Tree Setting

This page allows you to modify the Spanning Tree settings. Enabling Spanning Tree

protocol will prevent network loops in your LAN network.

Spanning Tree Settings

Spanning Tree Status
Bridge Hello Time
Bridge Max Age
Bridge Forward Delay

Priority

| Accept | | Cancel |

Home Reset

Oon o Off
seconds (1-10)
seconds (6-40)
seconds (4-30)

(0-65535)

Spanning Tree

Spanning Tree
Status

Enable or disable the Spanning Tree function.

Bridge Hello Time

Specify Bridge Hello Time, in seconds. This value determines how
often the device sends handshake packets to communicate
information about the topology throughout the entire Bridged Local
Area Network.

Bridge Max Age

Specify Bridge Max Age, in seconds. If another bridge in the spanning
tree does not send a hello packet for a long period of time, it is
assumed to be dead.

Bridge Forward
Delay

Specify Bridge Forward Delay, in seconds. Forwarding delay time is the
time spent in each of the Listening and Learning states before the
Forwarding state is entered. This delay is provided so that when a new
bridge comes onto a busy network, it analyzes data traffic before
participating.

Priority

Specify the Priority Number. A smaller number has greater priority.

Accept / Cancel

Click Accept to confirm the changes or Cancel to cancel and return
previous settings.
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7 2.4G Wireless

7.1 Wireless Network

This page displays the current status of the Wireless settings of the ALL-WAP02850N.
Access Point / WDS AP mode:

2.4G / Wireless Network Home

]

80211 B/G/N Mixed ~

Lower Channel ~
Ch13-2472GHz ~ BN¥
Scan

Ghannet i ade: 1 [aowre -
Estension Chanel 1 cover chamne - [
Ghmaneiseasency N [ cr 2 72 - Ao —
L E

et

2.4G Wireless Network (Access Point / WDS AP mode)

Wireless Mode

Wireless mode supports 802.11b/g/n mixed mode in 2.4G

Channel HT Mode

The default channel bandwidth is 20/40MHz. The larger the channel,
the better the transmission quality and speed.

Extension Channel

Select upper or lower channel. Your selection may affect the Auto
channel function.

Channel / Select the channel and frequency appropriate for your country’s
Frequency regulation.
Auto Check this option to enable auto-channel selection.

AP Detection

AP Detection can select the best channel to use by scanning nearby
areas for Access Points.

w
ol



Current Profile

Configure up to eight different SSIDs (four in WDS AP mode). If many
client devices will be accessing the network, you can arrange the
devices into SSID groups. Click Edit to configure the profile and check
whether you want to enable extra SSID.

Accept / Cancel

Click Accept to confirm the changes or Cancel to cancel and return
previous settings.

Note: Only support four SSID in WDS AP mode.

2.4G SSID Profile

2.4G / SSID Profile

Wireless Setting
55D
Suppressed 551D

Station Separation

Wireless Security

Security Mode

| Save || Cancel

ALLOZ28EMD-2 4G (1 to 32 characters)
Enable @ Disable
Disabled -

2.4G SSID Profile

SSID

Specify the SSID for the current profile.

Suppressed SSID

Check this option to hide the SSID from clients. If checked, the
SSID will not appear in the site survey.

Station Separation

Click the appropriate radio button to allow or prevent
communication between client devices.

Wireless Security

See the Wireless Security section.

Save / Cancel

Click Save to accept the changes or Cancel to cancel and
return previous settings.
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Client Bridge / WDS Station / Repeater mode:
2.4G / Wireless Network Home Reset

Wireless Security

Disabled -

2.4G Wireless Network (Client Bridge / WDS Station / Repeater mode)

Wireless Mode

Wireless mode supports 802.11b/g/n mixed mode in 2.4G

SSID

The SSID is a unique named shared amongst all the points of the
wireless network. The SSID must be identical on all points of the
wireless network and cannot exceed 32 characters. You may specify an
SSID or select one from the Site Survey.

Site Survey

Click on Site Survey to search the existing Access Points.

Preferred SSID

Specify the SSID for the repeater. It can be different from Access Point's
SSID. (Note: Only in Repeater mode)

Preferred BSSID

Specify the BSSID (Access Point's MAC Address).

Wireless Security

The encryption is using. It must the same as Access Point's encryption.

Accept / Cancel

Click Accept to confirm the changes or Cancel to cancel and return
previous settings.
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7.2 Wireless Security

The Wireless Security section lets you configure the ALL-WAP02850N's security
modes: WEP, WPA-PSK, WPA2-PSK, WPA-PSK Mixed, WPA, WPA2, and WPA Mixed. It
is strongly recommend to use WPA2-PSK.

WEP Encryption:

Wireless Security

S =
— em
—  om
_[ 40/64-bit (10 hex digits or 5 ASCll char)  ~ _

GG
o
o

WEP Encryption

Auth Type Select Open System or Shared Key.

Input type ASCIIL Regular Text (recommended)

HEX: Hexadecimal Numbers (For advanced users)

Key Length Select the desired option and ensure the wireless clients use the
same setting.

Choices are 64, 128, 152-bit password lengths.

Default Key Select the key you wish to be default. Transmitted data is
ALWAYS encrypted using the Default Key; the other Keys are for
decryption only.

You must enter a Key Value for the Default Key.

Encryption Key # Enter the key value or values you wish to use. Only the Key

selected as Default is required. The others are optional.

WPA-PSK (WPA Pre-Shared Key) Encryption:



Wireless Security

e v ~
B ) v ~

WPA-PSK (WPA Pre-Shared Key) Encryption

Encryption Select the WPA encryption type you would like.
Please ensure that your wireless clients use the same settings.

Passphrase Wireless clients must use the same key to associate the device.

If using ASCII format, the Key must be from 8 to 63 characters in
length. If using HEX format, the Key must be 64 HEX characters in
length.

Group Key Update | Specify how often, in seconds, the group key changes.
Interval

WPA Encryption: Only in Access Point / WDS AP mode
Wireless Security

| WPA Mixed v

B ] s -

A e B
N

oo 70

Enable ~

1600
WPA Encryption
Encryption Select the WPA encryption type you would like.
Please ensure that your wireless clients use the same settings.
Radius Server Enter the IP address of the Radius server.
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Radius Port

Enter the port number used for connections to the Radius server.

Radius Secret

Enter the secret required to connect to the Radius server.

Group Key Update
Interval

Specify how often, in seconds, the group key changes.

Radius Accounting

Enable or disable accounting feature.

Radius Accounting
Server

Enter the IP address of the Radius accounting server.

Radius Accounting
Port

Enter the port number used for connections to the Radius
accounting server.

Radius Accounting
Secret

Enter the secret required to connect to the Radius accounting server.

Interim Accounting
Interval

Specify how often, in seconds, the accounting data sends.

Note: 802.11n does not allow WEP/WPA-PSK TKIP/WPA2-PSK TKIP security mode.
The connection mode will automatically change from 802.11n to 802.11a/g.

WPA Encryption: Client Bridge / WDS Station mode

Wireless Security

Changing the wireless security settings may cause this wireless client to associate with a different one. This may temporarily disrupt your

configuration session.

Security Mode
Encryption

EAP Method

EAP Authentication

Authentication Identity

Authentication Password

WPAZ -
AES -

PEAF -
MS-CHAP -

(1 to 32 characters)

(1 to 32 characters)

WPA Encryption

Encryption

Select the WPA encryption type: TKIP or AES.

EAP Method

Select EAP Method: PEAP or TTLS.

EAP Authentication

Select EAP Authentication: MS-CHAP or MS-CHAPV2.

Authentication
Identity

Enter the Identity required for the Radius server.

Authentication
Password

Enter the Password required for the Radius server.
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7.3 Site Survey

Use this feature to scan for nearby access points.
Note: Only applicable in Client Bridge, WDS Station and Repeater mode.

1. Click Site Survey.
Wireless Network Home Reset

2. Scanning for the nearby access points

Scanning

Please wait...

3. The ALL-WAP02850N will list the available access points after site survey.



2GHz Site Survey E:Infrastructure E:Ad_hoc

eSO ssD Chamel  Sgrallvel  Wpe  sewnty  Mode

| 24651C299E0  FRTZPowerineS6E 1 S0@8m  fen  weAzPsk  {

| TAI70:303065  EasyBox8030t6 1 gseém  Mfgn  weazPsk i

| SDAT3XICECSS  ALNETWM 4 42¢Bm  Mfgn w2k

| SUAT3)SCECSS  ALLNETGuest 4 40@Bm  fign  weazPK

| seaT3ecECSS 4 mdm  fgn  weaPK

| SeAT3IDCECSS 4 a0@m fgn  wePK

| OngeseAzBZCE Test20t3 6 3%e@m  fgn  weazPk i

| TAAG0T9ACEZS  mWMLANET 6 gseem  mbg  weAPsK i

| 00MESOIFCAA  AUPGMC 6 53eém  fen  wezPsk i

~opasotcicsss 6 gsem  Mfen  weawPA2PSK |

| TASWAMTECS  AlLSwpot  m 4seBm  Mfgn  weaPsk

| STRTAMIFCAF  AerFlt 12 g3eém Mg weaPsk

| 8A252C5C7791  EasyBox21067 3 gse8m  fign  weawPA2PSK |

| ODOFCI030CIC  bidgewp 3 5dBm Mg wRAPK &

| 340804247810 Raubfischteam 6 s2¢Bm  fen w4

| opgRCOOCOZAA 43 eeem  Mfgn  wene 4

| TASuAASITGCS  AllGuest  m 4seem  fen  wene §

| O20FCOOCOTAA  AUNETT 43 3%em  ten  nene 4

Site Survey (Client Bridge / WDS Station / Repeater mode)

BSSID Access Point's wireless MAC address.

SSID SSID that the Access Point is broadcasting.

Channel Channel that the Access Point is using.

Signal Level Signal strength from the Access Point to your station.

(dBm)

Type The band that the Access Point is using.

Security Encryption method that the Access Point is using to secure data over the
WLAN.

Refresh Click Refresh to rescan nearby Access Point.

4. Select an Access Point and click that Access Point’s BSSID.
2.4G [/ Site Survey

2GHz Site Survey [i :Infrastructure #:ad _hoc

5. Enter the correct security setting and then click Accept.
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7.4 Wireless MAC Filtering

Wireless MAC Filtering is used to allow or deny network access to wireless clients
(computers, tablet PCs, NAS, smartphones, etc.) according to their MAC addresses.
You can manually add a MAC address to restrict the permission to access
ALL-WAPO02850N. The default setting is Disable Wireless MAC Filter.

Note: Only applicable in Access Point, WDS AP and Repeater mode.

2.4G / Wireless MAC Filter Home Reset
ACL Mode Disabled -
6 .12 .34 .5 .78 .90 |Add]
# MAC Address
1 00:02:6F:30:94:12 Delete |
l Accept
5G / Wireless MAC Filter Home Reset
ACL Mode Disabled v
Add|
# MAC Address
luaccent |

Wireless MAC Filter (Access Point / WDS AP / Repeater mode)

ACL Mode Determines whether network access is granted or denied to clients whose MAC
appear in the MAC Address table on this page. Choices are: Disabled, Deny M.
Allow MAC in the list.

MAC Address Enter the MAC address of the wireless client.

Add Click Add to add the MAC address to the MAC Address table.
Delete Delete the selected entries.

Apply Click Apply to apply the changes.
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7.5 Wireless Advanced Settings

This page allows you to configure wireless advance settings. It is recommended that
the default settings are used unless the user has experience with more advanced
networking features.

]

2.4G / Wireless Advanced Settings Home

WMM Parameters

5G / Wireless Advanced Settings Home Reset

2.4G Wireless Advanced
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Data Rate Select a data rate from the drop-down list. The data rate affects
throughput of data in the ALL-WAPO02850N. The lower the data rate,
the throughput will be lower, but so will the transmission distance.

Transmit Power Set the power output of the wireless signal.

RTS/CTS Specify the threshold package size for RTC/CTS. A small number

Threshold causes RTS/CTS packets to be sent more often and consumes more
bandwidth.

Distance Specify the distance between Access Points and clients. Longer

distances may drop high-speed connections.

Aggregation Merges data packets into one packet. This option reduces the number
of packets, but increases packet sizes.

WMM Parameters | WMM (Wi-Fi Multimedia) manages the priority of audio, video and
voice data over a Wi-Fi network so that data from other applications
are less likely to interfere with transmission. The parameters CWmin,
CWmax and AIFS together control the priority of the four access
categories (AC). Note: Only applicable in Access Point and WDS AP
mode.

Client Limit Check Enable and enter a number to limit the maximum client
connection (The maximum is 127). Note: Only applicable in Access
Point, WDS AP and Repeater mode.

Accept / Cancel Click Accept to confirm the changes or Cancel to cancel and return
previous settings.

Note: WMM Parameters is only applicable in Access Point and WDS AP mode.
Client Limit is only applicable in Access Point, WDS AP and Repeater mode.
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7.6 WPS (Wi-Fi Protected Setup)

Wi-Fi Protected Setup (WPS) feature complies with the Wi-Fi Alliance WPS standard
and makes it easier to quickly add client devices to an established, security-enabled
Wi-Fi network.

WPS reduces the user steps required to configure a network and supports two
methods that are familiar to most consumers to configure a network and enable
security.

Note: Only applicable in Access Point and WDS AP mode.

]

2.4G / WPS Setting HomE

Release Configuration

Startto Process

Startto Process

]

Home

Release Configuration

Startto Process

4]
@
~
3
b
1)]
o
&
=
(=]

Startto Process

ecen

WPS (Wi-Fi Protected Setup)

WPS Select to Enable or Disable the WPS feature.
WPS Current Shows whether the WPS function is Configured or unConfigured.
Status When it is Configured, the WPS has been used to authorize connection

between the device and wireless clients.

Self Pin Code The PIN code of this device.

47



SSID

The SSID (wireless network name) used when connecting using WPS.

Authentication
Mode

Shows the encryption method used by the WPS process.

Passphrase Key

This is the passphrase key that is randomly generated during the WPS
process. It is required if wireless clients that do not support WPS
attempts to connect to the wireless network.

WPS via Push Click this button to initialize WPS feature using the push button method.
Button
WPS via PIN Enter the PIN code of the wireless device and click this button to

initialize WPS feature using the PIN method.
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7.7 WDS Link Settings

Using WDS (Wireless Distribution System) will allow a network administrator or
installer to connect to Access Points wirelessly. Doing so will extend the wired
infrastructure to locations where cabling is not possible or inefficient to implement.
Note: Compatibility between different brands and models of access points is not
guaranteed. It is recommended that the WDS network be created using the same
models for maximum compatibility.

Also note: All Access Points in the WDS network needs to use the same Channel and
Security settings.

To create a WDS network, please enter the MAC addresses of the Access Points that you

want included in the WDS. There can be a maximum of four access points.
Note: Only applicable in WDS AP and WDS Bridge mode.

2.4G / WDS Link Settings Home Reset
Security Mone -

WEP Key

AES Passphrase

(8-63 ASCII characters or 64 hexadecimal digits)

Caution: NAWDS was enabled, you need assign Wifi Channel manually later.

D MAC Address Mode

1 00 : 02 : 6F : CA : E6 : BE Enable -
2 g g g g g Disable ~
3 g g g g = Disable -
4 . . . . . Disable =

| Accept || Cancel

2.4G WDS Link Settings

Security Select None or WEP or AES from drop-down list.

WEP Key Enter the key values you wish to use if selecting WEP.

AES Passphrase Enter the key values you wish to use if selecting AES.

MAC Address Enter the Access Point’'s MAC address to which you want to extend the
wireless area.

Mode Select Disable or Enable from the drop-down list.
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Accept / Cancel

Click Accept to confirm the changes or Cancel to cancel and return
previous settings.

Note: Other AP(s) must use the same security and key to establish WDS link.
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8 Management

8.1 Administration

This page allows you to change the ALL-WAP02850N username and password. By
default, the username is admin and the password is: admin. The password can
contain 0 to 12 alphanumeric characters and is case sensitive.

Login Setting Home Reset

Hew Name admin
0ld Password
Hew Password

Confirm Password

SavelApply || Cancel || logout |

Login Setting

New Name Enter a new username for logging in to the New Name entry box.
Old Password Enter the old password for logging in to the Old Password entry box.
New Password Enter the new password for logging in to the New Password entry box.

Confirm Password | Re-enter the new password in the Confirm Password entry box for
confirmation.

Save/Apply / Click Save/Apply to apply the changes or Cancel to return previous
Cancel settings.
Logout Click Logout to logout.
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8.2 Management VLAN Settings

This page allows you to assign a VLAN tag to the packets. A VLAN is a group of
computers on a network whose software has been configured so that they behave as
if they were on a separate Local Area Network (LAN). Computers on VLAN do not
have to be physically located next to one another on the LAN.

Note: Only applicable in Access Point and WDS AP mode.

Management VLAN Settings Home Reset

2.4G Current Profiles

SSID Security Isolation VID Enable

ALL0288ND-2.4G WPA2-PSK AES 1
ALL0288ND-2.4G_2 None 2
ALLO288ND-2.4G_3 None 3
ALLO288ND-2.4G_4 None 4
ALLO288ND-2.4G_5 None 5
ALLO288ND-2.4G_6 None 6
ALLO288ND-2.4G_7 None 7
ALLO288ND-2.4G_8 None 8

Management VLAN (Access Point / Repeater mode)

Profile Isolation Restricted client to communicate with different VID by selecting the
radio button.

VLAN ID Specify the VLAN tag for each profile.

Management VLAN | If your network includes VLANSs, you can specify a VLAN ID for

ID packets pass through the Access Point with a tag. Otherwise, select
No VLAN tag.

Accept / Cancel Click Accept to confirm the changes or Cancel to cancel and return

previous settings.

Note:

1. If you reconfigure the Management VLAN ID, you may lose your connection to the
ALL-WAPO02850N. Verify that the DHCP server supports the reconfigured VLAN ID and then
reconnect to the ALL-WAP02850N using the new IP address.

2. Clicking Accept does not apply the changes. To apply them, use Status > Save/Load (see
section 5.1).
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VLAN Setup

Below is a sample network diagram for VLAN.

Please note that in order for the settings to save on this unit you need to click Save &
Apply under the Save/Reload option under Status.

‘ Wireless Access Point/Client Bridge

AP/AP Save/Reload

Home Reset
-
El I Unsaved changes list
+ [Savemeloads network.lan.gateway=132.168.1.254

" Main

" 2.4G Wireless Client List
= 5GWireless Client List

* Systemlog

Caution: Network Setting changed, redirect IP to 192.168.1.1

System m
Step 1. Setup Operation mode to Access Point.

AP/AP System Properties Home Reset
system Properties
Device Name ALL02830ND (1 to 32 characters )
Status - = 3
R ntry/Region ermany N
« Main i
. 2.4GWireless Client List
+ 5G Wireless Client List
. System Log
Operation Mode
System
+ IP Settings Client Bridge
. Spanning Tree Setings WDS
. Band Steer Repeater
2.4G Wireless -
Accept || Cancel
+ Wirclss Network (uhccentsfutonce

Step 2. Click on whichever band you want to configure.

Step 3. Click Edit on the SSID you want to configure. Note the Enable checkbox is if

you want the AP to have an SSID accessible via the wireless side of the AP.
551D

Security viD Enable Edit
Untagged SSID WPA2-PSK AES 1 | Edit |
Public WPA2-PSK AES 10 v
Private WPA2-PSK AES 20 v
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Step 4. Configure the AP with the SSID you want, and the type of encryption you

desire.
Wireless Setting

Untagged SSID

e

Wireless Secuﬂ'

Bt N =~ I
)

GroupKeyUpdsteimterial 300 seconds(30-3000,0:disabled)

| Save || Cancel |

Step 5. Under Management > Management VLAN is where you configure the SSID
to VLAN map.
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Management VLAN Settings Home Reset

= =

Step 6. The Isolation checkbox tells the unit that you want the SSID to be mapped to
a VID specified in the VID field. If the Isolation box is not checked the SSID will not be
tied to the VLAN that is not tagged off the trunk port. The Enable box performs the
same as it did in Step 3.

S P weazpskass @
o PR wWempsKAES W

Step 7. Please set your unit to be in the subnet that you want to mange the device in,
pointing to the proper default gateway and outside of your DHCP scope.
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Optional:

If using a tagged VLAN to manage the unit then please place unit in the proper
subnet and set the management VLAN tag to the tagged LAN you want to manage
the device from.

© ALLNET GmbH Computersysteme 2015 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
56



ALL-WAPO02850N User’s Manual

8.3 Wireless Traffic Shaping

Traffic shaping regulates the flow of packets leaving an interface to deliver improved
Quiality of Service.

Wireless Traffic Shaping Home Reset

e

2.4G 3etting

P .

55 Setting
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Wireless Traffic Shaping

Enable Traffic Shaping | Check this option to enable wireless traffic shaping.

Incoming Traffic Limit | Specify the wireless transmission speed used for downloading.

2.4G Setting

Outgoing Traffic Limit | Specify the wireless transmission speed used for uploading.

Total Percentage It shows how much percentage has been used.

SSID #1~#8 Specify the wireless transmission speed used for each SSID.

Accept / Cancel Click Accept to confirm the changes or Cancel to cancel and return previous se
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8.4 SNMP Settings

This page allows you to assign the Contact Details, Location, Community Name, and
Trap Settings for Simple Network Management Protocol (SNMP). This is a networking
management protocol used to monitor network attached devices. SNMP allows
messages (called protocol data units) to be sent to various parts of the network. Upon
receiving these messages, SNMP compatible devices (called agents) return the data
stored in their Management Information Bases.

]

SNMP Settings Home

1i

oo

. c
slls
Sl

public

i
i

[ .

e

Save/Apply || Cancel |

SNMP

SNMP Enable/Disable | Enable or Disable SNMP feature.

Contact Specify the contact details of the device

Location Specify the location of the device.

Community Name Specify the password for the SNMP community for read only
(Read Only) access.

Community Name Specify the password for the SNMP community with read/write
(Read/Write) access.

Trap
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Trap Destination
Address

Specify the IP address of the computer that will receive the SNMP
traps.

Trap Destination
Community Name

Specify the password for the SNMP trap community.

SNMPv3

SNMPv3
Enable/Disable

Enable or Disable SNMPv3 feature.

User Name

Specify the username for SNMPv3.

Auth Protocol

Select the authentication protocol type: MDS or SHA.

Auth Key

Specify the authentication key for authentication.

Priv Protocol

Select the privacy protocol type: DES.

Priv Key Specify the privacy key for privacy.
Engine ID Specify the engine ID for SNMPv3.
Save/Apply / Cancel Click Save/Apply to apply the changes or Cancel to return

previous settings.
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8.5 Backup/Restore

This page allows you to save the current device configurations. When you save the
configurations, you also can reload the saved configurations into the device through
the Restore Saved Settings from A File section. If extreme problems occur, or if you
have set up the ALL-WAPO02850N incorrectly, you can use the Factory Default button
in the Revert to Factory Default Settings section to restore all the configurations of the
ALL-WAP02850N to the original default settings.

Backup/Restore Settings Home Reset
Save A Copy of Current Settings @

Restore Saved Settings from A File | Browse... | [W]

Revert to Factory Default Settings [ Factory Default ]

Backup/Restore

Save A Copy of Click Backup to save the current configured settings.

Current Settings

Restore Saved To restore settings that have been previously backed up, click
Settings from A File | Browse, select the file, and click Restore.

Revert to Factory Click Factory Default button to restore the ALL-WAPO2850N to its
Default Settings factory default settings.
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8.6 Firmware Upgrade
This page allows you to upgrade the firmware of the ALL-WAP02850N.

Firmware Upgrade Home Reset

Current firmware version: 1.2.5
Locate and select the upgrade file from your hard disk:

Browse...

Upload

To perform the Firmware Upgrade:

1) Click the Browse button and navigate the OS File System to the location of the
upgrade file.

2) Select the upgrade file. The name of the file will appear in the Upgrade File field.

3) Click the Upload button to commence the firmware upgrade.

e)

f)  Note: The device is unavailable during the upgrade process and must restart when the
upgrade is completed. Any connections to or through the device will be lost.
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8.7 Time Settings
This page allows you to set the internal clock of the ALL-WAP02850N.

Time Settings P ReeSy

wme
@

UTC+00:00 Gambia, Liberia, Morocco
2098197

January - Sun -

January - Mon -

|_Save/Apply || Cancel |

Time

Manually Set Date and | Manually specify the date and time.
Time

Automatically Get Date | Select a time zone from the drop-down list and check whether
and Time you want to enter the IP address of an NTP server or use the
default NTP server to get have the internal clock set
automatically.

Enable Daylight Saving | Check whether daylight savings applies to your area.

Save/Apply / Cancel Click Save/Apply to apply the changes or Cancel to return
previous settings.
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8.8 Schedule

Use the schedule function to control the wireless on/off or reboot ALL-WAP02850N
on a routine basis. The Schedule function relies on the GMT time setting acquired
from a network time protocol (NTP) server. For details on how to connect the
ALL-WAPO2850N to an NTP server, see Time Settings.

Schedule Home Reset

i - -

_

Scedule Table

| Delete Selected || Delete All || Reset |

Schedule

Wifi Schedule Select to Enable or Disable schedule function.

Schedule Name Enter the description of the schedule service.

Service Select the type of schedule service, either Wireless Power ON or
Wireless Power OFF.

Day Select the days of the week to enable the schedule service.

Time of Day Set the start time that the service is active.

Add / Cancel Click Add to append the schedule service to the schedule service

table, or Cancel to discard changes.

Schedule Table

# Displays the ID number of the service in the table.
Name Displays the description of the service.
Service Displays the type of service.
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Schedule

Displays the schedule information of when the service is active.

Select

Select one or more services to edit or delete.

Delete Selected /
Delete All

Click Delete Selected to delete the selected services or Delete All to
delete all services.

Accept / Cancel

Click Accept to save the settings or Cancel to discard changes.

© ALLNET GmbH Computersysteme 2015 - Alle Rechte vorbehalten

Irrtum und Anderungen vorbehalten
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8.9 CLI Setting

Most users will configure the ALL-WAP02850N through the graphical user interface
(GUI). However, for those who prefer an alternative method there is the command line
interface (CLI). The CLI can be access through a command console, modem or Telnet
connection.

CLI Setti ng Home Reset

cu @ ON ' OFF

| Save/Apply || Cancell

CLI Setting

CLI Select ON or OFF to enable or disable the ability to modify the
ALL-WAPO02850N via a command line interface (CLI).

Save/Apply / Click Save/Apply to apply the changes or Cancel to return previous

Cancel settings.
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8.10 Log

Display a list of events that are triggered on the ALL-WAPO2850N Ethernet and
wireless interfaces. You can consult this log if an unknown error occurs on the system
or when a report needs to be sent to the technical support department for debugging

purposes.

Log Home Reset
Syslog

Syslog Disable «

Log Server IP Address /| Computer Name 0000

Local log

Local Log Enable -

| Savel/Apply || Cancel |

Log

Syslog Enable or disable the syslog function.

Log Server IP Enter the IP address of the log server.

Address

Local Log Enable or disable the local log service.

Save/Apply / Click Save/Apply to apply the changes or Cancel to return previous
Cancel settings.
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8.11 Diagnostics

The diagnostics feature allows the administrator to verify that another device is
available on the network and is accepting request packets. If get ping packet response,
it means a device is on line. This feature does not work if the target device is behind a

firewall or has security software installed.

Diagnostics
Ping Test Parameters

Target IP | Domain Name
Ping Packet Size
Number of Pings

Start Ping

Traceroute Test Parameters

Traceroute target

Start Traceroute

Speed Test

Target Address
Time period
Check Interval

|  Start Speed Test |

IPv4 Port
IPv6 Port

Reset

Home

64 Bytes
4

20 Sec
5 Sec
5001

5002

Diagnostics

Target IP

Enter the IP address you would like to search.

Ping Packet Size

Enter the packet size of each ping.

Number of Pings | Enter the number of times you want to ping.

Start Ping Click Start Ping to begin pinging target device (via IP).
Traceroute Enter an IP address or domain name you want to trace.
Target

Start Traceroute

Click Start Traceroute to begin the trace route operation.

Target Address

Enter the IP address of the target PC.

Time period

Enter time period for the speed test.

Check Interval

Enter the interval for the speed test.

Start Speed Test

Click Start Speed Test to begin the speed test operation.

IPv4 / IPv6 Port

ALL-WAPOQ2850N use IPv4 port 5001 and IPv6 port 5002 for the speed
test.
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8.12 LED Control

This page allows you to control LED on/off for Power, LAN interface and 2.4G WLAN
interface.

LED Control Home Reset
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8.13 Logout

Click [Logout] in Management menu to logout.

Management
Administration
Management YLAN
Wireless Traffic Shaping
SMMP Settings
Backup/Restore Settings
Firmware Upgrade
Time Settings

Schedule

CLI Settings

Log

Diagnostics

Device Discovery

Led Control

Message from webpage ﬁ

I Are you sure you want to logout?

QK | ’ Cancel
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8.14 Reset

In some circumstances, it may be required to force the device to reboot. Click on
Reboot the Device to reboot the ALL-WAP02850N.

Reset —tomE | Rosol
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DISCLAIMER_OF _WARRANTY
This Program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public License
as published by the Free Software Foundation; version 2 of the License.
This Program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public License for more
details.
You should have received a copy of the GNU General Public License along with this Program; if not, write to the Free
Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA.
The full text of the GNU General Public License version 2 is included with the software distribution in the file
LICENSE.GPLv2

NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION. IN NO
EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY
OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE
OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY
OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH

DAMAGES.

Written Offer for Source Code
For binaries that you receive from ALLNET GmbH Computersysteme on physical media or within the download of the
offered firmware that are licensed under any version of the GNU General Public License (GPL) or the GNU LGPL, you can

receive a complete machine-readable copy of the source code by sending a written request to:

ALLNET GmbH Computersysteme
Maistrasse 2

82110 Germering

Your request should include: (i) the name of the covered binary, (ii) the version number of the ALLNET product containing
the covered binary, (iii) your name, (iv) your company name (if applicable) and (v) your return mailing and email address
(if available). We may charge you a nominal fee to cover the cost of the media and distribution. Your request must be

sent within three (3) years of the date you received the GPL or LGPL covered code. For your convenience, some or all of
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the source code may also be found at:

http://www.allnet.de/gpl.html

LICENSE.GPLv2
GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble
The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU
General Public License is intended to guarantee your freedom to share and change free software--to make sure the
software is free for all its users. This General Public License applies to most of the Free Software Foundation's software
and to any other program whose authors commit to using it. (Some other Free Software Foundation software is covered
by the GNU Library General Public License instead.) You can apply it to your programs, too.
When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to
make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish), that
you receive source code or can get it if you want it, that you can change the software or use pieces of it in new free
programs; and that you know you can do these things.
To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to
surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the software,
or if you modify it.
For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the
rights that you have. You must make sure that they, too, receive or can get the source code. And you must show them
these terms so they know their rights.
We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal
permission to copy, distribute and/or modify the software.
Also, for each author's protection and ours, we want to make certain that everyone understands that there is no
warranty for this free software. If the software is modified by someone else and passed on, we want its recipients to
know that what they have is not the original, so that any problems introduced by others will not reflect on the original
authors' reputations.
Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors
of a free program will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we
have made it clear that any patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.


http://www.allnet.de/gpl.html

a)

b)
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GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION
0. This License applies to any program or other work which contains a notice placed by the copyright
holder saying it may be distributed under the terms of this General Public License. The
"Program", below, refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or with modifications and/or translated
into another language. (Hereinafter, translation is included without limitation in the term
"modification".) Each licensee is addressed as "you".
Activities other than copying, distribution and modification are not covered by this License; they are outside its
scope. The act of running the Program is not restricted, and the output from the Program is covered only if its
contents constitute a work based on the Program (independent of having been made by running the Program).

Whether that is true depends on what the Program does.

You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and
disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty
protection in exchange for a fee.

You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the
Program, and copy and distribute such modifications or work under the terms of Section 1 above, provided that
you also meet all of these conditions:

You must cause the modified files to carry prominent notices stating that you changed the files and the
date of any change.

You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the

Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this

License.

If the modified program normally reads commands interactively when run, you must cause it, when started

running for such interactive use in the most ordinary way, to print or display an announcement including an

appropriate copyright notice and a notice that there is no warranty (or else, saying that you provide a

warranty) and that users may redistribute the program under these conditions, and telling the user how to

view a copy of this License. (Exception: if the Program itself is interactive but does not normally print such an
announcement, your work based on the Program is not required to print an announcement.)
These requirements apply to the modified work as a whole. If identifiable sections of that work are not
derived from the Program, and can be reasonably considered independent and separate works in

themselves, then this License, and its terms, do not apply to those sections when you distribute them as
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separate works. But when you distribute the same sections as part of a whole which is a work based on
the Program, the distribution of the whole must be on the terms of this License, whose permissions for
other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.
Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by
you; rather, the intent is to exercise the right to control the distribution of derivative or collective works
based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a
work based on the Program) on a volume of a storage or distribution medium does not bring the other
work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable
form under the terms of Sections 1 and 2 above provided that you also do one of the following:

a)  Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections and 2 above on a medium customarily used for software
interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no
more than your cost of physically performing source distribution, a complete machine-readable copy of
the corresponding source code, to be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange; or,

c¢) Accompany it with the information you received as to the offer to distribute corresponding source code.
(This alternative is allowed only for noncommercial distribution and only if you received the program in
object code or executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an
executable work, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation of the
executable. However, as a special exception, the source code distributed need not include anything that is
normally distributed (in either source or binary form) with the major components (compiler, kernel, and so on)
of the operating system on which the executable runs, unless that component itself accompanies the
executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place counts as distribution of the source code,
even though third parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License.
Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically
terminate your rights under this License. However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such parties remain in full compliance.

5.  You are not required to accept this License, since you have not signed it. However, nothing else grants you
permission to modify or distribute the Program or its derivative works. These actions are prohibited by law if

you do not accept this License. Therefore, by modifying or distributing the Program (or any work based on the
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Program), you indicate your acceptance of this License to do so, and all its terms and conditions for copying,
distributing or modifying the Program or works based on it.

Each time you redistribute the Program (or any work based on the Program), the recipient automatically
receives a license from the original licensor to copy, distribute or modify the Program subject to these terms and
conditions. You may not impose any further restrictions on the recipients' exercise of the rights granted
herein. You are not responsible for enforcing compliance by third parties to this License.

If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not
limited to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions of this License. If you
cannot distribute so as to satisfy simultaneously your obligations under this License and any other pertinent
obligations, then as a consequence you may not distribute the Program at all. For example, if a patent license
would not permit royalty-free redistribution of the Program by all those who receive copies directly or indirectly
through you, then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of
the section is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to
contest validity of any such claims; this section has the sole purpose of protecting the integrity of the free
software distribution system, which is implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed through that system in reliance on consistent
application of that system; it is up to the author/donor to decide if he or she is willing to distribute software
through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this
License.

If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Program under this License may add an explicit
geographical distribution limitation excluding those countries, so that distribution is permitted only in or
among countries not thus excluded. In such case, this License incorporates the limitation as if written in the
body of this License.

The Free Software Foundation may publish revised and/or new versions of the General Public License from time
to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address
new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License
which applies to it and "any later version", you have the option of following the terms and conditions either of
that version or of any later version published by the Free Software Foundation. If the Program does not
specify a version number of this License, you may choose any version ever published by the Free Software

Foundation.
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If you wish to incorporate parts of the Program into other free programs whose distribution conditions are
different, write to the author to ask for permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will
be guided by the two goals of preserving the free status of all derivatives of our free software and of

promoting the sharing and reuse of software generally.

NO WARRANTY
BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE
EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT
HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED
ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT
NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR
THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH

HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Programs
If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to
achieve this is to make it free software which everyone can redistribute and change under these terms.
To do so, attach the following notices to the program. It is safest to attach them to the start of each source file
to most effectively convey the exclusion of warranty; and each file should have at least the "copyright" line and

a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.> Copyright (C) <year> <name of

author>

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your option)

any later version.
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This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the
implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public
License for more details.

You should have received a copy of the GNU General Public License along with this program; if not, write to the
Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Also add information on how to contact you by electronic and paper mail. If the program is interactive, make

it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author
Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type "'show w'.

This is free software, and you are welcome to redistribute it under certain conditions; type “show c' for details.

The hypothetical commands ‘show w' and “show ¢' should show the appropriate parts of the General Public
License. Of course, the commands you use may be called something other than “show w' and “show c'; they
could even be mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright

disclaimer" for the program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

‘Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989

Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your
program is a subroutine library, you may consider it more useful to permit linking proprietary applications with

the library. If this is what you want to do, use the GNU Lesser General Public License instead of this License.

LICENSE.LGPLv2.1
GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999
Copyright (C) 1991, 1999 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301
USA Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is
not allowed. [This is the first released version of the Lesser GPL. It also counts as the successor of the GNU

Library Public License, version 2, hence the version number 2.1.]

Preamble
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The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public Licenses are intended to guarantee your freedom to share and change free software--to
make sure the software is free for all its users.

This license, the Lesser General Public License, applies to some specially designated software packages--typically
libraries--of the Free Software Foundation and other authors who decide to use it. You can use it too, but we
suggest you first think carefully about whether this license or the ordinary General Public License is the better
strategy to use in any particular case, based on the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge for this
service if you wish); that you receive source code or can get it if you want it; that you can change the software
and use pieces of it in new free programs; and that you are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to ask
you to surrender these rights. These restrictions translate to certain responsibilities for you if you distribute
copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients all
the rights that we gave you. You must make sure that they, too, receive or can get the source code. If you
link other code with the library, you must provide complete object files to the recipients, so that they can relink
them with the library after making changes to the library and recompiling it. And you must show them these
terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this license,
which gives you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library. Also, if
the library is modified by someone else and passed on, the recipients should know that what they have is not
the original version, so that the original author's reputation will not be affected by problems that might be
introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make sure
that a company cannot effectively restrict the users of a free program by obtaining a restrictive license from a
patent holder. Therefore, we insist that any patent license obtained for a version of the library must be
consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License. This
license, the GNU Lesser General Public License, applies to certain designated libraries, and is quite different
from the ordinary General Public License. We use this license for certain libraries in order to permit linking
those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared library, the combination of the
two is legally speaking a combined work, a derivative of the original library. The ordinary General Public
License therefore permits such linking only if the entire combination fits its criteria of freedom. The Lesser

General Public License permits more lax criteria for linking other code with the library.
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We call this license the "Lesser" General Public License because it does Less to protect the user's freedom than
the ordinary General Public License. It also provides other free software developers Less of an advantage over
competing non-free programs. These disadvantages are the reason we use the ordinary General Public License
for many libraries. However, the Lesser license provides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a certain
library, so that it becomes a de-facto standard. To achieve this, non-free programs must be allowed to use the
library. A more frequent case is that a free library does the same job as widely used non-free libraries. In this
case, there is little to gain by limiting the free library to free software only, so we use the Lesser General Public
License.

In other cases, permission to use a particular library in non-free programs enables a greater number of people
to use a large body of free software. For example, permission to use the GNU C Library in non-free programs
enables many more people to use the whole GNU operating system, as well as its variant, the GNU/Linux
operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does ensure that the user
of a program that is linked with the Library has the freedom and the wherewithal to run that program using a
modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the
difference between a "work based on the library" and a "work that uses the library". The former contains

code derived from the library, whereas the latter must be combined with the library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION
0. This License Agreement applies to any software library or other program which contains a

notice placed by the copyright holder or other authorized party saying it may be

distributed under the terms of this Lesser General Public License (also called "this License").

Each licensee is addressed as "you".
A "library" means a collection of software functions and/or data prepared so as to be conveniently linked with
application programs (which use some of those functions and data) to form executables.
The "Library", below, refers to any such software library or work which has been distributed under these terms.
A "work based on the Library" means either the Library or any derivative work under copyright law: that is to
say, a work containing the Library or a portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, translation is included without limitation in the term
"modification”.)
"Source code" for a work means the preferred form of the work for making modifications to it. For a library,
complete source code means all the source code for all modules it contains, plus any associated interface
definition files, plus the scripts used to control compilation and installation of the library.
Activities other than copying, distribution and modification are not covered by this License; they are outside its

scope. The act of running a program using the Library is not restricted, and output from such a program is
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covered only if its contents constitute a work based on the Library (independent of the use of the Library in a
tool for writing it). Whether that is true depends on what the Library does and what the program that uses
the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you
receive it, in any medium, provided that you conspicuously and appropriately publish on
each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty; and distribute a copy
of this License along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty
protection in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a
work based on the Library, and copy and distribute such modifications or work under the
terms of Section 1 above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you
changed the files and the date of any change.

¢) You must cause the whole of the work to be licensed at no charge to all third parties
under the terms of this License.

d) If a facility in the modified Library refers to a function or a table of data to be
supplied by an application program that uses the facility, other than as an argument
passed when the facility is invoked, then you must make a good faith effort to
ensure that, in the event an application does not supply such function or table, the
facility still operates, and performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined
independent of the application. Therefore, Subsection 2d requires that any application-supplied function
or table used by this function must be optional: if the application does not supply it, the square root
function must still compute square roots.)
These requirements apply to the modified work as a whole. If identifiable sections of that work are not
derived from the Library, and can be reasonably considered independent and separate works in themselves,
then this License, and its terms, do not apply to those sections when you distribute them as separate works.
But when you distribute the same sections as part of a whole which is a work based on the Library, the
distribution of the whole must be on the terms of this License, whose permissions for other licensees extend to
the entire whole, and thus to each and every part regardless of who wrote it.
Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you;
rather, the intent is to exercise the right to control the distribution of derivative or collective works based on the
Library.
In addition, mere aggregation of another work not based on the Library with the Library (or with a work based

on the Library) on a volume of a storage or distribution medium does not bring the other work under the scope
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of this License.
3. You may opt to apply the terms of the ordinary GNU General Public License instead of this
License to a given copy of the Library. To do this, you must alter all the notices that refer
to this License, so that they refer to the ordinary GNU General Public License, version 2,
instead of to this License. (If a newer version than version 2 of the ordinary GNU General
Public License has appeared, then you can specify that version instead if you wish.) Do not
make any other change in these notices.
Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General Public
License applies to all subsequent copies and derivative works made from that copy.
This option is useful when you wish to copy part of the code of the Library into a program that is not a library.
4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in
object code or executable form under the terms of Sections 1 and 2 above provided that
you accompany it with the complete corresponding machine-readable source code, which
must be distributed under the terms of Sections 1 and 2 above on a medium customarily
used for software interchange.
If distribution of object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place satisfies the requirement to distribute the source
code, even though third parties are not compelled to copy the source along with the object code.
5. A program that contains no derivative of any portion of the Library, but is designed to
work with the Library by being compiled or linked with it, is called a "work that uses the
Library". Such a work, in isolation, is not a derivative work of the Library, and therefore
falls outside the scope of this License.
However, linking a "work that uses the Library" with the Library creates an executable that is a derivative of the
Library (because it contains portions of the Library), rather than a "work that uses the library". The executable
is therefore covered by this License. Section 6 states terms for distribution of such executables.
When a "work that uses the Library" uses material from a header file that is part of the Library, the object code
for the work may be a derivative work of the Library even though the source code is not. Whether this is true is
especially significant if the work can be linked without the Library, or if the work is itself a library. The
threshold for this to be true is not precisely defined by law.
If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros and
small inline functions (ten lines or less in length), then the use of the object file is unrestricted, regardless of
whether it is legally a derivative work. (Executables containing this object code plus portions of the Library
will still fall under Section 6.)
Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work under the
terms of Section 6. Any executables containing that work also fall under Section 6, whether or not they are
linked directly with the Library itself.
6. Asan exception to the Sections above, you may also combine or link a "work that uses the

Library" with the Library to produce a work containing portions of the Library, and
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distribute that work under terms of your choice, provided that the terms permit
modification of the work for the customer's own use and reverse engineering for
debugging such modifications.
You must give prominent notice with each copy of the work that the Library is used in it and that the Library
and its use are covered by this License. You must supply a copy of this License. If the work during execution
displays copyright notices, you must include the copyright notice for the Library among them, as well as a
reference directing the user to the copy of this License. Also, you must do one of these things:

Accompany the work with the complete corresponding machine-readable source code for the Library
including whatever changes were used in the work (which must be distributed under Sections 1 and 2 above);
and, if the work is an executable linked with the Library, with the complete machine-readable "work that uses
the Library", as object code and/or source code, so that the user can modify the Library and then relink to
produce a modified executable containing the modified Library. (It is understood that the user who changes
the contents of definitions files in the Library will not necessarily be able to recompile the application to use
the modified definitions.)

Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (1)
uses at run time a copy of the library already present on the user's computer system, rather than copying
library functions into the executable, and (2) will operate properly with a modified version of the library, if the
user installs one, as long as the modified version is interface-compatible with the version that the work was
made with.
Accompany the work with a written offer, valid for at least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more than the cost of performing this distribution.
If distribution of the work is made by offering access to copy from a designated place, offer equivalent access
to copy the above specified materials from the same place.
Verify that the user has already received a copy of these materials or that you have already sent this user a
copy.
For an executable, the required form of the "work that uses the Library" must include any data and utility
programs needed for reproducing the executable from it. However, as a special exception, the materials to be
distributed need not include anything that is normally distributed (in either source or binary form) with the
major components (compiler, kernel, and so on) of the operating system on which the executable runs, unless
that component itself accompanies the executable.
It may happen that this requirement contradicts the license restrictions of other proprietary libraries that do not
normally accompany the operating system. Such a contradiction means you cannot use both them and the
Library together in an executable that you distribute.
7.  You may place library facilities that are a work based on the Library side-by-side in a single
library together with other library facilities not covered by this License, and distribute such
a combined library, provided that the separate distribution of the work based on the
Library and of the other library facilities is otherwise permitted, and provided that you do

these two things:
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a)  Accompany the combined library with a copy of the same work based on the Library,
uncombined with any other library facilities. This must be distributed under the terms of the
Sections above.

b) Give prominent notice with the combined library of the fact that part of it is a work based on the
Library, and explaining where to find the accompanying uncombined form of the same work.

8.  You may not copy, modify, sublicense, link with, or distribute the Library except as
expressly provided under this License. Any attempt otherwise to copy, modify, sublicense,
link with, or distribute the Library is void, and will automatically terminate your rights
under this License. However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such parties remain in full
compliance.

9. You are not required to accept this License, since you have not signed it. However,
nothing else grants you permission to modify or distribute the Library or its derivative
works. These actions are prohibited by law if you do not accept this License. Therefore,
by modifying or distributing the Library (or any work based on the Library), you indicate
your acceptance of this License to do so, and all its terms and conditions for copying,
distributing or modifying the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient
automatically receives a license from the original licensor to copy, distribute, link with or
modify the Library subject to these terms and conditions. You may not impose any further
restrictions on the recipients' exercise of the rights granted herein. You are not responsible
for enforcing compliance by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any
other reason (not limited to patent issues), conditions are imposed on you (whether by
court order, agreement or otherwise) that contradict the conditions of this License, they do
not excuse you from the conditions of this License. If you cannot distribute so as to satisfy
simultaneously your obligations under this License and any other pertinent obligations,
then as a consequence you may not distribute the Library at all. For example, if a patent
license would not permit royalty-free redistribution of the Library by all those who receive
copies directly or indirectly through you, then the only way you could satisfy both it and
this License would be to refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of
the section is intended to apply, and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to
contest validity of any such claims; this section has the sole purpose of protecting the integrity of the free
software distribution system which is implemented by public license practices. Many people have made

generous contributions to the wide range of software distributed through that system in reliance on consistent
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application of that system; it is up to the author/donor to decide if he or she is willing to distribute software

through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this

License.

12.

13.

If the distribution and/or use of the Library is restricted in certain countries either by
patents or by copyrighted interfaces, the original copyright holder who places the Library
under this License may add an explicit geographical distribution limitation excluding those
countries, so that distribution is permitted only in or among countries not thus excluded.
In such case, this License incorporates the limitation as if written in the body of this License.
The Free Software Foundation may publish revised and/or new versions of the Lesser
General Public License from time to time. Such new versions will be similar in spirit to the

present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of this License

which applies to it and "any later version", you have the option of following the terms and conditions either of

that version or of any later version published by the Free Software Foundation. If the Library does not specify

a license version number, you may choose any version ever published by the Free Software Foundation.

14.

15.

16.

If you wish to incorporate parts of the Library into other free programs whose distribution
conditions are incompatible with these, write to the author to ask for permission. For
software which is copyrighted by the Free Software Foundation, write to the Free Software
Foundation; we sometimes make exceptions for this. Our decision will be guided by the
two goals of preserving the free status of all derivatives of our free software and of

promoting the sharing and reuse of software generally.

NO WARRANTY

BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE
LIBRARY "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE LIBRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE,
YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO

LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU
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OR THIRD PARTIES OR A FAILURE OF THE LIBRARY TO OPERATE WITH ANY OTHER

SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE

POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Libraries

If you develop a new library, and you want it to be of the greatest possible use to the public, we recommend
making it free software that everyone can redistribute and change. You can do so by permitting redistribution
under these terms (or, alternatively, under the terms of the ordinary General Public License).
To apply these terms, attach the following notices to the library. It is safest to attach them to the start of each
source file to most effectively convey the exclusion of warranty; and each file should have at least the

"copyright" line and a pointer to where the full notice is found.

<one line to give the library's name and a brief idea of what it does.> Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser General
Public License as published by the Free Software Foundation; either version 2.1 of the License, or (at your
option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the
implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Lesser General
Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with this library; if not, write to
the Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA

Also add information on how to contact you by electronic and paper mail.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright

disclaimer" for the library, if necessary. Here is a sample; alter the names:
Yoyodyne, Inc., hereby disclaims all copyright interest in the library "Frob' (a library for tweaking knobs) written
by James Random Hacker.

<signature of Ty Coon>, 1 April 1990 Ty Coon, President of Vice

That's all there is to it!
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Hiermit erklart ALLNET GmbH Computersysteme, dass sich das Gerat
ALL-WAPO02850N in Ubereinstimmung mit den grundlegenden Anforderungen
und den Ubrigen einschlagigen Bestimmungen der Richtlinie 1999/5/EC befindet.
Die Konformitatserklarung kann unter folgender Adresse gefunden werden:
www.allnet.de/downloads.html

ALLNET GmbH Computersysteme declares that the device ALL-WAPO2850N is in
compliance with the essential requirements and other relevant provisions of
Directive 1999/5/EC. The Declaration of conformity can be found under this link:
www.allnet.de/downloads.html
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