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Installing the Switch

This section will guide you through the installation process.

Management Interface

The Switch features an embedded Web interface for the monitoring and management of your device.

Management Interface Default Values
IP Address: 192.168.1.239

Username: admin

Password: admin



Connecting the Switch to a Network

Discovery in a Network with a DHCP server

Use the procedure below to setup the Switch within a network that uses DHCP.

1.

10.

11.

Connect the supplied Power Cord to the Switch and plug the other end into an
electrical outlet. Verify the power LED indicator is lit on the Switch.

Wait for the Switch to complete booting up. It might take a minute for the Switch to
completely boot up.

Connect one end of a Category 5/6 Ethernet cable into the Gigabit (10/100/1000Mpbs)
Ethernet port on the Switch front panel and the other end to the Ethernet port on
the computer. Verify that the LED on the Ethernet ports of the Switch are Green.

Once your computer is on, ensure that your TCP/IP is set to On or Enabled. Open
Network Connections and then click Local Area Connection. Select Internet
Protocol Version 4 (TCP/IPv4). If your computer is already on a network, ensure that
you have set it to a Static IP Address on the Interface (Example: 192.168.0.10 and the
Subnet mask address as 255.255.255.0).

Open a web browser on your computer. In the address bar of the web browser, enter
192.168.0.239

and press Enter.

A login screen will appear. By default, the username is admin and the password is
password. Enter the current password of the Switch and then click Login. To make
access to the web-based management interface more secure, it's highly
recommended that you change the password to something more unique.

Click IP Settings under the System tab and select IPv4 or IPv6.
Click DHCP under Auto-Configuration.

Click Apply to save the settings.

Connect the Switch to your network (DHCP enabled).

On the DHCP server, find and write down the IP address allocated to the device. Use
this IP address to access the management interface.



Discovery in a Network with a DHCP server

This section describes how to set up the Switch in a network without a DHCP server. If your

network has no DHCP service, you must assign a static IP address to your Switch in order to

log in to the web-based management interface.

1.

9.

Connect the supplied Power Cord to the Switch and plug the other end into an
electrical outlet. Verify the Power LED indicator is lit on the Switch.

Wait for the Switch to complete booting up. It might take a minute or so for the Switch
tocompletely boot up.

Connect one end of a Category 5/6 Ethernet cable into the Gigabit (10/100/1000Mbps)
Ethernet port on the Switch front panel and the other end to Ethernet port on the
computer. Verify that the LED on Ethernet ports of the Switch are Green.

Once your computer is on, ensure that your TCP/IP is set to On or Enabled. Open
Network Connections and then click Local Area Connection. Select Internet
Protocol Version 4 (TCP/IPv4).

If your computer is already on a network, ensure that you have set it to a Static IP
Address on the Interface (Example: 192.168.0.239 and the Subnet mask address as
255.255.255.0).

Open a web browser on your computer. In the address bar of the web browser, enter
192.168.0.239

and press Enter.

A login screen will appear. By default, the username is admin and the password is
password. Enter the current password of the Switch and then click Login. To make
access to the web-based management interface more secure, it's highly
recommended that you change the password to something more unique.

Click IP Settings under the System menu and select Static IP to configure the
IPsettings of the management interface.

Enter the IP address, Subnet mask, and Gateway.

10. Click Apply to update the system.



Software Features



Using the Switch

Besides the functions of a Wireless Controller, the Controller also possesses functions of
a full-featured Layer 2 Ethernet Switch. Use the Controller / Switch tab on the upper
left corner of the user interface to toggle between the Wireless Controller or Layer 2

Switch functions.

P
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\x/) Controller | Switch

Controller | Switch




Wireless Controller Features

Managing C-Series Access Points

1. Access Points in the network will be automatically discovered by the Controller and
will be listed under the AP(s) Detected list in the Access Point menu.

Managed AP(s)

Alist of devices that have been added 1o the network This sortable st consists of a fitering function where users can choose 1o showihide columns that they wish 1o chack. By selecting the device name, users
wil be redirected 10 the device information page.

80 Q v

Status Model Name MAC Address B Device Name 1P Address Group i
No data available in table

@ ALL-WAPCO486AC

88DC96:26:7C 68

10 v | Showing 0 to 0 of 0 entries. ¥ ALL-WAPCO465AC
88:DC:96:30:9773

2. Select the Access Point(s) you wish to manage and click Add.

0 3 2

OFFLINE AP(s) Detected

(vl Add

¥ ALL-WAPCO0435AC
88:DC:96:5A:92:DC

v ALL-WAPCO0486AC
88:DC:96:26:7C:68

v ALL-WAPCO0465AC
88:DC:96:30:97:73

3. Youwill be prompted to assign the IP Address under the IP Assignment screen.

IP Assignment

Aty Conbyu ston @ OHCP O Sutsc O Kesp AP's setingn
P Asdrem

Sutret Mask

Oetactt Gateway

Primary ONS Server

Secondary ONS Server




Auto-Configuration | DHCP: You can choose to auto assign IP address if there
is a DHCP server in the network.

Static: If you wish to manually assign the IP address,
choose Static. Enter the IP address you wish to assign to
the AP and fill in the subnet mask, default gateway and
DNS server address.

Keep AP’s Settings: Select this option for the AP to use
its current network settings.

IP Address Enter the IP address for the Access Point.
Subnet Mask Enter the subnet mask for the Access Point.
Default Gateway Enter the default gateway for the Access Point.

Primary DNS Server | Enter the primary DNS server name.

Secondary DNS Enter the secondary DNS server name (if necessary).
Server

4. Click Apply and the Access Point(s) you’ve configured will be moved to the Managed
list. Note that the status of the AP will change from Connecting to Provisioning to
Online. Once the status turns Online, your Access Point(s) have been successfully
added to the Managed list.

Status Model Name: MAC Address

IP Address Group

2 Online ALL-WAPCD436AC 88:DC.96:26:7C.:68 192.168.2.116

©  Online ALL-WAPCD465AC 83:DC:96:30:9773 1921682115

D Online ALL-WAPC0435AC 88:DC:96:5A.92DC 1921682 114

Note: If the status shows Incompatible Version, please check and make sure that the
firmware of the Access Point and Switch are compatible.

CLatus

L Incompatible Verisn



Device Management

Summary

The Summary page shows general system information for the Controller including the
Controller Status, the software version, the maximum number of APs the system can
manage, MAC Address, IP Address, serial number, and system uptime for the system.
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Dashboard

The Dashboard on the upper right corner of the GUI shows the current status of C-Series-
AP that has been managed by the ALL-WAPC0450C Controller.

6 6 0 13

Manage | This shows the number of APs currently managed by the ALL-WAPC0450C.
d

Active This shows the number of managed APs that currently have an active connection
with the ALL-WAPC0450C.

Offline | This shows the number of managed APs that currently do not have an active
connection with the ALL-WAPC0450C.

Clients | This shows the total number of wireless clients currently connected to all the
managed APs.

Controller State

Status: Select whether to Enable or Disable the Controller feature on the Switch.

Click Apply to save the changes to the system.

System Information

Controller Version: This is the software version of the device.

Max. Managed APs: The maximum number of APs the device is able to manage.
IP Address: Displays the IP address of the device.

Base MAC Address: Universally assigned network address.

Serial Number: Displays the serial number of the device.

== = =4 =4 -4 -2

System Uptime: Displays the number of days, hours, and minutes since the last system restart.

12



Access Points

This page displays the status of all C-Series-AccessPoints that your Controller is currently
managing as well as all the C-Series-AccessPoints in the network that the Controller has
discovered. Use this page to add C-Series-AccessPoints to your EWS Controller Access Point
list.

The ALL-WAPC0450C is able to manage supported C-Series-Access Points. For the
discovery procedure to succeed, the ALL-WAPC0450C and the C-Series-Access Point must
be connected in the same network. The ALL-WAPC0450C can discover supported C-
Series-AccessPoints with any IP address and Subnet settings.

N : W L 0 o B
* ALLNET e
ALL-WAPC0450C | 4-Port Gigabit L2 Wireless Management Switch [Qsearcn ]

Managed AP(s)
3 3 0 0«

Alist of devices that have been added to the network This sortable list consists of a fitering function where users can choose to show/hide columns that they wish to check. By selecting the device name, users ¥
will be redirected to the device information page AP(s) Detected

MAC Address
88:DC:96:267C68

Group

83.0C:930.97.73

1921682.114

88.DC.96:5A.920C

#19 Hotspot Service
8 Mesh

A Maintenance

Managing Access Points
C-Series-AccessPoints can either be configured individually or configured as a group.

To manage an Access Point individually, click on the Device Name field of the Access
Point you wish to configure and you will be directed to a screen where you can
configure settings for the Access Point.

To manage Access Points as a group, go to Device Management > AP Clusters to create
an AP group and add members into the group. Click on the Group field of the AP you
wish to configure and you will be directed to a screen where you can configure settings for
the AP Group.

Group settings can be overridden by individual AP settings. For example, if you want to set
the transmit power to a lower setting for only a few specific APs, leave the Transmit Power
at Auto in the Wireless

13



Radio Settings of the AP Group, then click on the Device Name field of the Access Point
(which is already in a group) you wish to configure and you will be directed to a screen
where you can configure override settings for the selected Access Point.

Refresh Countdown Timer

This is the time left before the page auto-refreshes. The countdown is from 15 seconds.

Dashboard

The Dashboard shows the current status of all the EWS APs that has been managed by the ALL-
WAPC0450C.

6 6 0

Managed This shows the number of APs in the managed AP database that are
configured with the ALL-WAPC0450C.

Active This shows the number of managed APs that currently have an active
connection with the ALL-WAPCO0450C.

Offline This shows the number of managed APs that currently do not have an
active connection with the ALL-WAPC0450C.

AP(s) Detected List

Reveals a list of all APs in the network that the ALL-WAPC0450C automatically discovers.
Mouse over the discovered Access Point to show general information such as the MAC

address, IP address, model name and firmware version.

4 v

AP(s) Detected

14



Remove AP

The Remove button removes selected Access Point(s) from list. Access Points
removed will be automatically set to standalone mode with all settings restored to

a
their factory default settings.

Reboot AP

The Reboot button will reboot the selected Access Point(s).

U

Search Bar

Use the Search Bar to search for Access Points managed by the ALL-WAPC0450C using the
following criteria: Status, model name, MAC Address, Device name, IP address, Firmware
Version, Cluster.

Q

Status

This indicates the current status of the managed Access Point.

Status Explanation

Online AP is connected and managed by ALL-WAPC0450C.

Provisioning AP is currently in the process of connecting to the ALL-WAPC0450C.

Applying AP is currently applying system changes.
Change

Connecting AP is currently connecting to ALL-WAPC0450C.
Offline AP is currently offline.

15




Resetting AP is resetting.

Firmware AP is currently undergoing firmware upgrade process.

Upgrading

Invalid IP The subnet of managed AP’s IP address is not the same as the ALL-
WAPC0450C. Please remove AP and reconfigure AP to the correct
setting.

Incompati AP firmware is not compatible with ALL-WAPC0450C.

ble

Version

Checking ALL-WAPCO0450C is checking the SSL Certificate of AP.

Certificate

Model Name

Shows the model name of the managed Access Point.

MAC Address

Shows the MAC address of the managed Access Point.

Device Name
Displays the device name of the managed Access Point.

1 When the AP is not a cluster member, click on this field and you’ll be redirected to the
configuration page where you can edit settings such as device name, IP Address,
Wireless Radio settings.

9 When the AP is a cluster member, click on this field to configure settings for individual
Access Points by overriding the cluster settings.

IP Address

Shows the IP address of the managed Access Point.

16




Firmware Version

Shows the firmware version of the managed Access Point.

Last Update

Display the time the Access Point was last detected and the information was last updated.

Group

Displays the AP Group the Access Point is currently assigned to. Click on this field and you'll
be redirected to the group configuration page.

Column Filter

Shows or hides fields in the Access Point list.

—
- —
e
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Access Point Settings

On this page, you can edit the AP's name and password, manually assign an IP address, or
change the channel selection, transmit power and other wireless settings of a managed
Access Point.

General Settings

4 General Settings
Device Name: ~ Neihu_7F_Meeting_Rooi  (1~32 characters)

Administrator Username:  admin (1~12 characters)
New Password: | Leave blank if unchanget| (1~12 characters)

Verify Password: | Leave blank if unchanget

Auto Configuration () DHCP (@ Static

IP Address: | 10.0.85.236

Subnet Mask: | 255.255.255.0
Default Gateway: | 10.0.85.254
Primary DNS Server:  10.0.91.240

Secondary DNS Server: | 10.0.91.241

Device Name: The device name of the Access Point. Users can enter a custom name for
the Access Point if they wish.

Administrator Username: Displays the current administrator login username for the
Access Point. Enter a new Administrator username for the Access Point if you wish to
change the username. The default username is: admin.

New Password: Enter a new password of between 1~12 alphanumeric characters.
Verify Password: Enter the password again for confirmation.

Auto Configuration: Select whether the device IP address will use the static IP address
specified in the IP Address field or be obtained automatically when the device connects to a
DHCP server.

IP Address: Enter the IP address for the Access Point.
Subnet Mask: Enter the Subnet Mask for the Access Point.
Default Gateway: Enter the default Gateway for the Access Point.

Primary/Secondary DNS Server: Enter the Primary/Secondary DNS server name.

18



Wireless Radio Settings

4 Wireless Radio Settings

Country: | USA ™
2.4GHz 5GHz
Wireless Mode: 80211 b/g/n M«xedE‘ 80211 a/n Mixed&]
Channel HT Mode:  20MHz  [¥] 40MHz[¥)]
Extension Channel:  Upper Channel[¥] Upper Channel[¥]
Channel: | Auto v Auto ¥
Transmit Power: ~ 19dBm[¥] 18dBm[¥]
Client Limits: = 126 (1~127, 0 means no limit) 126 (1~127, 0 means no limit)
DataRate: | Auto  [V] Ao [&]
RTS/CTS Threshold: | 2346 (1~2346) 2346 (1~2346)
Aggregation: (@ Enable () Disable (® Enable () Disable
32  Frames (1~32) 32 Frames (1~32)
50000  Bytes(Max) (2304~65535) 50000  Bytes(Max) (2304~65535)

Country: Select a Country/Region to conform to local regulations. Different regions have
different rules that govern which channels can be used for wireless communications.

Wireless Mode: Select from the drop-down menu to set the wireless mode for the Access
Point. For 2.4GHz, the available options are 802.11b/g/n mixed, 802.11b, 802.11b/g mixed,
802.11g, and 802.11n. For 5GHz, the available options are 802.11a/n mixed, 802.11a, and
802.11n.

Channel HT Mode: Use the drop-down menu to select the Channel HT as 20MHz,
20/40MHz or 40MHz. A wider channel improves the performance, but some legacy devices
operate only on either 20MHz or 40 MHz. This option is only available for 802.11n modes.

Extension Channel: Use the drop-down menu to set the Extension Channel as Upper or
Lower channel. An extension channel is a secondary channel used to bond with the
primary channel to increase this range to 40MHz allowing for greater bandwidth. This
option is only available when Wireless Mode is 802.11n and Channel HT Mode is 20/40MHz
or 40MHz.

Channel: Use the drop-down menu to select the wireless channel the radio will operate on.
Optimizing channel assignments reduces channel interference and channel utilization for
the network, thereby improving overall network performance and increasing the

network's client capacity. The list of available channels that can be assigned to radios is
determined based on which country the Access Points are deployed in.

19



Transmit Power: Allows you to manually set the transmit power on 2.4GHz or 5GHz
radios. Increasing the power improves performance, but if two or more Access Points are
operating in the same area on the same channel, it may cause interference.

Client Limits: Specify the maximum number of wireless clients that can associate with the
radio. Enter a range from 1 to 127, or fill in 0 for an unlimited client limit.

Data Rate: Use the drop-down list to set the available transmit data rates permitted for
wireless clients. The data rate affects the throughput of the access point. The lower the
data rate, the lower the throughput, but the longer transmission distance.

RTS/CTS Threshold: Enter a Request to Send (RTS) Threshold value between 1~2346. Use
RTS/CTS to reduce data collisions on the wireless network if you have wireless clients that
are associated with the same Access Point. Changing the RTS threshold can help control
traffic flow through the Access Point. If you specify a lower threshold value, RTS packets
will be sent more frequently. This will consume more bandwidth and reduce the
throughput of the Access Point. Sending out more RTS packets can help the network
recover from interference or collisions which might occur on a busy network or on a

network experiencing electromagnetic interference.

Aggregation: Select whether to enable or disable Aggregation for the Access Point. This
function merges data packets into one packet, reducing the number of packets. This also
increases the packet sizes, so please keep this in mind. Aggregation is useful for increasing
bandwidth throughput in environments that are prone to high error rates. This mode is
only available for 802.11n modes. Fill in the frame rate limit you wish to use. The range is
from 1~32. Next, fill in the max byte limit. The range is from 2304~65535.

WLAN Settings - 2.4GHz/5GHz

Under the WLAN Settings, you can create and manage SSID configurations and profiles for
the Access Points to fit your needs. An SSID is basically the name of the wireless network to
which a wireless client can connect to. Multiple SSIDs allow administrators to use a single
physical network to support multiple applications with different configuration
requirements. Up to 8 SSIDs are available per radio. Click on the SSID you wish to make
changes to and you'll be directed to the SSID Configuration page.

20



4 WLAN Settings - 2.4GHz

D Status SSID

1 Enabled SNWL

2 Disabled 210_2-2.4GHz
Disabled SSID_3-2.4GHz
Disabled SSID_4-2.4GHz
Disabled SSID_5-2.4GHz
Disabled SSID_6-2.4GHz

Disabled SSID_7-2.4GHz

o Nl || s | w

Disabled SSID_8-2.4GHz

Hidden Client L2 VLAN VLAN
Security  Encryption SSID Isolation Isolation Isolation D
oy AES No No No No
V\LPSA;(Z AES No No No No
None None No No No No
None None No No No No
None None No No No No
None None No No No No
None None No No No No
None None No No No No

ID The ID displays the SSID profile identifier.

Status This displays whether the current SSID profile is enabled or
disabled.

SSID Displays the SSID name as it appears to the wireless clients in
the network.

Security Displays the security mode the SSID uses.

Encryption Displays the data encryption type the SSID uses.

Hidden SSID

Displays whether the hidden SSID is enabled or disabled.

Client
Isolation

Displays whether Client Isolation feature is enabled or
disabled.

L2 Isolation

Displays whether L2 Isolation feature is enabled or disabled.

VLAN Isolation

Displays whether VLAN Isolation feature is enabled or
disabled.

VLAN ID

Displays the VLAN ID associated with the SSID.

Note: For the Controller to function properly, make sure that
all ports (on all cascading switches as well) connected to EWS
APs on the switch are configured as the same VLAN ID as the
Controller’'s Management VLAN ID.

21



SSID Config

SSID Config

Basic Setting Enable SSID: @ Enable () Disable 2
SSID: SNWL (1~32 characters)
Hidden SSID: (O Enable (@) Disable
Client Isolation: (O Enable (@) Disable
L2 Isolation () Enable (@) Disable
VLAN lsolation: () Enable (@) Disable
VLAN ID (1~4094)

Traffic Shaping Enable Traffic Shaping: () Enable (@ Disable v

Cancel

Enable SSID: Select to enable or disable the SSID broadcasting.

SSID: Enter the SSID for the current profile. This is the name that is visible to wireless

clients on the network.

Hidden SSID: Enable this option if you do not want to broadcast this SSID. This can help
to discourage wireless users from connecting to a particular SSID.

Client Isolation: When enabled, all communication between wireless clients connected to
the same AP will be blocked.

L2 Isolation: When enabled, wireless client traffic from all hosts and clients on the same
subnet will be blocked.

VLAN Isolation: When enabled, all communications between wireless clients and any
other devices on different VLANs will be blocked. All frames from wireless clients
connected to this SSID will be tagged a corresponded 802.1Q VLAN tag when going out
from Ethernet port.

VLAN ID: Enter the VLAN ID for the SSID profile. The range is from 1~4094. When VLAN
tagging is configured per SSID, all data traffic from wireless users associated to that SSID is
tagged with the configured VLAN ID. Multiple SSIDs also can be configured to use the
same VLAN tag. For instance, a single VLAN ID could be used to identify all wireless traffic
traversing the network, regardless of the SSID. When the AP receives VLAN-tagged traffic
from the upstream switch or router, it forwards that traffic to

22



the correct SSID. The AP drops all packets with VLAN IDs that are not associated to the SSID.

Traffic Shaping: Traffic Shaping regulates the allowed maximum downloading/uploading
throughput per SSID. Select to enable or disable Wireless Traffic Shaping for the SSID.

1 Download Limit: Specifies the allowed maximum throughput for downloading.
1 Upload Limit: Specifies the allowed maximum throughput for uploading.

Fast Roaming: This feature uses protocols defined in 802.11r to allow continuous
connectivity for wireless devices in motion, with fast and secure roaming from one AP to
another. Coupled with 802.11k, wireless devices are able to quickly identify nearby APs that
are available for roaming and once the signal strength of the current AP weakens and your
device needs to roam to a new AP, it will already know which AP is the best to connect
with. Note that not every wireless client supports 802.11k and 802.11r. Both the SSID and
security options must be the same for this fast roaming to work. Fast Roaming is available
when the following security methods are well configured:

WPAZ2-Enterprise

RADIUS server required
WPA-Mixed Enterprise

WPAZ2-PSK

No RADIUS server required
WPA-Mixed

Security: Select encryption method (WEP, WEP / WPA2 Enterprise, WPA-PSK / WPA2-PSK,
or none) and encryption algorithm (AES or TKIP).

WEP: Wired Equivalent Privacy (WEP) is a data encryption protocol for 802.11 wireless
networks which scrambles all data packets transmitted between the Access Point and

the wireless clients associated with it. Both the Access Point and the wireless client must
use the same WEP key for data encryption and decryption.

0 Mode: Select Open System or Shared Key.
0 WEP Key: Select the WEP Key you wish to use.

0 Input Type: ASCIl: Regular Text or HEX. Select the key type. Your available
options are ASCIl and HEX.

23



o

A ASCII Key: You can choose upper and lower case alphanumeric
characters and special symbols such as @ and #.

A HEX Key: You can choose to use digits from 0~9 and letters from A~F.
Select the bit-length of the encryption key to be used in the WEP
connection. Your available options are: 64, 128, and 152-bit password
lengths.

Key Length: Select the desired option and ensure the wireless clients use the
samesetting. Your choices are: 64, 128, and 152-bit password lengths.

Key1/2/3/4: Enter the Key value or values you wish to use.

WPA / WPA2 Enterprise: WPA and WPA2 are Wi-Fi Alliance |IEEE 802.11i standards,
which include AES and TKIP mechanisms.

(0]

Type: Select the WPA type to use. Available options are Mixed, WPA and
WPAZ2. Choose Mixed if your network has a mixture of older clients that only
support WPA and TKIP, and newer client devices that support WPA2 and AES.

Encryption: Select the WPA encryption type you would like. Your available
options are: Both, TKIP(Temporal Key Integrity Protocol) and AES(Advanced
Encryption Standard).

Note: Since TKIP is not permitted for 802.11n-based transmissions, setting the
encryption algorithm to TKIP when you are using an 802.11n or 802.11ac AP will
cause the network to operate in 802.11g mode.

RADIUS Server: Enter the IP address of the RADIUS server.

RADIUS Port: Enter the port number used for connections to the RADIUS server.

RADIUS Secret: Enter the secret required to connect to the Radius server.

Update Interval: Specify how often, in seconds, the group key changes. Select 0 to disable.
RADIUS Accounting: Enables or disables the accounting feature.

RADIUS Accounting Server: Enter the IP address of the RADIUS accounting server.

RADIUS Accounting Port: Enter the port number used for connections
to the RADIUS accounting server.
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0 RADIUS Accounting Secret: Enter the secret required to connect to the
RADIUS accounting server.

0 Accounting Group Key Update Interval: Specify how often, in seconds, the
accounting data sends. The range is from 60~600 seconds.

WPA-PSK / WPA2-PSK: WPA with PSK (Pre-shared key / Personal mode), designed
for home and small office networks that don't require the complexity of an 802.1X
authentication server.

0 Type: Select the WPA-PSK type to use. Available options are Mixed, WPA-PSK
and WPA2-PSK. Choose Mixed if your network has a mixture of older clients that
only support WPA and TKIP, and newer client devices that support WPA2 and
AES.

0 Encryption: Select the WPA encryption type you would like. Your available
options are: Both, TKIP(Temporal Key Integrity Protocol) and AES(Advanced
Encryption Standard).

Note: Since TKIP is not permitted for 802.11n-based transmissions, setting the
encryption algorithm to TKIP when you are using an 802.11n or 802.11ac AP will
cause the network to operate in 802.11g mode.

0 WHPA Passphrase: Enter the Passphrase you wish to use. If you are using the
ASCIl format, the Key must be between 8~64 characters in length.

0 Group Key Update Interval: Specify how often, in seconds, the Group Key changes.
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Advanced Settings

LED Control

Power. (@ Enable (O Disable
LAN: (@ Enable () Disable
WLAN -24GHz: (@ Enable () Disable

WLAN - 5GHz: (@ Enable () Disable

LED Control: In some environments, the blinking LEDs on APs are not welcomed. This
option allows you to enable or disable the devices LED indicators. Note that only indoor
models support this feature.

Band Steering
Band Steering: | Force 5GHz [V/]

Information: When band steering is configured to Force 5GHz mode, the AP will not allow a dual band client to
connect to the 2.4GHz band only if the client is not currently associated on the 2.4Ghz radio of this AP.

(NOTE: In order for Band Steering function to work properly, both 2.4GHz and 5GHz SSID and Security
Settings must be the same.)

Band Steering: When enabled, when the wireless client first associates with the AP, the
AP will detects whether or not the wireless client is dual-band capable, and if it is, it will
force the client to connect to the less congested 5GHz network to relieve congestion and
overcrowding on the mainstream 2.4GHz frequency. It does this by actively blocking the
client's attempts to associate with the 2.4GHz network. Note: For Band Steering to
take effect, both 2.4GHz and 5GHz SSIDs must have the same SSID and security
settings. Wireless clients must be in both 2.4GHz and 5GHz wireless coverage
zone when authenticating with the AP for the Band Steering algorithm to take
effect.

1 Prefer 5GHz: All dual-band clients with 5GHz RSSI above the threshold will be
connected to the 5GHz band.

9 Force 5GHz: All dual-band clients will connect to the 5GHz.

1 Band Balance: Automatically balances the number of newly connected clients
across both 2.4GHz and 5GHz bands.

IMPORTANT INFORMATION: Band Steering only defines the action when a
wireless client associates with an AP for the first time, and the wireless client
must be in both 2.4GHz and 5GHz wireless coverage zone when authenticating
with the AP for the Band Steering algorithm to take effect.
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RSSI Threshold

Status: () Enable (@) Disable

RSSI dBm (Range: -90dBm ~ -60dBm)

(NOTE: Enabling RSSI Threshold disassociates wireless clients that fall below the configured RSSI threshold
and may cause wireless clients to reconnect frequently. It is recommended to disable this feature unless you
deem it absolutely necessary.)

RSSI Threshold: With this feature enabled, in order to minimize the time the wireless
client spends to passively scanning for a new AP to connect to, the AP will send a
disassociation request to the wireless client upon detecting the wireless client's RSSI value
lower than specified. The RSSI value can be adjusted to allow for more clients to stay
associated to this Access Point. Note that setting the RSSI value too low may cause wireless
clients to reconnect frequently. It is recommended to disable this feature unless you deem it

absolutely necessary.

Management VLAN

Status: (O Enable (@) Disable

VLAN ID: (Range: 1~ 4094)

(WARNING: Enabling the management VLAN can cause the AP to lose connectivity with the controller.
If you are utilizing the management VLAN, make sure that the controller and the AP are set to the same
management VLAN to ensure proper connectivity.)

Management VLAN: Management VLAN can be used to separate management traffic

from regular network traffic.

IMPORTANT INFORMATION: When configuring or updating AP's Management
VLAN settings, make sure that the same Management VLAN settings are
applied to the ALL-WAPC0450C as well.
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Guest Network

Band  Status SSID Security Encryption Hidden SSID
2.4GHz Enabled SNWL-Guest None None No

5GHz Enabled SNWL-Guest None None No

Captive Portal Settings

Captive Portal: () Enable (@ Disable
Manual IP Settings

IP Address: 192.168.100.1
Subnet Mask: 255.255.255.0
Automatic DHCP Server Settings

Starting IP Address: 192.168.100.100
Ending IP Address: 192.168.100.200
WINS Server IP 10.0.91.240

Guest Network: The Guest Network feature allows administrators to grant Internet
connectivity to visitors or guests while keeping other networking devices and sensitive
personal or company information private and secure.

SSID Config

Basic Setting Enable SSID: (® Enable (O Disable 5
SSID: 2.4GHz_GuestNetwork (1~32 characters)
Hidden SSID: () Enable (@) Disable
Client Isolation () Enable (@) Disable

Security @ None

No Authentication.

WPA-PSK / WPA2-PSK

WPA with PSK(Pre-shared key/ Personal mode) is designed for home and small office networks. v

Save Cancel

O

Enable SSID: Select to enable or disable the SSID broadcasting.

SSID: Enter the SSID for the current profile. This is the name that is visible to wireless
clients on the network.

Hidden SSID: Enable this option if you do not want to broadcast this SSID. This can help

to discourage wireless users from connecting to a particular SSID.
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Client Isolation: When enabled, all communication between wireless clients connected to
the same AP will be blocked.

Security: Select encryption method (WPA-PSK / WPA2-PSK, or none) and encryption
algorithm (AES or TKIP).

WPA-PSK / WPA2-PSK: WPA with PSK (Pre-shared key / Personal mode), designed
for home and small office networks that don't require the complexity of an 802.1X

authentication server.

0 Type: Select the WPA-PSK type to use. Available options are Mixed, WPA-PSK
and WPA2-PSK. Choose Mixed if your network has a mixture of older clients that
only support WPA and TKIP, and newer client devices that support WPA2 and
AES.

0 Encryption: Select the WPA encryption type you would like. Your available
options are: Both, TKIP(Temporal Key Integrity Protocol) and AES(Advanced
Encryption Standard).

Note: Since TKIP is not permitted for 802.11n-based transmissions, setting the
encryption algorithm to TKIP when you are using an 802.11n or 802.11ac AP will
cause the network to operate in 802.11g mode.

0 WPA Passphrase: Enter the Passphrase you wish to use. If you are using the
ASCIl format, the Key must be between 8~64 characters in length.

0 Group Key Update Interval: Specify how often, in seconds, the Group Key changes.

Captive Portal Settings

Captive Portal: () Enable (@ Disable

Captive Portal: Select whether to Enable or Disable Captive Portal for Guest Network.
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Manual IP Settings
IP Address 192.168.100.1
Subnet Mask: 255.255.255.0

Automatic DHCP Server Settings

Starting IP Address 192.168.100.100
Ending IP Address: 192.168.100.200
WINS Server IP 0.0.0.0

Manual IP Settings

9 IP Address: Enter the IP address for the default gateway of clients associated to the Guest
Network.

I Subnet Mask: Enter the Subnet mask for the Guest Network.
Automatic DHCP Server Settings

i Starting IP Address/Ending IP Address: Enter the pool range of IP
addresses available for assignment.

9 WINS Server IP: Specify the Windows Internet Naming Service (WINS) server
address for the wireless network. WINS is a system that determines the IP address of
a network computer with a dynamically assigned IP address, if applicable.

After settings are changed, click Apply to save the changes to the system.
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AP Groups

An AP Group can be used to define configuration options and apply them to a number of
APs at once. If your wireless network covers a large physical environment and you want to
provide wireless services with different settings and policies to different areas of your
environment, you can use AP Groups to do this instead of having to modify the settings of
each AP individually. For example, if your wireless network covers two floors and you
need to provide wireless access to visitors on the 1st Floor, you can simply setup two
different AP Groups with different settings and policies to suit your application.

Group Name & APs Member List Description o+ Add

No data available in table

10 | Showing 0100 of 0 entries « Previous Next p

69 Hotspot Service
8 Mesh

*» Maintenance

Creating a New AP Group
Follow the steps below to create a new AP Group.

1. Click on Add button to create a new AP Group.

Managed APs Group Member
ALL-WAPCQ0486AC = ~
ALL-WAPCQ0465AC
ALL-WAPCQ0435AC Add >

Member Setting:

<< Del

2. Enter the name and description of the new AP Group.
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3. In the Member Setting section, all Access Points that are managed by the ALL-
WAPC0450C that are not currently assigned to an AP Group will be listed on
the left. Select the Access Points you wish to assign to this group and press Add.
The Access Points will be moved to theright column.

4. Configure Radio, WLAN, and Advanced settings then click on Apply for settings to take
effect.

Search Bar

Use the Search Bar to search for keywords in the list using the following criteria: AP Group
Name, AP MAC, AP Name, Description.

Q

Add Button

Use the Add Button to create a new AP Group.

o= Add

Edit Button
Use the Edit Button to edit the configurations of the AP Group.

s

Delete Button

Use the Delete Button to remove an AP Group.
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Access Control

This page displays the list of wireless clients previously blocked from your network. If for
any reason, you need to block a client device from your network, you can do so from this
page by creating a new ruleand entering the client's MAC address.

Blocking a Specific Client Device

Follow the steps below to permanently block a specific client device from the network.
1. Click the Add button to create a new block rule.
2. Enter the MAC Address and Description of the wireless client device you wish to block.
3. Click on Apply to create a new rule.

4. Click on the Apply button on the upper right to save settings made on this page.

Unblocking a Previously Blocked Client Device
1. Click on the Delete button on the client device you wish to unblock.

2. Click on the Apply button on the upper right to save settings made on this page.

| y h".{'_'"‘Erl S

ALL-WAPCD450C 4-Port Gigabit | 2 Wireless Management Switch

Access Control

Press "Apply” for seftings to take effect 0

Q Witelist ® Blocked List

Client MAC Address Description o Ada

0 v Showing 010D of D entries o Previous Next
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Blocked Clients

Displays the total number of clients permanently blocked from the network.

5

Apply Button

Click on Apply to save changes made on this page.

Apply

Search Bar

Use the Search Bar to search for blocked clients in the list using the following criteria:
Client MAC Address, Description.

Q

Add Button

Use the Add Button to add a new block rule.

o= Add

Edit Button

Use the Edit Button to edit the Client MAC Address or Description of the rule.
s

Delete Button

Use the Delete Button to remove the rule.

e
2]

34



Wireless Services

_.-I Controller | Switch Service Settings

5 Device Management Background Scanning

Summary

i i 0o ds. (10 ~ 1000
Access Points # Enable background scanning on 2.4GHz radio every | 1000  seconds. { )

AP Groups | Enable background scanning on 5GHz radio every 1000 |seconds. (10 ~ 1000)

Access Control

Wireless Services
d* Monitor Auto TX Power
« Visualization

|l Statistics

« Enable Auto TX Power on 2.4GHz radio

« Enable Auto TX Power on 5GHz radio
) Hotspot Service

282 Mesh

. Maintenance
Apply

Background Scanning

With Background Scanning enabled, the controller periodically samples RF activity of all
Access Points including channel utilization and surrounding devices in all available
channels. Background scanning is the basis of Auto Channel, Auto Tx Power and Rogue AP
detection, and must be enabled for these features to operate. You may, if you prefer,
disable it if you feel it's not helpful, or adjust the scanning frequency, if you want scans at
greater or fewer intervals.

Note: For latency-sensitive applications such as VolIP, it is recommended to set the
background scan interval to a higher value, e.g. 5 or 10 minutes. For reqular application,
the recommended value is 30 seconds. This value will also be directly related on how long
it takes for the AP to scan for rogue devices.

Auto TX Power

Using the information collected by Background Scanning, APs can automatically adjust
their transmit power to optimize coverage. When enabled, APs will optimize their transmit
power based on the time interval configured for Background Scanning.

Note: Background Scanning must be enabled and Tx Power of APs must be set to Auto
(under Wireless Radio Settings) for this feature to operate.
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Monitor

Active Clients

From here, you can view information, temporarily disconnect and permanently block the
wireless clients that are associated with the Access Points that the ALL-WAPC0450C
manages. The ALL-WAPC0450C is able to identify client devices by their Operating System,
device type and host name, if available. If multiple Access Points are connected to the
network, use the search bar to find an Access Point by its name.

ALL-WAPC0450C = 4-Port Gigabit L 2 Wireless Management Switch [Qqseacn ]

Active Clients
20 Qq

B Device Management

& Monitor Client Name Client IP Client MAC Address Client 05 AP Device Name BSSID Model Name sSID Band  TXTraffic(kB)  RXTraffic(B)  RSSl(dBm) =
Active Clients ALN-TECHNIK-87 1921682117  7CDD904646:46  Windows88.1/10  ALLWAPCO43SAC  83DCI65AG2DD  ALL-WAPCOAISAC — ALLWAPC  24GHz 486388 14181 76
Rogue AP Detection android 580af37f8eaf751e 1921682101 44D4EOSCD3.D3 Android ALLWAPCO435AC  88DCO65A92DD  ALLWAPCOAISAC  ALLWAPC  24GHz 27 % 75
System Log Mario 1921682102 FO.796067E2E2 Apple 0S8 ALLWAPCO435AC  88DC965A920D  ALL-WAPCOISAC  ALLWAPC  24GHz s 23 7%
Email Alert
< Visualization ¥ | 1t030f3 Client(s) < Pré Next p

|of Statistics
49 Hotspot Service
8 Mesh

% Maintenance

Kick Client

Use this function to temporarily disconnect a wireless client from the network. The
disconnected client can simply reconnect manually if they wish to.

Q

Ban Client
Use this function to permanently block a wireless client from the

network. Go to Device Management > Access Control to

@

unblock the wireless client.
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Search Bar

Use the Search Bar to search for Wireless Clients managed by the ALL-WAPC0450C using the
following criteria: Client Name, Client IP, Client MAC Address, Client OS, AP Device Name,
AP MAC Address, Model Name, SSID, Band, TX Traffic, RX Traffic.

Q

Client Name

Displays the name of the wireless client connected to the Access Point.

Client IP Displays the IP address of the wireless client connected to the Access
Point.

Client MAC Displays the MAC address of the wireless client connected to the Access

Address Point.

Client OS Displays the type of operating system the wireless client connected to

the Access Point is running on.

AP Device Name

Displays the name of the Access Point which the client is connected to.

AP MAC Address

Displays the MAC address of the Access Point which the client is
connected to.

Model Name

Displays the model name of the Access Point which the client is
connected to.

SSID

Displays the SSID of the Access Point which the client is connected to.

Band

Displays whether the wireless client is connected to the 2.4GHz or 5GHz
radio.

TX Traffic (KB)

Displays the total traffic transmitted to the Wireless Client.

RX Traffic (KB)

Displays the total traffic received from the Wireless Client.

RSSI (dBm)

Displays the received signal strength indicator in terms of dBm.
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Rogue AP Detection

Rogue Access Points refer to those unauthorized and often unmanaged APs attached to an
existing wired network which could bring harm to the network or may be used to
deliberately gain access to confidential company information. With Background
Scanning enabled, the Rogue AP Detection feature can be used to periodically scan 2.4

GHz and 5 GHz frequency bands to identify rogue wireless Access Points not managed by
the ALL-WAPC0450C.

4-Port Gigabit L2 Wireless Management Switch
Rogue AP Detection
13
& Device Management ECT
4 Monitor
= Q
Active Clients 7 —
Rogue AP Detection BSSID SSID Channel Mode Band Security Detector =
Sysen1cg 00:0F-C9:08:C9:8E Mario_WLAN_Test 6 11bigin 24GHz WPA2-PSK ALL-WAPCO465AC (88:DC:96:30.97:73) [RSSI:-55dbm]
» Email Alert 00:0F-CI.0E-A7-10 alidis_technik 2 11bighn 24GHz WPA2-PSK ALL-WAPCO435AC (88:DC:96:5A:92:0C) [RSS!-61dbm]
«& Visualization 02:11:CA0B:34:56 muenchen freifunk net 6 11bigh 24GHz Open ALL-WAPCO465AC (88:0C:96:30.97:73) [RSSI:-95dbm]
| Statistics 3A0E:14:50:39:18 Vodafone Hotspot 13 1bigin 2.4GHz Open ALL-WAPCO465AC (88:DC:96:30.97:73) [RSSI:-92dbm]
1) Hotspot Service 46:6751:FC:9C:87 Vodafone Hotspot 6 11bigin 24GHz Open ALL-WAPCO465AC (88:DC:96:30-97-73) [RSS!:-56dbm]
3 Mesh 4A0E14:50:39:18 Vodafone Homespot 13 11b/gin 24GHz Open ALL-WAPCO465AC (88:DC:96:30:97.73) [RSSI:-95dom]
*» Maintenance 4A67:51.FC:9C87 Vodafone Homespot 6 11bigin 2.4GHz Open ALL-WAPCD465AC (88:DC:96:30.9773) [RSSI:-57dbm]
5467:51:FC:9C.87 KabelBox-3AES 6 11bigin 24GHz WPA2-PSK ALL-WAPCO465AC (88:DC:96:30.97:73) [RSSI:-58dbm]
v 80:2A'A8:03.03.C6 ACPro 1 11bigin 24GHz WPA2-PSK ALL-WAPC0435AC (88:DC:96:5A:92:0C) [RSSI:-27dbm]
b 80:2A'A8:D7:66:C8 ACPro 1 11bigin 24GHz WPA2-PSK ALL-WAPC0435AC (88 DC 96:5A:92.0C) [RSSI -59dbm]
10 v/ 1t0100f 13AP(s) @ Previous Next p

Search Bar

Use the Search Bar to search for Rogue Access Points detected using the following criteria:
BSSID, SSID, Type, Channel, Mode, Band, Security, Detector.

Q

BSSID Displays the BSSID of the rogue device detected.

SSID Displays the SSID of the rogue device detected.
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Type Displays the type of the rogue device detected.

Channel Displays the channel of the rogue device detected.

Mode Displays the wireless mode of the rogue device detected.

Band Displays the band of the rogue device detected.

Security Displays the encryption method of the rogue device detected.

Detector | Displays the name and MAC address of the managed AP which detected the
rogue device.

Column Filter

Shows or hides fields in the list.

39




System Log

Global Settings

From here, you can Enable or Disable the Log settings for the ALL-WAPC0450C.
.:”ALLNET’ L] & o o E'

3 Backup Upgrade Resst Reboot Logout
N

ALL-WAPC0450C  4-Port Gigabit L2 Wireless Management Switch

N ontroller | Switch Global Settings

Setiings
B Device Management
" Monitor Loggng Service: @ Enabled () Disabled

Active Clients
Rogue AP Detection
4 System Log Apply
Gilobal Settings |
Local Logging
Remote Logging
Event Logs
Email Alert
«§ Visualization

|of Statistics

19 Holspot Service

3 Mesn

A Maintenance

Local Logging

The System Log is designed to monitor the operation of the ALL-WAPC0450C by recording
the event messages it generates during normal operation. These events may provide vital

information about system activity that can help in the identification and solutions of system
problems.

The ALL-WAPC0450C supports log output to two directions: Flash and RAM. The
information stored in the system’s RAM log will be lost after the Switch is rebooted or
powered off, whereas the information stored in the system’s Flash will be kept effective
even if the Switch is rebooted or powered off. The log

has a fixed capacity; at a certain level, the ALL-WAPC0450C will start deleting the oldest
entries to make room for the newest.

Local Logging

B Device Management Target EMERG ALERT CRIT ERROR WARNING NOTICE INFO DEBUG

< Monitor RAM Yes Yes  Yes  Yes Yes Yes No No s
Active Clients Flash No No  No  MNo No No  No Mo r
Rogue AP Detection

4 System Log

Global Settings

Local Logging
Remote Logging

Event Logs

» Email Alert
< Visualization
lod Statistics

) Hotspot Service

3 Mesh

*» Maintenance
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Severity Level

RFC 5424 defines eight severity levels:

Code | Severity Description General Description

0 EMERG System is unusable. A "panic" condition usually affecting multiple
apps/servers/sites. At this level it would
usually notify all tech staff on call.

1 ALERT Action must be taken | Should be corrected immediately, therefore

immediately. notify staff who can fix the problem. An
example would be the loss of a primary ISP
connection.

2 CRIT Critical conditions. Should be corrected immediately, but
indicates failure in a secondary system, an
example is a loss of a backup ISP connection.

3 ERROR Error conditions. Non-urgent failures, these should be relayed to
developers or admins; each item must be
resolved within a given time.

4 WARNING | Warning conditions. | Warning messages, not an error, but
indication that an error will occur if action is
not taken, e.g. file system 85% full - each
item must be resolved within a given time.

5 NOTICE Normal but significant| Events that are unusual but not error

condition. conditions - might be summarized in an email
to developers or admins to spot potential
problems - no immediate action required.

6 INFO Informational Normal operational messages - may be

messages.

harvested for reporting, measuring
throughput, etc. - no action required.

Remote Logging

The internal log of the ALL-WAPC0450C has a fixed capacity; at a certain level, the ALL-
WAPC0450C will start deleting the oldest entries to make room for the newest. If you

want a permanent record of all logging activities, you can set up your syslog server to
receive log contents from the ALL-WAPC0450C. Use this page to direct all logging to the

syslog server. Click the Add button, define your syslog server,

the severity level of events you wish to log.

and select
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IP/Hostname

Specify the IP address or host name of syslog server.

Server Port

Specify the port of the syslog server. The default port is 514.

Severity Level

RFC 5424 defines eight severity levels:

Code | Severity Description General Description

0 EMERG System is unusable. A "panic" condition usually affecting multiple
apps/servers/sites. At this level it would
usually notify all tech staff on call.

1 ALERT Action must be taken | Should be corrected immediately, therefore

immediately. notify staff who can fix the problem. An
example would be the loss of a primary ISP
connection.

2 CRIT Critical conditions. Should be corrected immediately, but
indicates failure in a secondary system, an
example is a loss of a backup ISP connection.

3 ERROR Error conditions. Non-urgent failures, these should be relayed to

developers or admins; each item must be
resolved within a given time.
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