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FCC/CE Mark Warning

FCC Warning

This Equipment has been tested and found to comply with the limits for a Class-A digital
device, pursuant to Part 15 of the FCC rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses, and can radiate radio frequency energy. It may cause
harmful interference to radio communications if the equipment is not installed and used
in accordance with the instructions. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one

or more of the following measures:

*  Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.
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Before Starting

In Before Starting:
This section contains introductory information, which includes:

* Intended Readers
* lcons for Note, Caution, and Warning
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Before Starting

Intended Readers

This manual provides information regarding to all the aspects and functions needed to
install, configure, use, and maintain the product you’ve purchased.

This manual is intended for technicians who are familiar with in-depth concepts of
networking management and terminologies.

Icons for Note, Caution, and Warning

To install, configure, use, and maintain this product properly, please pay attention when
you see these icons in this manual:

A Note icon indicates important information which will guide you to
use this product properly.

-4
A Caution icon indicates either a potential for hardware damage or

data loss, including information that will guide you to avoid these
situations.

A Warning icon indicates potentials for property damage and personal
injury.
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Chapter 1:

Product Overview

In Product Overview:
This section will give you an overview of this product, including its feature
functions and hardware/software specifications.

¢ Product Brief Description
*  Product Specification
* Hardware Description
* Hardware Installation
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Chapter 1: Product Overview
Product Brief Description

1.1. Product Brief Description

Introduction

This switch is a DIN Rail type industrial Gigabit managed Power over Ethernet Switch is
designed with eight 10/100/1000M PoE+ ports and four Gigabit SFP slots for highly
critical PoE applications such as real time IP video surveillance, WiMAX systems and
Wireless APs. All of the 8 ports of the switch are compliant with both IEEE 802.3af PoE
and |IEEE 802.3at high power PoE standards and can deliver up to 15.4W and 30W power
per port to enable the high-power requiring devices, such as Wireless APs, PTZ and dome

network cameras, etc.

Also, this switch can take power with lower voltage (12V~36V) and boost it to higher
voltage (53V), which makes it ideal for installation site with low voltage power source.

Ethernet Ring Protection Switching (ERPSv2)

Ring network topology ensures the reliability of the connections among all the switches
in the network. This switch supports ERPSv2 with easy to set up user interface, which
allows it to recover from network disconnection in less than 20ms with 250 switches
connected in a ring network topology while transmitting/receiving data at full network
speed. Also, this switch supports multiple ERPS instances, allowing different VLANs have

their own ERPS instances.

USB Port for Save/Restore Configuration & System Log/Firmware Storage

This switch comes with a USB port for connecting a USB storage device to the industrial
switch. Configuration files, switch system log and firmware can be stored in the USB
storage device for the switch to access. When a USB storage device is connected to the
switch, it will load the configuration file in the storage device and apply all the settings,
saving on-site installation time and effort.

Redundant Power Inputs & Embedded Protecting Circuit

This switch provides two power inputs that can be connected simultaneously to live DC
power source. If one of the power input fails, the other live source acts as a backup to
automatically support the switch’s power needs without compromising network service
qualities. Also, it supports automatic protection switching and load balance, while its
embedded protecting circuit can protect your system from over input/output voltages

and rectifier malfunctions.

Outstanding Management and Enhanced Security
This switch provides various network control and security features to ensure the reliable
and secure network connection. To optimize the industrial network environment the
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Chapter 1: Product Overview
Hardware Description

switch supports advanced network features, such as Tag VLAN, IGMP Snooping, Quality
of Service (QoS), Link Aggregation Control Protocol (LACP), Rate Control, etc. The PoE
switch can be smartly configured through Web Browser, SNMP Telnet and RS-232 local
console with its command like interface. The failure notifications are sent through
e-mail, SNMP trap, Local/Remote system log, multiple event alarm relay.
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Chapter 1: Product Overview
Product Specification

1.2. Product Specification

Interface
10/100/1000 Base RJ45 Ports 8
1000Base-X SFP Slot 4

Console Port for CLI Management

1

USB Port

1x USB 2.0 storage for firmware update, configuration backup,
restore, boot up and system log

System Performance

Packet Buffer 12Mbits
MAC Address Table Size 16K
Switching Capacity 24Gbps
Forwarding Rate 16.86Mpps

PoOE Features

IEEE 802.3 af/at

IEEE 802.3 af/at

Number of PSE Ports

8

System Power Consumption

Max. 17W

Max. PoE Budget

240W, 30W for each PoE port

PoE Mode

Mode A (1, 2+ & 3, 6-)

Power Feeding Detecting Capability on PD

PD Classification

Enable/Disable PoE Per Port

Priority Setting Per Port

Power Management (per-port) Power Level Setting Per Port

Overloading Protection

L2 Features

Auto-negotiation

Auto MDI/MDIX

802.3x (Full)

Flow Control (duplex) Back-Pressure (Half)

IEEE 802.1D (STP)

Spanning Tree IEEE 802.1w (RSTP)

IEEE 802.1s (MSTP)

VLAN Group

VLAN Tagged Based

Port-based

Voice VLAN

Link Aggregation IEEE 802.3ad with LACP

IGMP Snooping v1/v2/v3

IGMP Snooping IGMP Static Multicast Addresses

Querier, Inmediate Leave

Storm Control

G.8032 - Ethernet Ring Protection Switching (ERPS)

Jumbo Frame Support

QoS Features

CoS

DSCP

WRR/SPQ Queuing

Security

Management System User Name/Password Protection

IEEE 802.1x Port-based Access Control

RADIUS (Authentication, Authorization, Accounting)

HTTP & SSL (Secure Web)

SSH v2.0 (Secured Telnet Session)

Management

Command Line Interface (CLI)

Web Based Management

Telnet

Firmware Upgrade via HTTP

Configuration Download/Upload

SNMP (vi/v2c/v3)

RMON (1,2,3,&9 groups)

DHCP (Client/Relay/Option82)

System Event/Error Log

NTP/LLDP

Port Mirroring
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Mechanical

Input Power

DC 12~36V, Dual Redundant

Power Connection

1 removable 4-contact terminal block

Dimension (H*W*D)

75x 145 x 118 mm

Weight 0.75KG
Per unit: PWR1, PWR2, Fault, Ring Master, Ring State

LED Ports: Link/Active with highest speed (Green), low speed (Amber)
PoE: Output Power

Button 1 mulltiple function reset button

Operating Temperature

-40 to 75°C

Storage Temperature

-40 ~ 85°C

Operating Humidity

5~95% (non-condensing)

MTBF

>100,000 Hours

Industrial Standard

Alarm Contact

1 relay output with current carrying capacity of 1A @ 24 VDC

Reverse Polarity Protection

Overload Current Protection

Casing IP30 protection, aluminum alloy case

EMI FCC Part 15 Subpart B Class A, CE EN 55022 Class A
IEC61000-4-2 (ESD Level 4), IEC61000-4-3 (RS Level 3)

EMS IEC61000-4-4 (EFT Level 4), IEC61000-4-5 (Surge Level 4)
IEC61000-4-6 (CS Level 3), IEC61000-4-8 (Magnetic Field Level 4)

Shock IEC60068-2-27

Free Fall IEC60068-2-32

Vibration IEC60068-2-6

Green RoHS Compliant

Installation DIN-Rail mounting or optional wall mounting

Standard

IEEE 802.3 — 10BaseT

IEEE 802.3u — 100BaseTX

IEEE 802.3ab — 1000BaseT

IEEE 802.3z 1000BaseSX/LX

IEEE 802.3af Power over Ethernet (PoE)

|EEE 802.3at Power over Ethernet (PoE+)

IEEE 802.3x — Flow Control

IEEE 802.1Q - VLAN

IEEE 802.1p — Class of Service

IEEE 802.1D — Spanning Tree

IEEE 802.1w — Rapid Spanning Tree

IEEE 802.1s — Multiple Spanning Tree

IEEE 802.3ad - Link Aggregation Control Protocol (LACP)

IEEE 802.1AB — LLDP (Link Layer Discovery Protocol)

IEEE 802.1X — Access Control

ITU-T G.8032/Y.1344 - Ethernet Ring Protection Switching
(ERPS)
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Chapter 1: Product Overview
Hardware Description

1.3. Hardware Description

This section mainly describes the hardware of this switch and gives a physical and
functional overview on the certain switch.

Dimension
The dimension of this Switch is 145 mm (H) x 75 mm (W) x 118 mm (D). The figure down
below is the drawing of detail mechanical design:
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Chapter 1: Product Overview
Din-Rail Mounting

1.4. DIN-Rail Mounting

The DIN-Rail clip is already attached on the rear side of the switch supports EN 50022
standard DIN Rail, in the following diagram includes the dimension of EN 50022 DIN
Rail.

Follow the steps below to mount the switch on the DIN-Rail track.

1. Insert the upper end of the DIN-Rail clip into the back of the DIN-Rail track from its
upper side
Lightly push the bottom of the DIN-Rail clip into the track.
Check if the DIN-Rail clip is tightly attached to the track.

To remove the switch from the track, reverse the steps above.
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Chapter 1: Product Overview
Connecting Cable

1.5. Connecting Cable
The port 1~8 is the copper ports, it requests UTP/STP cable.

The port 9-12 are the SFP slots, purchase the suitable fiber transceiver from your supplier
and connect the fiber cable for the link.

Ethernet cable Request
The wiring cable types for data transmission are as below.

10 Base-T: 2-pair UTP/STP Cat. 3, 4, 5 cable, EIA/TIA-568 100-ohm (Max. 100m)
100 Base-TX: 2-pair UTP/STP Cat. 5 cable, EIA/TIA-568 100-ohm (Max. 100m)
1000 Base-T: 4-pair UTP/STP Cat. 5 cable, EIA/TIA-568 100-ohm (Max. 100m)

The wiring cable types for data transmission and power delivery in any speed are Cat. 5
or above.

SFP Installation

While install the SFP transceiver, make sure the SFP type of the 2 ends is the same and
the transmission distance, wavelength, fiber cable can meet your request. It is suggested
to purchase the SFP transceiver with the switch provider to avoid any incompatible issue.

The way to connect the SFP transceiver is to Plug in SFP fiber transceiver fist. The SFP
transceiver has 2 plug for fiber cable, one is TX (transmit), the other is RX (receive).
Cross-connect the transmit channel at each end to the receive channel at the opposite
end.

The switch is equipped with one dry relay output for port link fails or power fails. This
session introduces how to enable the event alarm DIP switch to alert field technician
once the failure event is occurred. The new configuration is activated immediately
without system reset when DIP SWITCH is changed.

On the bottom side of the switch, there is one 9-Pin DIP SWITCH for alarm control. By
inserting the port and power wiring to set up the alarm, the DIP SWITCH of the
intended Alarm is switched to “ON". The relay output will form a short circuit if the

alarm occurred.
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Chapter 2:

Preparing for Management

In Preparing for Management:
This section will guide your how to manage this product via serial console,
management web page, and Telnet/SSH interface.

The switch provides in-band managements.

In-Band Management: In-band management allows you to manage your
switch with a web browser (such as Microsoft IE, Mozilla Firefox, or Google
Chrome) as long as your PC and the switch are connected to the same

network.

*  Preparation for Web Interface
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Chapter 2: Preparing for Management
Preparation for Web Interface

2.1. Preparation for Web Interface

The management web page allows you to use a web browser (such as Microsoft IE,

Google Chrome, or Mozilla Firefox) to configure and monitor the switch from anywhere
on the network.

Before using the web interface to manage your switch, please verify that your switch

and your PC are on the same network. Please follow the steps down below to configure
your PC properly:

1. Verify that the network interface card (NIC) of your PC is operational and properly
installed, and that your operating system supports TCP/IP protocol.
Connect your PC with the switch via an RJ45 cable.

The default IP address of the switch is 192.168.2.1. The switch and your PC should
locate within the same IP Subnet. Change your PC's IP address to 192.168.2.X,
where X can be any number from 2 to 254. Please make sure that the IP address
you've assigned to your PC cannot be the same with the switch.

D Ethernet Properties

Networking | Sharing

General
Connect using:

¥ Qualcomm Atheros AR8171/8175 PCIE Gi You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

This connection uses the following items: ) Obtain an IP address automatically

SOOS Facket Scheduler (@ Use the following IP address:

[ -2 Microsaft Network Adapter Multiplexar P

-+ Microsoft LLOP Protocol Driver P address: 192 . 168 .
i Link-Layer Topology Discovery Mapper | Subnet mask: 255 , 255 .
i |ink-Layer Topology Discovery Respond|

4. Intemet Protocol Version 6 (TCP/IPv6) Default gatenay:

i Intemet Protocol Version 4 (TCP/IPv4)

< Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Install... Uninstall

o Preferred DNS server:
Description
Transmission Control Protocol/Intemet Protocal Alternate DNS server:

wide area network protocal that provides comi
across diverse interconnected networks.

[ validate settings upon exit

oK

Launch the web browser (IE, Firefox, or Chrome) on your PC.

5. Type 192.168.2.1 (or the IP address of the switch) in the web browser’s URL field,
and press Enter.

H Opera I &5 Speed Dial -

o ® | 192.168.2.1
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Chapter 2: Preparing for Management
Preparation for Web Interface

6. The web browser will prompt you to sign in. The default username/password it

admin/admin.

For more information, please refer to Appendix A: IP Configuration for Your PC.
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Chapter 3:

Web Management

In Web Management:

As mentioned in Chapter 2.1. Preparation for Web Interface, This switch
provides a web-based management interface. You can make all settings and
monitor system status with this management web page.
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Chapter 3: Web Management
Web Management - Overview

3.1. Web Management - Overview
When you log in, the configuration web page will display current system status.
1. @wHide/Show Model Information
When a low-resolution environment is used to configure the system via the web console,

the "Model Information" field can be hidden to have a better view.
Show Model Information:

A Overview Q Overview ot NZT;Prssnma
Pagarss
A Basic Settings Q Main 192 168.2.1
MAC Address
A Redundancy E— Fimsz:::\li?swi:“m £3
A nanagement Switch Location 105
A L2 Switching Contact Information F'mvg:f;;; 17:08
A securty System Uptime 0 Day 0 Hour 11 Minutes 9 Seconds i
A Diagnostics
A wontoring Q MAC/IP Address
A MAC Table 1P Address  192.168.2.1
A Maintenance Subnet Mask  255.255.255.0
Default Gateway
DNS Server 88838
IPMode  Static
MAC Address  00:0F:C9:14:67:E3

Hide Model Information:

c«MKCC
A Ovenview ¢. .
Event Selections
A Basic Settings
A Redundancy Q System Events
A Management
B Event Fault Alarm System Log SMTP SNMP Trap
A L2 Switching Authentication
Disable v Disable v | Disable v
A security Failure
A Diagnostics Power 1 Disable v Disable v Disable v Disable v
A Monitoring Power 2 Disable v Disable v | Disable v | Disable v
v Lop
Cold Start - Disable v | Disable v | Disable v
v System Warning
System Log Sett Warm Start - Disable v | Disable v | Disable v
System Event Lc
SMTP Settings Q Interface Events
Event Selection
A MAC Table Event Fault Alarm System Log SMTP SNMP Trap
A Maintenance All Ports Link Down up| | Down up| | Down up| | Down
Port 1 Link Down Up | Down Up| | Down Up| | Down
Port 2 Link Down Up | Down Up| | Down Up| | Down
Port 3 Link Down Up | Down Up| | Down Up| | Down
Port 4 Link Down Up | Down Up| | Down Up' | Down
Port & ink . Hn T P e T [T
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Chapter 3: Web Management
Web Management - Overview

2. HSave Configuration

After configuring, click the icon to save the configurations to the "startup-config" file.
The configurations are retained in the system until a factory reset default is done.

3. P;Restore Factory Default

Removes the configurations saved in the system. After restoring factory default, all the
settings will be set to default values.

e
4, K_jReboot System

Reboots the device and restarts the system.

5. C¢Svstem Logout

This option enables you to sign out from the system. Users have to login again if they
want to configure the settings.

The system will auto-logout after the "timeout" timer expires. The "timeout" timer is
configured in the CLI mode by using the "exec-timeout" command.

The maximum value of the timer in the web console is 30 mins.

A USER-FRIENDLY DATA TABLE

A user-friendly data table is provided on the”IPv6 Neighbor Table”, “IGMP Snooping
Table”, “"VLAN Table”, “"LLDP Neighbor Table”, and “MAC Address Table”. The
following section details how to use the data table functions to help the users to
observe the information easily.

The following example is “MAC Address Table".
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Chapter 3: Web Management
Web Management - Overview

Show 10 v entries Search:
VID 1: MAC Address Type Source
WVLAN 1 EC:08:6B:06:96:53 Learning 2
VLAN 1 1C:49:7B:6AF3:41 Learning 5
VLAN 1 1C:1B:0D:66:75:EB Learning 5
VLAN 1 01:00:5E:7F:FF:FA Static 2
VLAN 1 40:8D:5CEA92:02 Learning 5
VLAN 1 9C:EBE8:3A54ET Learning 5
VLAN 1 40:8D:5C:EABD.C3 Learning 5
VLAN 1 1C:1B:0D:B6FT:F8 Learning 5
VLAN 1 FCI3F:DBS3:19:8E Learning 5
VLAN 1 A4:02:B9:80:7D:66 Learning 5

Showing 1 to 10 of 10 entries First = Previous = Next Last

Refresh Rate: 5 seconds @

e Show| 10 v | entries

Users will be able to select a value to display the number of entries in one page. The
following values can be selected - “10”, “25", “50", and “100" selections. By default,
“10" is selected.

e Search:

The search option enables you to search a key word in the data. It will search all the

columns and identify the data rows that match the search criteria.

e Showing 1 to 10 of 31 entries
It displays the total number of entries and the current entry number.

This option orders the field from smaller to larger or from larger to smaller.
. First | Previous @ Next | Last

Changes to “First”, “Previous”, “Next"”, or “Last” page.

In addition to the above functions, “Refresh” and “Auto Refresh” function are
available for all status page including “IPv6 Neighbor Table”, “RSTP Port Status”,
“Port Status”, “IGMP Snooping Table”, “VLAN Table"”, “Trunking Status”, “"LLDP
Neighbor Table”, and “MAC Address Table”.
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Chapter 3: Web Management
Web Management - Overview

L Auto Refresh
Selecting this checkbox enables the “Auto Refresh” function and deselecting the
checkbox disables the “Auto Refresh” function.

o Refresh Rate: 5 seconds @

The Refresh Rate option is a global configurable variable. When the Auto Refresh
option is enabled, the status will refresh automatically based on the Refresh Rate
interval.

The range of the Refresh Rate is from 5 to 300 second(s).

The default Refresh Rate is 5 seconds.

. (Refresh Button)

You can click the “Refresh” button to manually refresh the status.
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Chapter 3: Web Management
System

3.2. Web Management - System

£+ System Information

Host Name Switch (7]

Industrial Ethernet Switch with 12-port 10/100/1000TX & 4x SFP
slot

Device Description

Switch Location XindianDist. (2]

Contact Information KontenNetworks (2]

Apply
For more information, move the mouse over the @ icon in the system.

Host Name
It is useful to identify the difference between the switches, for example: CoreSwitch01.

The max. length for the Host Name is 32 characters.

Note: #,\, ', ", ? are invalid characters.

Device Description
The Device Description is fixed and defined by the system.

It contains the copper port number, fiber port number, and PoE information (if

supported).

Switch Location
It is useful to find the location of the switches, for example: Area01.

The max. length for the Switch Location is 32 characters.

Note: #,\, ', ", ? are invalid characters.

Contact Information
Records the information of the person responsible for this device and also the contact

details.

Note: #, \, ', ", ? are invalid characters.

(Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.

ALL-SWI8484BPM User Manual | 24



Chapter 3: Web Management
IPv4 Settings

3.3. Web Management - IPv4 Settings
Internet Protocol Version 4 (IPv4) is the fourth version of the Internet Protocol. It is
used on the packet-switched networks and with connectionless communication. IPv4 has
four bytes (32 bits) address and the address space is limited to 4,294,967,296 (2°2) unique
addresses. On the local area network (LAN), the “Private Network” is used. It starts from
192.168.0.0 and the address space contains 65,025 (2') IP addresses. The frames can
only be sent to the host in the same subnet. For example, the default IP Address of the
switch is “192.168.10.1".When the users want to connect to the web console of the
switch, an IP address from “192.168.10.2"” to “192.168.10.254" must be assigned to the
host.

CONFIGURE IPV4 INFORMATION

£+ |Pv4 Settings

IPv4 Mode :'.B Static DHCP Client

IP Address 192.168.10.1

Subnet Mask 2

o
o
]
(%) ]
o
]
o
o
(=1

Default Gateway

DNS Server aB88

Apply

e IPv4 Mode
There are 2 ways to configure IPv4 address - one is to configure a static IP address

manually and another one is to get an IP address by DHCP.
If the IPv4 mode is "DHCP Client", IPv4 information fields will be set to "Disabled".

o IP Address
Assigns a unique static IP Address in the subnet to access the system.

The default IP Address is "192.168.2.1".
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Chapter 3: Web Management
IPv4 Settings

Subnet Mask
Defines the type of network, to which this device is connected to.

o Default Gateway
The IP address of the router used to connect a LAN to a WAN.

e DNS Server
Specifies the IP address of the DNS Server so that the users can connect to another

device based on the URL instead of the IP address.

o LU (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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Chapter 3: Web Management
IPv6 Settings

3.4. Web Management - IPv6 Settings
Internet Protocol Version 6 (IPv6) is a solution to deal with the address space
limitation of IPv4 and it is the most recent version of Internet Protocol. It is intended to
replace IPv4. IPv6 is a Layer 3 (Internet Layer) protocol, which is used on the
packet-switched networks and with connectionless communication. There are 16 bytes
(128 bits) for an IPv6 address and the address space is up to 2'® unique addresses. The
IPv6 address is usually represented in hexadecimal digits, 8 groups of 4 digits, and each
group is separated by a “:"” (colon). For example, the DNS server address in IPv6 is
”2001:4860:4860:0000:0000:0000:0000:8888".

CONFIGURE IPV6 INFORMATION

£+ IPv6 Settings

IPv6 Mode (@ Enable Disable

Default Address  fepQ::2aa:bbff-fecc:1100 / 64

Q IPv6 Addresses

IPVG Address ! Prefix +

Apply

e [Pv6 Mode
"Enable" or "Disable" IPv6. When the IPv6 Mode is enabled, other devices can connect

to this unit.
The default IPv6 Mode is "Enable".

o Default Address
This is the Default IPv6 Address for this device. It is a Link-Local address and is

automatically generated from the MAC Address of the device.

o [|Pv6 Addresses
Enables the users to define other IPv6 addresses for this device.

The IPv6 address contains 2 section - IPv6 address and prefix. The default Prefix
is 64-bit.
== Click the plus icon to add a IPv6 Address row.

K : Click the remove icon to delete the IPv6 Address row.
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o LY (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.

IPv6 NEIGHBOR TABLE

£+ |Pv6 Neighbor Table

Show| 10 v entries Search:
IPvE Address B MAC Address State
fe80:8952:7b83:45e9:6616 EC:08:6B:06:96:33 STALE
Showing 1 to 1 of 1 entries First = Previous MNext Last

Auto Refresh

Refresh Rate: | 5 seconds @

e IPv6 Address
This filed displays the IPv6 address of the neighbor.

e MAC Address
This filed displays the MAC address of the neighbor.

e State
The connection state can be “"DELAY"”, “REACHABLE"”, “STALE"”, “FAILED"”, or “"PROBE".
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3.5. Web Management - System Time
The System Time represents the date and time. The system uptime defines the passing
time after the system boots up. There is no battery on the switch and hence the system
time cannot be saved in the system. Users can configure the time zone and system time
manually by synchronizing the time with the browser or by enabling the “NTP” service
to get the time from a NTP Server.

NTP

Network Time Protocol (NTP) is a clock synchronization protocol, which is used to
synchronize the system time with the NTP server. NTP is one of the oldest Internet
Protocols in use from 1985 until now. It works based on a client-server model, but it can
also be used in peer-to-peer relationships. The NTP application on the switch is follows
the client-server model and the switch plays a role in the NTP Client.

CONFIGURE SYSTEM TIME INFORMATION

£ System Time

Q@ System Time Information

Current Time  1970/01/01 00:05:52

System Uptime 0 Day 0 Hour 5 Minutes 47 Seconds

Q NTP Settings

NTP Mode Enable @ Disable

NTP Server 2 pool.ntp.org

@ Manual Time Settings

Time ZoneEurope Europe ¥ London M
Date Selector 1970/01/01
Time Setting oo . 05 A7
Sync with Browser 2016M11/918:27:47
Apply

ALL-SWI8484BPM User Manual | 29



Chapter 3: Web Management
System Time

e System Time Information
» Current Time: The current date time of the system.

» System Uptime: The system boot up duration.

e NTP Settings
o NTP Mode

"Enable" or "Disable" NTP Service. If NTP Mode is enabled, the system will sync

time with NTP Server on an hourly basis.

o NTP Server
This field displays the URL or the IP address of the host that provides the NTP

Service.

e Manual Time Settings
o Time Zone
Select the Time Zone to define the local time offset from GMT.

. Date Selector
Select the system date manually. The format is "year/month/day".

» Time Setting
Define the system time manually. The format is "hour:minute:second".

» Sync with Browser
Select the checkbox to synchronize the system time with the browser time.

o LI (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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3.6. Web Management - RSTP Configuration

The Spanning-Tree Protocol is a standard protocol that is defined in IEEE 802.1D. It is
used to build a logical loop-free topology for layer-2 Networks. The basic function of
the protocol is to prevent loops and broadcast flooding around the switches. STP allows
spare links in the network design to provide backup paths when the active link fails
and requires a convergence time of 30-50 seconds to recover the topology when the
topology is changed. This prompted the use of Rapid Spanning-Tree Protocol as it

provides a faster convergence when the topology is changed.

RSTP was introduced by IEEE as 802.1w. It can respond within 3 x "Hello Time" when a
topology is changed. The "Hello Time" is a configurable value and it is very important
for RSTP. The default RSTP value is 2 seconds and typically, the convergence time for
RSTP is under 6 seconds. This is much better than STP and makes RSTP to be the

mainstream.

CONFIGURE RSTP BASIC INFORMATION

£ RSTP Configuration

Q Bridge Settings

Mode

Root Priority

Hello Time

Forward Delay

Maximum Age

RSTP v
32768 v
2 (2]

o
o

For more information, move the mouse over the @ icon in the system.

o System Time Information

RSTP: Enable STP and run "RSTP" for redundancy.

Disable: Disable STP. Users have to enable another protocol to prevent from loop.

e Root Priority

It is used to define the "Root Bridge". The bridge with the lowest Root Priority is the
"Root Bridge". If all the bridges are set to the same Root Priority value, the system will

select the Root Bridge based on the MAC Addresses.
The range of Root Priority is from 0 to 61440(multiple of 4096).
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The default Root Priority is 32768.

e Hello Time
It is very important and used to determine the interval to send BPDU (management

frame) to check the RSTP topology and status.
The range of Hello Time is from 1 to 10 second(s).

The default Hello Time is 2 seconds.

o Forward Delay
A delay/timer is used to determine when to change the Path State from

Learning/Listening to Forwarding.
The range of Forward Delay is from 4 to 30 seconds.
The default Forward Delay is 15 seconds.

e Maximum Age
A timer that is used to wait for the Hello BPDU from the Root Bridge. If this device

receives the BPDU before the timer expires, the timer will be reset. Else, the device will
send the topology changed BPDU to notify other devices.

The range of Maximum Age is from 6 to 40 seconds.

The default Maximum Age is 20 seconds

The relationship between "Hello Time", "Forward Delay", and "Maximum Age" is:

2 x (Forward Delay - 1 sec) >= Max Age >= 2 x (Hello Time + 1 sec)
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CONFIGURE RSTP PORT INFORMATION

Q Port Settings

No. Path Cost @ Port Priority Admin P2P Edge Admin STP
Portl g 128 v | | Shared v | | Auto v | Enable v
Port2 g 128 v | Shared v | Auto ¥ | Enable v
Port3 g 128 v | Shared v | Auto v | Enable v
Portd g 128 v |Shared v Auto v | | Enable v
Ports g 128 v | | Shared v | | Auto v | Enable v
Porte g 128 v | Shared v | Auto v | Enable v
Port7  |g 128 v | | Shared v | | Auto v | | Enable v
Port8 g 128 v | | Shared v | | Auto v | Enable v
Portd g 128 v | Shared v | Auto ¥ | Enable v
Port10 g 128 v | Shared v | Auto v | Enable v
Fort1l g 128 v | | Shared v | | Auto v | Enable v
Port12 | 128 v | Shared v | Auto ¥ | Enable v

Apply

For more information, move the mouse over the @ icon in the system.

e No.
Port1 to Port N, where N is based on the total port number.

« Path Cost
The cost from the current node to another device.

The range of Path Cost is from 0 to 200000000.
The default Path Cost is 0. This implies that the Path Cost is decided by the system.

e Port Priority
Used to decide the port to be blocked in the Ring topology.

The range of Root Priority is from 0 to 240 and are in multiple of 16.
The default Root Priority is 128.
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e Admin P2P
The Admin P2P is the link-type for each port.

P2P: It is a full-duplex link.
Shared: It is a half-duplex link.

o Edge
A port that can connect to a non-STP device is called an Edge port. Users can manually

fix a port to non-Edge or Edge.

Auto: The system automatically identifies an Edge or Non-Edge.

Edge: The port is forced to be an Edge port. An edge port will directly be transitioned to
the "Forwarding" state and is not required to wait for the "Forward Delay". If a port is
directly connected to a non-STP device, users can manually set it to "Edge" and enable it
to transmit faster.

Non-Edge: The port is forced to be a Non-Edge port. This implies that the port will go
through Learning/Listening to Forwarding state even though it is connected to an end
device or not.

e Admin STP
"Enable" or "Disable" the Spanning-tree protocol that is running on the specific port.

o LA (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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RSTP STATUS
£+ RSTP Status

Q Bridge Information

Bridge ID 8.000.88:88:58:88:88:588
Root Bridge Yes
Root Priority 32768
Root Port  none
Root Path Cost O
Hello Time 2
Forward Delay 15
IMax Age 20

Bridge ID
This field shows the unique identity of this node when it is part of a network.

Itcontains8 bytes - the first 2 bytes are for Bridge Priority (configurable) and the
remaining 6 bytes are for the MAC Address (unique).

o Root Bridge
It is elected from the switches in the STP topology via several STP messages (BPDU).

The Root Bridge is the node with the lowest Root Priority. If all of the nodes are with
the same Root Priority, the Root Bridge will be selected based on their MAC Addresses.

e Root Priority
It is used to define the "Root Bridge". The bridge with the lowest Root Priority is the

"Root Bridge". If all bridges are set to the same Root Priority value, the system will
select the Root Bridge based on the MAC Addresses.

¢ Root Port
It is the port that is connected to the Root Bridge and with the lowest cost. If the

Root Port shows "none", it implies this node is the Root Bridge.

e Root Path Cost
It is the cost from the current node to the Root Bridge.

e Hello Time
It is used to determine the interval to send BPDU (management frame) to check the

RSTP topology and status.

Forward Delay
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It is used to determine when to change the Path State from Learning/Listening to

Forwarding.

Max Age
It is used during waiting for Hello BPDU from the Root Bridge.

Q Port Status

No. Role Path State Port Cost PSS:W Oper P2P  Oper Edge
Port1 Disabled Discarding 200000000 128 Shared Non-Edge
Port2 Disabled Discarding 200000000 128 Shared Non-Edge
Port3 Disabled Discarding 200000000 128 Shared Non-Edge
Portd Disabled Discarding 200000000 128 Shared Non-Edge
Port5 Disabled Discarding 200000000 128 Shared Non-Edge
Ports Disabled Discarding 200000000 128 Shared Non-Edge
Port7  Designated  Forwarding 20000 128 Shared Edge
Ports  Designated  Forwarding 20000 128 Shared Edge
Portg Disabled Discarding 200000000 128 Shared Non-Edge
Porti0  Disabled Discarding 200000000 128 Shared Non-Edge
Portii Disabled Discarding 200000000 128 Shared Non-Edge
Porti2  Disabled Discarding 200000000 128 Shared Non-Edge

No.
Port1 to Port N, N is based on the total port number.

Role
This field shows the role of the STP port.

Root: This is the root port, which is connected to the Root Bridge with the lowest cost.
Designated: This is the designated port, which can send the best BPDU on the segment
to other connected nodes.

Alternate: This is the alternate port, which is blocked. This port can still receive useful
BPDU from another bridge. When it receives a useful BPDU, it will help to forward it
on the segment.

Backup: This is the backup port, which is blocked. It corresponds with “Alternate Port”
to the blocking state. This port also receives useful BPDU, but the BPDU is from the
same bridge. When it receives a useful BPDU, it will help to forward it on the segment.
Disabled: The port is not linked up.

Path State
This field shows the path state of this STP port.

Discarding: The port state can be “Disabled”, “Blocking”, or “Listening”. The incoming
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frames are dropped and learning MAC addresses are stopped.

Learning: The port is learning MAC addresses, but the incoming frames are dropped.
Forwarding: The port in the forwarding state forwards the incoming frames based on
the learned MAC address table.

e Port Cost
This is the cost from the port to the Root Bridge. Spanning-tree Protocol assumes the

path cost is determined by the access speeds of the links. The default RSTP path

cost is shown in the following table:
Speed RSTP Path Cost Speed RSTP Path Cost

4 Mbps 5,000,000 1000 Mbps (1Gbps) 20,000
10 Mbps 2,000,000 2000 Mbps (2 Gbps) 10,000
16 Mbps 1,250,000 10000 Mbps (10 Gbps) 2,000
100 Mbps 200,000

o Port Priority
The Port Priority is used to determine the Root Port on a non-root bridge. The port with

the lowest Port Priority value gets the higher priority.

e Oper. P2P
This field shows the link-type of the STP port. P2P means “point-to-point” and Shared

means “point-to-multiple”.

e Oper. Edge
This field shows the edge state of this STP port.
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3.7. Web Management - ERPS
Ethernet Ring Protection Switching (ERPS) applies the protection switching mechanism
for Ethernet traffic in a ring topology. This mechanism is defined in ITU-T G8032. You
can avoid the possible loops in a network by implementing the ERPS function. This is
done by blocking the flow of traffic to the Ring Protection Link (RPL) there by
protecting the entire Ethernet ring.
When an ERPS is implemented in a ring topology, only one switch is allocated as the
owner. This switch is in charge of blocking the traffic in the RPL to avoid loops. The
switch adjacent to the RPL owner is called the RPL neighbor node and it is responsible
for blocking the end of the RPL during normal condition. The participating switches that
are adjacent to the RPL owner or neighbor in a ring are called the members or RPL
next-neighbor nodes. The primary function of these switches is to forward the received
traffic.
To make sure that a ring is up and loop-free, Ring Automatic Protection Switching
message is sent regularly as control messages by nodes on the ring. The RPL owner
identifies a signal failure (SF) in a ring when the RPL owner misses the poll packets or
reads from the fault detection packets. When the fault is identified, the RPL owner
unblocks the ring protection link (RPL) and permits the protected VLAN traffic through.
ERPS, similar to STP, provides a loop-free network by using polling packets to detect
faults. If a fault occurs, ERPS restores itself by sending traffic over a protected reverse
path rather than making a calculation to identify the forwarding path. The fault
detection mechanism in the ERPS enables the ERPS to join in less than 50 milliseconds
and recovers quickly to forward traffic.
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CONFIGURE ERPS INFORMATION

£+ ERPS Configuration

@ Basic Settings

ERPS Status (@ Enable Disable
ERPS Port O(West) Port 1 v None v
ERPS Port 1(East) Port 2 v Mone v
ERPS Ring ID 1 o
R-APS Channel 1000 Q
Advanced Settings 2 enable

Q@ Advanced Settings

Revertive Mode (@ Enable Disable

MEL Value 7 2]

Apply

For more information, move the mouse over the 2 icon in the system.

o Basic Settings
o ERPS Status

“Enable” or “Disable” ERPS protocol running on the switch. By default, the ERPS
protocol is enabled.

o ERPS Port 0
The ERPS Port 0 is also called “"West Port”. Select one of the switch ports to be the
Port 0 of ERPS and decide the role of the port.

o ERPS Port 1
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o

The ERPS Port 1 is also called “East Port”. Select one of the switch ports to be the
Port 1 of ERPS and decide the role of the port.

Note: Only One of the switch ports can be configured as ERPS Port 0 or ERPS Port
1.

Role Description

Owner There is only one “Owner” in the ERPS ring topology. The Owner is
responsible for blocking the traffic in RPL and protects one side of
the RPL.

Neighbor  There is only one “Neighbor” in the ERPS ring topology. The
Neighbor is the port connected with the Owner port and protects
another side of the RPL.

None The “None” implies that the port is other than an Owner or a
Neighbor.

ERPS Ring ID
The ID is the identifier of the ring. The members in the same ring must be set to the

same ERPS Ring ID.
The range of the ERPS Ring ID is from 1 to 239.
The default ERPS Ring ID is 1.

R-APS Channel

The R-APS Channel is used to forward ERPS information and is mapped to the
VLAN IDs. These VLAN IDs cannot be set as traffic VLANID. The members in the
same ring must be set to the same R-APS Channel.

The range of the R-APS Channel is from 1 to 4094.

The default R-APS Channel is 1000.

Advanced Settings

The Advanced Settings field is only displayed when the “Advanced Settings” checkbox is

selected in the Basic Settings.

Revertive Mode
“Enable” or “Disable” the ERPS Revertive Mode. If the Revertive Mode is enabled,
the blocked link will revert to the RPL link after the failed link is recovered.

By default, the ERPS Revertive Mode is enabled.

MEL Value
The MEL implies the MEG Level. The MEL is afield in the R-APS PDU. A large MEL

value involves more devices. For example, level 7 contains levels 0 to 6.
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The range of the MEL Value is from 0 to 7.

The default MEL Value is 7.

o (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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3.8. Web Management - SNMP

Simple Network Management Protocol (SNMP) is a standard for collecting and

structuring information on the managed devices of the IP network. It can also modify

some of the information to change the behavior of the devices. SNMP is usually used in

monitoring the network. The users can remotely query the information provided by the

devices running SNMP.

The switches support SNMP v1, v2¢, and v3. SNMP v1 and v2c authenticates with a

community string for “read-only” or “read-write” permission. The SNMP v3

authentication requires to select an authentication level (MD5 or SHA) and also

supports data encryption to make the data safer.

For the SNMP version and authentication method relationship, refer to the table below:

Version Web Setting Authentication Encrr):ptuo Method
. Community . L
V1 & Read Only Community String No String match for authentication
vac Read—er-te Communlty No String match for authentication
Community String
Security Level - .
No Authentication, No | No No Access by an account (admin or
. user)
Privacy
. Access by an account (admin or
Security Level - user) and password with more
Authentication, No MD5 / SHA No N o P i
Privacy than 8 characters, which is
v3 based on MD5 or SHA
Access by an account (admin or
user) and password more than 8
Security Level - Yes characters, which is based on
Authentication, MD5 / SHA AES / DES MD5 or SHA. The data

Privacy

encryption is based on AES or
DES and the key requires 8 to 32
characters.
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CONFIGURE SNMP SERVER INFORMATION

£+ SNMP Server

@ Basic Settings

SNMP Version v1, v2c and v3 "
Read Only Community public @
Read-Write Community private ©

@ SNMPv3 Settings

L Admin
Security Level Mo Authentication, No Privacy v
Authentication Type MD5 @ SHA
Authentication Password administrator e
Encryption Type AES DES
Encryption Password administrator e
L User
Security Level No Authentication, No Privacy v
Authentication Type MD5 @ SHA
Authentication Password administrator e
Encryption Type AES DES
Encryption Password administrator e

Apply

For more information, move the mouse over the @icon in the system.

o Basic Settings
o SNMP Version

The system enables the SNMP “v1, v2c and v3” authentication by default. The
users can enable the SNMP server on only “v1 and v2c” or “v3”. “None" refers to
disabling the SNMP server.
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-~ Read Only Community

The community used to access the SNMP server with the “read-only” privilege.

The max. length for the Read Only Community is 32 characters.

Note: #, \, ', ", ? are invalid characters.

» Read-Write Community
The community used to access the SNMP server with the “read-write” privilege.

The max. length for the Read-Write Community is 32 characters.

Note: #,\, ', ", ? are invalid characters.

SNMPv3 Settings
This section is displayed only when the SNMP Version is set to “v3” or “v1, v2c and v3”.

Two accounts are provided — Admin and User to access the SNMP agent. The users can set
different levels for the 2 accounts.

» Security Level
No Authentication, No Privacy: Access by an account “admin” or “user”.

Authentication, No Privacy. Access by an account “admin” or "user” with
password.

Authentication, Privacy: Access by an account “admin” or “user” with password

and the data will be encrypted.

- Authentication Type

Two algorithms are provided - MD5 and SHA for authentication password.

- Authentication Password

A string/key is used to authenticate the SNMP Server and obtain the access

permission. It will be hashed by MD5 or SHA before authentication.

The min. length for the Read-Write Community is 8 characters.

The max. length for the Read-Write Community is 32 characters.

Note: #, \, ', ", ? are invalid characters.

o Encryption Type
Two algorithms are provided - AES and DES for data encryption.

- Encryption Password
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A string/key is used to encrypt the data that is sent to the SNMP server.

The min. length for the Read-Write Community is 8 characters.

The max. length for the Read-Write Community is 32 characters.

Note: #, \, ', ", ? are invalid characters.

o LY (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.

CONFIGURE SNMP TRAP INFORMATION

£ SNMP Trap

@ Basic Settings

Trap Mode v3 Trap A
Inform Retry 5 Q
Inform Timeout 1 (2]

Trap Receiver IP

Community public 7]

@ SNMPv3 Trap Settings

Username (2]
Engine ID 0x80001f88807a9ff25ad3000000 (2]
Security Level No Authentication, No Privacy v
Authentication Type ® MD5 SHA
Authentication Password Q
Encryption Type ® AFS DES
Encryption Password (2]

Apply

For more information, move the mouse over the @icon in the system.
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o Basic Settings

o

Trap Mode
The system enables the SNMP “v1, v2c and v3” authentication by default. Users

can enable the SNMP server only on “v1 and v2c¢” or “v3”. “None” indicates
disabling the SNMP server.

Inform Retry
The SNMP trap will send “Retry” times when the trap set to “v2 Inform” or “v3

Inform” mode.
The range of the Inform Retry is from 1 to 100.
The default Inform Retry is 5.

Inform Timeout

The interval is used to send trap when the trap set to “v2 Inform” or “v3 Inform”

mode.
The range of the Inform Retry is from 1 to 300 second(s).
The default Inform Retry is 1 second.

Trap Receiver IP

The IP address is the IP address of the trap server to receive the trap information.

Community
The string in the SNMP trap is the identity of the device.

The max. length for the Community is 32 characters.

Note: #, \, ', ", ? are invalid characters.

e SNMPv3 Trap/Inform Settings

This section is displayed only when Trap Mode are set to “v3 Trap” or “v3 Inform”.

o

o

Username
Specify the username for authentication with the SNMP trap server.

Engine ID
The Engine ID is the identifier for the given SNMP application.

Security Level

ALL-SWI8484BPM User Manual | 46



Chapter 3: Web Management

SNMP

No Authentication, No Privacy: Access using the username assigned to the

users.

Authentication, No Privacy: Access using the username assigned to the users

with password.

Authentication, Privacy: Access using the username assigned to the users with
password and the data will be encrypted.

- Authentication Type

Two algorithms are provided - MD5 and SHA for authentication password.

» Authentication Password
A string/key is used to authenticate the SNMP trap server and obtain the

permission. It will be hashed by MD5 or SHA before authentication.

The min. length for the Read-Write Community is 8 characters.

The max. length for the Read-Write Community is 32 characters.

Note: #,\, ', ", ? are invalid characters.

- Encryption Type

Two algorithms are provided - AES and DES for data encryption.

- Encryption Password

A string/key is used to encrypt the data sent to the SNMP trap server.

The min. length for the Read-Write Community is 8 characters.

The max. length for the Read-Write Community is 32 characters.

Note: #, \, ', ", ? are invalid characters.

2 (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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3.9. Web Management - DHCP
DHCP SERVER/CLIENT

DHCP, Dynamic Host Configuration Protocol, is a standardized protocol used in the
IP networks. The DHCP Server holds an IP address pool and when a DHCP Client
request for an IP address, the DHCP Server picks an IP address from the pool and assigns
it to the client. DHCP Server also manages other IP information such as Default
Gateway and DNS Server. DHCP is very useful to configure the IP information for a
number of devices. Only the administrator can enable the DHCP Client for each device
and setup the DHCP Server. The clients will then obtain a unique IP address and other IP

settings to connect to the network.

DHCP SERVER BINDING

Apart from dynamically allocating an IP address to a DHCP Client, the DHCP Server also
provides a function to manually assign a static IP address to the device with a specific
MAC Address. This is called as DHCP Server Binding.

DHCP RELAY/OPTIONS82

In a large network, there might be several subnets existed and the DHCP Client is not
able to serve by DHCP Servers directly. In this case, we need a relay agent to help to
transmit the request frames to the DHCP Servers. When a relay agent receives the
broadcast request frame from a DHCP Client, the relay agent will transmit the frame to
the DHCP Servers, which are in the same subnet by unicast.

Option 82 is an information option to identify the clients by Circuit ID and Remote ID.
The Circuit ID is an identity containing the interface name and/or VLAN information,
and the Remote ID is to identify the remote host (the relay agent). The DHCP Server
can distribute an IP address to the DHCP Client according to Option 82 information and
make the IP addresses more controllable.

The frame format for the Circuit ID is as below:

Suboption Circuit ID
Type Type

Length $ Length
1 6 0 4 VLAN Module| Port

1byte 1byte 1byte 1 byte 2 byte 1byte 1 byte

e VLAN
The VLAN field is for the management VLAN ID, which is natively set to 1.
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e Module
The stack number for the device sending the DHCP request is on. For industrial switches,

this byte is always filled as0.

e Port
The port number identifies the incoming DHCP request frame/DHCP Client.

The frame format for the Remote ID is as below:

Suboption Remote 1D
Type Type

Length l Length
2 8 0 6 MAC Address
1byte 1byte 1byte 1byte 6 byte

e MAC Address
By default, the MAC address is set to the MAC address of DHCP relay agent.
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CoONFIGURE DHCP CLIENT

£+ |Pv4 Settings

IPv4 Mode @ Static DHCP Client

IP Address 192 168.10.1

Subnet Mask 2

o
o
]
o
o
]
o
o
(=1

Default Gateway

DNS Server 8888

Apply

e IPv4 Mode
Set the IPv4 Mode to “DHCP Client” to enable the DHCP Client. The system sends a

discovery frame to the network and tires to obtain an IP address from the DHCP Server.

After enabling the DHCP Client, users need to connect to the Console Port to get the IP
address by using “show IP address” on the CLI.

. N T (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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CONFIGURE DHCP SERVER INFORMATION

£ DHCP Server

Server Status DHCF Server Down

Server Mode Enable @ Disable

Start IP Address
End IP Address
Default Gateway

DNS Server

Lease Time &0 Q

Apply

For more information, hover the mouse over the @ icon in the system.

e Server Status
Shows the status of the DHCP server: Down or Up.

¢ Server Mode
"Enable” or “Disable” the DHCP Server function.

o Start IP Address
Set the range of the IP pool. The “Start IP Address” is the starting.

“Start IP Address” must be in the same subnet as that of the switch itself.

e End IP Address
Set the range of IP pool. The “End IP Address” is the end.

"End IP Address” must be in the same subnet as that of the switch itself.

o Default Gateway
Set the Default Gateway for the DHCP Clients to make them connect to the WAN.

“Default Gateway” must be in the same subnet as that of the switch itself.
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DNS Server
Set the DNS Server for the DHCP Clients to make them connect to another device based

on the URL instead of IP address.
Lease Time

DHCP Server leases an IP address to a device for a period of time. When the lease time
expires, the DHCP server may assign a different IP address in the pool to the device.

(Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.

CONFIGURE DHCP SERVER BINDING INFORMATION

£ DHCP Server Binding

Binding ID @ MAC Address Binding IP Address +

Apply
For more information, hover the mouse over the @ icon in the system.

Binding ID
An ID used to identify the binding.

The range of the Binding ID is from 1 to 32.

MAC Address
The device with the specified MAC Address will be assigned to the static Binding IP

Address.

Binding IP Address
A static IP Address will be assigned to the specified MAC Address.

==: Click the plus icon to add a DHCP Binding row.

¥ Click the remove icon to delete the DHCP Binding row.
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o LY (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.

CONFIGURE DHCP RELAY INFORMATION
£+ DHCP Relay

Q@ Relay Basic Settings

Relay Mode Enable @ Disable
Relay Option82 Enable @ Disable

Helper Address 1
Helper Address 2
Helper Address 3

Helper Address 4

Q Relay Untrust

No. Untrust Status @
Port 1 Enable @ Disable
Port 2 Enable @ Disable
Port 3 Enable @ Disable
Fort 4 Enable @ Disable
Fort 5 Enable @ Disable
Port 6 Enable @ Disable
Port 7 Enable @ Disable
Fort 8 Enable @ Disable
Fort 9 Enable @ Disable
Port 10 Enable @ Disable
Port 11 Enable @ Disable
Port 12 Enable @ Disable

Apply

For more information, move the mouse over the @ icon in the system.

o Relay Basic Settings
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- Relay Mode
“Enable” or “Disable” the DHCP Relay function.

o Relay Option82
“Enable” or “Disable” the DHCP Relay with Option82 tag.

» Helper Address 1 -4
The IP Addresses of the DHCP Servers provide IP addresses to the DHCP Clients.

A backup of Four Helper Addresses are available during breakdown.

e Relay Untrust
o No.
Port1 to Port N, where N is based on the total port number.

o Untrust Status
“Enable” or “Disable” to untrust the specific port. If the untrusted status is

enabled on a port, the system will drop the DHCP management frames on the

port.

. 0B (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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3.10. Web Management - PoE
The PoE, or Power over Ethernet, allows switches to provide electric power along
with data on the twisted pair Ethernet cables. The Power over Ethernet defined in IEEE
802.3af provides up to 15.4 W and IEEE 802.3at provides up to 25.5 W. It requires
category 5 cables or better to support high power levels. PoE is helpful when the AC
power is not available or is available with high cost. It is usually used in surveillance IP
cameras, I/0O sensors, wireless access points, and IP telephones.

CONFIGURE POE INFORMATION

£+ PoE Configuration

No. Mode Status Consumption
Port 1 @ Enable Disable on 48.02V/ 0.4W
Port 2 @ Enable Disable Off
Port 3 @ Enable Disable on 48,02V / 0.4W
Port 4 @ Enable Disable on 48.02V/ 0.4W
Port 5 @ Enable Disable On 48.02V/ 0.4W
Port 6 @ Enable Disable On 48.02V/ 0.4W
Port 7 @ Enable Disable Off
Port 8 @ Enable Disable Off

Apply

* No.
Port1 to Port N, where N is based on the total PoE port number.

e Mode
“Enable” or “Disable” PoE function on the specific port.

e Status
The field shows the PoE status of the specific port.

On: PoE is enabled on the port and power is delivered on the port.
Off: PoE is enabled on the port but no Powered Device(PD) is connected.

Disabled: PoE is disabled on the port.
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¢ Consumption
The Consumption field contains power voltage and provided power in watts. The PSE can

provide up to 30Watts and the PDs can receive up to 25.5Watts. The power output of the
boost switch will be boosted to 53V.

o LY (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.

CONFIGURE POE KEEP ALIVE INFORMATION
£ PoE Keep Alive

No. Detect IP Address @ Ping Interval @ Hold Time @
Port 1 Enable 30 50
Port 2 Enable 30 G0
Port 3 Enable a0 G0
Port 4 Enable 30 60
Port 5 Enable 30 60
Port 6 Enable 30 60
Port 7 Enable 30 G0
Port 8 Enable a0 G0
Apply

For more information, move the mouse over the @ icon in the system.

e No.
Port1 to Port N, where N is based on the total PoE port number.
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e Detect
“Enable” or “Disable” to detect the Powered Device (PD) on the specific port. When the

detection is enabled, the system pings the configured IP Address on every Ping Interval.

o IP Address
The field is the IP Address of the Powered Device (PD).

e Ping Interval
The Ping Interval is the duration to ping the Powered Device (PD).

The range of the Ping Interval is from 1 to 65535 seconds.

The default Ping Interval is 30seconds.

e Hold Time
The Hold Time is used when the ping fails. The system will wait for the Hold Time to

expire and then try to ping the PD again.
The range of the Hold Time is from 1 to 65535 seconds.

The default Hold Time is 60seconds.

o RLWSA (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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CONFIGURE POE SCHEDULE INFORMATION

£+ PoE Schedule

Port 1

Sun Man Tue Wed Thu Fri Sat

0o
01
0z
03
04

e Port Selector
Select the port number to configure the PoE Schedule.

Port1 to Port N, where N is based on the total PoE port number.

o Enable (for each day)
The week is from Sunday to Saturday.

o Week (The x-ray of the table)
The week is from Sunday to Saturday.

e Hour (The y-ray of the table)
The hour is from 00 (00:00) to 23 (23:00).

Users can select the checkbox with the Week and Hour in the table to enable the PoE
Schedule on the specific time. For example, if the user wants the PoE to be enabled only
on Monday from 6:00 to 7:00 and on Wednesday from 13:00 to 15:00, the following
checkboxes must be selected—"Mon-06", “Mon-07", “Wed-13", "Wed-14", and “Wed-15".

o RLWSA (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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3.11. Web Management - ModBUS/TCP

Modbus is a popular communication protocol used for the industrial serial devices. It
is usually working as “master-slave” architecture and working with programmable
logic controllers which are also called PLCs. The Modbus/TCP implies to provide
Modbus Messaging service on the TCP/IP, so that the devices which are running Modbus
can communicate with each other with Modbus messages. The Modbus messages are
encapsulated with an Ethernet TCP/IP wrapper on the basis of the standard. During the
transmission, the switches can only acquire the encapsulated information when the
Modbus/TCP is enabled. If users would like to understand the real content of Modbus
message, users have to install other utilities such as “ModScan”. Our switches
implements the Modbus/TCP registers including system information, firmware
information, port information, and packet information. The details refer to the
“Modbus Data Mapping Information” section.

DATA FORMAT AND FUNCTION CODE

The primary four types of Modbus/TCP data format are as following:

Function .
Data Access Type Code Function Name
. Physical Discrete Inputs 2 Read Discrete Inputs
Bit Access Internal Bits or Physical Coils 1 Read Coils
Word Access Physical Input Registers 4 Read Input Registers
(16-bit Access)  Physical Output Registers 3 Read Holding Registers
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MobDBUS DATA MIAPPING INFORMATION

In the following tables, we assume the total port number is 8.

The following table is for Function Code 3 (Holding Registers) / Function Code 6.

Address Offset Data Type Interpretation Description
System Information
Port 1 to Port 8 Status

0x0000: Disable

0x0000 to 1 word HEX 0x0001: Enable

0x0008 Port 1 to Port 8 Status Configuration
0x0000: Disable
0x0001: Enable

The following table is for Function Code 4 (Input Registers). The data map addresses
in the following table starts from Modbus address 30001. For example, the address
offset 0x0000H equals Modbus address 30001, and the address offset 0x0030H equals
Modbus address 30049. All the information read from our switches is in the HEX mode

and users can refer to the ASCII table for the translation (e.g. 0x4B="K’, 0x74="t").

Address Offset Data Type Interpretation Description
System Information
Product Name = “MT-0804G"”

Word 0 Hi byte
Word 0 Lo byte
Word 1 Hi byte = -
0x0030 20 words  ASCII Word 1 Lo byte = “0’
Word 2 Hi byte = ‘8’
Word 2 Lo byte = ‘0’
Word 3 Hi byte = ‘4’
Word 3 Lo byte = ‘G’

o
4 2

0x0050 1 word Product Serial Number
Firmware Version
For example:

0x0051 2 words HEX Word 0 = 0x0103

Word 1 = 0x0200

Firmware version is 1.3.2
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Address Offset Data Type Interpretation Description
System Information

Firmware Release Date
For example:
Word 0 = 0x1719

Word 1 = 0x1506

Firmware was released on 2015-06-17 at
19 o’clock

0x0053 2 words HEX

Ethernet MAC Address
Ex: MAC =01:02:03:0A:0B:0C
Word 0 Hi byte = 0x01

Word 0 Lo byte = 0x02
0x0055 3 words HEX Word 1 Hi byte 0x03
Word 1 Lo byte = 0x0A
Word 2 Hi byte = 0x0B
Word 2 Lo byte = 0x0C

Power 1

0x0058 1 word HEX 0x0000: Off
0x0001: On

Address Offset Data Type Interpretation Description
Power 2
0x0059 1 word HEX 0x0000: Off
0x0001: On

Fault LED Status
0x0000: Boot error
0x0001: Normal
0x0002: Fault

0x005A 1 word HEX

DO1

0x0082 1 word HEX 0x0000: Off
0x0001: On
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Address Offset Data Type Interpretation Description
Port Information

Port 1 to Port 8 Status
0x0000: Link down

8§]88§ to 1 word HEX 0x0001: Link up
0x0002: Disable
OXFFFF: No port
Port 1 to Port 8 Speed
0x0000: 10M-Half
0x0001: 10M-Full
gi: 183 © 1 word HEX 0x0002: 100M-Half
0x0003: 100M-Full
OXFFFF: No port
Port 1 to Port 8 Flow Ctrl
0x0000: Off
giggg © 1 word HEX 0x0001: On
OxFFFF: No port
Port 1 to Port 8 Description
Port Description = “100Tx,RJ45.”
0x1300 to Word 0 Hi byte = ‘1’
0x1313 (Port 1) Word 0 Lo byte = ‘0’
Ox1314 t Word 1 Hi byte = ‘0’
0x1327 (lSort 2) 20words  ASCII Word 1 Lo byte = T
Word 4 Hi byte = ‘4’
0x138C to

Word 4 Lo byte = ‘5’
Word 5 Hi byte
Word 5 Lo byte \0’

0x139F (Port 8)

Packet Information

Address Offset Data Type Interpretation Description
Port 1 to Port 8 Tx Packets
Ex: port 1 Tx Packet Amount = 13248635
Received Modbus response:
0x2000 to 0x13248635

0x200F 2 words HEX Word 0 1324

Word 1 8635
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Address Offset Data Type Interpretation Description

Port 1 to Port 8 Tx Bytes
Ex: port 1 Tx Bytes Amount = 13248635
Received Modbus response:

0x2080 to 0x13248635

0x208F 2words — HEX Word 0 1324
Word 1 8635
Port 1 to YY Rx Packets
Ex: port 1 Rx Packet Amount = 13248635
Received Modbus response:

0x2100 to 0x13248635

0x21(YY*2-1) 2 words  HEX Word 0 1324
Word 1 8635
Port 1 to Port 8 Rx Bytes
Ex: port 1 Rx Bytes Amount = 13248635
Received Modbus response:

0x2180 to 0x13248635

Ox218F 2words  HEX Word 0 1324

Word 1 8635
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CoNFIGURE MoDBUS/TCP INFORMATION

£ Modbus/TCP

Modbus Mode Enable @ Disable

Apply

¢ Modbus Mode
"Enable” or "Disable” the Modbus/TCP function.

. (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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3.12. Web Management - UPnP

UPnP is Universal Plug and Play, a set of networking protocol that permits the
network devices to seamlessly discover each other in the networks. It is promoted by the
UPNnP Forum, but since 2016, all UPnP efforts are managed by the Open Connectivity
Foundation.

UPnP extends “plug and play” to connect to a network device without configuration.
When an UPnP device such as printer, Wi-Fi AP, or mobile device connects to a network,
it will automatically establish the working configurations with another device.

CONFIGURE UPNP INFORMATION

£ UPnP

UPNP Mode Enable @ Disable

Advertisement Interval 1800 (3]

Apply

For more information, move the mouse over the @ icon in the system.

UPnP Mode
"Enable” or “Disable” the UPnP function.

Advertisement Interval
A time period used to send the UPnP advertisement frame.

The range of the Advertisement Interval is from 300 to 86400 seconds.

The default Advertisement Interval is 1800 seconds.

2 (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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3.13. Web Management - Port Management

Port Management contains a “Description” field that is used to describe the port,
“Enable” or “Disable” option to turn on or turn off a specific port, configure the
speed-duplex for the port, and Flow Control on the port. In the Port Status page, the
users can obtain information such as Link Status, Speed, Duplex, Flow Control, Tx and Rx
in Bytes, and PoE status. These are very helpful for the administrator to manage the
interfaces on the switch.

CONFIGURE PORT INFORMATION

£+ Port Settings

MNo. Description @ Link Status Admin Status Speed CZI::OI
Port 1 Down Enable v | | Auto v | Off v
Port 2 Down Enable v | | Auto v | Off v
Port 3 Down Enable v | | Auto v | Off v
Port 4 Down Enable v | | Auto v | Off v
Port 5 Daown Enable v | | Auto v | Off v
Port 6 Down Enable v | | Auto v | Off v
Port 7 Up Enable v | Auto oo v
Port 8 Up Enable v | | Auto v Off v
Port 9 Down Enable v | | Auto v | Off v
Port 10 Down Enable v | | Auto ¥y | Off v
Port 11 Down Enable v | | Auto v | Off v
Port 12 Down Enable v | | Auto v | Off v

Apply

For more information, move the mouse over the @ icon in the system.

No.
Port1 to Port N, where N is based on the total port number.
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e Description
The description for the port is helpful for the administrator to identify the difference

between the ports.
The max. length for the Description is 32 characters.

Note: #, \, ', ", ? are invalid characters.

e Link Status
Link Status shows “Up”, “Down”, or “Disable” to reflect the link status of the port.

e Admin Status
“Enable” or “Disable” the Admin Status of the port to restrict the transmission on the

port.

Note: Administrator can turn off the un-used port to secure the network with
unexpected device.

e Speed
The users are able to manually fix the speed and duplex or automatically run

auto-negotiation to determine the speed and duplex.

o Auto: The port follows IEEE 802.3u protocol to auto-negotiate with connected device.

o 100M-Full: The port transmits frames with 100Mbits per second speed and full
duplex.

o 100M-Half:The port transmits frames with 100Mbits per second speed and half
duplex.

o 10M-Full:The port transmits frames with 10Mbits per second speed and full duplex.

o 10M-Half:The port transmits frames with 10Mbits per second speed and half duplex.

o Flow Control
“Enable” or “Disable” the Flow Control when the speed is set to “Auto”. Enabling the

Flow Control helps to prevent the traffic from losing when the network is in congestion.

o WULE (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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PORT STATUS

£+ Port Status

Port Link Status Speed Duplex Flow Control Rx Byte Tx Byte PoE
1 Down - - Off 0 56583 None
2 Up 1000mM Full Off 524534 867350  MNone
3 Down - - Off 0 56489 None
4 Down - - Off 0 56489 None
5 Down - - Off 0 56489 None
B Down - - Off 0 56489 None
T Down - - Off 0 56489 None
8 Down - - Off 0 872 None
9 Down - - off 0 654 None
10 Down - - off 0 743 None
11 Down - - off 0 931 None
12 Down - - Off 0 817 None

Refresh Rate: | 5 seconds @

e Port
Port 1 to N, where N is based on the total port number.

e Link Status
Link Status displays the link state (“Up” or “Down”) of the port. If the port is disabled, it

displays “Disabled”.

e Speed
Speed displays the access speed in bit per second of the port. If the port is linked down, it

displays “-".

e Duplex
Duplex displays the link-type (Full or Half) of the port. If the port is linked down, it

displays “-".
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e Flow Control
It is the state (On or Off) of the Flow Control.

¢ Rx Byte
This is the total received frames formatted in byte.

o Tx Byte
This is the total transmitted frames formatted in byte.

e PoE (PoE Model Only)
PoE displays the PoE state (Delivery, No PD, Disabled, None) of the port. If the port does

not support PoE function, it displays “None”.

Note: This information is displayed on the system that supports the PoE function.
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3.14. Web Management - IGMP Snooping

Internet Group Management Protocol (IGMP) is used in communicating among
hosts and establishing a multicast group membership on the IPv4 networks (Layer 3).
IGMP provides the ability to prune multicast traffic to those who need this kind of
traffic and reduce the amount of traffic on the network. However, switches work on the
MAC Layer (Layer 2) and are unable to obtain IGMP information. IGMP Snooping
allows the switch to listen to the IGMP communication between hosts and routers, and
maintains a table of multicast IPs and group members. IGMP Snooping can prevent the
hosts on the LAN from receiving traffic from a non-joined multicast group and save
bandwidth of the network.

CONFIGURE IGIMIP SNOOPING INFORMATION

£+ IGMP Snooping Settings

Q Basic Setting

Mode @® Enable Disable

Q@ Querier Settings

Querier Mode Enable @ Disable
Query Period 125 (2]
Query Max Response Time 10 (2]

Apply

For more information, hover the mouse over the @ icon in the system.

e Basic Setting
- Mode

“Enable” or “Disable” the IGMP Snooping function.

e Querier Settings
o Querier Mode
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“Enable” or “Disable” the IGMP Snooping Querier function. If it is enabled, the

system sends IGMP snooping version 1 and 2 queries.

o Querier Period

This period is the interval to send the IGMP snooping queries.

The range of the Querier Period is from 1 to 3600 seconds.

The default Querier Period Interval is 125 seconds.

- Query Max Response Time

This is a timer to wait for the member response of the IGMP groups. It is used in
removing the information of the IGMP groups if no member responds to the

query.

o R (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.

IGMP SNOOPING TABLE

£+ IGMP Snooping Table

Show | 10 ¥ | entries

Multicast IP

2240160
239.255.255.250

Showing 1 to 2 of 2 entries

Search:

First

Group

Port 5
Port 5

Previous

Next = Last

Auta Refresh

Refresh Rate: 5 seconds @

e Multicast IP

The Multicast IP is the IP address of the multicast group.

¢ Group

The group shows the port number, which joined the group.
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3.15. Web Management - 802.1Q VLAN
802.1Q VLAN

Virtual Local Area Network (VLAN) is a structure that can ease Network planning.

The devices in a VLAN can be located anywhere without the restriction of physical
connections, but work like they are on the same physical segment.

IEEE 802.1Q defines VLAN tagging conception for the Ethernet frames. VLAN tagging
supports frames in the different VLAN groups transmitting on a link (called VLAN
trunk). The maximum number of VLANs on the Ethernet network is 4096. The VLAN 0
and VLAN 4095are for specific use and hence the usable VLAN number is 4094.

VLAN Q-IN-Q

VLAN Q-in-Q, also called Stacked VLAN, is an extension for 802.1Q VLAN. It supports a
maximum of 4096*4096 VLAN groups. VLAN Q-in-Q can apply a port to a provider,

customer, or tunnel for different applications. The header of the stacked VLAN frame
contains two 802.1Q Headers with different Ethertype (TPID). The TPID “0x88A8" is the
outer tag by default and the TPID “0x8100" is the inner tag for 802.1Q VLAN.
Customized ethertype called Specific Provider Ethertype are supported if one or

more ports are set to “Specific Provider”.
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CONFIGURE 802.1Q VLAN INFORMATION

£+ 802.1Q VLAN Settings

Q@ Management VLAN

VLAN ID 1 [7)

Q@ VLAN Member Settings

VLANID @ Name @ Untagged Ports Tagged Ports +

1 12 items selected - MNothing selected - x

For more information, move the mouse over the @icon in the system.

Management VLAN

» VLANID
The VLAN ID is for the native VLAN. Only the ports in the same VLAN as
Management VLAN can access the switch configuration console via Ethernet.

The range of the VLAN ID is from 1 to 4094.

The default Management VLAN ID is 1.
e VLAN Member Settings

o VLANID
Assigns a unique VLAN ID to this VLAN group.

The range of the VLAN ID is from 1 to 4094.

o Name
Assigns a name to this VLAN group to identify the different VLANs.

The max. length for the Name is 32 characters.
Note: #,\, ', ", ? are invalid characters.

- Untagged Ports
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Sets the untagged ports for this VLAN group. The system removes the VLAN tag
before transmitting from the port that is set to “untagged”. Usually, this port is
connected to the end device that belongs to this VLAN.

- Tagged Ports
Sets the tagged ports for this VLAN group. The system keeps the VLAN tag when

transmitting from the port that is set to “tagged”. Usually this port is connected
to another switch and uses the VLAN tag to transfer the VLAN information.

- =: Click the plus icon to add a VLAN Member row.

o ¥: Click the remove icon to delete the VLAN Member row.

802.1Q VLAN TABLE

£+ VLAN Table
Show 10 v | entries Search:
VLANID |:  VLAN Name Untag Member Tag Member
1 - 1,2,34,56,7.8910.11,12
100 WLAN_100 9.1 10,12
200 WLAN_200 - 910,112
Showing 1 to 3 of 3 entries First =~ Previous = Next  Last

Auto Refresh | Refresn |

Refresh Rate: 5 seconds @

¢ VLANID
This is the assigned unique VLAN ID for this VLAN group.

« VLAN Name
This is the assigned VLAN Name for this VLAN group.

e Untag Member
These ports are assigned as VLAN untagged ports.

o Tag Member
These ports are assigned as VLAN tagged ports.

CONFIGURE 802.1Q VLAN PVID & AcCcCEPT TYPE
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Q VLAN PVID Q Accept Type
Mo. PVID @ No. Filter
Port 1 9 Port 1 All v
Port 2 1 Port 2 All v
Port 3 1 Port 3 All v
Port 4 1 Port 4 All v
Port 5 1 Port 5 All v
Port 6 1 Port 6 All v
Port 7 1 Port 7 All v
Port 8 1 Port 8 All v
Port 9 9 Port 9 All v
Port 10 1 Port 10 All v
Port 11 1 Port 11 All v
Port 12 1 Port 12 All v

Apply
For more information, move the mouse over the @icon in the system.

e« VLAN PVID
o No.
Port1 to Port N, where N is based on the total port number.

-~ PVID
Assign a VLAN ID to the frames without a VLAN tag that come into the specific

port.

e Accept Type
o No.

Port1 to Port N, where N is based on the total port number.

o Filter
Three types of filters are provided: All, Tagged Only, Untagged Only.
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All: Accept both tagged and untagged frames that come into the port.
Tagged Only: Accept only tagged frames that come into the port.

UNTAGGED ONLY: ACCEPT ONLY UNTAGGED FRAMES THAT COME INTO THE PORT.

o LWL (Apply Button)

After configuring the above fields, click "Apply" button to make it effective.

CoNFIGURE VLAN Q-IN-Q
£ VLAN Q-in-Q Settings

Q Specific Provider Ethertype

Ethertype 0XBBAS 2]

For more information, hover the mouse over the @ icon in the system.

o Specific Provider Ethertype
This is a global configuration and an Ethertype is assigned for all ports, which are

configured as “Specific Provider”. This field is locked (disabled) until at least one port is
configured to the “Specific Provider” in the “Q-in-Q Port Settings” section.

The range of the Provider Ethertype is from 0x0000 to OxFFFF, but 0x8100 is invalid.

The default Provider Ethertype is Ox88AS8.
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Q Q-in-Q Port Settings

No. Mode
Port 1 Customer v
Port 2 Customer v
Port 3 Customer v
Port 4 Customer v
Port 5 Customer v
Port 6 Customer \
Port 7 Customer \
Port & Customer \
Port9 Customer v
Port 10 Customer v
Port 11 Customer v
Port 12 Customer v

Apply

e Q-in-Q Port Settings
o No.
Port1 to Port N, where N is based on the total port number.

o Mode
Set the port to one of the Q-in-Q mode.
The Egress is dependent on the connected device and hence the egress
action is skipped.

Q-in-Q Tunnel Untagged Frames: Add TPID:0x88A8 tag and
forward.
Tagged Frames:
1. TPID:0x8100: Add TPID:0x88A8 tag and forward.
2. TPID:0x88A8: Forward the frames.
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Customer A port set to “Customer” runs typically 802.1Q VLAN.

Untagged Frames: Add TPID:0x8100 tag and
forward.
Tagged Frames:
1. TPID:0x8100:
a. Same VLAN ID: Forward the frames.
b. Different VLAN ID: Discard the frames.
2. TPID:0x88A8: Discard the frames.
Provider Untagged Frames: Add TPID:0x88A8 tag and
forward.
Tagged Frames:
1. TPID:0x8100: Discard the frames.
2. TPID:0Ox88AS8:
a. Same VLAN ID: Forward the frames.
b. Different VLAN ID: Discard the frames.
Specific Provider Users define the Ethertype for the Provider service.
Untagged Frames: Add the user-defined TPID tag
and forward.
Tagged Frames:
1. TPID:0x8100: Discard the frames.
2. TPID:0x88A8: Discard the frames.
3. TPID:[user-defined]:
a. Same VLAN ID: Forward the frames.
b. Different VLAN ID: Discard the frames.

o LU (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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3.16. Web Management - Quality of Service (QoS)

Quality of Service which known as QoS provides a stable and predictable transmitting
service. It is useful to manage the bandwidth more efficiently based on the requirement
of applications. Users are able to set different priorities for different traffics to satisfy
the services which need a fixed bandwidth and have more sensitive of delay. Quality of
Service can also optimize the restrict bandwidth resource and control the network

traffic of the switches.

CONFIGURE QOS INFORMATION

£ Quality of Service (QoS)

@ Queue Scheduling

Scheduling Mode WRR (Weighted) v

Q@ Queue Weight

Queue Weight Queue Weight
0 1 Q 4 5 (2]
1 7 Q & G 2]
2 3 Q 6 7 2]
3 4 Q 7 g 2]

For more information, move the mouse over the @icon in the system.

¢ Queue Scheduling
o Scheduling Mode
Select the scheduling mode for the Quality of Service.

WRR: Weighted Round Robin. WRR ensures that every queue takes turns to
transmit the traffic by its weight.

Strict: Strict Priority Queue. The traffic is transmitted based on the priority,
which is from highest to lowest.
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e Queue Weight
o Queue

Eight queues from queue 0 to queue 7 are supported.

o Weight
Enables you to configure a specific weight for the port.

The range of the Weight is from 1 to 100. There is no need to sum all queues to
100.

The default Weight for each queue is displayed in the table:

Queue 0 1 2 3 4 5
Weight 1 2 3 4 5 6 7 8

()]
~N
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CONFIGURE Q0S TRUST MoDE AND DEFAULT CoS

Q@ Trust Mode Q Default CoS
No. Mode No. Class
Port 3 Cos v Port 3 0 v
Port 4 Cos v Port 4 0 v
Port 5 CoS v Port 5 0 v
PO6 | cos . Port6 | g .
Pot7 | cos . Port7 | g .
Port8 | cos . Porta | g .
Port9 | cos . Ports | g .
POt 10 | cos . Port10 | g .
Pot 11 | cos . Port11 | g .
Port12 | cos v Port12 | ¢ v

Apply

e Trust Mode
o No.
Port1 to Port N, where N is based on the total port number.

- Mode
CoS: Class of Service. Use the 3-bit “PRI” field in the VLAN tag. It enables you to
assign traffic to 8 different classes from 0 to 7.

DSCP: Use 6-bit field “DSCP” in the Type of Service (ToS) tag. It enables you to
assign traffic to 64 different types from 0 to 63.

o Default CoS
o No.
Port1 to Port N, where N is based on the total port number.
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o]
Q)
"
[

You can assign a default class to the port. The system follows the assigned CoS

classes to transmit frames if there is no VLAN tag in the frame header.

The default Class for each port is0.

o R (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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CoNFIGURE CoS MAPPING

£+ CoS Mapping

Class / Priority Queue
0 1 v
1 0(Lowest) v
2 7 ¥
3 3 ¥
4 4 ¥
il 5 v
6 G v
7 7(Highest) v

Apply

o Class / Priority
There are 3 bits for the “Class of Service” field called “PRI” in the VLAN tag and there are

8 classes from 0 to 7.

e Queue
The chipset supports 8 queues from queue 0 to queue 7. The queue 0 is the lowest

priority queue and the queue 7 is the highest priority queue.

The default Queue for each class is displayed in the table:

Class 0 1 2 3 4 5
Queue 1 0 2 3 4 5 6 7

()]
~N
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CONFIGURE TOS MAPPING

£+ DSCP Mapping

DSCP Queue DSCP Queue DSCP Queue DSCP Queue
0 O(Loy v 16 2 v 32 4 v 45 I v
1 O(Lon v 17 2 v 33 4 v 49 6 v
2 O(Lov v 18 2 b 34 4 v a0 6 v
3 O(Loy v 19 2 v 35 4 v 51 6 v
4 oLon v 20 2 v 36 4 + 82 6 .
5 O(Loy v 21 2 v 37 4 v 53 I v
6 O(Lon v 22 2 v 38 4 v 54 6 v
7 O(Lov v 23 2 v 39 4 v 55 6 v
8 q v 24 3 v 40 5 v 56 TiHig
9 1 v 25 3 v 41 5 v a7 T(Hig v
10 1 v 26 3 v 42 5 v 58 T(Hig v
1 1 v 27 3 v 43 5 v 59 T(Hig v
12 1 v 28 3 v 44 5 v 60 T(Hig ~
13 1 v 29 3 b 45 5 v 61 TiHig
14 1 v 30 3 v 46 5 v 62 T(Hig v
15 1 v 31 3 v 47 5 v 63 T(Hig v

Apply

e DSCP
There are 6 bits for the “DSCP” in ToS tag and hence there are 64 classes from 0 to 63.

e Queue
The chipset supports 8 queues from queue 0 to queue 7. The queue 0 is the least

priority queue and the queue 7 is the highest priority queue.

The default Queue for each type is displayed in the table:
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Type 0-7 8-15 16-23 24-31 32-39 40-47 48-55 56-63
Queue 0 1 2 3 4 5 6 7

o LA (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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3.17. Web Management - Port Trunk

Port Trunk is also known as Link Aggregation, and it is a protocol to group links to a

trunk. A total of 8 trunk groups are provided. It is a good method to reach load balance

and link backup. For example, when port 1 to port 4 are combined to trunk 1 and all
ports support 100Tx and set to full-duplex, the bandwidth of the trunk will be 800Mbps.
The traffic transmitting on the trunk is distributed to one of the link by the source MAC
address to reach the load balance. When the trunk mode is set to LACP and when one

of the link is broken, the traffic will transmit on another link on the group.

CONFIGURE PORT TRUNK INFORMATION

£+ Trunking Settings

e Group

Group Trunking Mode Member Ports

Trunk 1 LACP Nothing selected M
Trunk 2 LACP Nothing selected v
Trunk 3 LACP Nothing selected -
Trunk 4 LACP Nothing selected M
Trunk 5 LACP Nothing selected v
Trunk & LACP Nothing selected -
Trunk 7 LACP Nothing selected M
Trunk & LACP Nothing selected v

Apply

Eight trunk groups from Trunk 1 to Trunk 8 are supported.

e Trunking Mode

Two trunking modes are available: “LACP"” and “Static”.
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Static: The traffic is transmitted on one of the links in the group. The link is determined by
the MAC Address in the frame header. If the link is broken, the traffic cannot transmit on
the other links in the group.

LACP: It is also known as “Dynamic” trunking. If the current transmitting link is broken,

the traffic can be transmitted on another link in the group.

¢ Member Ports
The selected ports are joined in the Trunk group. A port can only be in one of the trunk

group.

o (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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PORT TRUNK STATUS

£+ Trunking Status

Group Type Ports Link Status
Trunk 1
Trunk 2
9 Down
Trunk 3 Static 1 ? gg:;
12 Down
Trunk 4
Trunk 5 LACP ; gg:;
Trunk 6
Trunk 7
Trunk &

Refresh Rate: 5 seconds @

¢ Group
The supported trunk groups are from Trunk 1 to Trunk 8.

e Type
The trunk mode set for this group maybe “LACP” or “Static”. This field displays “-", if no

members are in the group.

¢ Ports
The selected member ports in the group will be displayed in this column.

e Link Status
This field displays the link state (Up or Down) for the specific port.
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3.18. Web Management - Storm Control

A traffic storm happens when there is excessive packets flood to the LAN and decreases
the performance. The Storm Control function is used to prevent the system from
breaking down by the broadcast, multicast, or unknown unicast traffic storm. When the
Storm Control is enabled on the specific traffic type, the system will monitor the
incoming traffic. If the traffic is more than the configured level, the traffic will be
dropped to avoid the storm.

CONFIGURE STORM CONTROL INFORMATION

£+ Storm Control

Traffic Type Mode Level
Broadcast Enable \., Disable High (2500fps) v
Multicast Enable @ Disable High (2500fps) ¥
Unknown Unicast Enable @ Disable High (2500fps) v

Apply

o Traffic Type
Three types of traffics are supported in the Storm Control: Broadcast, Multicast, and

Unknown Unicast.

e Mode
“Enable” or “Disable” Storm Control function in the specific traffic type.
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e Level
Three frame levels are available: High, Middle, and Low. If the frames of specific traffic

type are more than the set level, the system will drop the type of frames to prevent the

system from breaking down.

HiIGH: MORE THAN 2500 FRAME PER SECOND.

MiD: MORE THAN 1000 FRAME PER SECOND.

Low: MORE THAN 500 FRAME PER SECOND.

o LA (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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3.19. Web Management - 802.1X

802.1X is an IEEE standard defined Port-based Network Access Control. It provides a
more secured authentication mechanism for the devices, which would like to connect to
a LAN or a WAN. The Port-based Network Access Control protocol is a convenient
method for the users because the authentication is per-port and once the port passes
the authentication, it is not required to authenticate again when changing to another
device, i.e., without security. Therefore, MAC-based access control is provided. It is a
more secure, but less convenient method for authentication. Only the device with the
MAC Address that has passed the authentication can be added to the networks. These
two methods are optional on each port and the users can select one of them on
different ports.

CONFIGURE 802.1X BASIC INFORMATION

£+ 802.1X Settings

@ Basic Settings

802.1X Mode Enable @ Disable

Server Type Local Database @ RADIUS Server

For more information, move the mouse over the @ icon in the system.

o Basic Settings
o 802.1X Mode

"Enable” or “Disable” 802.1X function on the switch.

o Server Type
Select the 802.1X server type to “Local Database” or “RADIUS Server”.

Local Database: The database is maintained in a table stored in the switch. The

client has to send the username and password to authenticate with the switch’s

database.

RADIUS Server: The database is maintained in other devices running RADIUS

service. The authentication follows the RADIUS protocol including communication
and encryption.
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CONFIGURE 802.1X PORT INFORMATION

Q@ Port Settings

Mo.

Port 1

Port 2

Port 3

Port 4

Port 5

Fort 6

Port 7

Port 8

Fort 9

Port 10

Port 11

Port 12

Enable

No

No

NO

No

No

No

Mo

Mo

Mo

Mo

Mode

Mac-based

Mac-based

Mac-based

Mac-based

Mac-based

Mac-based

Mac-based

Mac-based

Mac-based

Mac-based

Mac-based

Mac-based

Re-Auth

Yes v
Yes v
Yes v
Yes v
Yes v
Yes v
Yes v
Yes v
Yes v
Yes v
Yes v
Yes v

Re-Auth Period @

3600

3600

3600

3600

3600

3600

3600

3600

3600

3600

3600

3600

For more information, move the mouse over the (2] icon in

e Port Settings

o

o

o

No.

Port1 to Port N, where N is based on the total port number.

Enable

Apply

the system.

“Enable” or “Disable” 802.1X function on the port. “Yes” means 802.1X is enabled

on the port and the port is locked until it passes the authentication.

Mode

Select the 802.1X mode to “Mac-based” or “Port-based”.
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Mac-based: Only the MAC Address, which passed the authentication can connect

to the networks.

Port-based: If the port had passed the authentication, every device connected to

the port can connect to the networks.

Re-Auth

“Enable” or “Disable” re-authentication on the port. “Yes” means

re-authentication is enabled on the port and the port has to re-authenticate with

the server every re-auth period.

- Re-Auth Period
This is a time interval, which is used in re-authenticating the server.

2B (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.

CONFIGURE LOCAL DATABASE INFORMATION

£+ 802.1X Local Database

User Name @ Password @ Confirm Password @ +

x

Apply

For more information, move the mouse over the @ icon in the system.

User Name

The User Name is used in authentication.

The max. length for the User Name is 32 characters.

Note: #, \, ', ", ? are invalid characters.
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e Password

The Password is used in authentication.

The max. length for the Password is 20 characters.

Note: #, \, ', ", ? are invalid characters.

o Confirm Password

The Confirm Password field must be the same as Password field.

o == Click the plus icon to add a Username/Password row.

e RK: Click the remove icon to delete the Username/Password row.

. 0B (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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CoONFIGURE RADIUS SERVER INFORMATION

£+ 802.1X RADIUS Server

@ RADIUS Server 1

Server IP
Service Port 1812

Shared Key

@ RADIUS Server 2

Server IP
Service Port 1812

Shared Key

Apply

For more information, move the mouse over the @ icon in the system.

e ServerlIP

The Server IP is the IP address of the server.

e Service Port

The Service Port is the listening port on the RADIUS server.

o Shared Key

The key is used in establishing the connection between the server and the authenticator

before authentication.

. (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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3.20. Web Management - Port Mirroring

Port Mirroring is a feature that copies the incoming or outgoing packets on one or
more ports to another destination port. It is very useful to monitor the network traffic
and analyze the copied traffic. Port Mirroring helps network management to keep a

close eye on the network and debug when some issues arise.

CONFIGURE PORT MIRRORING INFORMATION

£ Port Mirroring

Mirroring Mode Enable @ Disable
Source Port MNothing selected -
Sniffer Mode Both Tx and Rx T
Destination Port Mone v

Apply

e Mirroring Mode
“Enable” or “Disable” the Port Mirroring function. If the user enables Port Mirroring

function, the system will transmit the traffic of the specific “Sniffer Mode” from “Source

Port” to “Destination Port".

e Source Port
The traffic on the Source Ports will be sniffed to the Destination Port.

o Sniffer Mode
Both Tx and Rx: Sniffs both transmitting and receiving traffics.

Tx Only: Sniffs only the transmitting traffic.

Rx Only: Sniffs only the receiving traffic.

o Destination Port
The traffic will sniff to the Destination Port. This port is usually connected to a host

running the software to observe the packets.
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o RLWIE (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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3.21. Web Management - Ping

Ping is a tool used to test the reachability of a device on the IP network. Ping is enabled
by sending Internet Control Message Protocol (ICMP) request to the target device
and waits for the response packet from the target device to check the connection.

PING ANOTHER DEVICE WITH IPV4/IPV6

£+ Ping

Start f-f'.il[fl Clear Reset
Type @ 1Py IPvG
IP Address | 192.168.10.88 v
Count | 3 v (2
=TT S— Start Ping 192.168.10.88 —----w-mv

64 bytes from 192.166.10.588: tti=128 time=6.751 ms (1)
64 bytes from 192.168.10.88: ttl=128 time=11.794 ms (2)
64 bytes from 192.168.10.88: ttl=128 time=10.892 ms (3)
---------- Ping Statistics -

Transmitted: 3 packets,

Received: 3 packets,

Loss: 0.00%

---------- End (Count=3) -———--

For more information, move the mouse over the @ icon in the system.

¢ Type
Ping a connected device with “IPv4” or “IPv6” protocol.

e IP Address
The IP address of the connected device is verified based on the type.

e Count
Sets the count times. The system will send “Count” number ICMP packets to the specific IP

address and wait for the response.
The range of the Count is from 3 to 50.

The default Count is 3.

¢ Result
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The result of the ping shows the response from the specific IP address. If the specific IP
address does not respond, it displays “No Response”.

¢ "Start” Button
Click the “Start” Button to start the ping to the IP address.

e "Stop” Button
Click the “Stop” Button to stop the ping to the IP address before the count is completed.

e “Clear” Button
Click the “Clear” Button to clear the “Result”.

¢ "Reset” Button
Click the "Reset” Button to clear the “Result” and reset the “IP Address” and “Count”
number.
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3.22. Web Management - LLDP

LLDP is Link Layer Discovery Protocol and it is a vendor-neutral layer 2 protocol that
is defined by IEEE 802.1AB. LLDP is used in advertising identity of the devices,
capabilities and neighbors on the LAN. The information from the neighbors enables the
switch to quickly identify the devices and interoperate with each other more smoothly
and efficiently. The neighbor table shows the information about the device that is next
to the port. The LLDP can only get information from the device that is close to it. If the
users want to know the topology of the LAN, they can collect all information from the
device and analysis the neighbor table.

CONFIGURE LLDP INFORMATION

£} LLDP Settings

LLDP Mode @ Enable Disable

LLDP Timer 30 (7]

Apply
For more information, move the mouse over the @icon in the system.

LLDP Mode
"Enable” or “Disable” the LLDP function.

LLDP Timer
The LLDP Timer is a time interval to send LLDP messages.

The range of the LLDP Timer is from 5 to 32767 seconds.

The default LLDP Timer is 30 seconds.

(Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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LLDP NEIGHBOR TABLE
£ LLDP Neighbor

Show| 10 v entries Search:
Local . Remote System , Remote Port
port 3k S Chassis ID Bort T Address
3 MT-0804G 00:AABBCCI11:02 lang local & 1921681011
= L2GigaBitEthern...  00:03:CE:11:22:33 Sid #2, Po... ;%Cf_{l 192 168.10.90
Showing 1 to 2 of 2 entries First =~ Previous | Mext Last

Auto Refresh =

Refresh Rate: 5 seconds @

e Local Port
The port connected to the LLDP neighbor on the local switch.

¢ Remote System Name
This is the system name of the LLDP neighbor. This value is set and provided by the

remote device.

e Chassis ID
The Chassis ID defines the MAC Address of the LLDP neighbor.

¢ Remote Port
This field displays the port information received from the LLDP neighbor.

e PortiID
The Port ID displays the port identity of the connected port on the LLDP neighbor.

e Address
The Address displays the IP address of the LLDP neighbor.
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3.23. Web Management - System Warning

System Warning contains “System Event Log”, “SMTP Settings”, and “Event Selection”
for different types of services such as “Fault Alarm”, “System Log"”, “SMTP"”, and “SNMP
Trap”. These logs are very useful for the administrator to manage and debug the system.
When the system is powered off or when someone tries to login the system or the
system reboots abnormally, or when some of the interfaces are linked down, the system
sends log messages to notify specific users and record the events on the server or
assigned platform. Users can also connect an alarm buzzer to the relay alarm pins. When
the configured “Fault Alarm” events are triggered, the alarm buzzer will ring to notify

the users.

CONFIGURE SYSTEM WARNING INFORMATION

£+ System Log Settings

System Log Mode Local Remote UsB

Remote Server IP Address

Service Port 514 (2]

Apply

For more information, move the mouse over the @ icon in the system.

e System Log Mode
The port connected to the LLDP neighbor on the local switch.

e Remote Server IP Address
The field contains the IP Address of the remote server. If the “Remote” mode is enabled,

users have to assign this IP Address to receive the system logs.

e Service Port
The port is used to listen to the system log packets on the remote server.

The range of the Service Port is from 1 to 65535.

The default Service Port is 514.
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20 (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.

SYSTEM EVENT LOG

£+ Sysem Event Log

Jan 1 18:36:15 Switch user.info emonitor: [EVENT] Port 32 LINK-UP
Jan 1 18:36:15 Switch user.info emonitor: [EVENT] Port 8. LINK-UP
Jan 1 18:36:22 Switch user.warn emonitor: [EVENT] Port 3: LINK-DOWN
Jan 1 18:36:22 Switch user.warn emonitor: [EVENT] Port 8: LINK-DOWN
Jan 1 18:36:32 Switch user.info emonitor: [EVENT] Port 1: LINK-UP
Jan 1 18:36:32 Switch user.info emonitor: [EVENT] Port 7- LINK-UP
Jan 1 18:36:37 Switch user.warn emonitor: [EVENT] Port 1: LINK-DOWN
Jan 1 18:36:37 Switch user.warn emonitor: [EVENT] Port 7: LINK-DOWN

Log Text Area
The system event information displays if the “Local” system log mode is enabled and the

configured events are triggered.

Clear | (Clear Button)

Click the “Clear” button to clear the system event log in the text area.

(Refresh Button)

Click the “Refresh” button to refresh the system event log in the text area.

ALL-SWI8484BPM User Manual | 103



Chapter 3: Web Management
System Warning

CONFIGURE SMTP INFORMATION

£ SMTP Settings

Q Server Settings

SMTP Status Enable @ Disable

Server Address

Server Port 25 2]
Sender E-mail
Mail Subject Switch Notification ©
SMTP Authentication @® Enable Disable
User Name

Password

Q Recipient Settings

E-mail Address 1

E-mail Address 2

E-mail Address 3

E-mail Address 4

Apply

For more information, move the mouse over the @icon in the system.

e Server Settings
o SMTP Status
"Enable” or “Disable” the SMTP function.

o Server Address
This is the IP address or URL of the SMTP Server. For example, the SMTP server

address provided by Google is “smtp.gmail.com”.

o Server Port
This field is the port listening on the server for the SMTP request. For security, we

suggest users configure the server port to 465 for SSL or 587 for TLS.

ALL-SWI8484BPM User Manual | 104



Chapter 3: Web Management
System Warning

The range of the Service Port is from 1 to 65535.
The default Service Port is 25. Port 25 is the default port for e-mail server.

» Sender E-mail
The Sender E-mail is the e-mail address used to send the notifications to Recipients.

o Mail Subject
The Mail Subject is a string that is displayed in the E-mail title.

Note: #, \, ', ", ? are invalid characters.

o SMTP Authentication
“Enable” or “Disable” to authenticate the SMTP server with the configured

username and password.

o User Name
The username is used in authentication with the SMTP server.

The max. length for the User Name is 32 characters.
Note: #,\, ', ", ? are invalid characters.

- Password
The password is used in authentication with the SMTP server.

The max. length for the Password is 32 characters.

Note: #,\, ', ", ? are invalid characters.

e Recipient Settings
- E-mail Address 1-4
The configured e-mail address will receive the notifications if the SMTP is enabled

and the events set on “Event Selection” are triggered.

o (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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CONFIGURE EVENT SELECTIONS

£+ Event Selections

Q System Events

Event Fault Alarm System Log SMTP SNMP Trap
Authentication
Failure Disable v Disable v Disable v
ERPS Change - Disable v Disable v Disable v
Power 1 Disable v | Disable  v| Disable v | | Disable v
Pawer 2 Disable \ Disable \ Disable v Disable v
Cold Start - Disable v Disable v Disable v
Warm Start - Disable \ Disable v Disable v
Digital Input Disable v Disable v Disable v Disable v

e Event
There are 5 events on the System Events.

Authentication Failure: Login failed on the web console or CLI. It may be caused due to

incorrect username or password.

ERPS Change: The ERPS function is working and the topology is changed.
Power 1 or 2:The power 1 or 2 is powered off.

Cold Start: The system reboots due to interruption of power supply.

Warm Start: The system reboots by issuing “reboot” command on CLI or clicking the

"reboot icon” on the web console.

Digital Input: The signal from the digital input is changed from high to low or low to
high.
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Q@ Interface Events

Event Fault Alarm System Log SMTP SNMP Trap
All Ports Link Down Up! | Down Up!| | Down Up| | Down
Port 1 Link Down Up' | Down Up' | Down Up' | Down
Fort 2 Link Down Up! | Down Up| | Down Up| | Down
Port 3 Link Down Up! | Down Up| | Down Up| | Down
Port 4 Link Down Up' | Down Up' | Down Up' | Down
Port 5 Link Down Up! | Down Up| | Down Up| | Down
Port & Link Down Up! | Down Up| | Down Up| | Down
Port 7 Link Down Up' | Down Up' | Down Up' | Down
Port & Link Down Up' | Down Up' | Down Up' | Down
Port 9 Link Down Up! | Down Up| | Down Up| | Down
Port 10 Link Down Up| | Down Up| | Down Up| | Down
Port 11 Link Down Up' | Down Up' | Down Up' | Down
Port 12 Link Down Up! | Down Up| | Down Up| | Down
Apply

e Event
The events on the “Interface Events” display the link status for each port. Fault Alarm is

triggered only during link down and other system log types support both link up and link

down.

e Fault Alarm
The Fault LED will turn on red and relay will turn ON, if the configured events are

triggered. By default, the Fault LED is green and relay is turned OFF in the normal

situation,.

e System Log
When the configured events are triggered, the logs will be displayed in the “System Event

Log” page, remote server, or saved to a USB file named “message”. This is based on the
settings of the “System Log Mode"” in the “System Log Settings” page.

e SMTP

ALL-SWI8484BPM User Manual | 107



Chapter 3: Web Management
System Warning

If the SMTP is enabled and the configured events are triggered, the system will send an
e-mail notification to the e-mail addresses of the assigned recipient set in the “SNMP
Settings” page.

SNMP Trap

If the SNMP Trap is enabled and the configured events are triggered, the system will send
event information to the assigned “Trap Receiver IP”, which is set in the “SNMP Trap”

page.

o LA (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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3.24. Web Management - MAC Table

MAC address is Media Access Control address, which is used in layer 2 switching.
AMAC Address table is maintained by the switch to transmit frames more efficiently.
When the switch receives a frame, the system will check the MAC table and forward the
frame to the corresponding port. The MAC Address table is built dynamically by the
received frames and when the system receives a frame with an unknown MAC address,
it floods the frame to all LAN ports in the same VLAN. When the destination device
replies the system identifies the MAC Address and the target port.

CoNFIGURE STATIC MAC ADDRESS INFORMATION

£+ Static MAC Address Settings

vID @ MAC Address Group Member +
Nothing selected - %X
Apply

For more information, hover the mouse over the @ icon in the system.

« VID
The VID is the VLAN group ID, which contains the configured MAC Address.

The range of the VID is from 1 to 4094.

e MAC Address
This field is the static MAC Address of the configured member ports in the VLAN group.

¢ Group Member
The Group Member is the port(s) in the VLAN group, to which the configured MAC

Address belongs.

o =k Click the plus icon to add a static MAC Address row.

o ¥: Click the remove icon to delete the static MAC Address row.

. W (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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MAC ADDRESS TABLE

£+ MAC Address Table

Show

10

V1D

WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1
WLAN 1

v entries

&

Showing 1 to 10 of 10 entries

MAC Address

EC:08:6B:06:96:53
1C: 49 TBBAF3 41
1C:1B:0D6675EB
01:00:5E7F:FF:FA
40:80:5C:EA92:02
9CEB:EB:3AD4:ET
40:8D:5C:EABD:C3
1C1B:0D6EFTFS
FC:3F:DB:53:19:8E

A4:02:B9:80:7D:66

Search:

Type

Learning
Learning
Learning

Static

Learning
Learning
Learning
Learning
Learning

Learning

First Previous

Source

]

Next = Last

Auto Refresh

Refresh Rate:

e« VID

ol

seconds @

The VID is the VLAN group ID, which contains the configured MAC Address.

¢« MAC Address

The MAC Address column displays the learnt or configured MAC Addresses.

¢ Type

The Type column displays the type (Learning or Static) of the MAC Address.

Learning: The MAC address is learnt from the transmitting frames.

Static: The MAC Address is configured by the users or the system.

e Source

The Source column displays the port(s) to which the MAC Address belong.
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3.25. Web Management - Authorization

The "Username" and "Password" are very important information both in the
"Command Line Interface" or "Web Console". Users have to login into the system
before doing any configuration. We strongly suggest the users to change at least the

password for security when they are going to use this device.

CONFIGURE LOGIN INFORMATION

£ Update Authorization

Username admin o
Password (2]
Confirm Password (2]

Apply

For more information, move the mouse over the @ icon in the system.

Username
The account used to login to the system.

The maximum length of the Username is 20 characters
Only alphabet (A-Z, a-z) and numbers (0-9) are allowed.

The default Username is admin.

Password
The password used to login to the system.

The maximum length of the Password is 20 characters.
Only alphabet (A-Z, a-z) and numbers (0-9) are allowed.

The default Password is admin.
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e Confirm Password
It is used to confirm the value specified by the users in the "Password" field. The value of

the field must be the same as "Password".

. LW (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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3.26. Web Management - Firmware Upgrade

For a better performance and wider industrial applications, we constantly develop new
features and revise the issues from the users. We suggest the users to upgrade the
system to the newest firmware version to have a better user experience.

We provide 2 ways to upgrade the firmware from the Web Console, - one is saving the
firmware file in the USB stick and another one is save the firmware file on the PC. If the
firmware file is on the PC, the users will have to only select the file and

click Apply button, for the system to upgrade it automatically.

UPGRADE FIRMWARE VERSION - UPLOAD FIRMWARE FILE

£ Firmware Upgrade

Q Upload Firmware File

Firmware Image =+ Select File
Please Upload the Firmware File(Image).

Selected File

Upload

Firmware Image
Click the "Select File" button to select the firmware image provided by the sales or

support.

The Firmware Version displayed on the system can be customized by the file name. For
example, if you want the version to be called as 1.2.3, you only need to modify the file
name to XXX-v1.2.3(XXX is the original file name).

Selected File
After selecting a firmware image to be uploaded, the selected file name will be

displayed in this field.

(Upload Button)

After selecting the firmware image, click "Upload" button to upload it.
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UPGRADE FIRMWARE PROCESS - UPLOADING FIRMWARE FILE

The following steps are performed when the system starts to upgrade after the "Apply"

button is clicked:
1. Uploading the firmware image
The progress bar displays the uploading percentage.

Q Upload Firmware File

Uploading... Please Wait.

Firmware Image + Select File
Please Upload the Firmware File(Image).

Selected File  WEBFULL-v0.0.14.1214

2. Verifying the uploaded file
When the file is 100% uploaded, the system starts to verify the uploaded file to make

sure it is valid. By default, the firmware image is encrypted to prevent the attack on
man-in-the-middle. Optionally, higher encryption methodology is also provided.

Q Upload Firmware File
Uploading Finished, Verifying Uploading File...

Firmware Image + Select File
Please Upload the Firmware File(Image).

Selected File WEBFULL-v0.0.14.1214

3. Installing the uploaded firmware image
The new firmware will install after the system validates it.
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Q Upload Firmware File

Verifying Finished, Installing Firmware...

Firmware Image

Selected File  WEBFULL-v0.0.14.1214

=+ Select File

Please Upload the Firmware File(Image).

4. Rebooting the system

The system will reboot automatically if the firmware is upgraded without any issue.

The progress bar displays the rebooting progress.

Device Rebooting... Please Wait...

The Web Page Will Refresh Automatically.
A S S YT Y """ """ """ .~
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UPGRADE FIRMWARE VERSION - COPY FIRMWARE FILE FROM

USB

Q Copy Firmware File from USB

Image File Name

Please Enter the File(Image) Name Which is Saved in the USB.

Upload

e Image File Name
Enter the name of the firmware image in the USB. The system will try to identify the file

with specified file name to upload it to the system.

. IV GEGE (Upload Button)

After entering the firmware image name, click "Upload" button to copy it from the USB

to the system.

UPGRADE FIRMWARE PROCESS - COPY FIRMWARE FILE FROM

USB

1. Copying the firmware image from USB to switch
The system will also check if the USB is inserted and file exists.

Q Copy Firmware File from USB
Copying Image to System...

Image File Name WEBFULL-v0.0.14.1214 v ‘

Please Enter the File(lmage) Name Which is Saved in the USB.

Upload
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2. Verifying the uploaded file

After copying the firmware file to switch, the system starts to verify the uploaded file to
make sure it is valid. By default, the firmware image is encrypted to prevent the attack on
man-in-the-middle. Optionally, higher encryption methodology is also provided.

@ Copy Firmware File from USB
Copying File Finished, Verifying Uploading File...

Image File Name

WEBFULL-v0.0.14.1214 v |

Please Enter the File{lmage) Name Which is Saved in the USB.

Upload

3. Installing the uploaded firmware image

The new firmware will install after the system makes sure it is valid.

Q Copy Firmware File from USB

Verifying Finished, Installing Firmware...

Image File Name WEBFULL-v0.0.14.1214 v |

Flease Enter the File(Image) Name Which is Saved in the USB.

Upload

4. Rebooting the system

The system will reboot automatically if the firmware is upgraded without any issue.

The progress bar displays the rebooting progress.

Device Rebooting... Please Walt...

The Web Page Will Refresh Automatically.
" ST T """ """ """ "™~
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3.27. Web Management - Config Backup

In the normal application, there are several switches in the Network and they might be
configured to the same features. To facilitate this, the users can configure one of the
switches and save the configuration file to local host (for example: users' PC) or USB
sticks and then restore the configurations on another switch via "Config Restore"
function. Configuration file in the USB can also have a way to fast replace the device
when it is damage.

BACKUP CONFIGURATION FILE
£+ Config Backup

@ Backup to Localhost

File Name Save

@ Backup to USB

Backup Running-config File Save

Backup Startup-config File

o Backup to Localhost

» File Name
Specify the File Name for the Startup-config file, which will be saved to the
localhost.

e Backup to USB
Ensure there is a USB stick inserted into the USB port.

» Backup Running-config File

Specify the File Name for the saved Running-config file, which will be saved to
the USB.

» Backup Startup-config File
Specify the File Name for the saved Startup-config file, which will be saved to the
USB.

o m (Save Button)

Click the "Save" button to save the configuration file to the Localhost or USB.

NorTE: If the File Name filed is empty, the system assigns the default
name: config-[datetime].cfg
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3.28. Web Management - Config Restore

We suggest users to save/backup the configurations after a series of settings. If another
device needs the same configurations, users can use the Config Restore function to
restore it.

RESTORE CONFIGURATION FILE

£+ Config Restore

Q Restore from Localhost

File Name | EEiEE | =EETEEE

Q Restore from USB

File Name in USB (7]

¢ Restore from Localhost
- File Name

Select the configuration file, which is saved in the Localhost.

e Restore from USB
Please ensure there is a USB stick inserted into the USB port.

» File Name in USB
The File Name of the saved configuration file, which is saved to the USB. If the

configuration file is saved in the directory, please specify the full path.

o (Restore Button)

Click the "Restore" button to restore the configurations from the Localhost or USB.
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3.29. Web Management - USB Auto-Load &Auto-Backup
CoNFIGURE USB AuTO-LOAD AND AUTO-BACKUP

£+ USB Auto-Load & Auto-Backup

USB Auto-Load @) Enable Disable
USB Auto-Backup Enable :.3 Disable

Apply

e USB Auto-Load
"Enable” or “Disable” the USB Auto-Load function. If “USB Auto-Load” is enabled, the

system will search the configuration file named “startup-config” in the USB and load it

when rebooting.

e USB Auto-Backup
“Enable” or “Disable” USB Auto-Backup function. If “USB-Auto-Backup” is enabled, the

system will save the configurations to a file named “running-config” in the USB when

users modify the configurations.

o RLWSA (Apply Button)

After configuring above fields, click "Apply" button to make the changes effective.
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Appendix A: IP Configuration for Your PC

This appendix describes how to set the IP address of your PC so you can connect to
product configuration webpage. The configuration webpage allows you to set system
variables or monitor system status.

The following section will guide you to set the IP address properly in a Microsoft
Windows 8 environment. Setting IP address in other Microsoft operating system (such as
Windows Vista or Windows 7) is quite the same and can be related.

1.  Open Network and Sharing Center in Control Panel, and click on Change
adapter settings as shown in the figure down below.

1T &5F <« Network and Internet » MNetwork and Sharing Center v &

View your basic network information and set up connections
Control Panel Home

View your active networks

I Change adapter settings I

Change advanced sharing Unidentified network Access type: Mo network access
settings Public network Connections: [ Ethernet

Change your networking settings
See also X
{;- Set up a new connection or network
=

Bonjour Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

HomeGroup
Internet Options Troubleshoot problems

Windows Firewall Diagnose and repair network problems, or get troubleshooting information.

2. A Network Connections window will pop up, showing all the network
connections available on your PC. Please double-click on the network connection
you are using to connect the device.

T .E' <« Metwork and Internet » MNetwork Connections Search Network Connections 9

Organize » & v o @

™ Bluetooth Metwork Connection ™ Ethernet VirtualBox Host-Only Network
Mot connected %ﬁ Unidentified network \> _ Disabled
Bluetooth Device (Personal Area ... @ Qualcomm Atheros ARS1T1/8175 .. @ VirtualBox Host-Only Ethernet Ad...

‘: VPN Connection ‘h' Wi-Fi
“‘-EZM Disconnected N Mot connected

@7 WAN Miniport (IKEvZ) r uﬂﬂ Qualcomm Atheros ARS485WE-E...
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3. An Ethernet Status window will pop up. Please click on the Properties button
as shown in the figure down below.

General

Connection
IPv4 Connectivity:
IPvE Connectivity:

No network access

No network access

Media State:
Duration:
Speed:

Enabled
00:03:17
1.0 Gbps

|
——  Received

W

Bytes: 81,247 | 234,299

Il@groperties| @gisable || Diagnose |

4. An Ethernet Properties window will pop up. Please double click on the
Internet Protocol Version 4 (TCP/IPv4).

Networking | Sharing

Connect using:

El? Qualcomm Atheros ARB171/8175 PCI-E Gigabit Ethemet

This connection uses the following items:

4B 005 Packet Scheduler

[] -+ Microsoft Network Adapter Multiplescor Protocol
-4 Microsoft LLDP Protocol Driver

& Link-Layer Topology Discovery Mapper /O Driver

-4 Link-Layer Topology Discovery Responder

P Intemet Protocol Version 4 (TCP/1Pv4)

>
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

5. An Internet Protocol Version 4 (TCP/IPv4) Properties window will pop up.
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Please set your PC’s IP address and subnet mask as shown in the figure down

below.

By default, your product’s IP address should be 192.168.2.1.You can set any IP
address as long as it's not the same with your product’s IP address and is in the
same network segment with your product’s IP address.

Press OK to apply the TCP/IPv4 settings you just made. Now you can connect to
your product using a web browser (i.e. Internet Explorer, Chrome, or Firefox).

General

‘You can get IP settings assigned automatically if your network supparts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 .188 . 2 . 33
Subniet mask: 255 ,255 ,255 . 0

Default gateway:

Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: 8 .8

Alternate DNS server:

[validate settings upon exit
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Appendix B: CLI Command Reference

The following are the commands that the users can use in the CLI mode. Please check if

the mode is correct before issuing the command.

SYSTEM GROUP

Command ‘ Explanation Mode
erase startup-config Reset to factory default and reboot Configure
exec-timeout [MINUTE] [SECOND] Set idle timeout [MINUTE] [SECOND] Configure
hostname [HOSTNAME] Set Switch Host Name Configure
reboot Reboot the switch Configure
system contact [CONTACT] Set system contact Configure
system location [LOCATION] Set device location Configure
username [USER_ID] [PASSWORD] Configure username and password Configure
show exec-timeout Display idle timeout Configure
show hostname Display Switch Host Name Configure
show environment power [1|2] Display power 1/2 status Configure
show event status relay Display relay status Configure
show system contact Display system contact Configure
show system description Display system description Configure
show system location Display system location Configure
show system mac Display system MAC address Configure
show system uptime Display system uptime Configure
show system version firmware Display system version Configure
show username Display admin ID Configure
no exec-timeout Default idle timeout Configure
no hostname Default Switch Host Name Configure
no system contact Clear system contact Configure
no system location Clear device location Configure
no username Default username and password Configure
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IPv4 GROUP

Command ‘ Explanation Mode
ip address [IP_ADDR] [MASK] Set IPv4 address and netmask Configure
ip default-gateway [DEFAULT_GATEWAY_ADDR] |Set default gateway address Configure
ip name-server [NAME_SERVER_IP] Set Domain Name-Server Configure
LpKEi?gN[.:.F;\]M‘ADDR] [<size PKG_SIZ> | <repeat Issue an IPv4 ping command Configure
show ip address Display Host address of IPv4 Configure
show ip default-gateway Display default gateway address Configure
show ip mode Display IP mode (Static or Dynamic) Configure
show ip hame-server Display Domain Name-Server Configure
no ip address Delete IPv4 address Configure
no ip default-gateway Clear the default gateway address Configure
no ip name-server Clear the domain name-server Configure
IPv6 GROUP

Command ‘ Explanation Mode
ipv6 address add [IPV6_ADDR</PREFIX_LEN>] Add an address and netmask of IPv6 Configure
ipv6 enable Enable IPv6 protocol Configure
ipv6 neighbor flush Issue a neighbor flush command of IPv6 Configure
Lplélg_|ocilr\]$>[;PV6_ADDR] [<size PKG_SIZ> | <repeat Issue an IPv6 ping command Configure
show ipv6 Display IPv6 protocol state Configure
show ipv6 address Display IPv6 addresses Configure
show ipv6 default address Display default IPv6 address Configure
show ipv6 neighbor Display neighbor cache of IPv6 Configure
no ipvé Disable IPv6 protocol Configure
no ipv6 address add [IPV6_ADDR/PREFIX_LEN] Delete IPv6 address Configure
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TIME GROUP
Command ‘ Explanation Mode
clock time [hh:mm:ss] [day] [month] [year] Configure time Configure
clock timezone [AREA] [CITY] Configure time zone Configure
m%'i/lliggé]sync [minute | hour | day | month | year] Configure NTP client sync Configure
ntp client timeserver [SERVER_IP/URL] Configure NTP client time server Configure
ntp time update Configure NTP time update Configure
show clock time Show time Configure
show clock timezone Show timezone Configure
show ntp client sync Show sync time Configure
show ntp client timeserver Show NTP server configuration Configure
no clock timezone Remove timezone Configure
no ntp client sync Remove NTP sync time Configure
no ntp client timeserver Remove NTP time server configuration Configure
STP GROUP
Command ‘ Explanation Mode
spanning-tree forward-time [4-30] Set STP forward time Configure
spanning-tree hello-time [1-10] Set STP hello time Configure
spanning-tree max-age [6-40] Set max age Configure
spanning-tree mode [rstp] Set STP mode as [RSTP] Configure
spanning-tree priority [0-61440] Set STP priority Configure
spanning-tree cost [0-200000000] Configure STP cost Interface
?apjrgri]rl]r—lgt-:ltégaggn%inon—edge] Configure STP edge Interface
?gginnr]cl-:g-:rzﬁﬁci:;?:{;i;pi):t-to-poin 4 Configure STP link type on port Interface
spanning-tree port-priority [0-240] Configure STP port priority Interface
spanning-tree stp disable Disable Spanning Tree Protocol (STP) on port Interface
show spanning-tree forward-time Show STP forward time Configure
show spanning-tree hello-time Show STP hello time Configure
show spanning-tree max-age Show STP max age Configure
show spanning-tree mode Show Spanning Tree mode (RSTP or disable) Configure
show spanning-tree priority Show STP priority Configure
show spanning-tree rstp-status Show Spanning Tree rstp status Configure
show spanning-tree cost Show STP cost Interface
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show spanning-tree edge Show STP auto edge Interface
show spanning-tree link-type Show STP link type Interface
show spanning-tree port-priority Show STP port priority Interface
show spanning-tree stp Show STP activated status on port Interface
no spanning-tree forward-time Remove STP forwardtime configuration Configure
no spanning-tree hello-time Remove STP hello time configuration Configure
no spanning-tree max-age Remove STP max age configuration Configure
no spanning-tree mode Disable STP configuration Configure
no spanning-tree priority Remove STP priority configuration Configure
no spanning-tree cost Remove STP cost configuration Interface
no spanning-tree edge Remove auto edge configuration Interface
no spanning-tree link-type Remove link type configuration Interface
no spanning-tree port-priority Remove STP port priority configuration Interface
no spanning-tree stp Enable STP on port Interface
SNMP GRoOUP

Command ‘ Explanation Mode
snmp server community ro [COMMUNITY] Set v1, v2c snmp server read-only community | Configure
snmp server community rov [COMMUNITY] Set v1, v2c snmp server read-write community| Configure
snmp server enable Enable snmp server Configure
snmp server enable v1-v2c-only Enable snmp v1 and v2c Configure
snmp server enablev3-only Enable snmp v3 command only Configure
?2252\7\78/;5]\/3 auth admin [md5| sha] Set SNMPv3 admin authentication type Configure
snmp server v3 auth user [md5| sha] [PASSWORD]|Set SNMPv3 user authentication type Configure
?2252668/55]\/3 encryption admin [des] aes] Set SNMPv3 admin encryption type Configure
?S;\ns%\i\?gsg]ﬁ encryption user [des| aes] Set SNMPv3 user encryption type Configure
snmp server v3 level admin [auth| noauth| priv] |Set SNMPv3 admin security level Configure
snmp server v3 level user [auth| noauth]| priv] Set SNMIPv3 user security level Configure
snmp trap community [COMMUNITY] Set v1, v2c snmp trap community Configure
snmp trap host [TRAP_HOST_IP] Set snmp trap host IP address Configure
snmp trap inform retry [1-100] Set snmp inform retry times Configure
snmp trap inform timeout [1-300] Set snmp inform timeout Configure
snmp trap v3 auth [sha| md5] [PASSWORD] Set SNMPv3 authentication type: md5 or sha | Configure
snmp trap v3 encryption [des| aes] [PASSWORD] [Set SNMPv3 encryption type: des or aes Configure
snmp trap v3 engine-ID [ENGINE_ID] Set snmp trap engine ID Configure
snmp trap v3 level [auth| noauth]| priv] Set SNMPv3 trap security level Configure
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snmp trap v3 user [USER_ID] Set SNMPv3 trap user Configure
isrr:grpn‘]c]rap version [1] 2¢ trap| 2c inform| 3 trap| 3 Set snmp trap version and type Configure
show snmp server Display snmp server status Configure
show snmp server community ro Display snmp server read only community Configure
show snmp server community rw Display snmp server writable community Configure
show snmp server v3 auth admin aD;ijpEgss?pNh'\f::eg admin authentication type Configure
show snmp server v3 auth user E;ZEL?FZL\IGMPB user authentication type and Configure
show snmp server v3 encryption admin E;ZELang?eMpvg admin encryption type and Configure
show snmp server v3 encryption user E;ZSLagr:?eMpvg user encryption type and Configure
show snmp server v3 level admin Display SNMPv3 admin security level Configure
show snmp server v3 level user Display SNMPv3 user security level Configure
show snmp trap community Display snmp trap community Configure
show snmp trap host Display snmp trap host Configure
show snmp trap inform retry Display snmp inform retry times Configure
show snmp trap inform timeout Display snmp inform timeout Configure
show snmp trap v3 auth S;‘(’SEL?FZ'S\IGMPB authentication type and Configure
show snmp trap v3 encryption S:’SEL?FZIS\IGMPB encryption type and Configure
show snmp trap v3 engine-ID Display snmp trap engine ID Configure
show snmp trap v3 level Display SNMPv3 trap security level Configure
show snmp trap v3 user Display SNMPv3 trap user Configure
show snmp trap version Display snmp trap version and type Configure
no snmp server Disable snmp server Configure
no snmp server community ro Default ro-community name Configure
no snmp server community rw Default rv-community name Configure
no snmp server v3 auth admin Default SNMPv3 admin authentication type | Configure
no snmp server v3 auth user Default SNMPv3 user authentication type Configure
no snmp server v3 encryption admin Default SNMPv3 admin encryption type Configure
no snmp server v3 encryption user Default SNMPv3 user encryption type Configure
no snmp server v3 level admin Default SNMPv3 admin security level Configure
no snmp server v3 level user Default SNMPv3 user security level Configure
no snmp trap community Default snmp trap community Configure
no snmp trap host Default snmp trap host Configure
no snmp trap inform retry Default snmp inform retry times Configure
no snmp trap inform timeout Default snmp inform timeout Configure
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Default SNMPv3 authentication type and

no snmp trap v3 auth passphrase Configure
no snmp trap v3 encryption E:::‘:A::SI:MPB encryption type and Configure
no snmp trap v3 engine-ID Default snmp trap engine ID Configure
no snmp trap v3 level Default SNMPv3 trap security level Configure
no snmp trap v3 user Default SNMPv3 trap user Configure
no snmp trap version Default snmp trap version Configure
DHCP GRouUP

Command Explanation Mode
boot host dhcp Directs the system to get an IP address Configure
dhcp relay information option Set DHCP-relay option Configure
dhcp relay server [server_number: 1-4] [server_IP] |Set DHCP-relay server [1-4] IP Configure
dhcp relay untrust Set DHCP-relay untrusted port Interface
ﬁgf%ﬁg’lar;]"”d'”g [bind_ID: 1 - 32] [MAC] Set binding IP and MAC of DHCP Configure
dhcp server default-gateway [IP_ADDR] Set default-gateway IP for DHCP client Configure
([thl\?g_s(e)ro_eI;]included—address [START_GF_IP] Set IP range for its client Configure
dhcp server lease [60-2592000] Set DHCP server lease time Configure
dhcp server name-server [IP_ADDR] Set name-server address for DHCP client Configure
dhcp service relay enable Enable DHCP relay Configure
dhcp service server enable Enable DHCP server Configure
show boot host dhcp Display DHCP client state Configure
show dhcp relay information option Display DHCP relay option Configure
show dhcp relay server [server_number: 1-4] Display DHCP relay address Configure
show dhcp relay untrust Display DHCP untrusted port status Interface
show dhcp server binding Display all DHCP bounding entries Configure
show dhcp server default-gateway Display DHCP default-gateway IP Configure
show dhcp server included-address Display DHCP included IP range Configure
show dhcp server lease Display DHCP server lease time Configure
show dhcp server name-server Display DHCP name-server Configure
show dhcp server status Display DHCP server status Configure
show dhcp service relay Display DHCP relay agent status Configure
show dhcp service server Display DHCP server status Configure
no boot host dhcp Disable DHCP client Configure
no dhcp relay information option Disable DHCP relay option Configure
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no dhcp relay server [server_number: 1-4] Remove DHCP relay server [1-4] IP Configure
no dhcp relay untrust Default port as trusted Interface
no dhcp server binding [bind_ID: 1-32] Remove DHCP bounding IP and MAC Configure
no dhcp server default-gateway Remove DHCP default-gateway IP Configure
no dhcp server included-address Remove DHCP included IP range Configure
no dhcp server lease Remove DHCP lease time Configure
no dhcp server name-server Remove DHCP name-server Configure
no dhcp service relay Disable DHCP relay Configure
no dhcp service server Disable DHCP server Configure
UPNP GROUP

Command ‘ Explanation Mode
upnp advertisement interval [300-86400] Set UPnP advertisement interval Configure
upnp enable Enable Universal Plug and Play (UPnP) Configure
show upnp Display Universal Plug and Play (UPnP) state Configure
show upnp advertisement interval Display UPnP advertisement interval Configure
no upnp Disable Universal Plug and Play (UPnP) Configure
no upnp advertisement interval Default UPnP advertisement interval Configure
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PORT GROUP

Command ‘ Explanation Mode
flowcontrol [on | off] Configure port's flow-control to response a pause frame Interface
name [PORT_NAME] Set interface name Interface
shutdown Disable port Interface
speed_duplex [10 | 100] [full | half] |Configure port's speed and duplex Interface
show interface all link summary To display interface link status globally Configure
show administrate To display port's admin state Interface
show flowcontrol Display port's flow-control state Interface
show link duplex To display port's duplex Interface
show link rx To display port's Rx_Bytes Interface
show link speed To display port's speed Interface
show link state To display port's link state Interface
show link summary To display port's link summary Interface
show link tx To display port's Tx_Bytes Interface
show name To display port's name Interface
show speed_duplex To display port's speed and duplex Interface
show transceiver Transceiver information Interface
no flowcontrol Default flow-control as Auto mode Interface
no name Remove port's name Interface
no shutdown Enable port Interface
no speed_duplex Default port speed-duplex as Auto mode Interface
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POE GROUP

Command ‘ Explanation Mode
power inline never Disable PoE on port Interface
keepalive enable Enable PoE keepalive Interface
keepalive hold-time Configure PoE keepalive power cycle hold-time | Interface
keepalive ip Configure IP for PoE keepalive Interface
keepalive time Configure PoE keepalive cycle time Interface
schedule enable Enable one port PoE schedule Interface
schedule [Sunday-Saturday] open-time [time] |Configure PoE schedule open time on one day Interface
show power inline status Display All PoE ports status Configure
show keepalive table Display All PoE keepalive info Configure
show power inline status Display PoE status Interface
show keepalive Show PoE keepalive status Interface
show keepalive hold-time Show PoE keepalive hold-time Interface
show keepalive ip Show IP for PoE keepalive Interface
show keepalive time Show PoE keepalive cycle time Interface
show schedule Disable Universal Plug and Play (UPnP) Interface
show schedule [Sunday-Saturday] open-time |Show open time of POE schedule on one day Interface
show schedule table Show one port PoE schedule table Interface
no power inline never Enable PoE on port Interface
no keepalive Disable PoE keepalive Interface
no keepalive hold-time Default PoE keepalive power cycle hold-time Interface
no keepalive ip Remove IP for PoE keepalive Interface
no keepalive time Remove PoE keepalive cycle time Interface
no schedule Remove one port PoE schedule
no schedule [Sunday-Saturday] open-time Remove PoE schedule on one day
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IGMP SNOOPING GROUP

Command Explanation Mode
igmp snooping enable To enable IGMP snooping Configure
igmp snooping last-member count [2-10] To set IGMP last-member-count Configure
igmp snooping last-member interval [1-25] To set IGMP last-member-interval Configure
igmp snooping querier enable To enable IGMP snooping querier Configure
igmp snooping query interval [1-3600] To set IGMP query interval Configure
igmp snooping query max-respond-time [1-12] To set IGMP max-query-respond time Configure
show igmp snooping all To display IGMP settings (summary) Configure
show igmp snooping mdb To display IGMP multicast database Configure
no igmp snooping To disable IGMP snooping Configure
no igmp snooping last-member count To default IGMP Last-Member-Count Configure
no igmp snooping last-member interval To default IGMP Last-Member-Interval Configure
no igmp snooping querier To disable IGMP querier Configure
no igmp snooping query interval To default IGMP query interval Configure
no igmp snooping query max-respond-time To default IGMP max-respond-time Configure
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VLAN GRoOuUP

Command ‘ Explanation Mode
management-vlan [VLAN_ID: 1-4094] Configure management vlan ID Configure
provider ethertype [VALUE_IN_HEX (i.e., 0x88A8)] |Setup EtherType in S-TAG for provider port | Configure
member [untag PORT_LIST] [tag PORT_LIST] Set VLAN member VLAN
name [VLAN_NAME] Set VLAN Name VLAN
switchport accept [tagged | untagged] Set VLAN acceptance of frame Interface
switchport mode [d(dot1g-tunnel)| c(customer)| Configure port type as dot1g-tunnel,
p(provider)| s(specific-provider)] Customer, or Service Provider Interface
switchport pvid [PVID: 1-4094] Set port VLAN-Id Interface
show management-vlan Display management vlan ID Configure
show provider ethertype Display Service Provider EtherType Configure
show vlan global Display VLAN Global information Configure
show member Display port VLAN member VLAN
show name Displaty VLAN name VLAN
show switchport accept Display acceptance of VLAN frame Interface
show switchport mode Display VLAN interface port type Interface
show switchport pvid Display port VLAN-Id Interface
no management-vlan Set management vlan to default Configure
no provider ethertype ES\?;&';E;Z‘:;TVPG as 0x88A8 in S-TAG for Configure
no member Default VLAN member VLAN
no name Default VLAN name VLAN
no switchport accept Default acceptance of VLAN frame Interface
no switchport mode Default port type as Customer Interface
no switchport pvid Default port VLAN-Id Interface
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QoS GRouP
Command Explanation Mode

?VC\JISB]CT{;VZ;JR;\J/eS]V\[IS\I/%ﬁ\I[VV;/]O] [wijiwa] Set WRR Queue Weight Configure
?ch;]map cos [priority:0-7] to tx-queue g ¢ queue mapping of priority [0-7] Configure
gos map dscp [0-63] to tx-queue [0-7] Set DSCP mapping queue Configure
gos queue-schedule [strict | wrr] Set QoS scheduling type Configure
gos default cos [0-7] Set Default Class of Service (COS) value Interface
gos trust [cos | dscp] Set trust of cos or dscp Interface
show gos fair-queue weight Display WRR Queue Weight Configure
show gos map cos Display global QoS queue mapping status Configure
show gos map cos [0-7] Display QoS queue mapping status of Priority [0-7] Configure
show gos map dscp Display global DSCP queue mapping status Configure
show qos map dscp [0-63] Display DSCP queue mapping status of class [0-63] Configure
show qos queue-schedule Display queue scheduling type Configure
show qos default cos Display CoS default value Interface
show qos trust Display QoS trust Interface
no gos fair-queue weight Default WRR Queue Weight Configure
no qos map cos [0-7] Reset Cos queue mapping of priority [0-7] Configure
no qos map dscp [0-63] Reset DSCP mapping queue to default Configure
no qos queue-schedule Default scheduling type as WRR Configure
no gos default cos Reset default CoS to initial value Interface
no qos trust Default trust as CoS Interface
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PORT TRUNK GROUP

Command Explanation
trunk group [1-8] [static | lacp] INTERFACES_LIST |Configure port aggregation group Configure
show trunk group Show all trunk groups Configure
show trunk group [1-8] Show trunk group [1-8] Configure
no trunk group [1-8] Remove trunk group [1-8] Configure

STORM CONTROL GROUP

Command ‘ Explanation Mode
storm-control broadcast enable Enable the broadcast storm control Configure
storm-control broadcast level [low | mid | high] |Set the broadcast storm control level Configure
storm-control multicast enable Enable the multicast storm control Configure
storm-control multicast level [low | mid | high] Set the multicast storm control level Configure
storm-control unknown-unicast enable Enable the unknown-unicast storm control Configure
;tic;rhr?—control unknown-unicast level [low | mid | Set the unknown-unicast storm control level | Configure
show storm-control broadcast Display the broadcast storm control status Configure
show storm-control broadcast level Display the broadcast storm control level Configure
show storm-control multicast Display the multicast storm control status Configure
show storm-control multicast level Display the multicaststorm control level Configure
show storm-control unknown-unicast SDti;'fJiy the unknown-unicast storm control Configure
show storm-control unknown-unicast level :Zijsllay the unknown-unicast storm control Configure
no storm-control broadcast Disable the broadcast storm control Configure
no storm-control broadcast level Egﬁmt the broadcast storm control to level Configure
no storm-control multicast Disable the multicast storm control Configure
no storm-control multicast level Eiegfsult the multicast storm control to level Configure
no storm-control unknown-unicast Disable the unknown-unicast storm control Configure
no storm-control unknown-unicast level Default the unknown-unicast storm control Configure

to level high
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802.1X GRoOuUP
Command ‘ Explanation Mode
dot1x authentication server [1|2] ip [IP] Set 802.1X authentication server 1 or 2 Configure
address
dot1x authentication server [1|2] port [PORT] Set 802.1X authentication server 1 or 2 port | Configure
dot1x authentication server [1|2] share-key [KEY] Set 802.1X authentication server 1 or 2 Configure
share-key
dot1x authentication server type [local|radius] Set 802.1X authentication server type Configure
dot1x enable Enable 802.1X protocol Configure
dot1x local-db [USER] [PASSWORD] Set 802.1X local user database Configure
dot1x authenticator enable Set 802.1X authenticator Interface
dot1x mode [mac-based | port-based] Set 802.1X mode as 1. MAC-based, Interface
2.Port-based
dot1x reauthentication enable Set 802.1X reauthentication Interface
dot1x reauthentication period [60-65535] Set 802.1X reauthentication period Interface
show dot1x Display 802.1X protocol state Configure
show dot1x authentication server [1]|2] ip aDésdprI:é802.1X authentication server 1 or 2 Configure
show dot1x authentication server [1]2] port Ecl)srrélay 802.1X authentication server 1 or 2 Configure
show dot1x authentication server [1]2] share-key Eelsyplay 802.1X authentication server 1 or 2 Configure
show dot1x authentication server type Display 802.1X authentication server type Configure
show dot1x brief Display 802.1X information Configure
show dot1x local-db Display 802.1X users and password in Configure
database
show dot1x server brief Display 802.1X RADIUS server Configure
show dot1x authenticator Display 802.1X authenticator state Interface
show dot1x mode Display 802.1X mode config Interface
show dot1x reauthentication Display 802.1X reauthentication state Interface
show dot1x reauthentication period SDelzp;Iay 802.1X reauthentication period(in Interface
no dot1x Disable 802.1X protocol Configure
no dot1x authentication server [1]|2] ip aDoEI}é?lejslz 802.1X authentication server 1 or 2 Configure
no dot1x authentication server [1]2] port Eg:fmt 802.1X authentication server 1 or 2 Configure
no dot1x authentication server [1|2] share-key Default 802.1X authentication server 1 or 2 Configure
share-key
no dot1x authentication server type Default 802.1X authentication server type Configure
no dot1x local-db [USER] Remove an entry in 802.1X local database Configure
no dot1x authenticator Disable 802.1X authenticator Interface

ALL-SWI8484BPM User Manual | 137




Appendix B: CLI Command Reference

no dot1x mode Default 802.1X mode as MAC-based Interface
no dot1x reauthentication Disable 802.1X reauthentication Interface
no dot1x reauthentication period Default 802.1X reauthentication period Interface

PORT MIRROR GROUP

Command ‘ Explanation Mode
mirror destination [DEST_PORT] Set mirror interface of destination Configure
mirror enable Enable port mirror Configure
mirror source [rx | tx | both] [PORT_LIST] Set mirror interface of source Configure
show mirror Show port mirror enable/disable state Configure
show mirror destination Show port mirror destination configuration Configure
show mirror source Show port mirror source configuration Configure
no mirror Disable port mirror Configure
no mirror destination Delete port mirror Destination configuration Configure
no mirror source Delete port mirror Source configuration Configure
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LLDP GRoOuP

Command ‘ Explanation Mode
lldp enable Enable LLDP protocol Configure
[ldp timer [5-32767] Set LLDP timer Configure
show lldp neighbor Display LLDP neighbor Configure
show lldp neighbor detail Display LLDP neighbors in detail Configure
show lldp state Display LLDP status Configure
show lldp timer Display LLDP timer Configure
no lldp Disable LLDP protocol Configure
no lldp timer Default LLDP timer Configure
SYSLOG GROUP

Command ‘ Explanation Mode
syslog local enable Enable logging to local Configure
syslog log clear Clear syslog log Configure
syslog remote enable Enable logging to remote Configure
syslog remote port [PORT] Set syslog remote server port Configure
syslog remote server [ADDRESS] Set syslog remote server address Configure
syslog usb enable Enable log to USB device Configure
show syslog local Display local logging state Configure
show syslog log Display syslog messages Configure
show syslog remote Display remote logging state Configure
show syslog remote port Display remote server port Configure
show syslog remote server Display remote server IP Configure
show syslog usb Display USB logging state Configure
no syslog local Disable logging to local Configure
no syslog remote Disable logging to remote Configure
no syslog remote port Default syslog remote server port Configure
no syslog remote server Clear syslog remote server address Configure
no syslog usb Disable logging to USB Configure
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SMTP GRrouP
Command ‘ Explanation Mode

smtp authentication enable Enable SMTP authentication Configure
smtp authentication password [PASSWORD] Set SMTP password Configure
smtp authentication username [USER_NAME] Set SMTP username Configure
smtp enable Enable SMTP Configure
smtp receive [1-4] [RECEIVER_ADDRESS] Set SMTP receiver [1-4] address Configure
smtp sender [SMTP_SENDER_ADDRESS] Set SMTP sender Configure
smtp server address [SMTP_SERVER_ADDRESS] Set SMTP server address Configure
smtp server port [SMTP_SERVER_PORT] Set SMTP server port Configure
smtp subject [SUBJECT] Set SMTP subject Configure
show smtp authentication state Display SMTP authentication status Configure
show smtp authentication username Display SMTP user name Configure
show smtp receive [1-4] Display SMTP receiver [1-4] Configure
show smtp sender Display SMTP sender Configure
show smtp server address Display SMTP server address Configure
show smtp server port Display SMTP server port Configure
show smtp state Display SMTP service Configure
show smtp subject Display SMTP subject Configure
no smtp authentication Disable SMTP authentication Configure
no smtp authentication password Clear SMTP password Configure
no smtp authentication username Clear SMTP user name Configure
no smtp Disable SMTP Configure
no smtp receive [1-4] Clear SMTP receiver [1-4] Configure
no smtp sender Clear SMTP sender Configure
no smtp server address Clear SMTP server Configure
no smtp server port Clear SMTP server port Configure
no smtp subject Clear SMTP subiject Configure
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EVENT GROUP

Command ‘ Explanation Mode
event alarm interface [lan1-lanN] down Register an event of Interface DOWN Configure
event alarm [power1|power?2] Register an event of power 1 or 2 failure Configure
event smtp auth-failure Register an event of authentication failure | Configure
event smtp cold-start Register an event of cold-start Configure
event smtp interface [lan1-lanN] down Register an event of Interface DOWN Configure
event smtp interface [lan1-lanN] up Register an event of Interface UP Configure
event smtp [power1|power2] Register an event of power 1 or 2 failure Configure
event smtp warm-start Register an event of warm-start Configure
event snmptrap auth-failure Register an event of authentication failure | Configure
event snmptrap cold-start Register an event of cold-start Configure
event snmptrap interface [lan1-lanN] down Register an event of Interface DOWN Configure
event snmptrap interface [lan1-lanN] up Register an event of Interface UP Configure
event snmptrap [power1|power2] Register an event of power 1 or 2 failure Configure
event snmptrap warm-start Register an event of warm-start Configure
event syslog auth-failure Register an event of authentication failure | Configure
event syslog cold-start Register an event of cold-start Configure
event syslog interface [lan1-lanN] down Register an event of Interface DOWN Configure
event syslog interface [lan1-lanN] up Register an event of Interface UP Configure
event syslog [power1|power2] Register an event of power 1 or 2 failure Configure
event syslog warm-start Register an event of warm-start Configure
show event alarm interface [lan1-lanN] down Display interface DOWN event registration | Configure
show event alarm [power1|power2] Display power 1 or 2 event registration Configure
show event smtp auth-failure rD;;pi)slsézl;t]hentication failure event Configure
show event smtp cold-start Display cold-start event registration Configure
show event smtp interface [lan1-lanN] down Display interface DOWN event registration | Configure
show event smtp interface [lan1-lanN] up Display interface UP event registration Configure
show event smtp [power1|power2] Display power 1 or 2 event registration Configure
show event smtp warm-start Display warm-start event registration Configure
show event snmptrap auth-failure rDei;?::éEl;;hentication I Configure
show event snmptrap cold-start Display cold-start event registration Configure
show event snmptrap interface [lan1-lanN] down |Display interface DOWN event registration | Configure
show event snmptrap interface [lan1-lanN] up Display interface UP event registration Configure
show event snmptrap [power1|power2] Display power 1 or 2 event registration Configure
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show event snmptrap warm-start Display warm-start event registration Configure
show event syslog auth-failure rD;;ri)slfzazl;t]hentication failure event Configure
show event syslog cold-start Display cold-start event registration Configure
show event syslog interface [lan1-lanN] down Display interface DOWN event registration | Configure
show event syslog interface [lan1-lanN] up Display interface UP event registration Configure
show event syslog [power1|power2] Display power 1 or 2 event registration Configure
show event syslog warm-start Display warm-start event registration Configure
no event alarm interface [lan1-lanN] down Unregister an event of Interface DOWN Configure
no event alarm [power1|power2] Unregister an event of power 1 or 2 failure | Configure
no event smtp auth-failure ;Jari\lruerc_:]eister an event of authentication Configure
no event smtp cold-start Unregister an event of cold-start Configure
no event smtp interface [lan1-lanN] down Unregister an event of Interface DOWN Configure
no event smtp interface [lan1-lanN] up Unregister an event of Interface UP Configure
no event smtp [powerl|power2] Unregister an event of power 1 or 2 failure | Configure
no event smtp warm-start Unregister an event of warm-start Configure
no event snmptrap auth-failure ]chari\Iruergeister an event of authentication Configure
no event snmptrap cold-start Unregister an event of cold-start Configure
no event snmptrap interface [lan1-lanN] down Unregister an event of Interface DOWN Configure
no event snmptrap interface [lan1-lanN] up Unregister an event of Interface UP Configure
no event snmptrap [power1|power2] Unregister an event of power 1 or 2 failure | Configure
no event snmptrap warm-start Unregister an event of warm-start Configure
no event syslog auth-failure ;Ja?lr::rgeister an event of authentication Configure
no event syslog cold-start Unregister an event of cold-start Configure
no event syslog interface [lan1-lanN] down Unregister an event of Interface DOWN Configure
no event syslog interface [lan1-lanN] up Unregister an event of Interface UP Configure
no event syslog [power1|power2] Unregister an event of power 1 or 2 failure | Configure
no event syslog warm-start Unregister an event of warm-start Configure
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MAC ADDRESS TABLE GROUP

Command Explanation Mode
clear mac address-table dynamic E:ét dynamic MAC addresses in MAC Configure
mac address add [VID: 1-4094] [MAC_ADDR] [PORT] |Set a MAC address to MAC table Configure
show mac address Display MAC table Configure
no mac address [VID: 1-4094] [MAC_ADDR] Remove a MAC address from FDB Configure
USB GRouP

Command Explanation Mode
usb auto-backup Auto save to USB if running config is changed Configure
usb auto-load Auto load config from USB to switch Configure
show usb auto-backup Display USB auto backup activated status Configure
show usb auto-load Display USB auto load activated status Configure
no usb auto-backup Disable auto save Configure
no usb auto-load Disable auto load Configure
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FILE GROUP

Command Explanation Mode
copy running-config startup-config Save running-config to startup-config Configure
copy running-config usb [file] Save running-config to USB Configure
copy startup-config running-config Restore from startup-config Configure
copy usb firmware [file] Upgrade firmware from USB Configure
copy startup-config usb [file] Save startup-config to USB Configure
copy usb startup-config [file] Restore startup-config from USB Configure
upload file name [FILE_NAME] Set uploading file name Configure
upload server ip [SERVER_IP] Set uploading server IP Configure
upload tftp Upload and update firmware via TFTP (slower) Configure
upload wget Upload and update firmware via HTTP (faster) Configure
show upload file name Display uploading file name Configure
show upload server ip Display uploading server IP Configure
no upload file name Default uploading file name Configure
no upload server ip Clear uploading server IP Configure
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ALLNET GmbH Computersysteme declares that the device ALL-SWI8484BPM is in compliance
with the essential requirements and other relevant provisions of Directive 2014/30/EU. The

Declaration of conformity can be found under this link:

www.allnet.de/downloads.html

ALLNET GmbH Computersysteme
Maistrasse 2
82110 Germering

Tel.: +49 (0)89 894 222 - 22
Fax: +49 (0)89 894 222 - 33
Email: info@allnet.de
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CE & GPL

GPL Declaration for ALLNET products

DISCLAIMER_OF_WARRANTY

This Program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public License as published

by the Free Software Foundation; version 2 of the License.

This Program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of

MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this Program; if not, write to the Free Software

Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA.

The full text of the GNU General Public License version 2 is included with the software distribution in the file LICENSE.GPLv2

NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED
BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE
THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY
AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED
ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY

OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Written Offer for Source Code

For binaries that you receive from ALLNET GmbH Computersysteme on physical media or within the download of the offered
firmware that are licensed under any version of the GNU General Public License (GPL) or the GNU LGPL, you can receive a complete

machine-readable copy of the source code by sending a written request to:
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ALLNET GmbH Computersysteme

Maistrasse 2

82110 Germering

Your request should include: (i) the name of the covered binary, (ii) the version number of the ALLNET product containing the
covered binary, (iii) your name, (iv) your company name (if applicable) and (v) your return mailing and email address (if available). We
may charge you a nominal fee to cover the cost of the media and distribution. Your request must be sent within three (3) years of the

date you received the GPL or LGPL covered code. For your convenience, some or all of the source code may also be found at:

http://www.allnet.de/gpl.html

LICENSE.GPLv2

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA Everyone is

permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free software--to make sure the software is free for all its users.
This General Public License applies to most of the Free Software Foundation's software and to any other program whose authors
commit to using it. (Some other Free Software Foundation software is covered by the GNU Library General Public License instead.)

You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure
that you have the freedom to distribute copies of free software (and charge for this service if you wish), that you receive source code
or can get it if you want it, that you can change the software or use pieces of it in new free programs; and that you know you can do

these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender the rights.
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These restrictions translate to certain responsibilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get the source code. And you must show them these terms so they

know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal permission to

copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no warranty for this
free software. If the software is modified by someone else and passed on, we want its recipients to know that what they have is not
the original, so that any problems introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we have made it clear

that any patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

GNU GENERAL PUBLIC LICENSE

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it may
be distributed under the terms of this General Public License. The "Program", below, refers to any such program or
work, and a "work based on the Program" means either the Program or any derivative work under copyright law: that is
to say, a work containing the Program or a portion of it, either verbatim or with modifications and/or translated into
another language. (Hereinafter, translation is included without limitation in the term "modification".) Each licensee
is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The
act of running the Program is not restricted, and the output from the Program is covered only if its contents constitute a
work based on the Program (independent of having been made by running the Program). Whether that is true depends on

what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium, provided
that you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of
warranty; keep intact all the notices that refer to this License and to the absence of any warranty; and give any other

recipients of the Program a copy of this License along with the Program.

ALL-SWI8484BPM User Manual | 148



CE & GPL

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in
exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program,
and copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all
of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any
change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the Program
or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this License.

¢) If the modified program normally reads commands interactively when run, you must cause it, when started running for
such interactive use in the most ordinary way, to print or display an announcement including an appropriate copyright
notice and a notice that there is no warranty (or else, saying that you provide a warranty) and that users may redistribute
the program under these conditions, and telling the user how to view a copy of this License. (Exception: if the Program
itself is interactive but does not normally print such an announcement, your work based on the Program is not required
to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and separate works in themselves, then this License, and its terms, do
not apply to those sections when you distribute them as separate works. But when you distribute the same sections as part of
a whole which is a work based on the Program, the distribution of the whole must be on the terms of this License, whose
permissions for other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent is
to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the
Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete machine-readable copy of the corresponding source code,
to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or
executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable work,

complete source code means all the source code for all modules it contains, plus any associated interface definition files,
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plus the scripts used to control compilation and installation of the executable. However, as a special exception, the source
code distributed need not include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs, unless that component

itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place counts as distribution of the source code, even though third

parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your
rights under this License. However, parties who have received copies, or rights, from you under this License will not have
their licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission
to modify or distribute the Program or its derivative works. These actions are prohibited by law if you do not accept this
License. Therefore, by modifying or distributing the Program (or any work based on the Program), you indicate your
acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying the Program or
works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a
license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions. You
may not impose any further restrictions on the recipients' exercise of the rights granted herein. You are not responsible
for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to
patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a consequence
you may not distribute the Program at all. For example, if a patent license would not permit royalty-free redistribution
of the Program by all those who receive copies directly or indirectly through you, then the only way you could satisfy
both it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section is
intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity of
any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system, which is
implemented by public license practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to the author/donor to decide if he
or she is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.
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If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Program under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the General Public License from time to time.
Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or

concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which applies

to it and "any later version", you have the option of following the terms and conditions either of that version or of any later

version published by the Free Software Foundation. If the Program does not specify a version number of this License, you may

choose any version ever published by the Free Software Foundation.

10.

11.

12.

If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different,
write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to
the Free Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of software

generally.

NO WARRANTY
BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO
YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF
THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE

POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve this is to

make it free software which everyone can redistribute and change under these terms.
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To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should have at least the "copyright" line and a pointer to where the

full notice is found.

<one line to give the program's name and a brief idea of what it does.> Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public License as
published by the Free Software Foundation; either version 2 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public License for more details.
You should have received a copy of the GNU General Public License along with this program; if not, write to the Free Software
Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, USA

Also add information on how to contact you by electronic and paper mail. If the program is interactive, make it output a short

notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author
Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type “show w'.

This is free software, and you are welcome to redistribute it under certain conditions; type 'show c¢' for details.

The hypothetical commands ‘show w' and “show ¢' should show the appropriate parts of the General Public License. Of course,
the commands you use may be called something other than ‘show w' and “show c'; they could even be mouse-clicks or menu
items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright disclaimer" for the

program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

‘*Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989

Ty Coon, President of Vice
This General Public License does not permit incorporating your program into proprietary programs. If your program is a
subroutine library, you may consider it more useful to permit linking proprietary applications with the library. If this is what

you want to do, use the GNU Lesser General Public License instead of this License.

LICENSE.LGPLv2.1
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GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999
Copyright (C) 1991, 1999 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed. [This is
the first released version of the Lesser GPL. It also counts as the successor of the GNU Library Public License, version 2, hence

the version number 2.1.]

Preamble
The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU General
Public Licenses are intended to guarantee your freedom to share and change free software--to make sure the software is free
for all its users.
This license, the Lesser General Public License, applies to some specially designated software packages--typically libraries--of the
Free Software Foundation and other authors who decide to use it. You can use it too, but we suggest you first think carefully
about whether this license or the ordinary General Public License is the better strategy to use in any particular case, based on
the explanations below.
When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses are designed to
make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish); that you
receive source code or can get it if you want it; that you can change the software and use pieces of it in new free programs; and
that you are informed that you can do these things.
To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to ask you to surrender
these rights. These restrictions translate to certain responsibilities for you if you distribute copies of the library or if you
modify it.
For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients all the rights that
we gave you. You must make sure that they, too, receive or can get the source code. If you link other code with the library,
you must provide complete object files to the recipients, so that they can relink them with the library after making changes to
the library and recompiling it. And you must show them these terms so they know their rights.
We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this license, which gives you
legal permission to copy, distribute and/or modify the library.
To protect each distributor, we want to make it very clear that there is no warranty for the free library. Also, if the library is
modified by someone else and passed on, the recipients should know that what they have is not the original version, so that
the original author's reputation will not be affected by problems that might be introduced by others.
Finally, software patents pose a constant threat to the existence of any free program. We wish to make sure that a company
cannot effectively restrict the users of a free program by obtaining a restrictive license from a patent holder. Therefore, we
insist that any patent license obtained for a version of the library must be consistent with the full freedom of use specified in
this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License. This license, the GNU
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Lesser General Public License, applies to certain designated libraries, and is quite different from the ordinary General Public
License. We use this license for certain libraries in order to permit linking those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared library, the combination of the two is legally
speaking a combined work, a derivative of the original library. The ordinary General Public License therefore permits such
linking only if the entire combination fits its criteria of freedom. The Lesser General Public License permits more lax criteria
for linking other code with the library.

We call this license the "Lesser" General Public License because it does Less to protect the user's freedom than the ordinary
General Public License. It also provides other free software developers Less of an advantage over competing non-free
programs. These disadvantages are the reason we use the ordinary General Public License for many libraries. However, the
Lesser license provides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a certain library, so that it
becomes a de-facto standard. To achieve this, non-free programs must be allowed to use the library. A more frequent case is
that a free library does the same job as widely used non-free libraries. In this case, there is little to gain by limiting the free
library to free software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of people to use a large
body of free software. For example, permission to use the GNU C Library in non-free programs enables many more people to
use the whole GNU operating system, as well as its variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does ensure that the user of a program
that is linked with the Library has the freedom and the wherewithal to run that program using a modified version of the
Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the difference
between a "work based on the library" and a "work that uses the library". The former contains code derived from the library,

whereas the latter must be combined with the library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION
0. This License Agreement applies to any software library or other program which contains a notice placed by the copyright

holder or other authorized party saying it may be distributed under the terms of this Lesser General Public License (also

called "this License"). Each licensee is addressed as "you".
A "library" means a collection of software functions and/or data prepared so as to be conveniently linked with application
programs (which use some of those functions and data) to form executables.
The "Library", below, refers to any such software library or work which has been distributed under these terms. A "work
based on the Library" means either the Library or any derivative work under copyright law: that is to say, a work containing the
Library or a portion of it, either verbatim or with modifications and/or translated straightforwardly into another language.
(Hereinafter, translation is included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for making modifications to it. For a library, complete source
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code means all the source code for all modules it contains, plus any associated interface definition files, plus the scripts used to

control compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The act

of running a program using the Library is not restricted, and output from such a program is covered only if its contents

constitute a work based on the Library (independent of the use of the Library in a tool for writing it). Whether that is true

depends on what the Library does and what the program that uses the Library does.

1.

You may copy and distribute verbatim copies of the Library's complete source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer
of warranty; keep intact all the notices that refer to this License and to the absence of any warranty; and distribute a

copy of this License along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in

exchange for a fee.

2.

You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the Library, and
copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of
these conditions:

The modified work must itself be a software library.

You must cause the files modified to carry prominent notices stating that you changed the files and the date of any
change.

You must cause the whole of the work to be licensed at no charge to all third parties under the terms of this License.

If a facility in the modified Library refers to a function or a table of data to be supplied by an application program that
uses the facility, other than as an argument passed when the facility is invoked, then you must make a good faith effort
to ensure that, in the event an application does not supply such function or table, the facility still operates, and performs

whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined independent of the

application. Therefore, Subsection 2d requires that any application-supplied function or table used by this function must be

optional: if the application does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the
Library, and can be reasonably considered independent and separate works in themselves, then this License, and its terms,

do not apply to those sections when you distribute them as separate works. But when you distribute the same sections as
part of a whole which is a work based on the Library, the distribution of the whole must be on the terms of this License,

whose permissions for other licensees extend to the entire whole, and thus to each and every part regardless of who wrote

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the

intent is to exercise the right to control the distribution of derivative or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a work based on the
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Library) on a volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a given copy of the
Library. To do this, you must alter all the notices that refer to this License, so that they refer to the ordinary GNU
General Public License, version 2, instead of to this License. (If a newer version than version 2 of the ordinary GNU
General Public License has appeared, then you can specify that version instead if you wish.) Do not make any other
change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General Public License applies to
all subsequent copies and derivative works made from that copy.
This option is useful when you wish to copy part of the code of the Library into a program that is not a library.

4.  You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code or executable
form under the terms of Sections 1 and 2 above provided that you accompany it with the complete corresponding
machine-readable source code, which must be distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering equivalent access to
copy the source code from the same place satisfies the requirement to distribute the source code, even though third parties are
not compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with the Library by being
compiled or linked with it, is called a "work that uses the Library". Such a work, in isolation, is not a derivative work of
the Library, and therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable that is a derivative of the Library
(because it contains portions of the Library), rather than a "work that uses the library". The executable is therefore covered
by this License. Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library, the object code for the work
may be a derivative work of the Library even though the source code is not. Whether this is true is especially significant if the
work can be linked without the Library, or if the work is itself a library. The threshold for this to be true is not precisely
defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object file is unrestricted, regardless of whether it is legally a
derivative work. (Executables containing this object code plus portions of the Library will still fall under Section 6.)
Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work under the terms of Section
6. Any executables containing that work also fall under Section 6, whether or not they are linked directly with the Library itself.

6. Asan exception to the Sections above, you may also combine or link a "work that uses the Library" with the Library to
produce a work containing portions of the Library, and distribute that work under terms of your choice, provided that
the terms permit modification of the work for the customer's own use and reverse engineering for debugging such
modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the Library and its use are

ALL-SWI8484BPM User Manual | 156




CE & GPL

covered by this License. You must supply a copy of this License. If the work during execution displays copyright notices, you

must include the copyright notice for the Library among them, as well as a reference directing the user to the copy of this

License. Also, you must do one of these things:

a)

b)

9]

7.

a)

b)

Accompany the work with the complete corresponding machine-readable source code for the Library including whatever
changes were used in the work (which must be distributed under Sections 1 and 2 above); and, if the work is an
executable linked with the Library, with the complete machine-readable "work that uses the Library", as object code
and/or source code, so that the user can modify the Library and then relink to produce a modified executable containing
the modified Library. (It is understood that the user who changes the contents of definitions files in the Library will not
necessarily be able to recompile the application to use the modified definitions.)
Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (1) uses at run
time a copy of the library already present on the user's computer system, rather than copying library functions into the
executable, and (2) will operate properly with a modified version of the library, if the user installs one, as long as the
modified version is interface-compatible with the version that the work was made with.
Accompany the work with a written offer, valid for at least three years, to give the same user the materials specified in
Subsection 6a, above, for a charge no more than the cost of performing this distribution.
If distribution of the work is made by offering access to copy from a designated place, offer equivalent access to copy the
above specified materials from the same place.
Verify that the user has already received a copy of these materials or that you have already sent this user a copy.
For an executable, the required form of the "work that uses the Library" must include any data and utility programs
needed for reproducing the executable from it. However, as a special exception, the materials to be distributed need not
include anything that is normally distributed (in either source or binary form) with the major components (compiler, kernel,

and so on) of the operating system on which the executable runs, unless that component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries that do not normally
accompany the operating system. Such a contradiction means you cannot use both them and the Library together in an

executable that you distribute.

You may place library facilities that are a work based on the Library side-by-side in a single library together with other
library facilities not covered by this License, and distribute such a combined library, provided that the separate
distribution of the work based on the Library and of the other library facilities is otherwise permitted, and provided that
you do these two things:
Accompany the combined library with a copy of the same work based on the Library, uncombined with any other library
facilities. This must be distributed under the terms of the Sections above.
Give prominent notice with the combined library of the fact that part of it is a work based on the Library, and explaining
where to find the accompanying uncombined form of the same work.
You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided under this License.

Any attempt otherwise to copy, modify, sublicense, link with, or distribute the Library is void, and will automatically
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terminate your rights under this License. However, parties who have received copies, or rights, from you under this
License will not have their licenses terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission
to modify or distribute the Library or its derivative works. These actions are prohibited by law if you do not accept this
License. Therefore, by modifying or distributing the Library (or any work based on the Library), you indicate your
acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying the Library or
works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient automatically receives a license
from the original licensor to copy, distribute, link with or modify the Library subject to these terms and conditions. You
may not impose any further restrictions on the recipients' exercise of the rights granted herein. You are not responsible
for enforcing compliance by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to
patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a consequence
you may not distribute the Library at all. For example, if a patent license would not permit royalty-free redistribution of
the Library by all those who receive copies directly or indirectly through you, then the only way you could satisfy both it
and this License would be to refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section is
intended to apply, and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity of
any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system which is
implemented by public license practices. Many people have made generous contributions to the wide range of software
distributed through that system in reliance on consistent application of that system; it is up to the author/donor to decide if he
or she is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by patents or by copyrighted interfaces,
the original copyright holder who places the Library under this License may add an explicit geographical distribution
limitation excluding those countries, so that distribution is permitted only in or among countries not thus excluded. In
such case, this License incorporates the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Lesser General Public License from time to
time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or
concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of this License which applies to
it and "any later version", you have the option of following the terms and conditions either of that version or of any later

version published by the Free Software Foundation. If the Library does not specify a license version number, you may choose
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any version ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution conditions are incompatible
with these, write to the author to ask for permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will be
guided by the two goals of preserving the free status of all derivatives of our free software and of promoting the sharing

and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH YOU. SHOULD THE
LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY TO OPERATE WITH ANY
OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Libraries
If you develop a new library, and you want it to be of the greatest possible use to the public, we recommend making it free
software that everyone can redistribute and change. You can do so by permitting redistribution under these terms (or,
alternatively, under the terms of the ordinary General Public License).
To apply these terms, attach the following notices to the library. It is safest to attach them to the start of each source file to
most effectively convey the exclusion of warranty; and each file should have at least the "copyright" line and a pointer to

where the full notice is found.

<one line to give the library's name and a brief idea of what it does.> Copyright (C) <year> <name of author>

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser General Public License as

published by the Free Software Foundation; either version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty
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of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Lesser General Public License for more details.
You should have received a copy of the GNU Lesser General Public License along with this library; if not, write to the Free
Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA

Also add information on how to contact you by electronic and paper mail.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright disclaimer” for the

library, if necessary. Here is a sample; alter the names:
Yoyodyne, Inc., hereby disclaims all copyright interest in the library "Frob’ (a library for tweaking knobs) written by James
Random Hacker.

<signature of Ty Coon>, 1 April 1990 Ty Coon, President of Vice

That's all there is to it!
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