m.m u
ﬁw n
PS :
s & M
v o
N A._.m r
LN ; £ e
< PO S
T u
0 &
Y
- Gm
- ._hs
< 5
Q. <9
X =S




ALL-SG8452M - User Manual

© ALLNET GmbH Computersysteme 2016 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
2



ALL-SG8452M - User Manual

Table of Contents

Chapter 1 Product Introduction .........ccociiiiiiiiinii s snennns 6
1.1 ProdUCt OVEIVIEW ....cevveiiiee ittt ee e eeeeee e e e e e e e e e eeaaae e e e e e eeeeens 6

) I LT U 1R 6

1.3 External Component Description ..........ccccceieiiiiiniiniiieee e 7
L0 20 B oY o o = o 1= RO 7

1.3.2 REAI PANECL......eeeeeeeeeeeeeeeeeeeee ettt e e e e e e e e e nnneeeeeas 8

L Y 0NV T o) o1 4 11T 0 PN 8

1.5 Package ConteNntS......ccccuuiiiiiiieee e 9
Chapter 2 Installing and Connecting the Switch............................ 10
2.1 INStAllation .. ... 10
2.1.1 Desktop INstallation.........coccieieiie e 10

2.1.2 Rack-mountable Installation in 19-inch Cabinet........ccccceveeeveeeeenneennn. 11

2.1.3 Power on the SWITtCN.......eoii et 11

2.2 Connect Computer (NIC) to the Switch .....cccooiiiiiiiiiii, 12
Chapter 3 How to Login the Switch.........oooimiiimiiie s 13
o ISV el o T o 31 =1 o Vo A\ Lo Yo I 13

3.2 How to Login the SWitch ... 13
Chapter 4 Switch Configuration .........ccccieiiimiimcinnsinn e 15
4.1 QUICKIY SETEING .. ueeeeieeeiie e 15
O O ] U 18
4.2.1 BasSiC CONTIG.iiuiiiiiiiiiiie et 18

4.2.2 POrt aggregation......ccocceeiieeeeieeeseee e e ssnee e e 20

T N0 S o T o 411 g o 1 Vo PSP 21

424 Port rate-limit ..o 22

425 STOrM CONTIOlcceeiiiieeeeeeeeeeeeeee e e e e 23

4.2.6 POrtisolation ... 25

Y LN | S 26
4.3.T  VLAN CONFIQuruiiiiiiiiiiie et 26

4.3.2 Trunk-port SETEING.....cooiireeeeee e 27

4.3.3 Hybrid-port setting .......ccocueeieiiieeeeeeeree e 29

4.4 Fault/Sately oo 30
o BN o - ) =Yl TR 30

A IR N L o2 Y Vel < 30

A B 2N 1 0 L 13O 33

oy B | 7o TU [ oI e [U =1 o RO ROPRPTN 34

L 0 1N o YT o] Yo 35

4.4.2 Channel deteCtion ...........eeeeeiieieeeeeee e 36

© ALLNET GmbH Computersysteme 2016 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
3



ALL-SG8452M - User Manual

7 S I o1 T =Ty 4 [ PSPPSRI 36

S A | - T«(=Y g =1y 4| [ PSPPSR 37

e B @ o = 13 4 [ Ve PSSP 38

e AN G PP 39

A5 MISTP e e e e s 41
T I Y IS I o /=T 1o o 41
LT A \V/ N I o T Fo =S 42

o ] [ o = - ST 45
T B o [ =Y 1 S 46
O 0 o 4 o 1< 3 47

L L [ Y =T = 48
Ny T ] o [ oY o o S 48

4.8 QOS .. eiiieeeeeeeeeeereeeea e e e e e e e e e rrrn s 50
T T I (=T 0 =Y o PRSPPI 50
2 A @ 1U 10 1N ol o] o T [ 52
4.8.3 Mapping the QUEUE..........ooieeeceeecee et e 53
4.8.3.1 Service class QUEUE MAPPING ...eeereiriieieeiieeeiee e e esree e e e eseeeeneeeeneeas 53
4.8.3.2 Differential service class MapPiNg ...ccceeeeeeeiieerieesie e ree e e see e 54

4.8.3.3 Port to service class MapPing ...ccccee et 55

4.9 Addresstable ... 56
4.9.1 Mac add and delete.........ceeieiriiriieieeeee s 57
4.9.2 Mac study and 1aging .......ooeeeeeiieicie e 58
4.9.3 Mac address filtering ......ccoocceeecee e 59

7 O Y T o o T el o T S 60
L 0T Y T 4 o I o) o o S 60
P Y o o o I e Y T RS 60

4.10.1.2 COMMUNITY CONTIG cuuiiiiiiiiie it cste et e e se e e raeennee e 61

4.10.1.3 VIEW CONTIQ triiiiiiiieie ettt sttt e et e e saeenneeennaeeneeenns 62

O O I O oYU o) T SR SPS 63

O O R U LY =T el T RS 64

o L I SR 1 - | o T PSPPSR 65

V0 0 T2 345 0 To ) o el ) o o S 66
4.10.2.7 STAtiSTICS GrOUP . eeeeeeeiiiieiteiei ettt e e e e e et e e e e e e e s ber e e e e e e e s ssse e e e e e e e e ennneeeeans 66

4.10.2.2 HiSEOTY GIOUP ..eeeieeiiiiiieteie e e ettt e e e e e sttt e e e e e e s bee e e e e e e e e s sse e e e e e e e e annneeeeans 68

4.10.2.3 EVENT GrOUP ..eeieiiiiiiii ittt e et e e e e e e s e e e e e e e e e snsn e e e e e e e e annneeeeans 69

Lo L0 N - T g I | oYU o J S 70

L O I L G PP 71
L 1 5 I =1\ ST 74
O A B VA3 =Y 0 0 o] o T P 74
4.12.7.7 SYStEM SETEINGS. .eeeeiiiiit ettt e e e e e e nnn e e e ns 74

4.10.7.2 SYSEEM FESTANT ...eeeiiiie ettt e e e e e e e e e e e e e nnneeeeens 76

2 0 IS B o ViV o T o Il T= Y T [ S 77

T 0T 0 B I e T | 1 S 78

L 1 0T T 1 =1 [ 0T o Yo 1 TS 79

© ALLNET GmbH Computersysteme 2016 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
4



ALL-SG8452M - User Manual

L 1 0 T B GRS V253 =T o 1 o o [ 79

O A A Vi3 =Y 0 (T U] oo [ - T =S 81

4.12.3 Config MANAgEMENT ......ooiiiieciiecie et 82

4.12.3.1 CUrrent configuration ........ccceeeceeeiie et 82

4.12.3.2 Configuration Backup .....ccceeeeuieiiiiiiie e 82

4.12.3.3 Restore factory configuration.........cceeeeeiiiecceccieecee e 83

O A N oY o) T Y- 1Y S 84

4.12.5 Administrator privileges.......ccoeeee e 85

L o2 S0 [ o o N o1 =T S 86
Appendix: Technical Specifications.........ccoomiimiiiiiiiiicir e 88

© ALLNET GmbH Computersysteme 2016 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
5



ALL-SG8452M - User Manual

Chapter 1 Product Introduction

Congratulations for purchasing the Web Smart Ethernet Switch. Before you
install and use this product, please read this manual carefully for full exploiting
the functions of this product.

1.1 Product Overview

This is 48 10/100/1000Mbps RJ45 ports + 4 100/1000Mbps SFP ports Ethernet
Switch. The Switch provides the seamless network connection. This device
integrates 1000Mbps Gigabit Ethernet, 100Mbps Fast Ethernet and 10Mbps
Ethernet network capabilities in a highly flexible package. With
48-10/100/1000Mbps Auto-Negotiation RJ45 ports, all UTP ports support Auto
MDI/MDIX function. The Switch with a low-cost, easy-to-use, high performance
upgrade your old network to a 1000Mbps Gigabit network. It is essential to
helping solve network bottlenecks that frequently develop as more advanced
computer users and newer applications continue to demand greater network
resources.

The Switch is easy to install and use. It is a great selection for office network.

1.2 Features

» Comply with IEEE802.3, IEEE802.3u, IEEE802.3ab, IEEE802.3x, |EEE802.3z,
IEEE802.3ad standards

» Supports IEEE802.3x flow control for Full-duplex Mode and backpressure for
Half-duplex Mode

» Supports MAC address auto-learning and auto-aging

» Store and forward mode operates

» Support SNMP/RMON/TELENT

» Supports IEEE802.1Q VLAN, 4K VLAN Table

» Support IEEE802.1p Priority Queues

» Support 2K+256-entry ingress and egress ACL

» Support Storm Control

» Support QoS, Port Mirroring, Link Aggregation Protocol

» LED indicators for monitoring power, link/activity ,Speed

» Web-based Management Support

» Internal power adapter supply
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1.3 External Component Description

1.3.1 Front Panel

The front panel of the Switch consists of 48 x 10/100/1000Mbps RJ-45 ports, 4 x
1000Mbps SFP ports, 1 x Console port, 1 x Reset button and a series of LED
indicators as shown as below

10/100/1000Mbps RJ-45 ports (1~48):
Designed to connect to the device with a bandwidth of 10Mbps, 100Mbps or
1000Mbps. Each has a corresponding 10/100/1000Mbps LED.

SFP ports (49~52):
Designed to install the SFP module and connect to the device with a bandwidth
of 100Mbps or 1000Mbps. Each has a corresponding 100/1000Mbps LED.

Console port (Console):
Designed to connect with the serial port of a computer or terminal for
monitoring and configuring the Switch.

Reset button (Reset):
Keep the device powered on and press down the button for about 6 seconds. The
system restores the factory default settings.

LED indicators:
The LED Indicators will allow you to monitor, diagnose and troubleshoot any
potential problem with the Switch, connection or attached devices.

The following chart shows the LED indicators of the Switch along with
explanation of each indicator.

On Power On

Power Green
Off Power Off
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Orange On A device is connected to the port
LINK/ACT | (10/100Mbps)
/Speed Off A device is disconnected to the port
(1~48) Green
(1000Mbps) Flashing Sending or receiving data
On A device is connected to the port
SFP e is di
G Off A device is disconnected to the port
(49-52) reen
Flashing Sending or receiving data

1.3.2 Rear Panel

The rear panel of the Switch contains AC power connector and one marker
shown as below.

AC Power Connector:
Power is supplied through an external AC power adapter. It supports AC
100-240V, 50/60Hz.

Grounding Terminal:
The Switch already comes with Lightning Protection Mechanism. You can also
ground the Switch through the PE (Protecting Earth) cable of AC cord or with
Ground Cable.

1.4 Environment

YV V V V

Operating Temperature: 0°C~40°C
Storage Temperature: -40°C~70°C
Operating Humidity: 10%~90% non-condensing
Storage humidity: 5%~90% non-condensing
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1.5 Package Contents

Before installing the Switch, make sure that the following the "packing list"
listed OK. If any part is lost and damaged, please contact your local agent
immediately. In addition, make sure that you have the tools install Switches and
cables by your hands.

>

>
>
>

One Web Smart Ethernet Switch
Four rubber feet, two mounting ears and eights screws
One AC power cord

One User Manual
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Chapter 2 Installing and Connecting the
Switch

This part describes how to install your Web Smart Ethernet Switch and make
connections to it. Please read the following topics and perform the procedures in
the order being presented.

2.1 Installation

Please follow the following instructions in avoid of incorrect installation causing
device damage and security threat.

»  Put the Switch on stable place or desktop in case of falling damage.

» Make sure the Switch works in the proper AC input range and matches the
voltage labeled on the Switch.

» To keep the Switch free from lightning, do not open the Switch’s shell even
in power failure.

» Make sure that there is proper heat dissipation from and adequate
ventilation around the Switch.

» Make sure the cabinet to enough back up the weight of the Switch and its
accessories.

2.1.1 Desktop Installation

Sometimes users are not equipped with the 19-inch standard cabinet. So when
installing the Switch on a desktop, please attach these cushioning rubber feet
provided on the bottom at each corner of the Switch in case of the external
vibration. Allow adequate space for ventilation between the device and the
objects around it.
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2.1.2 Rack-mountable Installation in 19-inch Cabinet

The Switch can be mounted in an EIA standard-sized, 19-inch rack, which can be
placed in a wiring closet with other equipment. To install the Switch, please
follow these steps:

a. Attach the mounting brackets on the Switch’s side panels (one on each side)
and secure them with the screws provided.

b. Use the screws provided with the equipment rack to mount the Switch on
the rack and tighten it.

LR
ﬂ
| |-|]'onun

b

2.1.3 Power on the Switch

The Switch is powered on by the AC 100-240V 50/60Hz internal
high-performance power supply. Please follow the next tips to connect:

AC Electrical Outlet:

It is recommended to use single-phase three-wire receptacle with neutral outlet
or multifunctional computer professional receptacle. Please make sure to
connect the metal ground connector to the grounding source on the outlet.

AC Power Cord Connection:

Connect the AC power connector in the back panel of the Switch to external
receptacle with the included power cord, and check the power indicator is on or
not. When it is on, it indicates the power connection is OK.
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2.2 Connect Computer (NIC) to the Switch

Please insert the NIC into the computer, after installing network card driver,
please connect one end of the twisted pair to RJ-45 jack of your computer, the
other end will be connected to any RJ-45 port of the Switch, the distance
between Switch and computer is around 100 meters. Once the connection is OK
and the devices are power on normally, the LNK/ACT/Speed status indicator lights
corresponding ports of the Switch.
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Chapter 3 How to Login the Switch

3.1 Switch to End Node

Use standard Cat.5/5e Ethernet cable (UTP/STP) to connect the Switch to end
nodes as described below. Switch ports will automatically adjust to the
characteristics (MDI/MDI-X, speed, duplex) of the device to which is connected.

Please refer to the LED Indicator Specification. The LINK/ACT/Speed LEDs for each
port lights on when the link is available.

3.2 How to Login the Switch

As the Switch provides Web-based management login, you can configure your
computer’s IP address manually to log on to the Switch. The default settings of
the Switch are shown below.

Parameter Default Value
Default IP address 192.168.2.1
Default username admin

Default password admin
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You can log on to the configuration window of the Switch through following

steps:

1. Connect the Switch with the computer NIC interface.

2. Power on the Switch.

3. Check whether the IP address of the computer is within this network
segment: 192.168.2.xxx (“xxx"” ranges 2~254), for example, 192.168.2.100.

4. Open the browser, and enter http://192.168.2.1 and then press “Enter”. The
Switch login window appears.

5. Switching language to English. Enter the Username and Password (The

factory default Username is admin and Password is admin), and then click
“Login” to log in to the Switch configuration window as below.

. _—--\.__

- %
.n-,

¥~~1A_LLNET

K/ *:' 31\ ALL-SG8452M

IP-

& USER LOGIN

Flease inpol ussr ngme snd password |

User Name: | |

Password: | |

Language: |Enaglish v

LOGIN
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Chapter 4 Switch Configuration

The Web Smart Ethernet Switch Managed switch software provides rich layer 2
functionality for switches in your networks. This chapter describes how to use
Web-based management interface (Web Ul) to this switch configure managed
switch software features.

In the Web Ul, the left column shows the configuration menu. Above you can see
the information for switch system, such as memory, software version. The middle
shows the switch’s current link status. Green squares indicate the port link is up,
while black squares indicate the port link is down. Below the switch panel, you
can find a common toolbar to provide useful functions for users. The rest of the
screen area displays the configuration settings.

ALL-SGB452M

Curent usemame:

B tome GHL: 46% Avaiiable memory:30ME
B ok sstup — ] — 1

» PORT

» VLAN

» FauluSafety
» MSTP

» DHCP RELAY i3 &5 7 .8 23 2 9 31 33 35 37 33 41 43 45 47
» DHCPserver
» QoS 2 & 8 8 & 18 20 22 24 2 34 35 38 40 42 44 48 48 Consle SOF 52
» Addr Table
» SNMP

¥ SYSTEM

j:uuu llm W Tocesnet B CEoned|

Equipment configuration Port Statistics

Total number of devices VLAN 1 Kare seffings
Number of port aggregation a Mars selings
Port mirror aFF Mare seifings
IPIMACHPort binding OFF Mare settings
DHCP stiack far anii aFF Wlare setings

DOS attack for anti OFF Mar= ssitings

4.1 Quickly setting

In the navigation bar to select “"Quick Setup”, can create a VLAN in this module,
add the port in the VLAN, set the basic information and modify the switch login
password. The following picture:
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ALL-sceszv [

8 rome | ViANsetting || Othersettings |
B quick Setup VLAN setfings
»
PORT VLAN IP address LoD,

» VLAN

b Faultisately VLANDOS) 182.168.21 152 7
» MSTP 3 NowVLAN @ Delete selected VLAN First page Prev page Naxt page Lass;egs!:lr tpage
» DHCP RELAY
» DHCPserver
» QoS

P Addr Tabie o Newtrunk port. & Delete selected trunk port First pags Pravpage Nest page: Lost psgchﬁr-mgs
» SNMP

P SYSTEM

@ Next step ‘

[ parameter description]

Parameter Description

VLAN ID VLAN number,48GE default VLAN 1

VLAN name VLAN mark

Manage IP Manage the I[P address of the VLAN
device name Switch name

Manage VLAN Switches management in use of the VLAN

[instructions]

Native VLAN: as a Trunk, the mouth will belong to a Native VLAN. The so-called
Native VLAN, is refers to UNTAG send or receive a message on the interface, is
considered belongs to the VLAN. Obviously, the interface of the default VLAN ID
(PVID) in the IEEE 802.1 Q VLAN ID is the Native VLAN. At the same time, send
belong to Native VLAN frame on the Trunk, must adopt UNTAG way.

Allowed VLAN list: a Trunk can transport the equipment support by default all
the VLAN traffic (1-4094). But, also can by setting the permission VLAN Trunk at
the mouth of the list to limit the flow of some VLAN can't through the Trunk.

[ Configuration example]
1) VLAN setting: such as create VLAN 2 ,Sets the port 8 to Trunk ,Native VLAN 2

© ALLNET GmbH Computersysteme 2016 - Alle Rechte vorbehalten
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VLAN setting | | Other settings

13 15 17 189 21 23 25 27 29 31

AL AL ALY B jﬂﬂﬂﬂﬂﬂi
4 & 8 10 12 14 16 18 20 22 24 26 28 30 32

a Mot opticnal ﬁSeIected mﬁggr\agaﬁun DTrunk Tips - d

L3
g
E

VLAN setting || Other settings |

I new Trunk port =

choose pori to set up

5 7T 8 Mt 13 6 7 1% 21 23 25 27 289 31 331 35

3 5
EEEEEDEEEEEEEDEEE
4 B T W o oy 0 T 0w . 1y 0

1
5T T

L._.JL._JE L._.JL._.JL._.JL._.JL.JJL._.JL.JJL._.JLHJL._.JLHJL._.JL._.JLLr
2z 4 168 20 22 24 26 28 30 32 34 35

Eﬂminnal Notautinnal ﬂSeleded Eﬂﬁ.gmegatinn ETrunk Tips : dragto s«

alato slaptad 7) { Native Vian:
Allowing VLAN(such a

3.5,810)

2) Click "next step” button, into other settings, such as:
192.168.2.11, device name set as switch-123 ,default gateway with the DNS server set

as 172.16.1.241

manage IP address set as

| VLAN setting || Other seftings ‘

I device basic information

device pAime Switch—123

manage VLAN: 1 -
manage B; 102 188 2. 11 defaull gateway: 192 168 2 22
255.255. 255.0 ' DNS se 17201601, 241

Subnel mask:

[ _Seltings

'n
Use 192.168.2.11 to log in, set a new password for 1234
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£ = 23 X || (& Networks cu

4

| httpy//192.168.2.11

Welcome To Web Smart Management System
& usER LOGIN
FiezsS ihput u2sr rame and paszword |
Usemame:  admn
Password: eess
Language: |English E

LOGIN

4.2 PORT

In the navigation bar to select "PORT”. You may conduct basic config, port

aggregation, port mirroring , port limit and port isolation.

* PORT
* Basic Config

* PaortAggragation
*  Fort Mirraring
*  Part Limt

*  Forisolation

4.2.1 Basic config

In the navigation bar to select "PORT>basic config”. For panel port to port
described, port speed, port status, working mode, flow control, cross line order
configuration, the following picture:
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2 tome Port basic settings

,ﬁ (uickly Sel

b PORT

T e 1 3 5 7 3 M 13 16 17 19 21 23 25 27 29 31 33 35 37 30 41 43 45 47 49 5
- Basic Config_ inimslrinlninivinininiwinin i il nlwieininiwininin)
©pmaggreaion | |l T T 0

*  PartMirroring 2 4 6 8 10 12 14 16 18 20 22 24 25 28 30 32 34 35 38 40 42 44 45 48 50 82
o B Liit T Joptional 5 Not optionat i Sefected {1 Aggregation [..] Trunk [E{ip source enable part Tips : d I
* Storm Contral Port description{0-80 character): Port stafus: On ¥
* Partisolation Portspeed: Aulo - Working mode: Aulo v
» VLAN Flow control; Off v Crossfine order; Auta »
¥ Fault/Safety Sava setting
b MSTP
I Portlist
¥ OHCP RELAY
» THEP Server Port Port descripiion Poristatus  Portspeed | Working mode mega frame Cross line
b QOS Gi0i On Auto Ato 1518 Auto
¥ Addr Table -
Gioi2 an Auto Auto 1518 Auto
b SNMP
» LACP GiDi3 On Aufo Auto 1518 Alita
b SYSTEM ciol on Auto huto 1518 Auto
A fin futn Aun 1R1R tuttn

[ parameter description]

parameter description

port Select the current configuration port number
port status Choose whether to close link port

flow control Whether open flow control

Can choose the following kinds:
Aggregation

port speed 10M

100 M

1000 M

Can choose the following kinds:
Self negotiated

working mode 10M
100 M
1000 M
port described The port is described

Cross line sequence | Whether open intersection line sequence

[instructions]
Open flow control should be negotiated will close, negotiated close is to set port
speed rate and working mode; Set the port rate more than actual rate of port, the
port will be up.

[ Configuration example]
Such as: The port is set to 10 M, half duplex, open flow control and cross line
sequence and port state
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Port basic settings

‘I_SEE9II1'51_51?‘EJE12_32§;§'293£1333_53?@41@#554951
el e e R I R R R R L R WA T L R R L S [
2 4 & @ 10 12 14 16 18 20 22 24 26 268 30 32 34 36 33 40 42 44 46 48 50 B2
Ecphonal Erdomphonal ﬁSeleded m.ﬁ.ggregahon ETmmc E—'ip source enable port Tips @ arsg iect multiple p
Port description(0-80 character): Port status) On -
Port speed] 10M - Warking modp: Half duplex -
Flow control] On - Cross line ordery MDI -
Cave setngd |
4.2.2 Port aggregation

In the navigation bar to select “PORT>port aggregation”. In order to expand the

port bandwidth
picture:

B fome
Quickly Sat

» PORT

or achieve the bandwidth of the redundancy backup, the following

Port aggregation

Agaoregate port number{1-8):

Please select the port to jom the

*  Basic Canfig aggregate port:

132 5 7 9 11 13 15 17 19 21 23 25 27 23 31 33 35 37 39 41 43 45 47 49 o

« Port Mirroring 8 SRS R S R R e R S R SR P B T (][]

v Poitind A O 0 0 S T T 1 N O T R D
2 4 B B 10 12 14 16 15 20 22 24 25 28 30 32 34 38 35 40 42 44 45 48 50 B2

* Storm Contral

Port Isolation

VLAN

Fault/ Safety
MSTP

DHCP RELAY
ODHCP Server
Qos

Addr Table
SNMP

vy ¥ ¥ v v w w

Sjcphonal Not optional QSe\edea EAggregaiion ETrunk Elp source enable port  Tips & dragh

ot muiftiple ports

Add satting Save edit Cancel adit
Port agaregation fist

Agaregate port

[ parameter description]

parameter

description

Aggregation po

52GE switch can be set up eight link trunk group, group_1

rt to group_8

Member port

For each of the members of the group and add your own
port, and with members of other groups

[instructions]

Open the port of the ARP check function, the port of the important device ARP, the
port of the VLAN MAC function, and the monitor port in the port image can't be
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[ Configuration example]

Such as: set the

port 9, 10, for aggregation port 1, lets this aggregation port 1

connected to other switch aggregation port 1 to build switch links .

Port aggregation

Aggregate porf num
Please select the port

pert-) (L

to join the

aggregate port:

‘135FE1113151T1‘3212352?29313335373941«31‘«?4951
miwininl- | sinlaisisisisiniainleiainiaiainlwnln)mln
Sisisis| |BielsistsinisreIntein nlsinistain s o) m]m
2 4 5 g| 10|12 14 168 18 20 22 24 28 28 30 32 34 35 38 40 42 44 48 48 B0 B2

ﬂopﬂonal Qwompﬂonal Bt Selected mAggregaﬂon BTrunR Eip source-enablapart Tips @ drag to select mulliple por:

4.2.3 Port

mirroring

In the navigation bar to select “PORT>port mirroring”,Open port mirror feature,All
packets on the source port are copied and forwarded to the destination

port,Destination
port,Multiple po
.g_—;; Home

= Ciuickly Sel

¥ PORT

port is usually connected to a packet analyzer to analyze the source
rts can be mirrored to a destination port,the following picture:

Port Mirroring

Mirror group number{1-4) :

Please choose the source portiAllow multiple pors 10 select, Too much af the source part may affectthe device performance)

* BasicConfig

*  Puort Agaregation

Port Mirroring

¢ PorLimi

28 31 33 35 37 39 41 43 45 47 49 51

e I e e

@

2 4 6 8 10 12 14 16 18 20 22 N 32 "4 3 39 40 4-2 44 -1'3 4@ 50 52

* Storm Control

*  Puartisolation

T 10ptional §E7 Not optional B Selected [1] Agoregation 5.1 Trunk TE7 Ip source enable port Tips ¢ drac to select multiple part

Seleck-all Anii-sale

Please choose the destinafion port:(Can enly choose one port)

VLAN
Fault/Safety
MSTP

DHCP RELAY
BHEP Server
Qos

*y ¥ v v v v

EDmlonal ENotummnal QSaledea Eaggregatmn I'_L._"Trunn IJE|psuurce-enable port

Save edit Refresh

[ parameter description]

parameter

description

Source port

To monitor the port in and out of flow

Destination port

Set destination port,All packets on the source port are copied
and forwarded to the destination port
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Mirror group R 14
ange :1-

[instructions])

The port of the aggregate port can not be used as a destination port and the source
port, destination port and source port can not be the same.

[ Configuration example]

Such as: set a mirror group for port 10 regulatory port 4, 6, 8 on and out flow
conditions

Port Mirroring

Mirror group number{1-4) : 3

Piease choose the source port{allow multiple pors to select, Too much of the sourn

15 17 19 21 23 25 27 29 31 33
T T T e R
b T i TS A ST < T e A e T YA o TN e 2 v O
bl B ¥ it Bh i Bl it dich il
16 18 20 22 24 26 28 30 32 34

E{]Dtmnal il Mot optional Ia&h‘:meﬂ _i_'f-ggregatmn _.;_'Trunr{ Eln SOUTEE

Please choose the destinafion port:{Can only choose one part)

5 17 19 2 2 25 27 2 3N 3N
T S T

J [
@ C [

e el sl it BN
20 22 24 26 28 30 32 34

Eﬂphanal ﬁr\lutnphanal ﬁ elacted rT' Agaregation .. { el Trunk ril. [P SOUTTE

C Save adit Rafresh

4.2.4 Port rate-limit

In the navigation bar to select “PORT>port rate-limit”.
To port output, input speed limit, the following picture:
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Jﬂ_, Hame Port speed limit

Qo Sat

¥ PORT
+ “Basic Cofia 3 5 7 8 1 13 %5 17 19 21 23 26 27 29 31 33 35 37 30 41 43 45 47 49 H
asieConic | =y o7 o e C T e L B e 0 L o L O e
JMJujujujujujujujujujujuﬂﬂ
. ofAggregation || fs 2§ R R e f A r—@ R R A A fR e A A
FortAggregant |_JLJJLJLJJLJLJJLJLJJLJLJJL_JLJJLkJLJJLgJLJJ&JLJ&JLJLJLJLJLJDD
Péil Miriaring 4 B % 10 12 14 16 18 20 22 24 26 28 30 37 34 35 33 40 42 44 46 48 50 82

. 2
. | {1 ogtianal 5 biot aptional i Seiectad [7{ Agarenation §. ¢ Trunk [E] ip seurce enable port Tips : drag fo sslect mulfple port

¢ Sterm Contral input speed limit: * 0,16-10,000,00kbls

* Fortisolalion Output Speed limit: * 0,16-10,000,00k3/s
VLAN Save sattings

Fault/Safety i
MSTP
DHCP RELAY Poris Input speed fimit
DHCP Server

nneg

I Port speed fimit fist

Output spees fimit

y ¥ v v v v

1 1000Mbis 1000Mbss

[ parameter description]

parameter description

Set port input speed

Input speed limit

Set port output speed
Output speed limit

[instructions]

1 Mbit/s = 1000 Kbit/s = 1000 / 8 KB/s = 125 KB/s . That is, the theoretical rate of 1M
bandwidth is125KB/s .

[ Configuration example]

Such as: the port 9 input rate is set to 6400 KB/s, the output rate is set to 3200 KB/s
Port speed limit

EOptl-jnal Qrdampnanal ﬁsglectej '—?'ﬂkgarnganm 'J_'Trunk 5_..|n source enable port Tips : drag to selsc mullipls pe

Input speed fimit: 400 © 0,96-10,000 DOKDIs

Cutput spead limit:\3200

* 016-10,000,00KDds

4.2.5 Storm control

In the navigation bar to select “PORT>Storm control”,
To port storm control config, the following picture:
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B nome Broadcast storm

\,ﬁ, Quickly Sat

b PORT
v BasicCanfig 1 E i z E '1_1 1% 15 47 19 21 23 25 27 29 31 33 35 37 30 41 43 45 47 49 51

ol 8 sy ol B e ool 2 e Sl 3 sy el s B sy ol 8 el L e R i ol B s ol =

R O S I I S S O TS S A i g
* Part Miraring 2 4 B B 10 12 14 16 18 20 22 24 268 28 30 32 34 36 33 40 42 44 45 48 50 B2
*  Port Limit Opficnal Qrmtapriona\ ﬁSeledeu Ef«ggragarion ETrunh Eip source enable port Tips : drag to select mulliple poris
Broadcast limit: ' 0-262743(pps)
* Porlsolation Multicast fimit: * 0-262143{pps)

* VLAN Unicast fimit: * 0-262142{pps)

» Fault/Safety Save settings |

» MSTP | =

» DHCP RELAY I Broadcast storm list

P DHCP Server Ports Broadeast limit{pps) Multicast limit(p

[ parameter description]

parameter description
Storm suppression value of the broadcast
Broadcast packets
suppression value
Multicast Storm suppression value of the multicast
suppression value packets
Unicast suppression ) )
Storm suppression value of the unicast packets
value
[instructions]

1 Mbit/s = 1000 Kbit/s = 1000 / 8 KB/s = 125 KB/s. That is, the theoretical rate of 1M
bandwidth is125KB/s.

[ Configuration example]
Such as: should be forwarded to the port 1-8 of all kinds of packet forwarding rate is

5000 KB/s

Broadcast storm

i3 = 7l9 o3 is 7 18 ;2328 2726 31w 3 | 8 a5 a7 g 5
EHEHH PR ELELELELELE PRI
24581121$1E|122224252830323-*3.338-104244-‘.5-‘.85052

[ IOptional g Net optional § Selected 71 Agaregation T Trunk TE]Ip source enanle port Tips : dreg to select multiple ports

Broadcast lmit] so00 ' 0-262143ppis
Mulficast fimit] 5000 ‘ (-262143ppis
Unicast limit| sooo[ ‘ 0-262143ppis

G
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4.2.6 Portisolation

In the navigation bar to select “PORT>port isolation”, ports are isolated. The
following picture:

B tome Port isolation

B uickly Set
Please choose the isclation port:

* PORT
+ BasicCanfiz A2 B f 8 M A% Ap AN 18 2% 280 25 H 2 3 33 3 90 39 4% B85 W 49 51
; winieininisinisinivinisinininininiainintnlininielnim
" FoRSamE L T 0 T T N O T O T N O T O T R OO o e o)
*  Port Mirraring 2 4 & g 10 12 14 15 18 20 22 24 25 B 30 32 34 36 38 40 42 44 45 48 50 52
o PortLimit ﬁOptiona\ E;]I‘-lotopliona\ ﬁE‘eleded mAggregaﬁon ETrunk E\p Source enable port- Tips & drad W selec] mUlliple
* Storm Control Save Garicel Select-all Anfi-select €
Gotiorety
I Part isolation Hist
* VLAN |
» Fault/Safety SSUICE part |
P MSTP
» DHCP RELAY
[ parameter description]
parameter description
Source port Choose a port, to configure the isolated port
lsolated port Port will be isolated
[instructions]

Open port isolation function, All packets on the source port are not forwarded from
the isolated port, the selected ports are isolated.
Ports that have been added to the aggregate port aren't also capable of being a

destination port and source port, destination port and source port cannot be the
same

[ Configuration example]
Such as: the port 3, 4, 5, and 6 ports are isolated

Fort isolation

Please choose the isolation port:

1 3 5 7 9 #1315 1
B Jt el el 8l D Bl 3l B
et T Bl AT S Ak

2 4 B B 10 12 14 16 18

Eomional ENotomional ﬂSeledeu Eﬁ.ggregatiun ETrunK Eln source enable-port Tips : drag 1o s8lsct multiple pons

= o= Seleckall Anfi-seled Canesl
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Port isolation list

Source port Isolate port Operation

3 343536 X

M 333536

X
35 333436 X
X

36 333435

4.3 VLAN

In the navigation bar to select “VLAN". You can manage the VLAN config, Trunk

Settings and Hybrid Settings. The following picture:

| VLAN setting | | Trunk-port setting | | Hybrid-port setting
I VLA Tist
il VLAN ID VLAN pame
1 VLANDOOT

i New VLAN & delete selected VLAN

4.3.1 VLAN config

In the navigation bar to select “VLAN config”. VLANs can be created and set the
port to the VLAN (port default state for the access mode) ,the following picture

B ome | “ Trunk-port setting “ Hybrid-port setting ‘

?. Quickly Set I VLAN fist

* PORT
* VLAN

= VLAN ID VLAN name

- 1 VLANDOG1

¥ Fault/Safety &3 New VLAN & delete selected VLAN
* MSTP

¥ DHCP RELAY

b Q05

¥ Addr Table

> SNMP

* SYSTEM

[ parameter description]

parameter description
VLAN ID VLAN number,48GE default VLAN 1
VLAN name VLAN mark
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| VLAN IP address | Manage switch ip address

[instructions]
Management VLAN, the default VLAN cannot be deleted. Add ports to access port,

port access mode can only be a member of the VLAN.

[ Configuration example]
Such as: connect switches pc1, pc2 couldn't ping each other, will be one of the PC

connection port belongs to a VLAN 2

| VLAN setting || Trunk-port setting || Hybrid-port setting |

e New VLAN

et VLAN ID(1-4084)| 2

e
Q VLAN name (1-32 character)| VLARODOZ

Choose o join the VLAN port:

1 3 5 7 9 11 13 15 17 19 21 23 25 27 29
NI i O e 8 e 0 i L e i S Sl (0
FISLNESUS I "I L = L L L L
2 4 6 10 12 14 16 18 20 22 24 26 2B 30
ﬂﬁphonal BHJI apfienal Hc‘-nlpdpa 17 Aggregation J_L-'Trunl- Tif

4.3.2 Trunk-port setting

In the navigation bar to select “VLAN config>trunk-port setting”, Can set port to

Trunk port, the following picture:

| VLN setting \‘H Hybrid-port setting |

aportis allowad to pass through & plurality of VLAN packats, the portis setto a Trunk port, /s recommendedthat the porf of the netwark dewice e settothe Trunk part, When the portis addad fo allow VLAN, VLAN must be created

axplain; If

I Trunk port list

[l port port description Native Vian Allowing VLAN operation

() New Trunk-Port &) delets selecled Trunkport fristpage prevpage 1) nedpage (astpaget Ipage

[ parameter description]
parameter description
Native VLAN Only set one
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| Allowing VLAN | Can set up multiple

[instructions]

Native VLAN: as a Trunk, the mouth will belong to a Native VLAN. The so-called
Native VLAN, is refers to UNTAG send or receive a message on the interface, is
considered belongs to the VLAN. Obviously, the interface of the default VLAN ID
(PVID) in the IEEE 802.1 Q VLAN ID is the Native VLAN. At the same time, send belong
to Native VLAN frame on the Trunk, must adopt UNTAG way.

Allowed VLAN list: a Trunk can transport the equipment support by default all the
VLAN traffic (1-4094). But, also can by setting the permission VLAN Trunk at the
mouth of the list to limit the flow of some VLAN can't through the Trunk.

[ Configuration example]
Such as: PVID=VLAN2
PC1: 192.168.2.122, port 8, access VLAN2
PC2: 192.168.2.123, port 9, Trunk allowed VLAN 1-2
PC3: 192.168.2.124, port 10, access VLAN1 (The default port belongs to VLAN1)
Can let the PC2 PING PC1, cannot PING PC3

| VLAN setting H Trunk-port setting H Hybrid-port setting ‘
I VLAN list
VLANID VLAN name VLAN IP address port operafion
o VLANODOT 19216821 17852
| 2 VLAMO002 8 o 4 b 4
&) NewVLAN & delete selected VLAN first page prev page [1] nextpage lastpagel
| VLAN setting : | Trunk-portsetting || Hybrid-port setting

___________~————’J"; New Trunk-Port

Please select port to setiing:

13;?111_3151_?192_1232_5;;
FhEdwisu. mawhelwieiwheieis
O 2 O O T B A W A
2 4 6 8 10 12 14 16 18 20 22 24 26 2

ﬂDpTimnal Er‘lotapﬂﬁnal ESelected Eﬁ.ggregatimn ETI

Native Van {1-4094):| 2

Allowing VLAN{such as
358,100 1~z
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4.3.3 Hybrid-port setting

In the navigation bar to select “VLAN config>hybrid-port setting”, Can set the
port to take the tag and without the tag ,the following picture:

| VLN setting || Tunk-portsetting || Einrid-pmseninﬁ)‘

I Hybrid port fist

i} port ‘port description Native Vian Add TAG VLAN Remove TAG VLAN operation

J New Hybrid-port & delete selected Hybrid-port first page prev page[1] nestpage last pagel Mpage

[instructions]
Hybrid port to packet:
Receives a packet, judge whether there is a VLAN information: if there is no play in
port PVID, exchanged and forwarding, if have, whether the Hybrid port allows the
VLAN data into: if can be forwarded, or discarded (untag on port configuration is not
considered, untag configuration only work when to send it a message)
Hybrid port to send packet:
1, determine the VLAN in this port attributes (disp interface can see the port to which
VLAN untag, which VLAN tag)
2, if it is untag stripping VLAN information, send again, if the tag is sent directly

[ Configuration example]
Such as: create vlans 10, 20, VLAN sets the Native VLAN port 1 to 10, to tag VLAN for
10, 20, sets the Native VLAN port 2 to 20, to tag VLAN for 10, 20

i VLAN setting ‘ ‘ Trunk-port setting ‘ ‘ Hybrid-pert setting |
I VLANlist
VLANTD VLAN name VLANIP address port operation

1 VLANDOO 192.168.2.1 162

10 VLANOD10 g X

20 VLANDO20 z X

J New VLAN @) delete selected VLAN first page prevpage [1] nextpage lastpagel I1page

| VLAN setting | | Trunk-port setting | | Hybrid-port setting

tosig| New Hybrid-port

5 v o

2 5 7 9 1 13 15 17 19 21 23 2
elalaialnlnlain el

T 1, A T T T s T e e T T Ry TR P, T, e A T I e s e e e T T Ry

2 4 6 B 10 12 4 16 18 20

E{]ptiunal Er\lm aptional ESelette-'_l Eﬁggregaﬁun ETrunk Tips

Native Vian(1-4084% 10°
VLAN TAG (3-5,8,10% 1

Go 1o VLAN'S TAG (such a
3-5810F 10,20

4 = = m
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VLAN setting Trunk-port setting Hybrid-port setting
xplain: If 2 portis allowed to pass through a plurality of VLAN packets, and can set the packet fo carry the YLAN header, the portis setto the Hybrid pert
I Hybrid port list
port port description Native Vian Add TAG VLAN Remaove TAG VLAN operation
1 0 1 10.20 7 X
20 1 1020 Vil %X

J New Hybrid-port & delele selected Hybrid-pori fristpage prevpage [1] ned page lastpagel 1page

This system e0/1 and the receive system e0/2 PC can be exchanged, but when each
data taken from a VLAN is different.

Data from the pc1, by inter0/1 pvid VLAN10 encapsulation VLAN10 labeled into
switches, switch found system e0/2 allows 10 data through the VLAN, so the data is
forwarded to the system e0/2, because the system e0/2 VLAN is untagged 10, then
switches at this time to remove packet VLAN10 tag, in the form of ordinary package
sent to pc2, pcl - > p2 is VLAN10 walking at this time

Again to analyze pc2 gave pc1 package process, data from the pc2, by inter0/2 pvid
VLAN20 encapsulation VLAN20 labeled into switch, switch found system e0/1 allows
VLAN by 20 data, so the data is forwarded to the system e0/1, because the system
e0/1 on the VLAN is untagged 20, then switches remove packets on VLAN20 tag at
this time, in the form of ordinary package sent to pc1, pc2 at this time - > pc1 is VLAN
20

4.4 Fault/Safety

In the navigation bar to select “fault/safety”. You can set anti attack. channel
detection and ACL access control configuration .
* Fault/Safety
*  AntAftack
* Channel Detedion

¢ Al Access Confrol

4.4.1 Anti attack

4.4.1.1 Anti DHCP attack

In the navigation bar to select “fault/safety>anti attack>anti dhcp attack”. Open
the DHCP anti-attack function, intercepting counterfeit DHCP server and address
depletion attack packets ban kangaroo DHCP server, the following picture:
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B Home ‘ AnnDHcPAnac || Anti DOS P Source Guard || Anti Three Bind

® cuiony e Protechcm Status
¥ PORT : :
Description:  Open the DHCP ant-attack function, intercepting counterfalt DHC server and address deplefion attack packets han kangarog DHCP sever
» VLAN

~ Fault/Safety ; _@ Users can customizely set DHOP frusted ports.

Con ac)

* Channel Distacfion

* AgtAceass Conlrol

[instructions]
DHCP trusted port configuration. Select the port as a trusted port. Prohibit DHCP for

address, select the port and save, you can disable this feature for the port.
Open DHCP attack prevention function, need to set the DHCP protective vlan
simultaneously, other functions to take effect.

[ Configuration example]
Such as: 1.dhcp snooping open

| Anti DHCP Attack H Anti DOS H IP Source Guard H Anti Three Bind
IProtErﬁonStmus"

Descnphon:  Open the DHCP ant-attack function, intercepting counterfait DHCP sarver and address depletion attack packats ban kangaroo DHCP s¢

I lpen i Users can cuslomizely sel DHCP trusted poris
e

2. Settlng dhcp snooping vlan

| OHCP Trusted Port Prohibit DHCP For Address Source MAC Verify OPTIONEZ Binding Table Other Confguration.

Dhep Snooping Vian :O i

Set the connection router 10 ports for trust, then 12 port is set to the prohibit

| DHCP || DOS || IP Source Guard || IPiNaciPort |
I Protection Status
| Users gan setcustom DHCP trusted pors,

I DHCP configuration

DHCP Trusted Port Prohibit BHCP For Address Source MAC Venly OPTIONS2 Binding Table o

DHCP trusted ports :

1 3 5 7 8 N 15 17 1% 21 23 35 27 28 31 33 35 37 35 41 43 45 47 -489 51
T T ST T T T T IR S S T T
sisists( \Sisisisisisisisisisinivisivisivisistsini=
2 8 8 0512 18 20 22 24 26 28 30 32 34 35 3B 40 42 44 45 43 50 B2

1 optional T2 Not optional F-Selected T1] Aggregation [.{ Trunk [E{ip source enable pert Tips : drag (o select mulliple ports

G
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DHCP Trusted Port Prohibit DHCP For Address Source MAC Verily OPTIONE2

Prohibit DHCP port @

8 1315 W 18 21 23 25 A7 28 31 33 35 Ay 38

[
ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ'
LAl I AL L S L P AL A AL L S AL I AL LT

8 10 14 16 18 20 22 24 26 2§ 30 32 34 35 38 rﬁl

D_Dpﬁmal ﬁmm optioral ﬁsmen:mu mﬂggregaﬁnn ELTmnr J_E—ﬂ,msnumee.nahla portt T

3.Verify source mac FO:DE:F1:12:98:D2,set server ip address to 192.168.2.1

DHCP Trusted Port Prohibit DHCP For Address Source MAC Verily OPTIONS2 Binding Tabie Other tﬂnﬁgﬁmﬁon

Source MAC Verify Enable :
Mac Address \F0-ds-1:12:68 82,

G oty
F. e

DHCP Trusted Part Prohibit DHCP For Address Source MAC Verify OPTIONS2 Binding Table

Dhep Snooping Vian : ’

Server IP afdress : .

4.Set option82 information

DHCP Trusted Port ‘Prohibit DHEP For Address Source MAC Verify OPTIONSD Binding Table Other Configuration

‘ Options2 Enabra(_@_)

Client Option82 Enable :

‘Cireuit control Remote Agent IP address

T ——

Option&2 Enable ;  [¥]

Client Option82 Enable : ]

Remoie VLAN 1D @ :
> O
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=

Option82 Enable : |

Client Option82 Enable : W1

Circuii control Remote Agent

1P Address : vianiG_q

5.The port 7 for binding

DHCP Trusted Pord Prohibit DHCP For Address Source MAC Veriiy QPTIONSZ Binding Tahle Other Configuration

Mac Address : ,80701:15:009:37:30%

VLAN ID

Port NHumber ;
1

T e et P i et

4.4.1.2 Anti DOS

In the navigation bar to select”fault/safety>anti attack>anti dhcp attack”,Open
the anti DOS attack function, intercept Land attack packets, illegal TCP packets, to

ensure that the device or server to provide normal service to legitimate users.,the
following picture:

| Anti DHCP Attack |||| IP Source Guard || Anfi Three Bind |

I DOS attack protection

explain: Qpen the anfi DGE attack function, InferceptLand atack packets, llegal TCP packets, to ensure thatihe device or seqver lo provide normal service to legifimate users

o o)

[instructions]

Open the anti DOS attack function, intercept Land attack packets, illegal TCP packets,
to ensure that the device or server to provide normal service to legitimate users.

[ Configuration example]
Such as: Open the anti DOS attack function

| AntiDHCPAttack || AntiDOS || IP Source Guard || Anti Three Bind
IDﬂSattnckpnﬂewen

explain

Open the anti DOS attack function, Intercept Land aftack packets, illegal TCF packets, to ensure fhatthe device or servarte provide normal sarvice to legitimate users.

&)
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4.4.1.3 IPsource guard

In the navigation bar to select”fault/safety>anti attack>ip source

guard”, Through the source port security is enabled, on port forwarding the packet
filter control, prevent illegal message through the port, thereby limiting the illegal
use of network resources, improve the safety of the port,the following picture:

| DHcP || Dpos || || IPMaciPort |

P source protection port enable configuration

Please select the [P source to
protect the port:

Eomional @Hm oplional ﬁSeleded Ei\.ggregation ETrunlr. Ejp source enable port Tips @ o

frag o seled mulliple ports
Sgve

I IP source protection port secunty configuration

indey

source IP address source Mac address

port Vian ID
4 new security port

[instructions]

Add the port that is currently being used as a IP source protection enable port, the
port will not be able to use.

[ Configuration example]

Such as: to open source IP protection enabled port first,then to binding

| DHCP || DOS || IP Source Guard || IP/Mac/Port |

IP source protection porf enable configuration

Please select the IP source to
protect the port:

12 5 7 8 11 13 158 17 19 21 23 25 27 28 31 33 35 37 39 41 43 45 47 49 51
A T T S T T T I T R T T T P C T O

168 0 1 W W g W, Y 6 10 8 8 o o
(G RTINS A f SR ) I A A A O O O
2 4 5 B 10 12N\J4/95 18 20 22 24 26 28 30 32 34 35 38 40 42 44 46 48 B0 B2
Domlonal El‘dmuntlonal ﬁSelectea I[’i’..'.h.ggreg:-ltmn E.]Trunk Eio‘source enable port Tips

€D
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VianlD: |1

source IP address:| 182 165, 2, 30

source Mac address| 00:01:0&:23:45:35

A1 3 5 7 § 11 13 15 47 18 21 23 25 27 2 I 3 I 3
& S0 1 S 20 A S 5 SR 8 A A A o 1 O L 0

yd || T 7optional 57 Mot optional T Selected [11Ag

S

4.4.1.4 Anti three bind

regation [..] Trunk § E7 Ip source enabl

In the navigation bar to select”fault/safety>anti attack>anti three
bind”,Automatically detect the port based IP address, MAC address of the mapping
relationship, and then realize the function of a key binding,the following picture:

‘ Anti DHCFR Attack || Anti DOS || IP Source Guard |~ Anti Three Bind
L

I Test list

explain: Automatically detect the port based|P address, MAC address of the mapping relationship, and then realize the fundion of a key binding

note: A bond must be bound before the binding 1o enable the switch to apen
Binding enable [

Ej mac address
Scanning ABinding
I Application List

|l mac address

e Delete option

[instructions]

Ip address

Ip address

A bond must be bound before the binding to enable the switch to open,And if you
want to access shall be binding and switch the IP address of the same network

segment .

[ Configuration example]

Such as: the binding to make first can open, must be a key bindings port 7
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Binding enable |7

m mac address Ip address Part number
] 3C8T:0E4F5TF2 10.10.10.111 10
i ICOTIE4F5TR2 1921881112 10
] ICATOE4F5TF2 162168.168.22 10
Eil ICATUEARSTF2 1821682 11 B}
o 00:01:15:03.37.35 169.254 131107 4
frist pane prevpane [1] ned page lastpagal {1page

| Application List

i mac address ipaddrass Port number
| ICHTOESFETR2 10245824 10
@ Delete opiion frist page pravpage[f) nexpage lasipagel  pace

Can check the delete option.

4.4.2 Channel detection

4.4.2.1 Ping testing

In the navigation bar to select”fault/safety> channel detection>ping
testing”,Use ping function to test internet connect and host whether to arrive. The
following picture :

B Home ‘ Ping testing H Tracert testing || Cable testing |

E Quickly S=t
Explain: Useping function to test internat conmeact and host whether to arrive.

P PORT :

P VLAN destination IP address:

¥ FaultfSafety Timeout period(1-10% 2
*  Anti Atack Repeatl number{1-1000): 5
| Startmanitoring |
* AclAccess Control | | monitoring results:
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[ parameter description]

parameter description

destination IP

address Fill in the IP address of the need to detect
Timeout period Range of 1 to 10

Repeat number Testing number

[instructions]
Use ping function to test internet connect and host whether to arrive.

[ Configuration example]
Such as: PING connect the IP address of the PC

| Ping testing || Tracert testing || Cable testing

Explain: Use pingfunction ta test intermet connect and Rast whether ta amive,

destination IP address: | 192 168 2. 1]

Timeout perod{1-19): (2

Repest number{1-1000):

Konitoring resulls;

FING 192 16821 (192 168 2 1}, 56 data bytes

A4 pytes from 192,168 2.1 Icmp_seq=0 =54 fime=0.0 m=s
ad bytes from 192168 21, lomp_seq=1 =54 time=0.0 mzs
gd bytes from 192.168.2 1; lemp_seq=2 =54 time=0.0 ms
G4 bytes from 1892.168.2.1; lomp_seq=3 =64 time=0.0 m=s
G4 bytes from 122 168.2.7; icmp_sedg=4 =64 time=0.0 ms

(%3]

— 182168.2.1 ping siatistics —
5 packsets tfransmitted, 5 packets received, 0% packet oss
round-trip minfavgimax = L0000 ms

4.4.2.2 Tracert testing

In the navigation bar to select”fault/safety> channel detection>tracert
testing”, Tracert detection can detect to the destination through the .following
picture :
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| Ping testing H@H Cable testing

axplain: Tracer detection can detectto the destination through the gateway, the function Is used to detect more is Up lo-and reach the destination path. Ifa destination unreachable, diagnoss prablen

destination IP )
address:

Timeout )
period(1-10); 2

start testing

testing resulis

[ parameter description]

parameter description

destination IP

address Fill in the IP address of the need to detect
Timeout period Range of 1to 10

[instruction]

the function is used to detect more is up to and reach the destination path. If a
destination unreachable, diagnose problems.

[ Configuration example]
Such as: PING connect the IP address of the PC

| Pingtesting || Tracerttesting || Cable testing
expiain: Tracert detection can detect to the destination through the gateway, 1

destination IP
address; @
Timeout
period{1-1 L'r
stErt testing

testing results

4.4.2.3 Cable testing

In the navigation bar to select”fault/safety> channel detection>cable tracert
testing”,Can detect connection device status ,the following picture:
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| Ping || Tracert ||< Cablatest)|

Salect port:

M 13 16 17 18 21 23 25 ZF 280 31 33 35 37 39 41 43 45 47

9
Eﬂuﬂuﬂuﬂuﬂuﬂuﬂuﬂuﬂuﬂ
fod T o el B Bl 3 T} R B By B B I 2 A B B Y Bd

10‘121-&15182[]2224252230323—43538404244:1643

[ Toptional §E] Mot aptional i Selected §1] Aggregation §..] Trunk [E{ip source enable port

Stort test |

[ Configuration example]

| Ping H Tracert || Cable test ‘
Select port:
135 78U BHTMABEA BN D BN MG A
e oS eNaEWa Wi Wa N e Wa R ¢ W EWaW O ST WA L.
B8 2 ES BT PSRN DTN O TN NS £ S0 £ RS RIS PR LS T 0 7
2 4 @ 8 10 12 14 18 18 20 22 24 28 28 30 32 24 35 34 40 42 44 46 48

Eﬂnﬁnnal ﬁl\lutnnﬁnnal ﬁ-‘;‘»eleded EAggregaﬁnn ETrunk Eip source enable pon

==

4.4.3 ACL

In the navigation bar to select”fault/safety>ACL",Can be applied to port ACL rules

and Settings to take effect in time

8 ome | ACL effective time || ACL access control || Application ACL |

% Quickly Set : T
note: Time abject is used o define the effective time of the pallcy

v

PORT
VLAN

* Fault/Safety
*  Anii Aftack

v

@ Create anewobject ©)  Selact an existing object

New object name:

Time slot;| | . | | .

* Channe| Detedion |
Save configuration
-
I Time abject list:
MSTP
DHCP RELAY Taneweek

QoS 2 delete object
Addr Table

Selection dalg:D Monday El Tuesday [F Wednesday il Thursday [ Friday Flsatur

SNMP
SYSTEM

Yy v v ¥v ¥ v
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[instruction]

The ACL rules are sequenced, row in front of the match will be priority rule. Many, if
the strategy items operating time is relatively longer.
Basic principles:
1, according to the order, as long as there is a meet, will not continue to find
2, implied refused, if don't match, so must match the final implied refused entry,
cisco default
3, any only under the condition of the minimum permissions to the user can satisfy
their demand
4, don't forget to apply the ACL to the port

[ Configuration example]
such as: test time is every Monday to Friday 9 to 18 points, set port 1-8 cannot access
the network
steps: building ACL time - building ACL rules - is applied to the port

‘ ACL effective time || ACLaccesscontrol || Application ACL |

notes Time abject is used to define the effective fime of the policy

@ Create anew object Seledt an existing ooject

Mew abject name: sorking—tizs

Selection dal@I ¥ Monday ¥ Tuesday [ Wednesday iziThursdaf [ Fridday [F saturday [F Sunday

= r
Time siof; B-00 1 - 18:-00] | e
Save configuratio
I Time obiect listl workino-time -
‘ ACL effective time | ‘ ACL access control | | Application ACL

O/ ACL numbsf: 100 =" Matching protocol: | TCP <

‘ actiop forbid - Effective time: wor‘kin'gfﬁ'mé -

source |P address arbitrary: [#]

source portarbitrary; @i 0

destination IP address
arbtirary: (] ()
destination port arbitrany: =] G

the range of sourcg -
port(0-65535): 80

N - |
I Choosa the ACL access control st for the view 100 v Rulelist
Rule order action Agresment source IPimask source port destination [Pmask destinationport | Obect of effective time siate
1 deny tep anyiany any anylany ] working-ime Inacive
2 permit i anylany any anylany any none acfive
é} telete ACL fmstpage prevpage[1] nedpage lastpaget | 1page
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Timetables || ACL || Application ACL

8 M 3 15 W 1| 21 23 28 27 29 31 33 35 37 30 41 43 45 47 49 B

L S S S S S S R A S S T S T ST S S S S T ] ]

10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 45 45 S50 52

L

T {optional T Notoptional § Selected 111 Agoregation [ Trunk TEJ ip source enable port Tips © dizg

liple pors

ACL st 100 = Select-all Anii-select 1
Filtering direction] | Receive massage

4.5 MSTP

In the navigation bar to select”MSTP”,you can set to the MSTP region and MSTP
bridge configuration.
* MSTP
« MsipRegion

* Msip Bridos

4.5.1 MSTP region

In the navigation bar to select”MSTP>MSTP region”,Can modify the domain and
domain name, add instance is mapped to a VLAN.the following picture

E Home I Mstp Region Configuration
jekly Sa
!' Quickly Set Descriplion: region configuration prompts.
» PORT S
H 7 . 2 e
> N Region name : 6008080 (11032 charactars)
> Revision Level : D * (D {0 55535 default 0)

Fault/Safety
~ MSTP e

JE5TH Rer | I Instance Mapping

*  Msip Bridge

fDescription: mapping-related tips
b DHCP RELAY
*r QOS Instance D : 1 -
» Addr Tahle Vian I : * Forexample : 1,357-10
P SHmP Save Delate
P SYSTEM |

I Mapping List

Instance D
]
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[ parameter description]

parameter description

Region name Configure the region name

Revision level Parameter configuration revision level
Instance ID Select configuration instance ID

VLAN ID Mapping of the VLAN configuration instance

[instruction]
An instance can only be mapped to a VLAN, instance and VLAN is a one-to-one
relationship.

[ Configuration example]
Such as: change the region to DEADBEEF0102, region name is 123, instance 4 is
mapped to a VLAN 2, in the first need to create a VLAN 2

I KMsip Reqgion Configuration

Description: region configuration prampts
Region name : | DEADBEEFD10Z * (11g 32 characters)
Revision Level 1 | 123 Y (Do 65535, default O)
( save |

I Instance Mapping

ipllon:  mapping-related tips

nstance ip: 4 \  w
Vian I ; 21_7 * Forexample : 1,3,57-10
._Save ] Delete
I Mapping List
Instance ID Mapping Vian
0 14004

4.5.2 MISTP bridge

In the navigation bar to select”MSTP>MSTP bridge”,Can be related to bridge, port
configuration,the following picture:
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E Homa I Mstp Begion Configuration
B Guictly Set e =
Hegion name :  00E04C000000 (110 32 characters)
+ PORT Revision Level : 0 " {01o 65535 default D)
F VLAN
Save

¥ Fault/Safety
» MSTP I instance Mapping

' mstance D: 1 7

* Wsip Bridge Vian 1D : Forexample : 13,5,7-10
¥ DHCP RELAY Save Detete
¥ DHCP Server

l Mapping List

¥ QOS5
» Addr Table Instance ID Mapping Vian
b SNMP 0 1-4004
* LACP

-

SYSTEM

[ parameter description]

parameter description

inst-priority Whether open instance priority setting
Instance ID Select the created instance id is configured
enable Whether to open the STP bridge function

Priority setting bridge example, the default
instance bridge priority for 32768

mode The model is divided into: the STP, RSTP, MSTP
Hello-time Switches sends bpdus in packet interval

Ports are not yet received a message in the
time, will initiate topology changes
Forward-delay The state of the port switch time

Bridge priority

Max-age

Set port instance priority, defaults to 128, you

Port-priorit
P y must enter multiple of 16, the range of 0-240

Path-cost Configure port costs

Port-fast Select configuration state
Auto-ege Select configuration state
Point-to-point Select configuration state
Bpdu guard Select configuration state
Bpdu filter Select configuration state
compatible Select configuration state
Root guard Select configuration state
TC guard Select configuration state
TC filter Select configuration state

[instruction]

(1) (hello_time+1)x2<=max_age<=(f_delay-1)x2 ,enable the switch to set instance

priority.

(2) Enable STP or switch mode would spend 2 times of the forward delay time.

© ALLNET GmbH Computersysteme 2016 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
43



ALL-SG8452M - User Manual

[ Configuration example]
Such as: 1) Open the STP, configuration has to create an instance of the priority,
configuration time parameters, set the pattern to MSTP

I Mstp Eridge Config

Tip=:z  (hello_fime+1 m2==max_age==(T_delay-1}=2 enable the switch (o setinstance priarty.

Attention: Enable STP or switch mode would spend 2 times of the forward delay ime

mstpriority :/ ¥

instid :\ 4/ - priority :( 8192 .

enable: (& gn) 7 of mode: (2 sip rstp (@ mstp |
hello-time :/ 2 v (=10s) max-age: 15 | *  (B=405)

f-delay 110 / * (4-30s) max-hops ;' 20 / ©o(1-40)

(s show bridge info

.| Mstp Bridge Information

StpVersion: mstp
SysStpStatus: disable
Bridgelaxkge: 20
BridgeHellaTime: 2
| BridgeForwardDelay. 15
MaxHops: 20
TxHoldCount: 6

instance [0}
LocalBridgs: 32768 - 00:94:00:00.08:07
: 4 TimeSinceTopologyChange: 0d.0n:0m:0s
- / TopologyChanges: 0
DesignatedRoot 0 - 00;00:00:00:00:00
RootCaost 0
RootPart: 0
CistRegionRaot 0 - 00:00:00:00:00:00
CistPathCost 0

2) Set MSTP has launched port configuration, select the created instance, set priority
(port configuration is not online, on-line configuration will only take effect, can click
on the "view the current configuration" button to view the configured completed)
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I Mstp Port Config

inst:| 4 = priority : [128 * |i0-240,5t2p 18)
port-fast ;| '@ off ) on path-cost : [auto * fautm ar4-200000000
autoedge :| © of @ on pointtopoint: |0 of © on @ agin

bpdu-guard ;| @ off ' on compatible : |@ of O on
bpdu-filler :| @ off 0 on roolguard ; | @ pone U ool
teguard:| @ off O on teignore: [ @ of  © on

LS S L LR L L LS LS IS i3 L L iy i1ty
2 g 8 10 12 14 16 18 20 22 24 26 28 30 32 34 3 40 42 44 45 48 50 52

Eopﬁonal @I‘Jotopﬁonal ﬁ‘:‘.elsded Ef\ggregation ETrunk Elp source enable port

show current port |

i.H!‘.tp Port Information [ Gi0/4 ]

- {Gil4]
| | PorttdminPortFast disable
|| PortOperPartFast disable

| | PortAdmin&utoEdge: enable
| PortOperdutoEdge:; disable
| PortddminLinkType: auto

| PortOperLinkType: share

| PoriBPDUGuUard: disable

| ForBPDUFter: disable
eige . { o | PodTCGuard disable

4.6 DHCP relay

In the navigation bar to select”DHCP relay”,you can set to the DHCP relay and

option82.
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* DHCP RELAY
* Dhecp Belay

*  aptiongZ

4.6.1 DHCP relay

In the navigation bar to select”DHCP relay”,Open the DHCP relay function, set up
and view the relay server IP address and its status.the following picture

E Home I DHCP refay enable state
® quiciay sst Explam: Dpen the DHCP relay funclion, set up and view the relay server [P address and its status
P PORT =
DHCP relay enable: |

P VLAN

DHCP OPTION trust field enable: [V
P Fault/Safety
F MSTP

* DHCP RELAY
* opfiongz
P QOS5
b Addr Table
P SNMP
P SYSTEM

[ parameter description]

parameter description

IP address DHCP server address

status Invalid and vaild
[instruction]

If open the function of relay agent, then receives the broadcast DHCP message, to be
delivered in the form of unicast to configure on the server. The DHCP server to IP and
switches in the same network segment will only take effect.

[ Configuration example]
Such as: setting DHCP server ip for 192.168.2.22

I DHCP relay enable state
Explain; Open the DHCF relay function, setup and view the relay sefver P address and s status

DHCP relay enable; ¥
DHCP OPTION frust field enable: 7]

I GHCP relay config

Sl DHCP relay senver IF address config

DHCP server 1P 192, 188.2.27)

Add ) | Delete

Serial number IP-address Stalus Opretion

1 0000 nvalid

frisipage prevpage (1] ned page lasipagel
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4.6.2 Option82

In the navigation bar to select”DHCP relay>option82”,can set to OPTION82circuit
control. proxy remote . ip address. the following picture:

E Home I Option82 config
" Quiickly Set Clroull confrol The received DHCP reguest message from the ciroult identification, only in the relav agent node infernal s
» PORT Proxy : Ingeneral, an access |ayer switch for the MAC information s inseded into the oplions2
» VLN Proxy remote IP aijdrass
P Fault/Safety
» MsTP Circuit controf: : VLANID 3
* DHCP RELAY FEE
* Ohecp Relay
Serial number Circuit control name Circuit conti
» Q0S5
b Addr Table
» SNMP
» SYSTEM
[ parameter description]
parameter description
VLAN id the DHCP request message in the VLAN, value range is 1
~ 4094
Circuit control Circuit ID to populate the user custom content, scope of
string length is 3 ~ 63
Proxy remote Configuration ASCIl remote id string value, the length of
the range of 1 ~ 63
IP address Decimal IP address

[instruction]
Switches, relay information to the DHCP server will take option82, VLAN ID must be
configured to DHCP message taken VLAN can bring option82 information.

[ Configuration example]
Sach as: add circuit control. proxy remote. ip address information

Proxy remote IP address
Circuit r.c-nrru{,j. 17 ) ’ VLANID | o )
Add )
Serial number Circoit conirol name Circuit control ID
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Proxy remols: In.general, an attess laver switch for the MAG infdrmation |s inserted into the opfionE2
Circuit conirol Proxy remots IP address
Proxy remote: swat ’ VLANID : o
Add
Serial number Proxy remole name Proxy remole IB

Circuil control Proxy remole

—— ——————

IPaddress:/192. 188.2 35 , VLANIG: 1]
| P : T .
i Add .
Senal muimber 1P address

4.7 DHCP Server

4.7.1 DHCP Config

In the navigation bar to select”DHCP server”, Can open the DHCP server function,
setting up the network parameters.the following picture:

v v v 2w

v v

-

B home ‘ Enable Config H Pool Config “ Option Config H Bind Config || Gateway Config H DNS Config |
IE" Quickly Set .

I DHEP Enable
Bl | :,_;‘ng F
VLAN
Fault/Safety
MSTP
DHCP RELAY
DHCP Server

Qos

Addr Table
SNmP
LACP
SYSTEN

[instruction]

If open the DHCP server function, can't open the DHCP relay function; Open a DHCP
server is enabled, need to configure and manage the IP in the same network
segment address pool.
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[ Configuration example]

Such as: to switch a 192.168.2.30-192.168.2.35 bottom allied equipment distribution
within the scope of the IP address, the lease time for 1 day, the default network
management, the DNS server is configured to 192.168.2.22, package option to carry
information from the server.

1) Open the DHCP server;

| Enable Config ||

I DHCP Enable
=

2) set the address pool network 192.168.2. X, start IP for 192.168.2.30, end IP for
192.68.2.35, the lease time is 1 day;

‘ Enable Config | | Pool Config || OptionConfig || Bind Config ‘ ‘ Gateway Config
Pool D)3 * (1-65535)
Domain

Hetwork IPjL92. 1658 2.0
Network Mask[Z55 255 285 0
StartIPji92, 168 2. 30

End IP|192. 166 2 40

Lease Time}l Days 0 Hours 0 Minutes

Gew D

2) Set the gateway config is 192.168.2.22

| Enable Config | | Pool Config | | Option Config | | Bind Config | | Gateway Config
PoollD 3 =
Galeway -
Galeway 2
Gateway 3
Galeway 4
Gateway 5
Gateway 6
Gateway 7
Gateway &

3) Set the DNS config is 192.168.2.22
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Enable Config || Paol Config || Option Config || Bind Config || Gateway Config || DNS Cenfig
PoolID 3 -
DNS Server 1032 _166.2.30 3

DHS Server 2
DNS Server 3
DNS Server4
DNS Servers
DNS Server &
DNS Server 7
DNS Server®

4) port to a PC,ip set to automatic

‘ Enable Config H Pool Config H Option Config H Bind Config H Gateway Config H DNS Config

I Hind List
IP Adress Hardware Type Hardware Adress Exgpire fime Operate
192.1662.20 Ethiemnat JCHTDedrhT 2 (Day 21Hour 4180 x
fristpage prevpage[] nex page Iaslpagel_ 11pags

4) the information package with the option to set up a server;

| Enable Config | | Pool Config || Option Config
Poolld 3 -
Codg 43 * [1-255)
Code Value Typd hex -
Code Vialug 0101|

4.8 QoS

In the navigation bar to select”QoS”,you can set to the Remark. queue config and
mapping the queue.
v Q05
* Remark
* Queue Config

*  Mapping lhe Qlsue

4.8.1 Remark

In the navigation bar to select”QoS>Remark”,According to the rules for port traffic
bag tag or queue map. the following picture
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B ome I Qos Nulii Label
& Quicky Set rule index: 1 (1-32)

» PORT Operation type: Equal -

» VLAN value type:  dst-Mac -

» Fault/Safety value: 00-00:00:00:00:00

» WMSTP cos mapping: '@ 0 -

riority remark: [

» DHCP RELAY prioey

* DHCP Server choose port to config:

b QOS 1 2 5 7 8 A1 13 15 1 189 21 23 25 27 23 31 33 35 I 3D 41 43 45 47T 49 5
T Y T M T M T 5 o Y T T T T T . T T Y O O
* Queus Config BT R O P P P i PO 10 O P 118 0 P 28 L)

4 6 B8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 4D 42 44 45 4§ 50 52
i Selected [1] Agaregation QTrunk 'J_E'ﬂip source enabis port Tips I

* Mapping the Queue

¥ Addr Table

b SHMP Apply
» LACP

» SYSTEM I Rl st

Rule index

Candle

Service class mapping priority relable value type

< delete all e

[ parameter description]

parameter parameter
By setting the rule of heavy tag index number, the current
Rule index switch can be set up 32 rule

Operation type

Choose always said - match the match, all the data for tags
Choose can be set to equal matching rules, comply with the
rules of heavy tag data

Server class mapping

Adaptable to the rules of the heavy tag which data is mapped
to a queue

Priority relable

Conform to the rules of heavy tag data to the marked priority
values

Set heavy tag matching rules, such as choice goal Mac, just
check the data destination Mac address is in accordance with

Value tye the rules

Set the value of matching, such as choice goal Mac for HH: HH:
value HH: HH: HH: HH
Choose port to
config The application of heavy tag on which interface
apply Click on the application of heavy marking rules to take effect
[instruction]

According to the different matching rules to map different packages to different
cos, and then according to the mapping relationship cos and queue queue to map
different packages to different queue, can also set the priority value of a tag heavy

bag.

[ Configuration example]
Such as: will the destination address for 00:02:03:0b:89:12 packets are forwarded to

the port 3, 4, 5, 6, priority of remarked as 3
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I Qos Multi-Label

rule indexq 1 [(1-32)
Operation type] Equal -
value type] dst-Mac I =

value] 00:02:03,0b: 89 1F

OS5 mapping] | 0

priority remark] @ 3 1 %

choase port to config:

o] i

§ {Optional G Notoptional ¥ Selected 1] Angregation T..{ Trunk TE]ip source enable port Tips : drag to select rulliple ports

: Selecl-all Anfi-select
T e

4.8.2 Queue config

In the navigation bar to select” QoS>queue config”,Can be set up queue
scheduling policy . the following picture:

B Home I Queue satting

% Quicdy Sat gueue mode: SP -

PORT Apply
VLAN —
Fault/Safety

MSTP

DHCP RELAY

¥ Q05

* Ramark

Cuewe Config

*  Mapping the Cluaue

v ¥y ¥ v w

h CAdd.ToLEo

[ parameter description]

parameter description

Can choose four kinds of modes:

RR round-robin scheduling

SP absolute priority scheduling

WRR weighted round-robin scheduling
Scheduling strategy | WFQ weighted fair scheduling
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WRR-weights

Set the weights of each queue, they will be in proportion to
occupy the bandwidth to send data

[instruction]
Queue 7 can not for 0.

[ Configuration example]

Such as: set the scheduling strategy for WRR, weight value respectively, 10, 11, 12,

12, 14, 15, 16, 17.

I (Jueue seiling

Schedufing suaiegy:. WRR
Byte I.l.reighlmdz?}:i it 1t 17

\_Apply |

S

4.8.3 Mapping the queue

4.8.3.1 Service class queue mapping

In the navigation bar to select”QoS>mapping the queue”, Service category can be
mapped to the corresponding queue.the following picture

& Home | cos-queue-map || dscp-cos-map
& Quickly e I Mapping queus status information

» PORT

b VLAN sepver ip 0 1

» Fault/Safety quepe ID 0 - 1 - 2
F MSTP

* DHCP RELAY —

* Q0S5

* Remark

* (Queue Config

Qi b e

» Addr Table

[ parameter description]

port-cos-map |

parameter description
Server ID COS the VLAN priority fields (0 to 7)
Queue ID Set each cosine value mapping queue number (0 to 7)

[ Configuration example]

Such as: cos 3 mapping to the queue 7, set the queue weight 7 to 10
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| service class to queue mapping | | Differential service to service class mapping || Portto service class mapping

I Mapping queue status information

server D 0 1 z | 3a)\| @ 5 6 7
queue |0 0 1 = 2~ N7 o« 2 % o . T

| Teave |

I Queue setiing

Scheduling strateqy: WRR -
Byte weight{0~127): 0 1 1 o 0 b | 10

__Apply |

4.8.3.2 Differential service class mapping

In the navigation bar to select”QoS>mapping the queue>differential service
class mapping” Differential service can be mapped to the corresponding service
categories.the following picture:

| Service class to queue mapping | | ~Differential service to service class mapping -, | | Portto service class mapping |

I Differential service code point mapping team list o == = —

server i 0 1 2 3 4 5 6 7 8 g 10 1 12 13 14 15
servertist? [0 || & %[0 =D = |0 |0 |0 » |0 w0 =8 = 0 w|8 = |0 x|B =0 » |0
server I 16 17 18 19 20 21 22 23 24 25 26 7 28 29 a0 #
seiverist2 || 8 <0 ~ |8 <0 « |0 =0 =|0 «|8 «||0 |8 «|T <8 « |0 ~|B =0 <|6 <
server i 32 i3 34 35 36 37 s 3a 40 4 42 43 44 45 45 47
sarvertat3)[(0 || & = [0 =8 = |0 |0 =|0 » |0 [0 =& = [0 =8 = |0 B =0 » |0 =
server D 48 49 50 51 52 53 54 55 56 57 58 59 &0 ] 62 63
sereerstd |8 <0 « |0 <8 + |0 =0 = |0 <|if |0 =||'@ «|8 «|8 |0 |08 |8 <06 «

Save

[ parameter description]

parameter description
Server list DSCP field has seven (0-63) is divided into four tables

Map the DSCP to COS fields (0 to 7), based on the cosine is
Queue ID mapped to a queue

[instruction]
Cos priority is greater than the DSCP, DSCP priority is greater than the port

[ Configuration example]
Such as: the DSCP value of 3, 12,23 mapping to cos 5
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| Service class to gqueue mapping | | Differential service to service class mapping_.| | Portto service class mapping |
I Differential service code point mapping team list
server D a 1 2 { -3 4 5 B T ] L 10 1 12 13 § 14 15
serverfist! (0 » 0 » 0 » & »/ 0 » 0 «/0 » 0 » /0 /0 » 0~ 0 v 0 »i5 « | 0 » 0 «
server iD 16 17 18 19 20 21 22 y 23 (24 25 26 27 28 29 30 N
serverfist2 0 ~ 0 + 0 v 0 + 0 » 0 - 0 « l_s' =
semveriD 32 33 34 35 36 37 38 39 40 4 42 43 44 45 46 47
serverfist3 (0 » 0 « 0 « 0 v 0 » 0 « 0 « 0 « 0 « 0 « 0 « 0 + 0 » 0 - 0 » 0 «
server iD 48 44 50 51 52 53 54 55 56 5T 58 5 B0 &1 62 63

severBstd |0 + |10 |0 %[0 |8 = |0 {0 =@ |0 =10 |0 %[0 <0 =|0 ~i0 =0 =

4.8.3.3 Port to service class mapping

In the navigation bar to select”QoS>mapping the queue>port to service class
mapping”,Port can be mapped to the corresponding service categories. the
following picture:

| service class to queue mapping ‘ ‘ Differential service to service class mapping || “Port to service class mapping |

I port COS mapping

port 1 v
serveriD: 0 -
apply
I ccontrel list

port server ID
0 1 2 3 4 5 6 i

1 T

2 T

3 T

4 T
T

B T

fristpage prevpage (1] [2[31[4] nestpage lastpagel {4page

[ parameter description]

parameter description
Port Select the port number (0-52)

Mapped to the service ID, and then according to the service ID
Service ID into the queue

[instruction]
Cos priority is greater than the DSCP, DSCP priority is greater than the port

[ Configuration example]
Such as: port4. 5. 6 respectively cos4. cos5. cos6.
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I port COS mapping

pot: 4 | -
sewerlﬁ:._# i -
apaly )
I port COS mapping
port: 5 A -
servar ik 5 f -
-apply
I port COS mapping
port! 6 -
server ID: .E ' -

. zpply |

| control fist

port server D

=)

LS

4.9 Address table

In the navigation bar to select”Address table”,you can set to MAC add and

delete. MACGCstudy and aging and MAC address filtering.
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g Heme

. Cuickly Set
PORT

VLAN

Fault/ Safety
MSTP

DHCP RELAY
DHCP Server
Q0s

Addr Table
Y
¥ SNMP

» LACP
SYSTEM

vy v v v v v wv w

-

I Address Table Config

View and Edit table Mac study and aging Mac address stop

clear MAC: Cfearappum{ﬁaca -
Vian: 1 (1-4004)
Mac address :

13 5 7 9 11 13 15 10 19 21 23 25 27 29 3 33 36 I I 41 43 45 47 49 5
S 2 S S S S S SR Sy Sl S R S S Sl S [
SIS RN RSP SRR AP i =
2 4 5 8 10 12 14 16 18 20 22 24 25 28 30 32 34 36 33 4D 42 44 45 48 50 82

T Toptional 5 Notoptional i Selected 71 Agnregation §..d Trunik

Vian: 1 (1-4004)
Mat address :

MAC address fist: all -
rial number MAC address VLANTD address type
1 D0:EG4C:00:00:00 1 static

2 0001:15:0937.35 n dynamic

4.9.1 Mac add and delete

In the navigation bar to select” Address table>Mac add and delete”,You can add
static Mac and delete Mac and view to the current of the Mac address table.the
following picture:

Mac add and delete Mac study and Ageing Mac address filtering

sdave

clear MAC: Clear appoint Maca -
Vlan: 1 (1—-4094)

Mac address :

[ parameter description]

parameter description

Can choose to clear the multicast Mac address, clear dynamic

unicast Mac address, clear static unicast Mac address, clear the
Clear Mac specified Mac address, Mac address table

Fill in the need to add or delete VLAN id, not create vlans to
VLAN create can only take effect

[instruction]
According to different conditions to clear Mac address, view/add/learn the Mac
address, Mac address filtering

[ Configuration example]
Such as: 1) the port 6 Mac set to static Mac
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;
.
LS

2

3 5 7
S
???EEEEEEEEEEUEEEEEUEEEDD

15 17 19 21 23 25 27 20 31 33 3537 Y30 41 43 45 47 49 51

EEEEDEEEEEDEEB R

10 12 14 16 18 20 22 24 26 28 30 32 34 36 383 40 42 44 45 483 50 52

[ loptional 03 Not optional J Selected [ 14 Agaregation [ ] Trunk

Caawe

(1—-4094)
Mac address »J0:01:15:09:37:3

2) clear port 6 static Mac addresses

Mat add and defete Mac study and Ageing Mac address filtering

clear MAC] Clear ﬁﬁﬁ{ﬁﬁi Maca »
Vian) 1 {1—H084)
Mac address | 00:01:15:08:37:35

4.9.2 Mac study and laging

In the navigation bar to select”address table>Mac study and laging”,Can be set

up port Mac address study limit and Mac address aging time .

I Address Table Confia

View and Edit table

the following picture:

i {optional [ Not optional §R Selected §1{ Agaregation §o{Trunk Tips @ dragt

Mac address study limit: 5191

Macaddress Aging time: 300

110 Select multiple pors

(0 indicates no limit 0-8187)

(0 indicates no aging, 10-1000000 second)

serial number

port

1 Gidit

)

Gioi2

[ parameter description]

parameter description

Mac address Range 0-8191,default 8191
Mac address study

limit

Default 300
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[ Configuration example]
Such as: 1) setting port 5, 6, 7, 8 address study limit for 2000

I Address Table Config

View and Edit able

1 FlE T 23 25 27 29 31 33 35 37 38 41 43 45 47 45 51
o O3 e e R O I
3 | mim b im it intudnteibntednimim
2 418 24 26 28 30 32 34 36 3§ 40 42 44 46 48 50 852

Il optiaral 523 Not optional 8 Selected T1JAgoregation [ { Trunk Tip ag o sefect mulipie ponts

Mac address study ﬂmil'. (Dindicates no limit ,0-8181)

€D

2) will be dropped or learn the Mac address of the port equipment after 2 minutes
disappear automatically from the Mac address table

DUVE

Mac-address Aging lrme 12 | (0 indicates not aging, 10-1000000 second)

e

|_II m .u

Yo ==

4.9.3 Mac address filtering

In the navigation bar to select”address table>Mac address table”,Can be filtered
according to the condition does not need the Mac address. the following picture:

I Address Table Config

explain: Clearthe MAC address under different condifions, Wew | add/ leam MAC address, MAC address fittering

Hae add and delete Mac study and Ageing

Wac address:
Vian: (1-4084)

sale | | delete

serial number MAC address VLANID address typa port Agaregation group

fislpage prevpage[1] nextpane lastpagst  /ipage

[ parameter description]

parameter description
Mac address Can not add multicast Mac address
VLAN VLAN number

[ Configuration example]
Such as: the Mac address for 00:20:15:09:12:12 added to the filter in the table
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Mac add and delete Mac siudy and Ageing Mac address Tiltering

Huca-ddres;‘.'ﬁfz‘ﬂ::ﬁ:ﬂ%:12:‘3_9:‘ '
Vian:-3| 7| (1-4094)

e ——

(save | | delete

seTial mumber MAC address

4.10 Snmp config

In the navigation bar to select”Snmp”,you can set to the Snmp config and Rmon
config.

* SNMP

¢ Snmp Config

¢« Rmon Config

4.10.1 Snmp config

4.10.1.1 Snmp config

In the navigation bar to select”Snmp >Snmp config”,you can Snmp function
enable. the following picture:

B tome | SNMP Config H Community Config H Group Config H User Config H Trap Config H View Gonfig ‘
B iy et | SNHIP canfia
PORT
VLAN
FaultiSafety '
¥ MSTP
DHCP RELAY
Q0%
Addr Table
v SNIP
<D

* Rmon Config

-

nole The NP funclion must be tumed on in the confiauration RMON, ofienwize [ will bs configured o fall

- v

v v v

b SYSTEM
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[instruction]
The SNMP function must be turned on in the configuration RMON, otherwise it will
be configured to fail

[ Configuration example]
Such as: open Snmp

| SNMP Config |I Community Config |i Group Config |i User Config I| Trap Config |I View Config i

I SNMP config

note: TheSMNMP function must be umed on in fhe configuration RMON, etherwise it will be configurad ta fail

4.10.1.2 Community config

In the navigation bar to select”Snmp >Snmp config>community config”,Can
specify group access. the following picture

| SNMP Config ':."Cdﬁ{munitndnﬂ_g ‘, Group Config ‘I User Config il Trap Config || View Config |

I SNMP group fist

fote: Theupper limit of the number of groups is 8

Group name access authorty

) newaroup & delete sefect group

[ parameter description]

parameter description
Community string, is equal to the NMS and Snmp agent
group communication between the password

Read-only: specify the NMS (Snmp host) of MIB variables can
only be read, cannot be modified

Read-only can write: specify the NMS (Snmp host) of MIB
Access authority variables can only read, can also be modified

[instruction]
The upper limit of the number of groups is 8

[ Configuration example]
Such as: add a read-write group called public
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SNMP Config H Community Config ‘| Group Config ‘| User Config H Trap Config || View Config

- SNMP group configuration
— Group name i public ] string leain1-16}

access authority. _:— —
& ReadWrite, -

=3

4.10.1.3 View config

In the navigation bar to select”Snmp >Snmp config>view config”,Set the view
the rules to allow or disable access to some of the MIB object. the following picture

| sNmPcConfig || CommunityConfig || Group Config

| \UsercConfig || TrapConfig | View Config. ‘

I view list

explain: Each view (s bestio configure & view rule, otfierw/se it will affectthe SNMP function

siew name * sing enom[-16
Hew view
I View rule list -« | daelete view
F rule MIB sibtree OID siibtree mask
2 Newviewule. @ Delete select View rufe fristpage pravpa
[ parameter description]
parameter description
View name Wiew mane
include Indicate the MIB object number contained within the view
exclude Indicate the MIB object son number was left out of view
MIB subtree OID View the associated MIB object, is a number of MIB
subtree mask MIB OID mask

[instruction]
Each view is best to configure a view rule, otherwise it will affect the SNMP function

[ Configuration example]
such as: establish a view 123, MIB subtree oid .1.3.6.1 contain among them

I Yiew fist

cuplam: Eachyiew is bestto configure aview rule, otherwize it wall affect the SNMP function

view name! 175 string length{1-151

-

L Hew view
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SNMP Config “ Community Config

| croupconfig ||

| | Userconfig ‘| Trap Config H View Config ‘

edit view rule

Excluded is not effective Tor a slibssl of the excluded content. which Is notvalld for Ihe included

rule: @ 3 ! exclude
MIB sublree DID :1.: 138 1\ ] String lengthi1-128]
subires mask : String lenathj1-211

4.10.1.4 Group config

In the navigation bar to select”Snmp>Snmp config>group config”,setting Snmp
group. the following picture

| SNMPConfig || Commaniy Confi H

| SNNIP group

f10k: The nurber of araups configuredis 8

group name

W e aroup 15 delete select group

“ Group Config H UserConfig || TapConfig | ViewConfiy |

sacirity level read visw read and write view nofify view opergtion

st page prevpaoe (] nestpace lestpacer  (dpage

[ parameter description]

parameter

description

Group name

Group name

Security level

Attestation not only encryption: this group of users
transmission of the message need to verify the data don't
need to confidential

No authentication encryption: this group of users' messages
don't need to verify data transmission also does not need to
be kept secret

Both authentication and encryption: this group of users need
to verify the news of transmission and transmission of data
need to be kept secret

Read view. read and | The associated view name

write view . study

view

[instruction]

Before the cap on the number set of configuration of 8, the new group needs a new
view to create a group.

[ Configuration example]
Such as: firstly, new view 123, then new group of goup1
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I View rule list 123 v | daleteview
] e I8 subtree OID subiree mask operation
[ ncluded 1381 ' X
) Newviewmile (& Delete sefect View rule frist page prevpage [1] nex page iast pager
SNMP Config ‘ | Community Config ‘ | Group Config : : UserConfig | | Trap Config |  View Config '

new group

i [ i
group name: groupl sfring legth]1-161

Security level; Authentication andn »

read view! none -

VIEW none -

natify view: none

4.10.1.5 User config

In the navigation bar to select”Snmp>Snmp config>user config”,setting Snmp
user. the following picture:

| sNMPconfig || CommunityConfiy || Group Config H_'__U-s'ercunlig;;_'u TrapConfig || View Config |

I SNMP user

jote: The number of groups configured is &

] iser fame secirity level group name Authentication mode encrypt mode aperation

J newuser i delete select user fiist pade prevpage [1] ned page lastpaget 1page

[ parameter description]

parameter description

User name User name,range 1-16

Attestation not only encryption: this group of users
transmission of the message need to verify the data don't
need to confidential
No authentication encryption: this group of users' messages
don't need to verify data transmission also does not need to
be kept secret
Both authentication and encryption: this group of users need
to verify the news of transmission and transmission of data

Security level need to be kept secret

Authentication Specified use MD5 authentication protocol or SHA
mode authentication protocol

Authentication Range 8-10

password
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encrypt mode

Specified using AES encryption protocol or DES encryption
protocol

Group name

A user group name

encrypt password

Range 8-60

[instruction]

Cap on the number configuration of 8, users need a new view and group to use, the
user's security level must be consistent with the group level of security. Add a user
authentication and encryption, and configure belong to groups of users, the user will
be used for Snmpv3 connection.

[ Configuration example]
Such as: new view 123, the newly built group group1, new users user1

| SNMPConfig || Community Config || Group Config H UserConfig || TrapConfig || WViewConfig |
Il | I

it SNMP user |
I USEr NAME : userl " string legth{1-16]

4.10.1.6 Trap

Security level: Authentication andn

group name; groupd -
Authentication
mode: VD5 -
Authenticatio £

password 12345878 " sfring legth{&-60)

n

ol

Confirm
Authentication
password 1234557

3

f

encryptmode | DES
Encryptel

string legthf8-g0}
Confimm

save quit

In the navigation bar to select”Snmp>Snmp config>Trap”,Can specify sent the
trap messages to Snmp host (NMS). the following picture:

| SNMPConfig || CommunityConfig || GroupConfig || UserConfig ||("TrapConfig )| ViewConfig |

I Trap destination] host

note: The fumber of graups configured s 8

destination [P addrass

< newTrap & delete Select Trap

address type secirity name UDP port number seeurity mode operation

fristpage prevpage (1] nextpage lastpager [1page

[ parameter description]

parameter description

Destination ip Snmp host ipv4 address
address

Security name Snmp user name
version V1. V2. V3
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Specified using AES encryption protocol or DES encryption
Security mode protocol

Group name User group nhame

[instruction]

The Trap cap on the number configuration of 8, you can configure a number of
different Snmp Trap host used to receive messages. Trigger the trap message time:
port Linkup/LinkDown, equipment of cold - start (restart when power supply

drop)/warm - start (a warm restart), and Rmon set port port statistical fluctuation
threshold.

[ Configuration example]
Such as: setting hoset 192.168.2.30 receive trap information

SNMP Config || Community Config || GroupConfig || UserConfig || TrapContig || ViewConfig |

new Trap

destination |
§ — = 1
address|; 132.168.2.30

address fype: |IF v

security name: |user
UDP port number

seciurity mode: v1

E3

4.10.2 Rmon config

4.10.2.1 Statistics group

In the navigation bar to select”Snmp>Rmon config>statistics group”,Set an
Ethernet interface statistics . the following picture:
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B Home | Statistics Group || History Group || Alarm Group || Event Group
B Cuicky Set I ol aroup st

PORT E index imerface name owner
VLAN

«f new countgroup @ delete select count grou
Fault/Safety = oy @ L

b
.4
2
¥ MSTP
» DHCP RELAY
P QOS
¥ Addr Table
* SNMP
* Snmp Confio

b SYSTEM

[ parameter description]

parameter description

index The index number, the value range of statistical
information table is 1 ~ 65535

Interface mane To monitor the source port

ower Set the table creator, range: 1 ~ 30 characters of a string

[instruction]
At the time of configuration Rmon Snmp functions must be open, otherwise the
prompt dialog box will appear.

[ Configuration example]
Such as: set up monitoring Ethernet port after 4 to check the data

‘ Statistics Group |‘ History Group H Alarm Group || Event Group ‘

e / 5tati5|:ical-gr-m.:-p-r.ﬁ.ﬂﬁguntiﬂn

* [1-65535]

* string length[1-20}
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Statistics Group ||  History Grou Alarm Grou Event Grou
ry P P | P

Statistical information

Humber of Packet Discarding Events : 1 f ".
Number of Received Byies: 989395 é/

Number of Received Packets ;L 8813 |
Number of Received Broadcasting Packets : 4164 i
Number of Received Multicast Packets : 5222
Number of Received Packets Vilith CRC Check Failed
: o
Number of Received Packels Smaller Than 64 Byles : Nz

Humber of Received Packets Larger Than 1518 o

quit

4.10.2.2 History group

In the navigation bar to select”Snmp>Rmon config>history group”,Record the
history of an Ethernet interface information. the following picture

| Statstics Group fistory Group | MamGroup | EvemtGroup

|I|ismrygreuplrsl o
index interface name maximim number of samples sample period owner slatis operation

0 new history growp 3 defee sefect istary group fiisfpage prevpage[d] nedpage astpsger [ 1page

[ parameter description]

parameter description

index Historical control table item index number, value range is
1 ~ 65535

Interface name To record the Ethernet interface

Maximum number | Set the history control table item of the corresponding

of samples table capacity, namely the Max for number of records the
history table, value range is 1 ~ 65535

Sample period Set up the statistical period, scope for 5 ~ 3600, the unit is
in seconds

owner Set the table creator, range: 1 ~ 30 characters of a string

[instruction]
At the time of configuration Rmon Snmp functions must be open, otherwise the
prompt dialog box will appear.

[ Configuration example]
Such as: monitor Ethernet port 4 historical information
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| Statistics Group || HistoryGroup || AlarmGroup || EventGroup |

— ____ history group configuration

— 4 indgx: 222 * [1-856535]

interface name: intarface Gi0iM -

m

Maximu
number
samplgs; 22222

sample peri * second

4.10.2.3 Event group

In the navigation bar to select”Snmp >Rmon config>event group”,The way in
which define events trigger and record them. the following picture

| Statistics Group || History Group H Alarm Group || ( Event Group) ‘
I event group list
[ index description awner action status operation

o new eventgroup &) delete select event group fristpage prevpage[1] ned page lasipagel I1pags

[ parameter description]

parameter description

index The index number, the value range of the event table is 1
~ 65535

description The Trap events, when the event is triggered, the system

will send the Trap message

Log events, when the event is triggered, the system will
log

owner Set the table creator, ownername for 1 ~ 30 characters of
a string

[instruction]
At the time of configuration Rmon Snmp functions must be open, otherwise the
prompt dialog box will appear.

[ Configuration example]
Such as: create an event to trigger 345, the system sends the trap message and log
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statistics Group H History Group || Alarm Group |\ Event Group |

event group configuration

= index:| 345 * [1-88535]
description| 212 sinng langin[1-20]
owner;| Cozo sting lengih1-20]

action:| ¥ Log ¥ Trap

Ex N

4.10.2.4 Alarm group

In the navigation bar to select” Snmp>Rmon config>alarm group”,define alarm
group. the following picture

| Statistics Group || History Group H Alarm Group™ || - EventGroup |

| alarm group fist
note: Configure the alam group befare you configure he statistics and event groups

- static Slatistical group sampling fime sample Last sample the afarm threshold  events thafexceed the threshold  alarm threshold  events below the threshold
L} index : : ower siatus operafion
fahle index intervat type value fimit Timit fimit fimit

o newalarm group & delels select alarm group fris! page prevpage (1] nextpage [astpaget 1page

[ parameter description]

parameter description

index The alarm list items index number, value range is 1 ~
65535

Static table Statistical type values : 3:DropEvents; 4:Octets; 5:Pkts;

6:BroadcastPkts;  7:MulticastPkts;  8:CRCAlignErrors;
9:UndersizePkts; 10:OversizePkts; 11:Fragments;
12:Jabbers; 12:Collisions; 14:Pkts640ctets;
15:Pkts65t01270ctets; 16:Pkts128t02550ctets;
17:Pkts256t05110ctets; 18:Pkts512t010230ctets;
19:Pkts1024t015180ctets

statistical index Set up the corresponding statistics statistical index
number, decided to statistics to monitor the port number

Sampling interval Sampling time interval, the scope for 5 ~ 65535, the unit
for seconds

The sampling type Sample types for the absolute value of sampling, the
sampling time arrived directly extracting the value of a
variable

The latest sampling | Sampling type for change value sampling, extraction of
the arrival of the sampling time is variable in the change
of the sampling interval value

The alarm threshold | Set the upper limit the parameter values

upper limit
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The alarm threshold | Set the lower limit parameter values
lower limit

Above/below  the | Upper/lower limit reached, for each event
threshold limit of
events

owner Set the table creator, ownername for 1 ~ 30 characters of
a string

[instruction]
At the time of configuration Rmon Snmp functions must be open, otherwise the

prompt dialog box will appear.This configuration need to configure statistics groups
and events.

[ Configuration example]
Such as: new statistics group of 77 and the event group 345, set up more than 12 and
below the lower limit 3 ,Beyond the scope of alarm

IngCurrent user name: aamin

| Statistics Group || History Group || Alarm Group || Event Group ‘

statistical group configuration

e / ndex:| 123 *[1-6E53E)

Static table: DrobEvents -
o Statistical group index:| 77 *
Sampling time interval: 123 second
Sample type:| Absolute v
ower:| Coco * string [ength|1-30]
The alarm threshald limit:| 12 * 0-2147483847)

Events that exceed the

threshold limit:| 345 -
Alarm threshold limit| 2 " [0-2147483647]
Evenis below the threshold
limit:| 345 -
=

4.11 LACP

In the navigation bar to select”LACP>Lacp”, Can be set up dynamic link together.
the following picture:
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8 Home | LACP Setting || LACP Display
?. Ciuickly Set =
I LACP sigtus
» PORT =
Open LacP: [T
» VLAN
I
» Fault/Safety Apply
¥ MSTP I LACP public parameier setiings
» DHCP RELAY System priority (1-65535)
» DHCP Server
| Apply
» QOS =
» Addr Table I LACP activation port parameler setfings
* SNMP choose port to set up:
» <
racH 2 4 B 8 10 12 14 16 18 20 22 24 28
S S D R e O
» SYSTEM B TS B T I IRl [ ]
1 3 & 7 g 11 43 18 47 19 M1 23 25

Eﬂmional E‘:ENotthional ﬁ.@eleded Eﬂ.ggregation ETrunk

Ip source enable-port Tips @ drag io

Port priority: 1 (1-65534)
Sink port number; 1 -
Polymerization model: active -
| Apgly
[ parameter description]
parameter description
Open LACP Open lacp fuction configuration to take effect

System priority Range to 1-65535

Port priority Range to 1-65535

Sink port number 1-8
Polymerization
model Active and passive

[instruction]

LACP enabled to open, functional configuration to take effect.

[ Configuration example]

Such as: the switch A port 10 to 13 and switch B port 10 to 13 dynamic link together

1) switch A/B openLACP

| LAGP Setting ||

LACP Display

I LACP status

2) switch A/B port 10 to 13 dynamic convergence to the aggregation of group
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2 4
i1

L
1

L1

LS
7

5
A
Esfde ]
3 5

g |10 12

=

1

14 |16

13

1%

18

17

6 18 20 2 24 5
Wi i
| SN .
1| 2

23 28

| = . 17 | i o
Optional ﬂ Mot optional ﬁ Selected ) 1 Agaregation j—(Trunk j Elip:
Port priority] 1 | (1-565535)
Sink port number] 2 -
Polymerization model| - active =
>
3) show LACP display
| taceseting || LacPDispiy |
I LACP list
‘Agaregate ID PortiD Port status flag state Prioricy Port operation key Port number lacp Protocol state lacp Partner State Opretion
2 Gi0M3 SA down 1 16 13 0xcd000000 0x43000000 x
2 G2 84 down 1 1% 12 Dxcd000000 0x43000000 x
2 GioMt 4 down 1 18 11 0xcdD00000 0x43000000 x
2 GiD/0 SA down 1 18 10 Dxcd00000 0x43000000 x
frist page prevpage [1] next page Iastpagmiﬁpage

4)To switch A 10-13 ports are connected to the switch port 10 to 13 C, show LACP

display

LAGP Setting | LACP Display |

lacp Partner State Opretion
0134000000 X
0134000000 X
0134000000 X
0134000000 b4

ristpage: prev page[1] ‘nex page last Dagel_ 11page

| LACP list
Agaregate iD Portip Port status Tiag slate Prioricy Port operation key Port number facp Protocal state
2 €N 8A brdl 1 1 13 (x3d000000
2 Gignz 54 ond! 1 1 1z (3doon0oa
2 Gior A bl 1 10 il 03000000
2 Giono 8 bnd i 10 10 (d000000
5) show port aggregation page
B Home Port aggregation
B ouiciy set I
Agaregate port number(1-8) :
» PORT Please select the port to join the
* BasicConfig aggregate port:
2 04 085 8 101214151820 22 %
+ pontimoring OonoEEnOononan
" ALY IS LSS i3]
135 7 85 13461719 HRBS
" Aemcr T loptional T Not optienal i Selected § 1] Aggregation {27 Trunk [E] ip source enatle port Tins : orag lo select muliple ports
* Pariisolation
b VLAN _l £k g
¥ Fault Safety | portasgregaon st
b uSTP Aggregate port Member port
¥ DHCP RELAY
¥ DHEP Server 10,4123
F Q0S

Opretion

z R

fistpage prevpage [1] nex page lastpagel ! page
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In the navigation bar to select”SYSTEM",you can set to the system config. system

update. config management. config save. administor privileges and info

collect.

* SYSTEM

*  Systam Config

4.12.1 System config

4.12.1.1 System settings

L o
w3

Syatert Updats

* Confie Mandgem

* Config Save

* Administrator Pri

* Info Collect

In the navigation bar to select”SYSTEM>system config>System settings”,Basic
information set switch. the following picture:

g Homs

B Gickly S8t

' PORT

* WLAN

* FaultSafety

* MSTP

* DHCP RELAY

*Q0OS

* Addr Table

+ SNMP

" SYSTEM
o)
*  System Update
* Config Managem
*  Config Save

*  Administrator Pri

| Gystem setting® | |

I system basic information

Manage VLAN: 1

Flanage IP: 132 188.2.1
Mask: 255255, 255
Default gateway: 0.0.0.6
Jumboframe : 1518
DNS server: 0.0.0.0
Login

timeoutiminute); 3¢

Save seftings

I Sysiem fime

System restan

[1518-9216)

Set management vian

| Password change || sshlogin ||

Device MAC: |da:ad-12:34-38:78
Dievice name; Switch
Device position:
Contacts;

Contact
information:

current system time: 2000z ardImontn01dayMomingl0 41.58

Reset time: |

[F] Autsmatically with Internet fime server

[ parameter description]

parameter description
Device name switch name
Manage VLAN Switches use VLAN management
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Manage ip Switch IP address management
Don't use more than login timeout after login to log in
timeout again

[ Configuration example]

Such as: 1) set up the VLAN 2 is management VLAN, should first created vlan 2 the
VLAN Settings, and set a free port in the VLAN 2

E Homa
® quicky Sat I VLAN st
¥ PORT

> VLAN

fi VLANID VLANname

1 VLANDOO1

\ VLAN setting H Trunk-port setting H Hybric-port setting |

VLANIP address port

192.188.2.1/24 1-8.11-28

oparation

+ Vian €onfig

¥ Fault/Safety | VLANGODZ

%10

2 R

b POE O NewVLAN © delete selected VLAN
b MeTD

I system basic information

Manage VLAN: 1
Manage IP: 152.188.2.1
Mask: 255.255.255.0
Default gateway: 0.0.0.0
Jumboframe : 1518

DHS server: 0.0.0.0

Login

timeout{minute): 30

frist page prevpage [1) ned page Iast pager

(1518-9216)

Save settings

@E management@

I system basic information

Manﬁge‘u'LAH -}

Manage IP: 132 1882710

Default gateway: 00 0.0
Jumboframe : 5600
DNS server: [0 0.0

Login
timeocutiminute) =

| || Caneel satiings

(1518-3218)

Device MAC: [da-=¢ 12 34 5

Device pame: l—=yo
Device posifion:
Contacts:

Contact

information:

1page

2) insert the PC interface 9 or 10 ports, set up the management IP for 192.168.2.12,
device name is yoyo, timeout for 20 minutes ,Jumboframe for 5000.
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| System settings || System restart H Password change || ssh login ||_

|
|| system basic information
Manage VLAN: 2 wl "

Manage |P; 182 163. 2 1F

DNS server: ©.0.0.0
Lodgin

timeout(minutel: 20 i

Gave setting® | |._ Set management vian _I|

3) use 192.168.1.12 logging in, sets the system time

Device MAC: [l=i=d (2 505878 |

Device name:

Mask: 255, 255, 2550 Device position:

Default gateway: 0.0.0.0 Contacts:
Jumboframe | 5000 (1518-8Z2156) Contact
""""" information:

I sysiem lime
. current system fime: 2000yearl 1 manthD tdayMaming07:53:25
Reset time: | |
] Automati ¢ 4 Now 3015 b
| (52Ve 588 1, Mo, Tue Wed The FriSe
————4 % 3 & &6 7
2 2 10 11 1312 1314
I3 16 IF 18 189 2021
33 23 23595 26 77 28
22 30 1 a2 = F -
o ¥ 8 9 10 1112
Time 16151 ; 25@ 44

Eﬁnﬁ] oK |

4.10.1.2 System restart

In the navigation bar to

select”SYSTEM>system

config>system

restart”,equipment can be restarted. the following picture:
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|| Temetlogin || Systemlog
B ouickly St

B ome | system settings ||H Password change H ssh login

Note:  Cliek the button to restart the switch The restart process miay fake 1 minute. Please wait patiently. The page will ba refreshied automatically afters
PORT

VLAN Reswart |
Fault/Safety N

MSTP

GHCP RELAY

Qos

Addr Table

SNMP

SYSTEM

:

* System Update

¥ Canfin Mananem

[instruction]
Click the button to restart the switch.The restart process may take 1 minute. Please
wait patiently. The page will be refreshed automatically after device restart.

[ Configuration example]
Such as: click”restart”button

| System sefttings || System restart || Password change

Hote:  Click the bution to restard the switch The restart process may lake 1 minute. Ple

=

4.10.1.3 Password change

In the navigation bar to select”SYSTEM>system config>password change”,The
password change to equipment. the following picture:

B Home | System seftings H System restart H(Easswordchanﬁ} H ssh login H Telnet login H System log

® quickly Set I chiange rool user password

» PORT
VLAN |
Fault/Safety Did password: $ S99
MSTP New password: @

Tip: 1. IFyou-set anew Web login password, then log In 3aain afier sefing fie new password, 2. Fassword can not contain Chinese, full-widih characters, questi

DHCP RELAY Password again: @@ 9@
QOS

Addr Table
SNMP

¥ SYSTEM

-

* Systam Update

Save Clear

v v w w v wv w

[instruction]
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1. If you set a new Web login password, then log in again after seting the new
password.
2. Password can not contain Chinese, full-width characters, question marks and
spaces.
3.If forget the password reset, can be reset in the console.
switch(config)# password admin
New Password:3456
Confirm Password:3456

[ Configuration example]
Such as: amend the password to 1234.

I change roof user password

Tige 1. IMvou setdnew Web login passwoard. then log in again after

Old password| $ 9988
Hew password) @@89
Password again| @909

4.10.1.4 SSH login

In the navigation bar to select”SYSTEM>system config>ssh login”,SSH open. the
following picture:

E rome | System settings
B ogicky set

|| Systemrestart || Passwordchange || sshiogin || Telnetlogin || systemiog |

I ssh config
PORT

VLAN

Fault/Safaty B Cio-si)
MSTP

DHCP RELAY

Qos

Addr Table

SNMP

SYSTEM

k< O e ]

* System Update

ote: Canfigure fhe user to be able to switch through the S5H login device

4 v# v v v v v v v

* Config Managem

*  Config Save

[instruction]
Configure the user to be able to switch through the SSH login device.

[ Configuration example]
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Such as: SSH open,you can CRT to log in
I ssh config

note: Configure the user fo be able 1o switch through the S2H |eagin device

4.10.1.5 Telnet login

In the navigation bar to select”SYSTEM>system config>Telnet login”, Telnet
open. The following picture:

B fome | Systemsettings ||  System restart | | Password change \| ssh login H @ || systemieg
& ouickly set I Telnet config

| G20 \ote: Configure the User 1o be abla ta Switeh through the Telnet lagin device
» VLAN

F Fault/Safety

*» MSTP

» DHCP RELAY

* QOS

* Addr Table

» SHMP

* SYSTEM

'

* gystem Update

[instruction]
Configure the user to be able to switch through the Telnet login device.

[ Configuration example]
Such as: Telnet open,PC Telnet functiono open,you can log in

I Telnet confin

pote:  Configure the ussrto be able to switch through the Telnet login device

o I

4.10.1.6 System log

In the navigation bar to select”SYSTEM>system config>system log”,to view the
log and set up the log server. the following picture:

© ALLNET GmbH Computersysteme 2016 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
79



ALL-SG8452M - User Manual

£ Home | System settings H System restart M Password change || ssh login M Telnet login |||
® quicky sel I tog sonfig
b Pam explain: Open thelog swilch, setthe syslog server and the system log will be automatically pushead lo the server.
» VLAN -
» Fault/Safety fog switch: (GRS
» MSTP Server IP:
» DHCP RELAY send log level; |nfarmatianal(6) -
» QOS save setling
» AddrTable I current loa information
A key query dear log
¥ SYSTEM E
x Syslog logging: enabled

' Syslem Update
¢ Config Managem:

* Config Save

Console logging: disabled

Manitor togaing: level debugging, 0 messages logged

Buffer logging: level debugging, 243 messages logged L
Timestamp debug messages: datetime 5
Timestamp lag messages: datetime

[ parameter description]

parameter description

Log switch Open and close

Server ip Appoint to server address

Send log level 0-7

key Enter the required query of characters
[instruction]

Open log switch, set up the syslog server, system log will automatically be pushed to

the server.

[ Configuration example]
Such as: 1) the error log information in 192.168.2.1 pushed to the server

I lon config

explain: Openthe log switch, set tha syslog server, and the system it

log switch: (B
server (P 192 183 2 1

send log level  Errorsid) -

2) input the Mac keywords ,click “query”button, click on the "clear log" button, can

clear the log
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I current log information

key ==d| _*’ (query clear log

Syslog legging: enabled

Console logging: disabled

Monitor legging: level debugaing, 0 messages logged

Buffer logging: level debugging, 444 messages logoed

Timestamp debug messages: daletime

Timestamp log messages: datetime

Sequence-number log messages: disable

Syzname log messages: disable

Trap logging: level informational, 444 message lines logged, 0 ail

Log Buffer {Total 4036 Bytes):

Jan 01 00:00:22 %CL-Ermore-CLIERRINFO: CLI load config excute emd error vlan-fiter enable

Jan 01 00:00:22 %CL-Erors-CLIERRINFO! CLI load config excute emd error: mac-vian enable

Jan 01 00:00:22 %CLI-Emors-CLIERRIMNFD: CLI load config excute cmd error: subnet-vlan enable

Jan 01 00:00:22 %PORTMANAGE-Informational-PORT. set port 26 Tlow control off .

Jan 01 00:00:22 %CLU-Ermors-CLIERRINFO: CLI load config excute cmd error; rate-hmit input 262143
Jan 01 00:00:22 %CLI-Emors-CLIERRINFD; CLI load config excute emd error: rate-limit output 262142
Jan 01 00:00:22 $%CLU-Errors-CLIERRINFD. CL| load config excute cmd error; ovlan-trusted enable
dan 01 00:00:22 %CL-Errors-CLIERRINFO: CLI load config excute cmid error. vian-franslation Ingress disable
Jan 01 00:00:22 %CL-Emors-CLIERRINFD: CLI load cenfig excute cmd error: vian-iransiation egress disable
Jan 01 00:00:22 %CL-Emors-CLIERRINFO: CLI load config excute cmd error vian-filter enable

Jan 01 00:00:22 %CL-Emors-CLIERRINFG: CLI load config excute cmid error. mac-vian enable

4.12.2 System upgrade

In the navigation bar to select”SYSTEM>system upgrade”, Optional upgrade file
to upgrade. the following picture

£ tome | System Upgrade |

B quiceyset
nole: 1. please eanfimm ikat the upgraded vérsion ofthe same mndel ani ihe same model

¥ PORT 2 inthe upgrade process, you may encounter flash lo make the page s temporarily unable lorespond to the page, this lime can net powst off ar rastart the device, untl prompted o upgrade successfullyl
¥ VLAN

¥ Fault/Safety

¥ MSTP

* DHCP RELAY
L

¥ Addr Table

¥ SHHMP

¥ SYSTEW
System Config

Config Managem

fie name: | it |5‘Fii?§2#° Start pzrading

Config Save

Administrator Pri

Info Collest

[instruction]
1 please confirm that the upgraded version of the same model and the same model.
2 in the upgrade process, you may encounter flash to make the page is temporarily
unable to respond to the page, this time can not power off or restart the device, until
prompted to upgrade successfully!
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4.12.3 Config management

4.12.3.1 Current configuration

In the navigation bar to select”SYSTEM>config management>current
configuration”,can import and export configuration files, the backup file. the
following picture:

E Heme | Current configuration || Configuration backup || Restore factory configuration |
W Quicky Set

Show Currant Confiz Export Confip
» PORT

@ back confia
b VLAN ackup impart configuration

file name: o
¥ Fault/Safety
b MSTP confirm backup
¥ DHCP RELAY | Baciup e
L

Name E

¥ Addr Table
» SHMP beonfig Yo

v SYSTEM 12357 conf 25 45

*( Config Managem...

*  Config Save
*  Admiinistratar Pri

* Info Collsct

[instruction]
Import process can not be closed or refresh the page, or import will fail!
After the introduction of configuration, to enable the new configuration, please in
this page Restart device Otherwise configuration does not take effect.

4.12.3.2 Configuration backup

In the navigation bar to select”SYSTEM>config management>configuration
backup”,you can configure backup file. the following picture:
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Current configuration | | ( 'éé_nﬁguration backﬁu_ﬁ" y | | Restore factory configuration

gxplam: Click the file name o view the contents of the caﬁguratmn file, save up to & backup files

Name i
®  peonfig 2.00K
12357 conf 25 46K
8 Restare backup I delete backup Save backup ) Rename backup

| Confirm Fecovery

[instruction]

Operating this page should be in the current configuration page first, the backup
file.

[ Configuration example]
Such as: restore backup

| currant configuration || Configuration backup H Restore factory configuration

explain: Chekthe file name to view the contants of the configuration file, save up o 5 Sackup files.

Name
peonfig T,
(®  12357.cont ) .
Restore backup T deleta backup Save backup @ Rename nau:'rf.ué_'-
Renarmie:azert| conf —
——T e

'-,g:nrrﬁrm rename. |
L e

4.12.3.3 Restore factory configuration

In the navigation bar to select”SYSTEM>config management>restore factory
configuraton”,Can export the current configuration and restore factory
configuration .the following picture:
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B Hore Current configuration ‘I Configuration backup H &fore factory configuratio |

® auicy et
¥ 98! c 5 . Y
N Motz Restors to default seftings will detete all currant configurations: Ifihere are useful configurations, cickExport Exsting Configurationsbefore restoning to defaull sefiingss

-

PORT
VLAN Export Current Esmizg| |Reaters Factors

-

Fault/Safety
MsTP

DHCP RELAY
Qos

Addr Table
SNMP
SYSTEM

* System Config

v w v w w v

* System Updaie

Config Managem..

* CaopfigSave
* Adminichatar Pri

¢ Info Collect

[instruction]

Restore the factory configuration, will delete all the current configuration. If you
have any useful configuration, the current system can lead the factory configuration
again after the current configuration.

[ Configuration example]
Such as: restore configuration can be the guide before they leave the current
configuration

| Current configuration |‘ Configuration backup || Restore factory configuration

Mote: Restore 10 default settings will delele all current configurations, Ifthere are Useful configurations, dickEsport Existing Con

— —

Reztnrs Fax.‘t—n—r'_r\.'

]i:x;:arl Currznt C«:—nﬁgl
s —— =

4.12.4 Config save

In the navigation bar to select”SYSTEM >config save”,you can save current
configuration. the following picture
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B pon
< Home lole: Save ssttings will delete all default configurations. [fthere are Useful configurations, dickbackup Configurationsbefore save the settings.
L

\ QuicklySat

Save settings
P PORT

VLAN
Fault/Safety
P MSTP
DHCP RELAY
» QOSs

Addr Table
SHmMP

v SYSTEM

- v v

v ¥

* System Config
*  Eystem Update

v Config Managem

* Administratar Fri

*  Info Collect

[instruction]
Save settings will delete all default configurations. If there are useful configurations,
clickbackup Configurationsbefore save the settings.

[ Configuration example]
Such as: click”save settings”button

lole: Save settings will delete all default configurations: If there are useful configurations, cickoackup Configurationsbefore save the seftings.

Save:settings .

4.12.5 Administrator privileges

In the navigation bar to select”SYSTEM>administrator privileges”,Configurable
ordinary users. the following picture
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& nome Administrator privileges

B quicky set
explain: This page only super administrator can access, for managing users and visitors. Usars can log on to the Web q systemforthe ze ofthe equipment

¥ PORT

b VLAN USEF nAme:
} Fault/Salety new fiasswiord:
P ST confirm password:
¥ DHCP RELAY 3 ussr

} Q0§

b Addr Table

b SHMP user name operation

userlist

v SYSTEM

* System Canfig

admin (74

user '

* System Upaate
* Canfig Managem frist page prevpage

* Coniig Save

* Info Callect

[instruction]

Only the admin of the super administrator can access this page is used to manage
users and visitors. The user can log in the Web management system of equipment for
routine maintenance. In addition to the admin and user, can add up to five users.
Ordinary users can only access information system home page.

[ Configuration example]
Such as:

Administrater privileges

explaii: This page anly super administrator can access, for managing users and visttors. Users can log on to the Web management system for the maintenance of the equipment

user name; 123¢
new password: §988
confirm password: S9ee]

“add user

4.12.6 Info collect

In the navigation bar to select”SYSTEM>info collect”,you can collect to the system
debug information. the following picture
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v v ¥ ¥ ¥ v v ¥

1

B vome

B 0uick)y Set
PORT
VLAN
Fault/Safety
MSTP
DHCP RELAY
Qos
Addr Table
SHMP
SYSTEM

*  System Config

* Systemn Lipdate

*  Config Managem. .

*  Config Save

*  Administrator Py,

[instruction]
collect useful infomation,it may take a few moment.

Hote: collect useful information, It may iake a few moment

|Coltect |

[ Configuration example]
Such as: click on "collect" button

Hote: collectuseful infomation it may take afew moment
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Appendix: Technical Specifications

Standards

IEEE 802.3, IEEE 802.3u, IEEE 802.3ab, IEEE802.3x,
IEEE802.3z, EEE802.3ad, IEEE802.1q, IEEE802.1p

Network Media
(Cable)

10BASE-T: UTP category 3,4,5 cable (maximum 100m)
100BASE-Tx: UTP category 5,5e cable (maximum 100m)
1000BASE-T: UTP category 5e,6 cable (maximum 100m)
100BASE-FX: MMF, SMF

1000BASE-X: MMF, SMF

Number of Ports

48 x 10/100/1000Mbps Auto-Negotiation port
4 x 100/1000Mbps SFP port
1 x RJ45 Console Port

Transfer Method

Store-and-Forward

Switching Capacity

104G

MAC Address Learning

Automatically learning, automatically Update 16K
Table

Frame Filtering and
Forward Rate

10Mbps: 14880pps
100Mbps: 148800pps
1000Mbps: 1488000pps

Dimensions (W x D x
H)

440*330*44mm

Environment

Operating Temperature: 0°C~40°C

Storage Temperature: -10°C~70°C

Operating Humidity: 10%~90% non-condensing
Storage humidity: 5%~90% non-condensing

Power Supply

AC 100V~240V 50/60HZ (12V—4A)

Power consumption

29.28W(MAX)

System

IP Configuration(IPV4. IPV6)

User Configuration

Time Settings(SNTP)

Log Management

SNMP Management(V2)

RMON
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Port Configuration

Link Aggregation(static. LACP)

Port Port Mirroring

Jumbo Frame

Port Error Disabled Configuration

Port based VLAN
VLAN

Protocol based VLAN

IGMP Snooping (V2. V3)
IGMP

Multicast group (256)

IEEE 802.1D STP

STP IEEE 802.1W RSTP

IEEE 802.1S MSTP

Broadcast / Uncast / Multicast Storm Control

Security IEEE 802.1x

DHCP Snooping (IP. MAC. Port)

MAC-Based ACL

MAC-Based ACE

ACL
IPv4-Based ACL

IPv4-Based ACE

WRR (Weighted Round Robin)

Port based QoS

IEEE 802.1p Class of Service

QoS
DSCP-based QoS

QoS basic mode

QoS advanced mode (Policy based)

Ingress Port

Ingress VLAN
Bandwidth Control

Egress Port

Egress Queue
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MAC Address
Setting

Static Mac Setting

MAC Filtering

Dynamic Address Learn/Setting

RMA Setting

LLDP

LLDP Port Setting

MED Network Policy

Management

System Status

Ping Test

Factory Reboot Switch

Backup/Upgrade Manager

Configuration Manager

& Safety Warnings

For your safety, be sure to read and follow all warning notices and instructions.

= Do not open the device. Opening or removing the device cover can expose

you to dangerous high voltage points or other risks. Only qualified service

personnel can service the device. Please contact your vendor for further

information.

* Do not use your device during a thunderstorm. There may be a risk of

electric shock brought about by lightning.

* Do not expose your device to dust or corrosive liquids.

* Do not use this product near water sources.

* Make sure to connect the cables to the correct ports.

= Do not obstruct the ventilation slots on the device.
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ALLNET GmbH Computersysteme declares that the device ALL-SG8452M is in
compliance with the essential requirements and other relevant provisions of
Directive 2004/108/EC or 2014/30/EU. The Declaration of conformity can be found
under this link:

www.allnet.de/downloads.html

ALLNET GmbH Computersysteme
Maistrasse 2
82110 Germering

Tel. +49 (0)89 894 222 - 22
Fax +49 (0)89 894 222 - 33
Email: info(at)allnet.de
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GPL Declaration for ALLNET products

DISCLAIMER_OF WARRANTY
This Program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; version 2 of the License.
This Program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the
implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public
License for more details.
You should have received a copy of the GNU General Public License along with this Program; if not, write to the
Free Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA.
The full text of the GNU General Public License version 2 is included with the software distribution in the file
LICENSE.GPLv2

NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE
EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION. IN NO EVENT UNLESS REQUIRED BY
APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO
MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

Written Offer for Source Code
For binaries that you receive from ALLNET GmbH Computersysteme on physical media or within the download
of the offered firmware that are licensed under any version of the GNU General Public License (GPL) or the GNU

LGPL, you can receive a complete machine-readable copy of the source code by sending a written request to:

ALLNET GmbH Computersysteme
Maistrasse 2

82110 Germering

Your request should include: (i) the name of the covered binary, (ii) the version number of the ALLNET product
containing the covered binary, (iii) your name, (iv) your company name (if applicable) and (v) your return
mailing and email address (if available). We may charge you a nominal fee to cover the cost of the media and
distribution. Your request must be sent within three (3) years of the date you received the GPL or LGPL covered

code. For your convenience, some or all of the source code may also be found at:
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http://www.allnet.de/gpl.html

LICENSE.GPLv2
GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA
02110-1301, USA Everyone is permitted to copy and distribute verbatim copies of this license document, but

changing it is not allowed.

Preamble
The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public License is intended to guarantee your freedom to share and change free software--to
make sure the software is free for all its users. This General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors commit to using it. (Some other Free
Software Foundation software is covered by the GNU Library General Public License instead.) You can apply it
to your programs, too.
When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this
service if you wish), that you receive source code or can get it if you want it, that you can change the software
or use pieces of it in new free programs; and that you know you can do these things.
To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to
surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the
software, or if you modify it.
For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients
all the rights that you have. You must make sure that they, too, receive or can get the source code. And you
must show them these terms so they know their rights.
We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you
legal permission to copy, distribute and/or modify the software.
Also, for each author's protection and ours, we want to make certain that everyone understands that there is
no warranty for this free software. If the software is modified by someone else and passed on, we want its
recipients to know that what they have is not the original, so that any problems introduced by others will not
reflect on the original authors' reputations.
Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that
redistributors of a free program will individually obtain patent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that any patent must be licensed for everyone's free use or
not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION
0. This License applies to any program or other work which contains a notice placed by the copyright
holder saying it may be distributed under the terms of this General Public License. The "Program",
below, refers to any such program or work, and a "work based on the Program" means either the

Program or any derivative work under copyright law: that is to say, a work containing the Program or
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a portion of it, either verbatim or with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the term "modification".) Each licensee is
addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the Program (independent of having been

made by running the Program). Whether that is true depends on what the Program does.

You may copy and distribute verbatim copies of the Program's source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and
to the absence of any warranty; and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer

warranty protection in exchange for a fee.

You may modify your copy or copies of the Program or any portion of it, thus forming a work based
on the Program, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the
files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is
derived from the Program or any part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

¢) If the modified program normally reads commands interactively when run, you must cause it,
when started running for such interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a notice that there is no warranty
(or else, saying that you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License. (Exception: if the
Program itself is interactive but does not normally print such an announcement, your work based
on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Program, and can be reasonably considered independent and separate
works in themselves, then this License, and its terms, do not apply to those sections when you
distribute them as separate works. But when you distribute the same sections as part of a whole
which is a work based on the Program, the distribution of the whole must be on the terms of this
License, whose permissions for other licensees extend to the entire whole, and thus to each and
every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative
or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or
with a work based on the Program) on a volume of a storage or distribution medium does not

bring the other work under the scope of this License.
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You may copy and distribute the Program (or a work based on it, under Section 2) in object code or
executable form under the terms of Sections 1 and 2 above provided that you also do one of the
following:

a) Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections and 2 above on a medium customarily used for software
interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a
charge no more than your cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For

an executable work, complete source code means all the source code for all modules it contains, plus

any associated interface definition files, plus the scripts used to control compilation and installation of
the executable. However, as a special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary form) with the major components

(compiler, kernel, and so on) of the operating system on which the executable runs, unless that

component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place,

then offering equivalent access to copy the source code from the same place counts as distribution of

the source code, even though third parties are not compelled to copy the source along with the object
code.

You may not copy, modify, sublicense, or distribute the Program except as expressly provided under

this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void,

and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

You are not required to accept this License, since you have not signed it. However, nothing else

grants you permission to modify or distribute the Program or its derivative works. These actions are

prohibited by law if you do not accept this License. Therefore, by modifying or distributing the

Program (or any work based on the Program), you indicate your acceptance of this License to do so,

and all its terms and conditions for copying, distributing or modifying the Program or works based on

it.

Each time you redistribute the Program (or any work based on the Program), the recipient

automatically receives a license from the original licensor to copy, distribute or modify the Program

subject to these terms and conditions. You may not impose any further restrictions on the recipients'
exercise of the rights granted herein. You are not responsible for enforcing compliance by third
parties to this License.

If, as a consequence of a court judgment or allegation of patent infringement or for any other reason

(not limited to patent issues), conditions are imposed on you (whether by court order, agreement or

otherwise) that contradict the conditions of this License, they do not excuse you from the conditions
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of this License. If you cannot distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you may not distribute the
Program at all. For example, if a patent license would not permit royalty-free redistribution of the
Program by all those who receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is implemented by public license practices.
Many people have made generous contributions to the wide range of software distributed through
that system in reliance on consistent application of that system; it is up to the author/donor to decide
if he or she is willing to distribute software through any other system and a licensee cannot impose
that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of
this License.

If the distribution and/or use of the Program is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Program under this License may
add an explicit geographical distribution limitation excluding those countries, so that distribution is
permitted only in or among countries not thus excluded. In such case, this License incorporates the
limitation as if written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in
detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of
this License which applies to it and "any later version", you have the option of following the terms
and conditions either of that version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation.

If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is copyrighted
by the Free Software Foundation, write to the Free Software Foundation; we sometimes make
exceptions for this. Our decision will be guided by the two goals of preserving the free status of all

derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY
BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM,
TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING
THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
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PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE
THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Programs
If you develop a new program, and you want it to be of the greatest possible use to the public, the
best way to achieve this is to make it free software which everyone can redistribute and change under
these terms.
To do so, attach the following notices to the program. It is safest to attach them to the start of each
source file to most effectively convey the exclusion of warranty; and each file should have at least the

"copyright" line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.> Copyright (C) <year> <name

of author>

This program is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 2 of the License,
or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program; if not,
write to the Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA  02110-1301,
USA

Also add information on how to contact you by electronic and paper mail. If the program is

interactive, make it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author
Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type ‘show w'.
This is free software, and you are welcome to redistribute it under certain conditions; type “show c' for

details.

The hypothetical commands ‘show w' and “show ¢' should show the appropriate parts of the General
Public License. Of course, the commands you use may be called something other than ‘show w' and

‘show c'; they could even be mouse-clicks or menu items--whatever suits your program.
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You should also get your employer (if you work as a programmer) or your school, if any, to sign a

"copyright disclaimer" for the program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

‘Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989

Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs.
If your program is a subroutine library, you may consider it more useful to permit linking proprietary
applications with the library. If this is what you want to do, use the GNU Lesser General Public

License instead of this License.

LICENSE.LGPLv2.1
GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999
Copyright (C) 1991, 1999 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA
02110-1301 USA Everyone is permitted to copy and distribute verbatim copies of this license
document, but changing it is not allowed. [This is the first released version of the Lesser GPL. It also

counts as the successor of the GNU Library Public License, version 2, hence the version number 2.1.]

Preamble
The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public Licenses are intended to guarantee your freedom to share and
change free software--to make sure the software is free for all its users.
This license, the Lesser General Public License, applies to some specially designated software
packages--typically libraries--of the Free Software Foundation and other authors who decide to use it.
You can use it too, but we suggest you first think carefully about whether this license or the ordinary
General Public License is the better strategy to use in any particular case, based on the explanations
below.
When we speak of free software, we are referring to freedom of use, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free software
(and charge for this service if you wish); that you receive source code or can get it if you want it; that
you can change the software and use pieces of it in new free programs; and that you are informed
that you can do these things.
To protect your rights, we need to make restrictions that forbid distributors to deny you these rights
or to ask you to surrender these rights. These restrictions translate to certain responsibilities for you
if you distribute copies of the library or if you modify it.
For example, if you distribute copies of the library, whether gratis or for a fee, you must give the
recipients all the rights that we gave you. You must make sure that they, too, receive or can get the

source code. If you link other code with the library, you must provide complete object files to the
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recipients, so that they can relink them with the library after making changes to the library and
recompiling it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this
license, which gives you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free
library. Also, if the library is modified by someone else and passed on, the recipients should know
that what they have is not the original version, so that the original author's reputation will not be
affected by problems that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to
make sure that a company cannot effectively restrict the users of a free program by obtaining a
restrictive license from a patent holder. Therefore, we insist that any patent license obtained for a
version of the library must be consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License.
This license, the GNU Lesser General Public License, applies to certain designated libraries, and is quite
different from the ordinary General Public License. We use this license for certain libraries in order
to permit linking those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared library, the combination
of the two is legally speaking a combined work, a derivative of the original library. The ordinary
General Public License therefore permits such linking only if the entire combination fits its criteria of
freedom. The Lesser General Public License permits more lax criteria for linking other code with the
library.

We call this license the "Lesser" General Public License because it does Less to protect the user's
freedom than the ordinary General Public License. It also provides other free software developers
Less of an advantage over competing non-free programs. These disadvantages are the reason we
use the ordinary General Public License for many libraries. However, the Lesser license provides
advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a
certain library, so that it becomes a de-facto standard. To achieve this, non-free programs must be
allowed to use the library. A more frequent case is that a free library does the same job as widely
used non-free libraries. In this case, there is little to gain by limiting the free library to free software
only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of
people to use a large body of free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU operating system, as well as its
variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does ensure that
the user of a program that is linked with the Library has the freedom and the wherewithal to run that
program using a modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close
attention to the difference between a "work based on the library" and a "work that uses the library".
The former contains code derived from the library, whereas the latter must be combined with the

library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
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TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

This License Agreement applies to any software library or other program which contains a notice

placed by the copyright holder or other authorized party saying it may be distributed under the terms

of this Lesser General Public License (also called "this License"). Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data prepared so as to be conveniently

linked with application programs (which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work which has been distributed under

these terms. A "work based on the Library" means either the Library or any derivative work under

copyright law: that is to say, a work containing the Library or a portion of it, either verbatim or with
modifications and/or translated straightforwardly into another language. (Hereinafter, translation is
included without limitation in the term "modification".)

"Source code" for a work means the preferred form of the work for making modifications to it. For

a library, complete source code means all the source code for all modules it contains, plus any

associated interface definition files, plus the scripts used to control compilation and installation of the

library.

Activities other than copying, distribution and modification are not covered by this License; they are

outside its scope. The act of running a program using the Library is not restricted, and output from

such a program is covered only if its contents constitute a work based on the Library (independent of
the use of the Library in a tool for writing it). Whether that is true depends on what the Library does
and what the program that uses the Library does.

You may copy and distribute verbatim copies of the Library's complete source code as you receive it, in

any medium, provided that you conspicuously and appropriately publish on each copy an appropriate

copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and
to the absence of any warranty; and distribute a copy of this License along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer

warranty protection in exchange for a fee.

You may modify your copy or copies of the Library or any portion of it, thus forming a work based on
the Library, and copy and distribute such modifications or work under the terms of Section 1 above,
provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files
and the date of any change.

¢)  You must cause the whole of the work to be licensed at no charge to all third parties under the
terms of this License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied by an
application program that uses the facility, other than as an argument passed when the facility is
invoked, then you must make a good faith effort to ensure that, in the event an application does
not supply such function or table, the facility still operates, and performs whatever part of its
purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely
well-defined independent of the application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must be optional: if the application
does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are
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not derived from the Library, and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those sections when you distribute them
as separate works. But when you distribute the same sections as part of a whole which is a work
based on the Library, the distribution of the whole must be on the terms of this License, whose
permissions for other licensees extend to the entire whole, and thus to each and every part regardless
of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely
by you; rather, the intent is to exercise the right to control the distribution of derivative or collective
works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a
work based on the Library) on a volume of a storage or distribution medium does not bring the other
work under the scope of this License.

You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a
given copy of the Library. To do this, you must alter all the notices that refer to this License, so that
they refer to the ordinary GNU General Public License, version 2, instead of to this License. (If a
newer version than version 2 of the ordinary GNU General Public License has appeared, then you can
specify that version instead if you wish.) Do not make any other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General
Public License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not a
library.

You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you accompany it
with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place satisfies the requirement to distribute
the source code, even though third parties are not compelled to copy the source along with the object
code.

A program that contains no derivative of any portion of the Library, but is designed to work with the
Library by being compiled or linked with it, is called a "work that uses the Library". Such a work, in
isolation, is not a derivative work of the Library, and therefore falls outside the scope of this License.
However, linking a "work that uses the Library" with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a "work that uses
the library". The executable is therefore covered by this License. Section 6 states terms for
distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library, the
object code for the work may be a derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be linked without the Library, or if the
work is itself a library. The threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small
macros and small inline functions (ten lines or less in length), then the use of the object file is
unrestricted, regardless of whether it is legally a derivative work. (Executables containing this object

code plus portions of the Library will still fall under Section 6.)
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Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work
under the terms of Section 6. Any executables containing that work also fall under Section 6, whether
or not they are linked directly with the Library itself.

As an exception to the Sections above, you may also combine or link a "work that uses the Library"

with the Library to produce a work containing portions of the Library, and distribute that work under

terms of your choice, provided that the terms permit modification of the work for the customer's own
use and reverse engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the

Library and its use are covered by this License. You must supply a copy of this License. If the work

during execution displays copyright notices, you must include the copyright notice for the Library

among them, as well as a reference directing the user to the copy of this License. Also, you must do
one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked with the Library, with the
complete machine-readable "work that uses the Library", as object code and/or source code, so
that the user can modify the Library and then relink to produce a modified executable containing
the modified Library. (It is understood that the user who changes the contents of definitions
files in the Library will not necessarily be able to recompile the application to use the modified
definitions.)

b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is
one that (1) uses at run time a copy of the library already present on the user's computer system,
rather than copying library functions into the executable, and (2) will operate properly with a
modified version of the library, if the user installs one, as long as the modified version is
interface-compatible with the version that the work was made with.

c¢) Accompany the work with a written offer, valid for at least three years, to give the same user the
materials specified in Subsection 6a, above, for a charge no more than the cost of performing this
distribution.

d) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place.

e) Verify that the user has already received a copy of these materials or that you have already sent
this user a copy.

For an executable, the required form of the "work that uses the Library" must include any data and

utility programs needed for reproducing the executable from it. However, as a special exception, the

materials to be distributed need not include anything that is normally distributed (in either source or
binary form) with the major components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries

that do not normally accompany the operating system. Such a contradiction means you cannot use

both them and the Library together in an executable that you distribute.

You may place library facilities that are a work based on the Library side-by-side in a single library

together with other library facilities not covered by this License, and distribute such a combined

library, provided that the separate distribution of the work based on the Library and of the other

library facilities is otherwise permitted, and provided that you do these two things:
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a) Accompany the combined library with a copy of the same work based on the Library,
uncombined with any other library facilities. This must be distributed under the terms of the
Sections above.

b) Give prominent notice with the combined library of the fact that part of it is a work based on the
Library, and explaining where to find the accompanying uncombined form of the same work.

You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided

under this License. Any attempt otherwise to copy, modify, sublicense, link with, or distribute the

Library is void, and will automatically terminate your rights under this License. However, parties who

have received copies, or rights, from you under this License will not have their licenses terminated so

long as such parties remain in full compliance.

You are not required to accept this License, since you have not signed it. However, nothing else

grants you permission to modify or distribute the Library or its derivative works. These actions are

prohibited by law if you do not accept this License. Therefore, by modifying or distributing the

Library (or any work based on the Library), you indicate your acceptance of this License to do so, and

all its terms and conditions for copying, distributing or modifying the Library or works based on it.

Each time you redistribute the Library (or any work based on the Library), the recipient automatically

receives a license from the original licensor to copy, distribute, link with or modify the Library subject

to these terms and conditions. You may not impose any further restrictions on the recipients'
exercise of the rights granted herein. You are not responsible for enforcing compliance by third
parties with this License.

If, as a consequence of a court judgment or allegation of patent infringement or for any other reason

(not limited to patent issues), conditions are imposed on you (whether by court order, agreement or

otherwise) that contradict the conditions of this License, they do not excuse you from the conditions

of this License. If you cannot distribute so as to satisfy simultaneously your obligations under this

License and any other pertinent obligations, then as a consequence you may not distribute the Library

atall. For example, if a patent license would not permit royalty-free redistribution of the Library by

all those who receive copies directly or indirectly through you, then the only way you could satisfy
both it and this License would be to refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the

balance of the section is intended to apply, and the section as a whole is intended to apply in other

circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right

claims or to contest validity of any such claims; this section has the sole purpose of protecting the

integrity of the free software distribution system which is implemented by public license practices.

Many people have made generous contributions to the wide range of software distributed through

that system in reliance on consistent application of that system; it is up to the author/donor to decide

if he or she is willing to distribute software through any other system and a licensee cannot impose
that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of

this License.

If the distribution and/or use of the Library is restricted in certain countries either by patents or by

copyrighted interfaces, the original copyright holder who places the Library under this License may

add an explicit geographical distribution limitation excluding those countries, so that distribution is
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permitted only in or among countries not thus excluded. In such case, this License incorporates the
limitation as if written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the Lesser General Public
License from time to time. Such new versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of
this License which applies to it and "any later version", you have the option of following the terms
and conditions either of that version or of any later version published by the Free Software
Foundation. If the Library does not specify a license version number, you may choose any version
ever published by the Free Software Foundation.

If you wish to incorporate parts of the Library into other free programs whose distribution conditions
are incompatible with these, write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals of preserving the free status

of all derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY
BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO
THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE
COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT WARRANTY
OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK
AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH YOU. SHOULD THE LIBRARY
PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE
THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY TO
OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Libraries
If you develop a new library, and you want it to be of the greatest possible use to the public, we
recommend making it free software that everyone can redistribute and change. You can do so by
permitting redistribution under these terms (or, alternatively, under the terms of the ordinary General
Public License).
To apply these terms, attach the following notices to the library. It is safest to attach them to the
start of each source file to most effectively convey the exclusion of warranty; and each file should

have at least the "copyright" line and a pointer to where the full notice is found.

<one line to give the library's name and a brief idea of what it does.> Copyright (C) <year> <name of

author>
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This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser
General Public License as published by the Free Software Foundation; either version 2.1 of the License,
or (at your option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with this library; if
not, write to the Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA
02110-1301 USA

Also add information on how to contact you by electronic and paper mail.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a

"copyright disclaimer" for the library, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the library "Frob' (a library for tweaking
knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990 Ty Coon, President of Vice

That's all there is to it!
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