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Chapter 1 Product Introduction

Congratulations on your purchasing of the Web Smart Ethernet Switch. Before you
install and use this product, please read this manual carefully for full exploiting the
functions of this product,

1.1 Product Overview

This is a new generation designed for high security and high performance network
the second layer switch. Provides twenty-four 10/100/1000Mbps self-adaption RJ45
port, and two 100/1000Mbps SFP optical ports, all ports support wire-speed
forwarding, can provide you with larger network flexibility. Support VLAN ACL based
on port, easily implement network monitoring, traffic regulation, priority tag and
traffic control. Support traditional STP/RSTP/MSTP 2 link protection technology;
greatly improve the ability of fault tolerance, redundancy backup to ensure the
stable operation of the network. Support ACL control based on the time, easy control
the access time accurately. Support 802.1x authentication based on the port and MAC,
easily set user access. Perfect QOS strategy and plenty of VLAN function, easy to
maintenance and management, meet the networking and access requirements of
small and medium-sized enterprises, intelligent village, hotel, office network and
campus network.

The 16 ports support POE power supply function, support IEEE802.3at standard,
802.3af downward compatibility, power supply equipment for Ethernet, can
automatically detect identification standard of electrical equipment, and through
the cable for the power supply.

1.2 Features

» Comply with IEEE 802.3i, IEEE 802.3u, IEEE802.3x, IEEE802.3ab , IEEE802.1q ,
IEEE802.1p standards.

» Supports IEEE802.3af. |IEEE802.3at standards.

Supports PoE power up to 30W for each PoE port, total power up to 265W for all

PoE ports.

» Supports manage the POE port, support POE port power on/off and port output

power restriction.

Support Web interface management.

> 16 x 10/100/1000Mbps Auto MDI/MDI-X Ethernet port, Support ports Auto

MDI/MDIX.

8K entry MAC address table of the switch with auto-learning and auto-aging.

» Supports IEEE802.3x flow control for Full-duplex Mode and backpressure for

Half-duplex Mode.

Supports QoS (quality of service), port mirror, Link aggregation protocol.

» Support packet length 9216Bytes jumbo frame packet forwarding at wire speed.

A\

A\

A\

A\
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»  Built-in natural cold 300W power, fanless design.

1.3 External Component Description

1.3.1 Front Panel

The front panel of the Switch consists of 16 x 10/100/1000Mbps RJ-45 ports, 2 x
1000Mbps SFP ports, 1 x Console port, 1 x Reset button and a series of LED
indicators as shown as below.

10/100/1000Mbps RJ-45 ports (1~16):
Designed to connect to the device with a bandwidth of 10Mbps, 100Mbps or
1000Mbps. Each has a corresponding 10/100/1000Mbps LED.

SFP ports (SFP1, SFP2):
Designed to install the SFP module and connect to the device with a bandwidth of
1000Mbps. Each has a corresponding 1000Mbps LED.

Console port (Console):
Designed to connect with the serial port of a computer or terminal for monitoring
and configuring the Switch.

Reset button (Reset):
Keep the device powered on and press down the button for about 5 seconds. The
system restores the factory default settings.

LED indicators:
The LED Indicators will allow you to monitor, diagnose and troubleshoot any
potential problem with the Switch, connection or attached devices.
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The following chart shows the LED indicators of the Switch along with explanation of
each indicator.

On Power On
Power Red
Off Power Off
Orange On A device is connected to the port
LINK/ACT | (10/100Mbps)
/Speed Off A device is disconnected to the port
(1~16) Green
(1000Mbps)> Flashing Sending or receiving data
On A device is connected to the port
LINK/ACT
/Speed Green Off A device is disconnected to the port
(SFP1,2)
Flashing Sending or receiving data
on A Powered Device is connected to the
port, which supply power successfully.
No Powered Device connected to the
PoE Yellow Off port, or no power is supplied according
(1~16) to the power limits of the port.
The PoE power circuit may be in short
Flashing or the power current may be
overloaded.

1.3.2 Rear Panel

The rear panel of the Switch contains AC power connector and one marker shown
as below.

© ALLNET GmbH Computersysteme 2016 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
6



AC Power Connector:
Power is supplied through an external AC power adapter. It supports AC 100~240V,
50/60Hz.

Grounding Terminal:

The Switch already comes with Lightning Protection Mechanism. You can also
ground the Switch through the PE (Protecting Earth) cable of AC cord or with
Ground Cable.

1.4 Environment

Operating Temperature: 0°C~45°C

Storage Temperature: -40°C~70°C

Operating Humidity: 10%~90% non-condensing
Storage humidity: 5%~90% non-condensing

YV V V VY

1.5 Package Contents

Before installing the Switch, make sure that the following the "packing list" listed
OK. If any part is lost and damaged, please contact your local agent immediately. In
addition, make sure that you have the tools install switches and cables by your hands.
» One PoE Web Smart Ethernet Switch

» Four rubber feet, two mounting ears and eights screws

» One AC power cord
>

One User Manual
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Chapter 2 Installing and Connecting the
Switch

This part describes how to install your Web Smart Ethernet Switch and make
connections to it. Please read the following topics and perform the procedures in the
order being presented.

2.1 Installation

Please follow the following instructions in avoid of incorrect installation causing
device damage and security threat.

»  Put the Switch on stable place or desktop in case of falling damage.

» Make sure the Switch works in the proper AC input range and matches the
voltage labeled on the Switch.

» To keep the Switch free from lightning, do not open the Switch’s shell even in
power failure.

» Make sure that there is proper heat dissipation from and adequate ventilation
around the Switch.

» Make sure the cabinet to enough back up the weight of the Switch and its
accessories.

2.1.1 Desktop Installation

Sometimes users are not equipped with the 19-inch standard cabinet. So when
installing the Switch on a desktop, please attach these cushioning rubber feet
provided on the bottom at each corner of the Switch in case of the external vibration.
Allow adequate space for ventilation between the device and the objects around it.
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2.1.2 Rack-mountable Installation in 19-inch Cabinet

The Switch can be mounted in an EIA standard-sized, 19-inch rack, which can be
placed in a wiring closet with other equipment. To install the Switch, please follow
these steps:

a. attach the mounting brackets on the Switch's side panels(one on each side) and
secure them with the screws provided.

b. use the screws provided with the equipment rack to mount the Switch on the
rack and tighten it.

2.1.3 Power on the Switch

The Switch is powered on by the AC 100-240V 50/60Hz internal high-performance
power supply. Please follow the next tips to connect:

AC Electrical Outlet:

It is recommended to use single-phase three-wire receptacle with neutral outlet or
multifunctional computer professional receptacle. Please make sure to connect the
metal ground connector to the grounding source on the outlet.

AC Power Cord Connection:
Connect the AC power connector in the back panel of the Switch to external
receptacle with the included power cord, and check the power indicator is on or not.
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When it is on, it indicates the power connection is OK.

2.2 Connect Computer (NIC) to the Switch

Please insert the NIC into the computer, after installing network card driver, please
connect one end of the twisted pair to RJ-45 jack of your computer, the other end
will be connected to any RJ-45 port of the Switch, the distance between Switch and
computer is around 100 meters. Once the connection is OK and the devices are
power on normally, the LNK/ACT/Speed status indicator lights corresponding ports of
the Switch.

2.3 Switch connection to the PD

1-24 ports of the Switch have PoE power supply function, the maximum output
power up to 30W each port, it can make PD devices, such as internet phone, network
camera, wireless access point work. You only need to connect the Switch PoE port
directly connected to the PD port by network cable.
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Chapter 3 How to Login the Switch

3.1 Switch to End Node

Use standard Cat.5/5e Ethernet cable (UTP/STP) to connect the Switch to end nodes as
described  below. Switch ports will automatically adjust to the
characteristics(MDI/MDI-X, speed, duplex) of the device to which is connected.

Please refer to the LED Indicator Specification. The LNK/ACT/Speed LEDs for each port
lights on when the link is available.

3.2 How to Login the Switch

As the Switch provides Web-based management login, you can configure your
computer’s IP address manually to log on to the Switch. The default settings of the
Switch are shown below.

Parameter Default Value
Default IP address 192.168.2.1
Default Username admin

Default Password admin

You can log on to the configuration window of the Switch through following steps:

1. Connect the Switch with the computer NIC interface.

2. Power on the Switch.

3. Check whether the IP address of the computer is within this network segment:
192.168.2.xxx (“xxx" ranges 2~254), for example, 192.168.2.100.

4. Open the browser, and enter http://192.168.2.1 and then press “Enter”. The
Switch login window appears, the following picture:
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Welcome To Web Smart Management System

& USER LOGIN

O —
S —
passwors: [

Language:

5. Enter the Username and Password (The factory default Username is admin and
Password is admin), and then click “login” to log in to the Switch configuration
window as below. Need to click on the upper right corner of the "Language" switch
to switch to English.

Thecuet e rane;adna

8 jone ‘ VLAN setting H Otfier settings ‘

ik s I Witsetig
3

PORT ‘ 3 (T WAlnane ‘ VLAN Patress por ‘ operan
b VLAN
b FaultSafety 1 YLANOOGT 19216821 12 74
b POE 0 new VLA @ deloe selected LAN fistpage prvpagef] nodpage lastpage: | tpage
» NSTP

| ke

} DHCP RELAY
b 005 exploft if port s alowed 1a pass thotigh a plurallyof YLAN packels, he partis setfo.a Trunk port s ecommended frat e partofne mebwork device be setfo he Trunk port When the port s dded o alo VLAN, VLAN mustbe created
b 3
X M B potane putescrgon Vare Vi Noving peion

SHP R
b sysTE ) newTrunk port @ delete selected Trunk port fistpage prevpagelt] ned page lastpage:  (1page

) netsep
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Chapter 4 Switch Configuration

The Web Smart Ethernet Switch Managed switch software provides rich layer 2
functionality for switches in your networks. This chapter describes how to use
Web-based management interface (Web Ul) to this switch configure managed switch
software features.

In the Web U], the left column shows the configuration menu. Above you can see the
information for switch system, such as memory, software version. The middle shows
the switch’s current link status. Green squares indicate the port link is up, while black
squares indicate the port link is down. Below the switch panel, you can find a
common toolbar to provide useful functions for users. The rest of the screen area
displays the configuration settings.

4.1 Quickly setting

In the navigation bar to select “quickly setting”, can create a VLAN in
this module, add the port in the VLAN, set the basic information and
modify the switch login password. The following picture:

p— - 5 - T E———— B B
The current user name: admin

_ %

& Hame | VLAN setting Other settings
| VLAN setiing
» =

EOR] [ VLANID VLAN name VLAN IP address port operation
¥ VLAN

YLAND00 921682 25

b FaullSafety 1 VLANDODY 19218821 1
» POE J newVLAN @ delete selacted VLAN fistpage prevpage|1] nextpage lastpaget I 1page
¥ MSTP

| Trunk seffings
» DHCP RELAY

Y Q05 plain: 2 portis allowedto pass fhrough a pluraity of VLAN packets, e porIs'setfa a Trunk part s recommended iatihe part ofthe nebwork device be Setta the Trunk port Whenthe portis addedto alow VLAN, VLAN must be creafed
¥ AddrTable
b ShIP

¥ SYSTEM

port name port deseription Native Vian Allowing Vian operation

& new Trunkport & delefe selected Trunk part fist page prevpage[1] nextpage fastpager Tpage

‘E] next step ‘
[ parameter description ]
parameter description
VLAN ID VLAN number, 16GE default VLAN 1
VLAN name VLAN mark
Manage IP Manage the IP address of the VLAN
device name Switch name
Manage VLAN Switches management in use of the VLAN
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[instructions)

Native VLAN: as a Trunk, the mouth will belong to a Native VLAN. The
so-called Native VLAN, is refers to UNTAG send or receive a message on
the interface, is considered belongs to the VLAN. Obviously, the interface
of the default VLAN ID (PVID) in the IEEE 802.1 Q VLAN ID is the Native
VLAN. At the same time, send belong to Native VLAN frame on the Trunk,
must adopt UNTAG way.

Allowed VLAN list: a Trunk can transport the equipment support by
default all the VLAN traffic (1-4094). But, also can by setting the
permission VLAN Trunk at the mouth of the list to limit the flow of some
VLAN can't through the Trunk.

[ Configuration example]

1) VLAN setting: such as create VLAN 2 ,Sets the port 8 to Trunk , Native
VLAN 2

| VLAN setting || Otherssttings |

new VLAN

VLAN 1D(1-408%); 27

© VLAN name{1-32 characteMg wnohz
Cheose to join the VLAN port:

4 6 8 2 14

ARl

b ;—r

]
Js

L

e
[]

EI
[I

r
L

[]
_J D ;

1]

L

oAl
.
.

| VLAN setting H Other settings |

new Trunk port

choase port to setup

Y Cptional R Notoptional J Selected 17 Agaregation T3 Trunk Tips:

/
Native \."
Allowing VLAN({such as.
¢

58.1

= W o ]

2) click”next step” button , into other settings, such as: manage ip address set as
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192.168.2.11, device name set as switch-123, default gateway with the dns server set
as 172.16.1.241 and new password for 1234.

| VLAN Setting |\ Other Settings |

I Device Basic Information

VLAN. 1 v Davice Namg [rmten-izs )

Subnet Mask:
e
| Save)
e ——

I Administrator Password

Ol Passworp:[@ @088 ]

New Password: (@088

Comfirm New Pas:word:l.. ae |

B Back ‘ E':] Finish ‘

Use 192.168.2.11 to log in, set a new password for 1234

|, hitp://192.168.2.11/ jo RN o] ” =2 Networks ) | |

Welcome To Web Smart Management System
& USER LOGIN
User Name: [sdmin

Password: [wees |

Lanpuage: |English |

LOGIN

4.2 Port management

In the navigation bar to select “port management”,You may conduct
basic config, port aggregation, port mirroring , port limit and port

isolation.
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4.2.1 Basic config

PORT
* Basic Config

*  Portsggragaticn
*  Par Mirraring
* PartLind

*  Porisolation

In the navigation bar to select “port management>basic config”, For
panel port to port described , port speed, port status, working mode, flow
control, cross line order, mega frame configuration, the following picture:

B ome Port basic settings
B Quickly Set
Explain: ‘Salect ports on e panel can bie seton thie port
~ PORT Notice: {fthes

Select the part to setting:
* PortAggregation

ed parameter is notsupported. the corresponding parameter setings will not take effect

art Mirraring

§ 1 Cptional J Not optional § Selected [ Aggregation [ Trunk JET lp source enable port Tips: dra

» Port description(0-80 character): ] Port status: | Open -

¥ FaultiSafsty Portspeed: | Seifnegotiation v Working mode: | Sef negotiation ¥

» PoE Flow control: | Close v Cross line order: | Closa v

» MSTR Mega freme 1518 288

b DHCP RELAY SHcet

» QOS I Port list

» Addr Tabl, C

R SN‘N:P;”E Port Port description :E:::S Port spead w:;’;z‘“ mega frame ”gf;;“e CE:‘I":m

» SYSTEM Gion open | Seneostan Selinegonat 1618 Close Clase
B2 Cipen anoM Duplex 1518 Close Close
p— open | SelTmenotal  Selfnegatat — P p—

on on
parameter description
port Select the current configuration port number

port status

Choose whether to close link port

flow control

Whether open flow control

10M
100 M

port speed

1000 M

Can choose the following kinds:
Aggregation
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Can choose the following kinds:
Self negotiated

working mode 10M
100 M
1000 M
port described The port is described

Set the length of a jumbo frames , range
jumbo frame 1518-12288

Cross line sequence | Whether open intersection line sequence

[instructions)

Open flow control should be negotiated will close, negotiated close is to
set port speed rate and working mode; Set the port rate more than
actual rate of port, the port will be up.

[ Configuration example]

Such as: The port is set to 10 M, half duplex, open flow control and cross
line sequence and port state

Port basic settings

tports on the p ton e por

p: Ifthe selected parametsr is nol sippoited, the corresponding parameter settings will nat take efect

Select the port to setting:

(L’)juﬂuﬁuﬁm
T

¢ logtienal i Notoptional § Selected 1) Agaregation .3 Trunk TEJ jpsaurce enable port Tips:

Port description(0-80 characier) Port statu, i 1 v
Part spei i v Working mogle: Halv'd_gq_!_e_:: v
Flow contripl: | Open ¥ Cross fine ordeny| Open v
Mega frama, 1516 B-12288)
I Port list
Port Working Cross line Fow 2
o) &
Port Port description RIStRR Port speed S mega frame i el Opretion
Selfneqofiati  Self neao
&I Opatt Sdlfnegofiati  Self neactiall 1518 Close Close
on on
inr Open 10001 Duplex 1516 Close Close 2

4.2.2 Port aggregation

In the navigation bar to select "port management>port
aggregation”,In order to expand the port bandwidth or achieve the
bandwidth of the redundancy backup, the following picture:
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B qome Port aggregation
B cuicky set
= GEIEN In order io expand
~ PORT

+ Basic:Config

+  Port Mirofing

fie port bandwidth or achieve the bandwidth of the redundancy bacl

aggregate can be bound up o-a maximum of 8 members of the mouth. trough ihe diversion of the flaw of he NEtwork betwasn the members of the netwark

Hotice: Open the port of the ARF¢h

Aggregate port number({1-8):

T3 To bind multipfe physical poris (member ports} inio a logical port (aggredate). Each

eck function, the port of the important device ARF. The port af the VLAN MAC function, and the monitar partin the portimage ¢an not be added|

Please select the port to oin the

» Port Limit

aggregate port:

Tristpage prévpage (1) nextpage [astpagell

* St Cantral 2 4 6 B 10 120 14 16 18
P et b Sl e e S ol e B |
* Port fsafation — — —
RS R U R
» VLAN 1 3 5 7 9 1 13 15 7
» Fault/Safety "3 Cptional [ Notoptional g Selected 17 Aggreaation .. Trunk [E]Ip source snable port Tips: drag o sslect
b PoE
» NSTP Ard-satting
» DHCP RELAY I Port agaregation fist
»
a0s Apgregate port Mamber port
» Addr Table
b SNMP
b SYSTEM

[ parameter description ]

Gpretion

page

parameter

description

Aggregation port

16GE switch can be set up eight link trunk group,
group_1 to group_8

Member port

For each of the members of the group and add your
own port, and with members of other groups

[instructions])

Open the port of the ARP check function, the port of the important device
ARP, the port of the VLAN MAC function, and the monitor port in the port

image can not be adde

d!

[ Configuration example]

Such as: set the port 9, 10, for aggregation port 1, lets this aggregation

port
links .

Port aggregation

Expluin: In orderto expand the port bandwidth or achigve the bandwidth ofthe redundancy backup. To bind multiple physical porls (mamber pors) inta a legical port (aggregate) Each

aggregate can be bound up fo @ maxmum of & members of the mouth, through the diversion of the flow of the network betwezsn the members of the netwark

Notice

Aggregate port number(1-8): (1 )

Please select the port to join the
agaregate port:

i { Optional G Mot optional Rl Selectsd T1] Aggregation [ Trunk [E]ipsource enable port Tips: trag lo sslect

Add setting

I Portaggragation list

Aggregate pori

Member port

Cpen the port ofthe ARP check functian, he port of the impartantdevice ARP. the port ofthe VLAN MAC function, ana the manitor part in the port image can nat be added!

Opretian

fistpage prev page [1 nextpage lastpagel
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4.2.3 Port mirroring

In the navigation bar to select “port management>port mirroring”,
Open port mirror feature, All packets on the source port are copied and
forwarded to the destination port, Destination port is usually connected
to a packet analyzer to analyze the source port, Multiple ports can be
mirrored to a destination port, the following picture:

B vome
B quicky sat

* PORT

Port Mirroring

0 a packet analyzerto analyze the source

Mirror group number{1-4):

Please choose the source port:(Allow multinle ports to select, Too much of the source port may afect the deviee performance)

» FaultiSafety

» PoE Please choose the destination

» MSTP

ed - § 1{ Aggregation 'j:’;'w'n.\m SEE-F source enable port Tips

port:{Can anly choose one pol

4 @
» DHCP RELAY

SO R B e e [

2 14 18

» QOS
» Addr Table
> SNMP " Joptional 5B Notoptional R Selected [TAggregaton §o] Trunk TETIp source enable port
» SYSTEM
Saveadit Refresh

I Portmirror fist

MirTor group

source port destination port operation

[ parameter description ]

parameter

description

Source port

To monitor the port in and out of flow

Destination port

Mirror group

Set destination port, All packets on the source port are
copied and forwarded to the destination port

Range :1-4

[instructions])

The port of the aggregate port can not be used as a destination port and
the source port, destination port and source port can not be the same.

[ Configuration example]

Such as: set a mirror group for port 10 regulatory port 4, 6, 8 on and out

flow conditions
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Port Mirroring

Explain: Open port mirrer feature All packets on the seurce port are copied and forwarded fo the destinatien per Destination portis usually cannected to a packet analyzer to analyzs the source
part Multipls ports can be mirrored o a destination port.

Motice: The port of the aggregate port can not be used-as a destination portand the saurce pon: destination port.and source port can not bethe-same.

Mirror group numbertl

Please choose the source porti(Allow muitiple poris 1o select. Too much of the source port may aflsctthe device performancs

[ optional R Mat aptional R Selectad §17 Agaregation §1Trunk [EJ ip source nable part Tips: seigc] mulfiple pots

Please choose the destination t Gance|

port:(Can only ¢hoose ane port

3
[ Jontonal G Nat optional R Sslscted [T Agarsgation [ Trunk [EIp source anabls port

4.2.4 Port rate-limit

In the navigation bar to select “port management>port rate-limit”,
To port output, input speed limit, the following picture:

E Home

 Cuicky sat
~ PORT

* Basic Config

* Port Aggregation

Port speed limit

Explain: Select paris an the panef can be seton e port. In port speed (imit list"_" represent "Not speed limit".
Notice: 1 Mhit's = 1000 Kbitls = 1000 /'8 KBis = 125 KB/ That is, the thaoretical rate of 1M bandw|dth IS125KBis

Select ports (o selting:

2 4 8 B 10 12 14 18 13
oSO
+ Storm Contro! 28 7 21113 15 W

* Portisglation

» VLAN Input spaed (imit: 0,16+10,000, BOKNiS
¥ Fault/Safety Output speed limit: * 0,15-10,000.00kb/s
» PoE Saye settings
» MSTP
» DHCP RELAY I Port speed limit list
» QOS Parts Input speed limit Output spees fimit Operation
¥ Addr Table oooMble 1000Mbls 7
» SNMP -
¥ SvSiEn 2 1000Mb/s 1000Kb/s a7
3 1000MbJs 1000Mbis d

| = = = =
{1 Cptional G5 Mot optional § Selected {17 Aggregation T2]Trunk TET Ip source enable port Tips:

[ parameter description]

parameter

description

Input speed limit

Set port input speed

Output speed limit

Set port output speed

[instructions]

1 Mbit/s = 1000 Kbit/s = 1000 / 8 KB/s = 125 KB/s . That is, the theoretical
rate of 1M bandwidth is125KB/s .
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[ Configuration example]

Such as: the port 9 input rate is set to 6400 KB/s, the output rate is set to
3200 KB/s

Port spead limit

Explain: Select ports en the panel can be seton the pait In port speed limit fist ™" represent “Not speed limit™
Maotice: 1 Mbit's = 1000 Kbit’s = 1000 /8 KB/s = 125 KBfs . Thatis. the theéoratical rate of 1M bandwidth is125KBfks

Select ports to setting:

z 4 & 8 10 2
e L Y A B
Sistats ¢ )Bs
1 B 7 i1 13
§_Optional G Not aptional 5l Selectsd [17 Agdregation T Trunk FE](p source enable patt Tips: drag lo select mulliple

Input speed limjt: 0,16-10.000.00KD%s

Output speed limiy

* 0.16-10.000.00Kb/s

4.2.5 Port isolation

In the navigation bar to select “port management>port isolation”,
one port can be isolated to one or multiple destination ports. The
following picture:

Homs Part isolation
W Cuickly sat
xplain: Open port Isalation funciion, All patkets on the source port port can be ssparaied from mulliple desiination poris]
w PORT

te: Ports fat ave been added 10 he aggregate port aren't 2 t destination DAM afd S0Urce part cannot e the same

+ Basic Config

Please choose source port:([Can only select one part]
« Purt Aggragation

2 4 8 8 W 12 1% 18 1
* Port Mirraring TIirIra é DJ_ T35 D
* Port Limit LIRS LIRS AR RS ]

* Storm Gantrol

{7 optional G Notoptional G Selected [77 Agaregation §27 Trunk TE]Ip saurce enable port

» VLAN Please chaose destination port:(Allow multiple ports to salgct)
» Fault/Safety 2 4 8 3 10 2 14 18 18
» PoE Ly d []
T

» MSTP =
» DHCP RELAY = = =
¥ BO5 ¥ Optional § Notoptional i Selected 1] Agaregation [ 3 Trunk TE{ ip source enable port Tips: diap fo selecl mulipls norts
» Addr Table Save Cancel
P SNMP

I Port isolation list
b SYSTEM

Saurce port Isolated port Opretion
frist pane prav page [1] next page 1ast pagell I 1page

[ parameter description]

parameter

description

Source port

Choose a port, to configure the isolated port

Isolated port

Port will be isolated
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[instructions)

Open port isolation function, All packets on the source port are not
forwarded from the isolated port, and one port can be separated from
multiple destination ports.

Ports that have been added to the aggregate port aren't also capable of
being a destination port and source port, destination port and source port
cannot be the same

[ Configuration example]

Such as: the source port 2, isolated port 3, 4, 5, and 6

Port isolation

tian function, All packels on the =aurce portare hot forwarded from the isalated port and one port can be separated from muitipie destination ports

en abded o the agaregate port aren't also capable of being adestinaion port and souroe port. destination port and source port cannot be (e same

Please choase source port:{Can only select one port)

4 4 B 0 12 14 16 18

§_{Cptional R Notoptionai Jl Seletted U] Aggregation o] Trunk TE{ ip sourcs enabla port

Plzase choose destination port:fAllow multiple ports o selsct)

B 10 12 14 16

16
W S ]

|‘|'EE‘W

i Optional §Eg Mot aptioral i Selected T Agaregation §..3 Trunk [E] ip source enable pont Tips: diag to

Cancel

I Port isolation list

Source port Isolated port Opretion
2 3456 x
fristpage prevpage [1] nextpage lastpaget I 1page

After the success of the configuration, given out by the port 2 package
can't in 3/4/5/6 port forwarding, but 3/4/5/6 ports issued a message can be
forwarded on port 2, if you need not forwarding should be carried out
respectively on the 3/4/5/6 port configuration.

4.3 VLAN

In the navigation bar to select”VLAN”, You can manage the VLAN config,

Trunk Settings and Hybrid Settings, the following picture:
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| VLAN setting : Trunk-port setting || Hybrid-port setting

I VLAN Tist

5l VLAN D VLAN name

1 VLAMNODDA

o New VLAN & delete selected VLAN

4.3.1 VLAN config

In the navigation bar to select”VLAN config”, Vlans can be created and set
the port to the VLAN (port default state for the access mode) , the
following picture:

E Home | VLAN setting [y Trunk-port setting || Hybrid-port setting |
® Ouickly Set I VLA

» PORT
* \LAN

. 1 VLANGGOT

Fault/Safety & New VLAN @ deiete selected VLAN

VLAN ID VLAN name

POE

MSTP

DHCP RELAY
Q05

Addr Table
SHMP
SYSTEM

v vy v .w v ¥ ¥ ¥

[ parameter description]

parameter description

VLAN ID VLAN number, 16GE default VLAN 1
VLAN name VLAN mark

VLAN IP address Manage switch ip address

[instructions]

Management VLAN, the default VLAN cannot be deleted. Add ports to
access port, port access mode can only be a member of the VLAN.

[ Configuration example]

Such as: connect switches pc1, pc2 couldn't ping each other, will be
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one of the PC connection port belongs to a VLAN 2

‘ VLAN setting || Trunk-port setting :‘ Hybrid-port setting |

New VLAN

/ VLAN ID(1 4n941;®
= VLAN name (1-32 character): VLAWI00Z
© Choose to join the VLAN port:
2 4 ® _B_10 12 14 18 4g
A woE I ox
AR Gl e Rk

3 5 7

1 optional R Natoptional R Selected [17 Agaregation T3 Trunk Tips: dra0 o selzctmuliiple port: Solectall Anfi-<slect Cancel

4.3.2 Trunk-port setting

In the navigation bar to select”VLAN config>trunk-port setting”, can set port
to Trunk port,the following picture:

| VLAN setting \‘H Hybrid-port setting |

ian: It portis allowad to pass through  plurality of VLAN packets, the portis setto a Tunk port. s recommended hat the port of he network device be setfothe Trunk part, When the portis added fo allow VLAN, VLAN must be created

I Trunk port list

port port description Native Vian Allowing VLAN aperation

o) Mew Trunk-Port &) delate selecled Trunk-port Trigl page prevpage [1] nextpage lastpagel f1page

[ parameter description]

parameter description

Native VLAN Only set one
Allowing vlan Can set up multiple
[instructions]

Native VLAN: as a Trunk, the mouth will belong to a Native VLAN. The
so-called Native VLAN, is refers to UNTAG send or receive a message on
the interface, is considered belongs to the VLAN. Obviously, the interface
of the default VLAN ID (PVID) in the IEEE 802.1 Q VLAN ID is the Native
VLAN. At the same time, send belong to Native VLAN frame on the Trunk,
must adopt UNTAG way.

Allowed VLAN list: a Trunk can transport the equipment support by
default all the VLAN traffic (1-4094). But, also can by setting the
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permission VLAN Trunk at the mouth of the list to limit the flow of some
VLAN can't through the Trunk.

[ Configuration example]

Such as: PVID=VLAN2

PC1: 192.168.2.122, port 8, access VLAN2

PC2: 192.168.2.123, port 9, Trunk allowed VLAN 1-2

PC3: 192.168.2.124, port 10, access VLAN1 (The default port belongs to VLAN1)
Can let the PC2 PING PC1, cannot PING PC3

| VLAN setting ‘\ Trunk-port setting ‘I Hybrid-port setting |
I VLANlist
VLAN D VLAN name VLAN |P address port operation
1 VLANOOD1 19216821 1-7.9-26
VLANOOD2 8 » X
&) NewVLAN @ delete selected VLAN frist page prevpage 1] nexpage lastpaget | Ypage
| VLANsetting || Trunk-portsetting || Hybrid-port setting |
| I | |
New Trunk-Port
/ Please select port to setfing:
F ) - ) !
T Gpticnal § Notoptional i Selected 1] Aggragation [-7 Trunk Tips: salact pie paits Selentall Anti-calact Cancal

Native Vian (1-404.
Allowing VLAN(such as
581

4.3.3 Hybrid-port setting

In the navigation bar to select”VLAN config>hybrid-port setting”, Can set
the port to take the tag and without the tag ., the following picture:

| VLANsetting || Trunk-portsetting H@‘

uplaf: [P portis allowed o pass freugh a pluralify of VLAN packels, and can selthe packet to carry the VLAN header, Ihe portis setfo fhe Hybrid port

I Hybrid port list

port port descripiion Hative Vian Add TAGVLAN Remove TAG VLAN operation
1 10 1 10,20 7 X
2 f 1020 7 R
& New Hybrid-port @ delete selected Hybirid-port fiist page prevpane [1) nextpage lestpagel [1page
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[ parameter description ]

[instructions]

Hybrid port to packet:

Receives a packet, judge whether there is a VLAN information: if there is
no play in port PVID, exchanged and forwarding, if have, whether the
Hybrid port allows the VLAN data into: if can be forwarded, or discarded
(untag on port configuration is not considered, untag configuration only
work when to send it a message)

Hybrid port to send packet:

1, determine the VLAN in this port attributes (disp interface can see the
port to which VLAN untag, which VLAN tag)

2, if it is untag stripping VLAN information, send again, if the tag is sent
directly

[ Configuration example]

Such as: create vlans 10, 20, VLAN sets the Native VLAN port 1 to 10, to tag
VLAN for 10, 20, sets the Native VLAN port 2 to 20, to tag VLAN for 10, 20

VLAN setting H’ Trunk-port setting ‘|7 Hybrid-port setting \
I VLAN Tist
VLANID VLAN name VLAN IP address port operation
1 VLANOGO1 192.168.2.1 1-28 Z2
10 VLANOO10 4 b4
VLANDD20 2 x
&) NewVIAN @ delete selected VLAN frist page prevpage (1] nexipaoe |astpagel 1page
| VLAN setting Trunk-port setting Hybrid-port setting |

New Hybrid-port

Select port seftings:

2 4 8 B 1 12 W W g8
Commmmdo ol S S B G S
:

VLANTAG (3-5.8,10):

Goto VLAN's TAG (such as §-
58,100 [10, 20]

VLAN setting H Trunk-port setting H Hybrid-port setting |

sin: ffa portis allowed te pass frough a pluralify of VLAN packets, and can setthe packel fo carry the VLAM header the portis setto the Hybrid port

I Hybrid port list
port port description Native Vian Add TAG VLAN Remaove TAG VLAN operation
1 10 1 1020 72 X
2 1 10,20 Z X
J New Hybrid-port &9 delele selected Rybrid-port frist page pfevpage [1] nedpage |astpagel 1page
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This system e0/1 and the receive system e0/2 PC can be exchanged, but
when each data taken from a VLAN is different.

Data from the pc1, by inter0/1 pvid VLAN10 encapsulation VLAN10 labeled
into switches, switch found system e0/2 allows 10 data through the VLAN,
so the data is forwarded to the system e0/2, because the system e0/2 VLAN
is untagged 10, then switches at this time to remove packet VLAN10 tag,
in the form of ordinary package sent to pc2, pc1 - > p2 is VLAN10 walking
at this time

Again to analyze pc2 gave pcl package process, data from the pc2, by
inter0/2 pvid VLAN20 encapsulation VLAN20 labeled into switch, switch
found system e0/1 allows VLAN by 20 data, so the data is forwarded to the
system e0/1, because the system e0/1 on the VLAN is untagged 20, then
switches remove packets on VLAN20 tag at this time, in the form of
ordinary package sent to pc1, pc2 at this time - > pc1 is VLAN 20

4.4 Fault/Safety

In the navigation bar to select”fault/safety”, you can set anti attack. channle

detection and ACLaccess control configuration .
* Fault/Safety
* Apt Altack
* Channel Detedion

¢ Al Access Confrol

4.4.1 Anti attack

4.4.1.1 Anti DHCP attack

In the navigation bar to select”fault/safety>anti attack>anti dhcp attack”,
Open the DHCP anti-attack function, intercepting counterfeit DHCP server
and address depletion attack packets ban kangaroo DHCP server, the
fllowing picture:
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B Home ‘|| Ami;)s H P Source Guard || Anti Three Bind

® Guicky set I Protection Status
¥ PORT
Uescrption:  Open the DHCF antk-attack function, mtercapting counterfalt DHCF server and address depletion attack packets ban kangarog DHCF sepver
» VLAN
~ Fault/Safety O Cio:e i-lg_J [Users can customizely sl DHCP trusted ports.

* Channel Distacfion

' ActAccass Confrol

[ parameter description ]

[instructions]

DHCP trusted port configuration,select the port as a trusted port. Prohibit
DHCP for address, select the port and save, you can disable this feature for
the port.

Open DHCP attack prevention function, need to set the DHCP protective
vlan simultaneously, other functions to take effect.

[ Configuration example]

Such as: 1.dhcp snooping open

| Anti DHCP Attack H Anti DOS H IP Source Guard H Anti Three Bind
I Protection Status

Descnphon:  Open the DHCP ant-attack function, intercepting counterfait DHCP sarver and address depletion attack packats ban kangaroo DHCP s¢

I OgEn i LUsers ean customizely sel DHCP frusted poris
L —e—

2.Setting dhcp snooping vian

OHCP Trusted Port Prohibit DHCP For Address Source MAC Verify OPTIONEZ Binding Table Oﬂm-rt.unﬁmn'aﬂnn

Dhep Snooping Vian :O

Set the connection router 10 ports for trust, then 12 port is set to the
prohibit
Prohibit BHCP For Address Source MAC Verify OPTIONS2 Binding Table Other Configuration

Opt DHCP trusted ports:

{ " Optianal i Notoptional §R Selscted [ T] Acoregation [ Trunk [E{In source enable port Tips: di@s o seiect mullipis ports

=
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DHCP Trusted Port Prohibit DHCP For Address Source MAC Verify OPTIONB2 Binding Table Othar Configuration

Opt prohibit DHCP port:
2 4 5 3 10 1416 18
b e e e S ) S |
AR R N
13 8 7 & 11 13 15 17
[ Cptional G Notoptional G Selscted [T Agaregation E.Trum FEipsaurce enable port Tipss drag fo seisct mullipie ports
3.Verify source mac FO:DE:F1:12:98:D2, set server ip address to 192.168.2.1
DHCP Trusted Port Prohibit DHCP For Address OPTIONS2 Binding Tabie Other Cﬂﬂﬁgﬁmﬁﬂﬂ

Source MAC Verify Enable :
Mat Address 1\

G [ noverty |

F. g

DHCP Trusted Port Prohibit DHCP For Address Source MAC Verify OPTIONS2 Binding Table
Dhep Snooping Vian : »

Server IP afdress : .

4.Set option82 information

DHCP Trusted Port ‘Prohibit DHEP For Address Source MAC Verify OPTIONSD Binding Table Other Configuration

Client Option82 Enable :

‘ Options2 Enable S 2.0

‘Eircuitcontrol Remote Agent IP address

— ——

Circuit Hame :@ . VLAN 1@ —

]

Option&2 Enable :

=

Client Optiong2 Enabie :

e (I o

VLAN 'ED. :
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OptionB2 Enable :  [¥]

Client Option82 Enable : W1

Circuii control Remote Agent

IP Address : vianiG_q

5.The port 7 for binding

DHCP Trusted Pord Prohibit DHCP For Address Source MAC Verily QPTIONSZ Other Configuration

Mac Address ; &
VLAN ID
Port Number ; 7

4.4.1.2 Anti DOS

In the navigation bar to select”fault/safety>anti attack>anti dhcp attack”,
Open the anti DOS attack function, intercept Land attack packets, illegal
TCP packets, to ensure that the device or server to provide normal service
to legitimate users., the fllowing picture:

| Anti DHCP Attack |!|| IP Source Guard || Anti Three Bind |

I DOS attack protection

explam: Cpen the anfi DGS aftack function, Infercept Land attack packets, illegal TCF packets, fo ensure thatthe device or server lo provide normal service to legitimate users

[ parameter description ]

[instructions]
Open the anti DOS attack function, intercept Land attack packets, illegal
TCP packets, to ensure that the device or server to provide normal service
to legitimate users.

[ Configuration example]
Such as: Open the anti DOS attack function
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| AntiDHCP Attack || AntiDOS || IP Source Guard || Anti Three Bind |

I DOS attack protection

explnin: Open the anttDOS attack fundiion, Intercept Land aftack packels, illegal TGP packets, o ensure fhatine device or serverte provide normal senvice to lepitimate users.

4.4.1.3 IPsource guard

In the navigation bar to select”fault/safety>anti attack>ip source guard”,
Through the source port security is enabled, on port forwarding the
packet filter control, prevent illegal message through the port, thereby
limiting the illegal use of network resources, improve the safety of the
port, the fllowing picture:

| Anti DHCP Attack || Anti DOS || 1P Source Guard || Anti Three Bind ‘

I IP source protection port enable configuration

expiam: Through the source port secunty 1 enabled, on port forwarding the packet filter control, prevent iliegal message through the port, thereby |imiting the lliegal use of network resources,
improve the safety ofthe port
ne: Add fhe portthat is currently being Lised as 3 IP source protection enahle port the part will natbe able fo Use

Please select the IP source 1o
protect the port:

2 4 6 8 10 12 14 18 1g
P 0 0 T R

15

105 7 9

§—doptonal [ Natoptional R Selected §T] Aggregation §.3 Trunk FE3ip source snable part Tips:
save

I IP source protection port security configuration
expiam: Switch port secunty (Security Por) to filter the source MAC address

index source IP address source Mac address pott Vian 1D aging time status operation

=) new security port frist page prev page [1] nextpage lastpagel { 1page

[ parameter description ]

[instructions]

Add the port that is currently being used as a IP source protection enable
port, the port will not be able to use.

[ Configuration example]

Such as: to open source IP protection enabled port first,then to binding
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| Anti DHCP Attack | | Anti DOS | | IP Source Guard || Anti Three Bind
| | &}
I IP source prolection port enable canfiguration
expltin: Through the source port security (s enabled, on portforwarding the packet fiiter control, preventillegal message through the port, therety fimiting the (llegal Use of networl resources,
Improve the safety ofthe port

niole: Add the gortthatis currently being used a¢ a IP source protection enable porl. the port will ol be abig to use.

Please select the IP source to
protect the port:

§ 1 Opfienal G Notogtional il Selected [ Agaregation .3 Trunk (E] p source enable port Tips: drag lo sefect millipls ports
| AntiDHOPAttack || AntiDOS || IP SourceGuard || Anti Three Bind

/ & e
©

4.4.1.4 Anti three bind

In the navigation bar to select”fault/safety>anti attack>anti three bind”,
Automatically detect the port based IP address, MAC address of the

mapping relationship, and then realize the function of a key binding, the
fllowing picture:

| AntiDHCPAttack || AntiDOS || 1P Source Guard |

I Test list

explain: Automatically detect the port based|P address, MAC address of the mapping relationship, and then realize the fundion of a key binding
note: A bond must be bound before the binding 1o enable the switch to apen

Binding enable [

Ej mac address ip address
| Scanning | | ‘Hinding

I Application List

[l mac address ip address

) Delete option
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[ parameter description ]

[instructions]

A bond must be bound before the binding to enable the switch to
open,And if you want to access shall be binding and switch the IP address

of the same network segment .

[ Configuration example]
Such as: the binding to make first can open, must be a key bindings port 7

Birding

Binding enable |7
mac address Ip address Part number
[ 3C.87:0E4F57F2 10.10.10.111 10
3CO7.0E4F5TF2 1821681412 10
B SCOTOE4FETF2 192 168.168.22 10
i) Elos) 1821682 11 10
I 00.01:45:09:37.35 169254 131107
frist pane prevpage [1] ned page last page:
Scanning
| Application List
mac dddress ip address Port number
F ICATOEAFETR2 1021682 11 0
o Delete opfion frist page prey page [1] ned page last page1

Can check the delete option.

4.4.2 Channel detection

4.4.2.1 Ping testing

In the navigation bar to select”fault/safety> channel detection>ping
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testing”, Use ping function to test internet connect and host whether to
arrive. The fllowing picture :

£ Home Ping testing H Tracert testing || Cable testing |
H Quickly Sst
Explain: Useping function 1o test internat connect and host whether 1o arrive.
P PORT
» VLAN destination [P address:
v Fault/Safety Timeout period(1-10}. 2
*  Antl Aligck Repeat number{1-1000) 5

Channgl Detachio Start monftoring

* Acl Access Coriral Monitaring results:

[ parameter description ]

parameter description

destination IP

address Fill in the IP address of the need to detect
Timeout period Range of 1to 10

Repeat number Testing number

[instructions]
Use ping function to test internet connect and host whether to arrive.

[ Configuration example]

Such as: PING connect the IP address of the PC
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| Ping testing || Tracert testing || Cable testing

Explaint Use ping fundion o test internet connedt and hast whethar 1o armive.

destimation IP afddress: | 192 168 2. 1
Timeout period{1-10) |2

Repest number(1-1000): | =

ki 1}

flonitoring results;

PING 182 16821 (192 168 2 1). 56 data bytes

B4 bytes from 1921682 1 lcmp_seq=0 =64 time=0.0 ms
64 bytes fram 182 .168.2 1 lcmp_seq=1 =564 time=0.0 ms
&4 bytes from 192 1682 1; lemp_seq=2 =64 time=0.0 ms

G4 bytes from 192 168.2.1; lcmp_520=3 =64 time=0.0 ms
64 bytes from 192 168.2.1; icmp_seg=4 =64 time=0.0 ms

— 182.168.2.1 ping siatistics —
5 packets fransmitted, 5 packets recejved, 0% packet loss
round-trip mindayvgima = 00000 ms

4.4.2.2 Tracert testing

In the navigation bar to select”fault/safety> channel detection>tracert
testing”, Tracert detection can detect to the destination through
the .fllowing picture :

| Ping testing H@H Cable testing

axplain: Tracer detection can detect 1o the destination through the gateway, the function Is used to detact more is up to-and reach the destination path. If 3 destination unreachable, diagnose problen

destination IP )
address:

Timeout )
period(1-10); 2

start esing

testing resulis

[parameter description]

parameter description

destination IP

address Fill in the IP address of the need to detect
Timeout period Range of 1to 10

[instruction]
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the function is used to detect more is up to and reach the destination path.
If a destination unreachable, diagnose problems.

[Configuration example]
Such as: PING connect the IP address of the PC

| Pingtesting || Tracerttesting || Cabletesting |
expizin: Tracert detection can detect to the destination through the gateway, 1
destination IP
address:
Timeout
pemndﬁ-ﬂ}
start testing

lesting results

4.4.2.3 Cable testing

In the navigation bar to select”fault/safety> channel detection>cable
tracert testing”, Can detect connection device status , the fllowing picture:

| Ping testing || Tracert testing H ‘

plain: The lenath af the testresults Indicates the length ofthe fault point whean the cable is not normal(The detection results are within 5 mefers range ofdeviation

ie: Itis recommended not o detectand manags the PC connected to the port otherwise It is possible to conhect the imeout caused no responise pagel

Select lesting port:

2 4 85 8 10 1 3
e e 1 e 1 o 4 |
it

§{Ontional FEF Notoptional @ Selected T Adareaation [,.7 Trunk TEin source enabie porl

Start testing

[ parameter description ]

[instruction]

[ Configuration example]
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‘ Cable testing

Ping testing Tracert testing

sults indicates Ihe length of fne fault point whe

ne length ofthe testre

{1 Oplional A Notoptional § Selected [T Aggregation [] Trunk [E] 19 source énable port

4.4.3 ACL

In the navigation bar to select”fault/safety>ACL”, Can be applied to port ACL
rules and Settings to take effect in time

8 b | ACLeffectivatime || ACLaccesscontrol || Application ACL ‘
? Qulcly Sat
otz Time obfectis usadtodefine the effective time ofthe policy.
} PORT
@ Cregtegnewopjed © Selectan edsting otject
b VLAN

lew object name;

¥ Fault/Safety : e S o oo
Selection date: || Monday |_Tuesday | Wadnesday .| Thursday | Frday L Saturday {!Sunday

* Anfj Aftack Y |
Time slot |- L
* Channe Deleclion - 3

Save corfiguration
Cm
I Time object fist

¥ POE

» HSTP Tite week Time siot operafion

b DHCP RELAY '0 delete object fristpage prevpage (1] nedtpage lastpaget (1page
} 005

[ parameter description]

[instruction]

The ACL rules are sequenced, row in front of the match will be priority
rule. Many, if the strategy items operating time is relatively longer.
Basic principles:

1, according to the order, as long as there is a meet, will not continue to
find
2, implied refused, if don't match, so must match the final implied refused
entry, cisco default
3, any only under the condition of the minimum permissions to the user
can satisfy their demand
4, don't forget to apply the ACL to the port
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[ Configuration example]
such as: test time is every Monday to Friday 9 to 18 points, set port 1-8
cannot access the network
steps: building ACL time - building ACL rules - is applied to the port

‘ ACL effective time || ACL access control || Application ACL |

note: Time object is used to define the effective fime of the policy

@ Createanewobject D Seled an exsting ouject

Mew object name: sorking—tizs .
Salection date: [¥] Monday ¥ Tuesday [ Wednesday [# Thursday [ Fridday ] Eaturday ] Suniay

Time slof: 8:00 ] - 18:04] = +

I Time obiect listl workino-time -

| ACL effective time H ACL access control H Application ACL

¢ el T ! 3 il = |
5 ' ' ACL numbsf; 100 =l Matching protocol: [TCP <
action farbid - Effective time: Wdfhh}ﬁﬁé =1

source |P address arbitrary: |3

source portarhitrary

destination IP address
arbtirang: ¥

destination port arbitrary: |

the range of sourcg
port{0-65535): 80

; I Choose the ACL accass control list for the view| 100 v |Rule list
| Riile order action Agresment . source [Pimask source port destination IPimask desll;l:)\:ban Oh}ecliif:el‘-fécl'ive siate
permit ip anyiany any anylany any nans active
@ dalete ACL frist page prev page {1] hexlpage \as-tpauel.l_ [Mpage
| ACLeffectivetime | ACLaccesscontrol || Application AcL
choose port to sel upy;
2 4 & B (10 12 14 16 1B
=R e e |
HEEE LI
1.3 5 709 11 13 15 17
[ optional i Notaptional § Selected T17Agaregaton [.] Trunk [E7ip source-snable part Tips: drag o milinie pons
ACLlist. o] Select-all Apfi-saldet Cancel
Filtering direction: | Send a messagair v
Gesmnd
| I ACL access conirol list
i ACL apply to interface filtering direction | operation
fiist page prev pags [1] hextpage \astuageé‘l_dmuaga
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4.5 POE

In the navigation bar to select”POE"”, you can set POE config and POE port

config configuration.

¥ POE

* PoEConfig

*  FoE Port Config

4.5.1 POE config

4.5.1.1 Senior management

In the navigation bar to select”POE config>senior management”, To view the
POE state information and set up the configuration . the fllowing picture:

E Home Senior management || Temperature distribution |

B, uickly St I POE status information

» PORT
Sxplaim: Checkthe status of the FOE system, including the current power, current volizge and alarm power, stc
» VLAN
» Fault/Safety Working status: On-line Alarm power: 270.0W
* POE Rated total Current voltage 512V
. power 3000W
* PaE Part Config Current total Reserved
power: (0.0W power: 10%
» MSTP
» DHCP RELAY I POE high-level management
r QOS 0 : )
Explain: This function is used to'set up ifthe trap notification is sent Power change, the por on the lower power trar
* Addr Table Hotce: |n practical application, it is required to control the system o fransmit trap notification when the powsar chang
» SNMP
al

» SYSTEM Alarm- | | DTOW

E%Ié?c%c:;wer. E 10%:

P-supply mode:; apan 9 plgss

Alarm-notice; ) open '@ close
Save

[ parameter description]

parameter description
Supply mode Select the mode of PSE power supply
Alarm-power Configuration of the alarm threshold

Reserved power | Configuration to keep power

Alarm notice State configuration warning announcement.
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[instruction]

In practical application, it is required to control the system to transmit
trap notification when the power change and the port are up and down.

Receive the Trap notices the Snmp must be open, and set the Trap to the
target host.

[ Configuration example]

Such as: alarm power set to 245 W, reserved power to 15%, open the supply mode
and the alarm power;

| Senior management || Temperature distribution

I POE status information

Expluin. Checkihe siatus of the POE system, inciuding the current power, current voltage and alarm power, etc

Working status: On-line Alarm powesn 270.0W

Rated tofal

power: 300.0W

Current voltage 512V

Current tofal Reserved

power: D O0W power: 10%

I BOE high-Jevel management

Explam: Tmisfunction iz usedtoset up ifthe trap notification 1z:2ent. Power change, the part on the lowsr power transmission notice: the astection pari
listice:

In pradiical application, it (5 required to control the system ta transmit trap nofification when the powsr change and the partare up and down,

Alarm- ) B 245W
3%9:)&{:1“'% ~ i 15%
P-supply modey & open close

Alarm-nofice:\(®' ope cloge

4.5.1.2 Temperature config

In the navigation bar to select”POE config>Temperature config”, The alarm
threshold can be set up POE chips. the fllowing picture:

‘ Senior management H Temperature distribution |

| e

Explaln: The adviced value of alarm threshold temparature |s 70-120, the maximum Is 149,
I Chip temperature fist

Chip-tumber Real-time temperature Alarm threshold Opretion
1 1w7e
2 107

107C

[ parameter description]
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parameter description

Alarm threshold | Configuration temperature alarm threshold, the range of
70-149

[instruction]

Receive the Trap notices the Snmp must be open, and set the Trap to the
target host.

[ Configuration example]
Such as: 1 warning threshold is set to 80 chip, chip 2 warning threshold is
set to 100, chip 2 alarm threshold is set to 120

| Senior management | ‘ Temperature distribution ‘
I Temperature config

Explain: The adviced value of alarm ihreshold temparature is 70-120, the maxmum is 149

Alatiold: | | @

I Chip temperature fist \

Chip-number Real time temperature Alarm mm;@-{ —— Opretion
1 B1C 107'C @
2 are 107'c 2
3 B1C 107C
fiist page prevpage [1] nex page lastpager (1page

Chiptemperature list

Chip-number Real-time Lemperature Alarm threshold Opretion
1 s 80T
2 511 100C
3 11 1206
fristpage prevpage[1) nextpage las! page: I1page

4.5.2 POE port config

In the navigation bar to select” POE>POE port config”, Can be set to port POE.
the fllowing picture:

B Home I POE part list
B cuicklysel Port Conect Status Currentpower | Currentelectric | Maximum powsr PO type Enable Priority Detection mode Opretion
» PORT
1 o disable = 5 W s enable oW ATaAF
» VLAN
b FaulySafety 2 on disable = e = enable ow ATRAF 7
v POE 3 off disatle - - 32w - enanle fow ATaAF
« FoEConty
4 o sable = 2w = enable Tow ATaAE
o disable = 5 W s enable oW ATaAF
* MSTP
» DHCP RELAY 6 of disable = W = enable ow ATRAF /
e
s of disabls s = 3w 2 anasle Tow ATeAF
¥ Addr Table
o E o sable = 2w = enable Tow ATaAE
b SYSTEM 4 ettt curpage all the ports filstpage prevpage [11(2113] ried page lastpage:

[ parameter description]
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parameter description

Maximum power | Select configure port maximum power

enable Select configuration can make state

Priority Configure port priority, when the load exceeds the POE
power, low priority under the port of equipment will be
dropped first

Detection mode | Configure port detection mode

[instruction]

Receive the Trap notices the Snmp must be open, and set the Trap to the
target host.

[ Configuration example]
such as: port 8 enable set to active, will set the maximum power to 23
W, detection mode for AF, priority is high.

PO port confiquration

Pedtanabin] A

Jeteconn pode] %
Maarman powve s

P pot] by e

L SFTNE 2 U % %
anisbeeRE

‘T N

e [ Swwcne T1TA ha £ [T N

&

4.6 MSTP

In the navigation bar to select”MSTP"”, you can set to the MSTP region and MSTP

bridge configuration.

* MSTP
* MsipRegion

* Mstp Bridogs
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4.6.1 MSTP region

In the navigation bar to select”MSTP>MSTP region”, Can modify the domain and
domain name, add instance is mapped to a VLAN.the fllowing picture

E—§ Home I Kstp Region Configuration

B ik

G QuickySal Description: region configurafion prompts
)PORT et

Region name : 003400080807 * (11032 characters)
» VLAN . '
isi H| * (010 65535,de )

» FauluSafety Revision Leve! : (0 1o 65535 default 0
» POE Save
= MST_P_ — I Instance Mapping

L _F.'Wsrp Region _

e Description: mapping-related fips

*  Msip Bridge ¥ FEH L
¥ DHCP RELAY Instance D: 1 -
» QOS Vian D : " Forexample : 1.35710
» Addr Table Save paleta
b SNMP _

I Mapping List
b SYSTEM
Instance D Mapping Vian
] 1-4024

[ parameter description]

parameter description

Region name Configure the region name

Revision level Parameter configuration revision level

Instance ID Select configuration instance ID

VLAN ID Mapping of the VLAN configuration instance
[instruction]

An instance can only be mapped to a VLAN, instance and VLAN is a
one-to-one relationship.

[ Configuration example]
Such as: change the region to DEADBEEF0102, region name is 123,
instance 4 is mapped to a VLAN 2, in the first need to create a VLAN 2

I Msip Region Configuration

Descrption:  region configuration prompts
Region name * | TEADBEERDAGT ‘ (1te3Y chamaeters)
Revision Level @ | 123 Y (Do 65535 default O)
i Save
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I Instance Mapping
Descriplion: mapping-relatedtips.

Instance|p: 4 -

. Vian ID.: 21_7 * Foresample : 1,357-10
iSB'.'E. ] Pelete
I Mapping List
Instance 1D Mapping Vian

0 1-4004

4.6.2 MISTP bridge

In the navigation bar to select”MSTP>MSTP bridge”, Can be related to bridge,
port configuration, the fllowing picture:

B kome I Mstn Bridge Config

B Cuickly Sst = o X OO

> Tip (hello_tima+1)x2<=max_ag itch to setinstance prionty.
» PORT iz Enable STP orswitth made T the forward dalay time.
P VLAN
» Fault/Safety inst-priority
« PoE instid: hd priority: | 0 v

* PoE Config

enable: on @ off mode: stp rstp ‘¢ ‘mstp
* PoE PortCanfig -
heflo-time: 2 (1-10s; max-age: 20 * o (6-40s

EIMSIE fdelay: |15 (4-308) max-hops: 20 (140}

* Msip Region
e | o e
» DHCP RELAY | mstp ot conrg
» qos
» Addr Table

Tips: Config mstp and show information

» SNMP inst: [0 v priority = | * (0-240step 16
P SYSTEM portfast: off @ on pathcost: [auto tauta or 1-200000000
auto-edge: of @ gn point-to-point:  ® off en E
bpdu-guard: of @ on compatible: of @ on
bipdutifter: offt  ® on rootguard: norie @ foot
te-guard: of ® on te-ignore: ot ® on
2 4 6 & 10 12 4 16 13
S ol fr o S |
o AT

T {optional BEE Not optional Tl Setectes [0 Agaregation Ted Trunk TEQ|p source enatis port

save | | ‘show curant port

[ parameter description]

parameter description
inst-priority Whether open instance priority setting
Instance ID Select the created instance id is configured

enable Whether to open the STP bridge function

Priority setting bridge example, the default
instance bridge priority for 32768
mode The model is divided into: the STP, RSTP, MSTP

Bridge priority
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Hello-time Switches sends bpdus in packet interval

Ports are not yet received a message in the
time, will initiate topology changes
Forward-delay The state of the port switch time

Set port instance priority, defaults to 128, you
must enter multiple of 16, the range of 0-240

Max-age

Port-priority

Path-cost Configure port costs

Port-fast Select configuration state
Auto-ege Select configuration state
Point-to-point Select configuration state
Bpdu guard Select configuration state
Bpdu filter Select configuration state
compatible Select configuration state
Root guard Select configuration state
TC guard Select configuration state
TC filter Select configuration state

[instruction]

(1) (hello_time+1)x2<=max_age<=(f_delay-1)x2 ,enable the switch to set
instance priority.
(2) Enable STP or switch mode would spend 2 times of the forward delay
time.

[ Configuration example]
Such as: 1) Open the STP, configuration has to create an instance of the
priority, configuration time parameters, set the pattern to MSTP

I Mstp Endge Config
Tipe:  (hello_fme+1x2==max_age==(1_delay-1}=2 enableihe switch (o setinstance prianty.

Attenbon: Enable STF or switch mode would spend 2 times of the forward delay ime

msl-priorty :/ ¥

instid :\ 4 / - priority +{ 8192 =

enable : '_‘" on aff mode : sip ratp U@ msip
hello-time : /2 (1-10s) max-age ;/ 15 (G-40s)
fdelay :\10 / ‘(4308 max-hops ' 20/ (1-40)
L. save | show bridge info
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; ,.Hstp Bridge Information

StpVersion: mstp
SysStpStatus: disable
Bridgelaxkge: 20
BridgeHellaTime: 2
| BridgeForwardDelay. 15
MaxHops: 20
TxHoldCount: 6
{nstanice [0}
LocalBridgs: 32768 - 00:94:00:00.08:07
: TimeSinceTopologyChange: 0d.0n:0m:0s
- / TopologyChanges: 0
> DesignatedRoot 0 - 00;00:00:00:00:00
RootCaost 0
RootPart: 0
CistRegionRoot 0 - 00:00:00.00:00:00
CistPathCost 0

2) Set MSTP has launched port configuration, select the created instance,
set priority (port configuration is not online, on-line configuration will
only take effect, can click on the "view the current configuration" button
to view the configured completed)

I Mstp Port Config

Tips: Config mstp and show infarmation

inst: 4 = priority : | 128 {D240;step 16)
portfast: @ of (0 on path-cost : | =suto (alita or 1-200000000)
auto-edge : ) off @ an point-topoint : | 0 off O on @ autol
bpdu-guard : @ of on compatible : | @ of () an
bpdu-filtef : @ off ) on rootguard : | @ none ) root
tcguard : @ af D an tcdgnore : | @ of ) gp
2 ¢4\ 5 & 10 12 14 16 18 20 22 24 ¢
) T T T L
1 '3 § 7 8 1 13 18 17 189 21 23 25
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' Mstp Port Information [ Gi0/4 ]

[GilH4}
| FomtadminPortFast dizabls
| PertOperFPortFast disable
| FortAdmind&utoEdge: enable

FortCperdutoEdge; disable
| PatddminLinkType: aulo
FotQperLinkType: share
| PofBPDUGuard: dizable
| PorBPOUFter disable
| PofTCGuard: disable

———— = quit

4.7 DHCP relay

In the navigation bar to select”DHCP relay”, you can set to the DHCP relay and
option82.

+ DHCP RELAY
* [Dhcp Relay

* aptiong2

4.7.1 DHCP relay

In the navigation bar to select”DHCP relay”,Open the DHCP relay function, set
up and view the relay server IP address and its status.the fllowing picture
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55 Home I DHCP refay enable state

® cuicky set Explain: Open the GHCP relay function, sat up and view the relav server IP address and its status.
: :E:; DHCP relay enable:
DHCP OFTION trust field enable: [V
» Fault/Safety
» POE
* MSTP

¥ [DHCP RELAY
* Dhcp Relay
J oniinnge
Qos

Addr Table
SNP
SYSTEM

v vy v v

[ parameter description]

parameter description

IP address DHCP server address

status Invalid and vaild
[instruction]

If open the function of relay agent, then receives the broadcast DHCP
message, to be delivered in the form of unicast to configure on the server.
The DHCP server to IP and switches in the same network segment will only
take effect.

[ Configuration example]
Such as: setting DHCP server ip for 192.168.2.22

I DHCP relay enable state
Explain: Open the DHCP relay function, sstup and view the relay server 1P address and its staus

DHCP relay enable: 71
DHCP OPTION trust field enable: 71

I DHCP relay config

wpiain: DHCP relay senver IP address config

THCP server 1P 192 16 2 h\ "
Add) | Delete
Serial number IP-address Status Opretion
1 0000 nvalid

fristpage prev page (1] ned pags Jast pagel
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4.7.2 Option82

In the navigation bar to select”DHCP relay>option82” , can set to
OPTIONS82circuit control. proxy remote . ip address. the fllowing picture:

2 fome | Opliond2 config
? Culety 2t Ireult control The received DHCP requestmessage from the cireuit (dentification, anly in the relay agent node intemal sense, In ine server side only @5 & non - meaning lago use
} PORT Proy femiole. 1N ggneral, a access layer SWICh Torthe MAC information is Inserted Ino the options2
ALl Proxy remole 1P address
b FaultSafety
b POE Circuit control; VLANID:
b MSTP o
v [HCP RELAY
U D”_CD _R.e\sy Serial number Circuit confrol name Circil contral I VLANID Operation
‘i) fristpaoe preypage 1] nedpage laslpaget  /7page
¥ QoS
[ parameter description]
parameter description
VLAN id the DHCP request message in the VLAN, value range is 1
~ 4094
Circuit control Circuit ID to populate the user custom content, scope of
string length is 3 ~ 63
Proxy remote Configuration ASCIl remote id string value, the length of
the range of 1 ~ 63
IP address Decimal IP address
[instruction]

Switches, relay information to the DHCP server will take option82, VLAN
ID must be configured to DHCP message taken VLAN can bring option82
information.

[ Configuration example]
Such as: add circuit control. proxy remote. ip address information

Proxy remote IP address
Circuit contred: 123 " VLANID} 4
Add
Serial number Circoit control name Circuit control ID
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Prowy remote: In general, an access laver switch for the MAG infarmation |s inserted inta the opfiong2

Circuit control Proxy remots IP addrass

—_ - =

Proxy remote':___;'w'ef J ! vLANID: 3

iem)

—_—

Serial number Proxy remole name Proxy remole IB

Circuil conlrol Proxy remole IPaddress

—— ——————

IP-address; 132 185.2 35 . vianmm: i

AT .
| Add B

Senal muimber 1P address

4.8 QoS

In the navigation bar to select”QoS"”, you can set to the QoS multi-label. queue
config and mapping the queue
v Q0S5
*  Mufti-Lakel
s Cpeue Config

* Mapping the Cuele

4.8.1 QoS multi

In the navigation bar to select”QoS>QoS multi-label”, According to the rules
for port traffic bag tag or queue map. the fllowing picture
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8 Home

B cuickiy Set
» PORT

b VLAN

» Fault/Safety

» PoE

F MSTP

b DHCP RELAY

I Qos Muti-label

rute index: |1 (1-32)
Operation type: | Equal
value type: | dst-Ma:
value: [30:00:00:00:00:00
cos mapping: @ [0

priority remark:

choose port fo config:

* Mapping the Que.

§_{Optioral i Notoptional §if Selected [1JAogregation G Trunk [E]insource enable port Tips: drag o selsctmuliple pors

» Addr Table
» SNMP Apply | || Cancle

b SYSTEM
I rule list

Rule index

o delete all rufe

Service class mapping privrity refable value type value operation type port fist aperation

frist page prev page 1] nextpage lastpagelt 1page

[ parameter description]

parameter parameter
By setting the rule of heavy tag index number, the current
Rule index switch can be set up 32 rule

Operation type

Choose always said - match the match, all the data for tags
Choose can be set to equal matching rules, comply with the
rules of heavy tag data

Server class mapping

Adaptable to the rules of the heavy tag which data is mapped
to a queue

Priority relable

Conform to the rules of heavy tag data to the marked priority
values

Set heavy tag matching rules, such as choice goal Mac, just
check the data destination Mac address is in accordance with

Value tye the rules
Set the value of matching, such as choice goal Mac for HH: HH:
value HH: HH: HH: HH

Choose port to
config

The application of heavy tag on which interface

apply

Click on the application of heavy marking rules to take effect

[instruction]

According to the different matching rules to map different packages to
different cos, and then according to the mapping relationship cos and
gueue queue to map different packages to different queue, can also set
the priority value of a tag heavy bag.

[ Configuration example]
Such as: will the destination address for 00:02:03:0b:89:12 packets are
forwarded to the port 3, 4, 5, 6, priority of remarked as 3
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I Qos Muti-label

Tule index:

Cperation type:| E;_ual

value type:| ;:l_sl_—[gja_t

walues 100,001 00;00:00:00

cos mapping:|

priority remark:|

choose port to config:

r][:m
r][ﬁ-r:

E4 |
Ij

{j D

T

14
PR
E
=

chpnrﬁa\ Eiger yptional

Cancle

Selectsd [ 7 Agarenation §2.7 Trunk TE{ip sulrce enable port Tips: 1o seiect mullipie port

4.8.2 Queue config

In the navigation bar to select” QoS>queue config”, Can be set up queue
scheduling policy . the fllowing picture:

BN

L=

=
-

Fault/ Safety
FOE

MSTP

DHCP RELAY
v Q0S5

* Nulti-Label

vy vy v v wv w

*  Quewe Config

* Mappingthe Gueue

¥ Addr Table

I Queves setiing

Scheduling sirateqy; SFP -
Apply

[ parameter description]

parameter

description

Scheduling strategy

Can choose four kinds of modes:

RR round-robin scheduling

SP absolute priority scheduling

WRR weighted round-robin scheduling
WFQ weighted fair scheduling

WRR-weights

Set the weights of each queue, they will be in proportion to
occupy the bandwidth to send data
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[instruction]

Queue 7 can not for 0.

[ Configuration example]
Such as: set the scheduling strategy for WRR, weight value respectively,
10, 11, 12, 12, 14, 15, 16, 17.

I Jueue setling
Schedufing strategy: WRR -
—. B*_.'lewelghl{ndz?}:l:n 11 17 13 14 ih if 17
. Apgly ]

4.8.3 Mapping the queue

4.8.3.1 Service class queue mapping

In the navigation bar to select”QoS>mapping the queue”, Service category can
be mapped to the corresponding queue.the fllowing picture

F—;- Home i Service class fo queue mapping | | Differential service to service class mapping | \ Port to service class mapp

&, Quickly Sef IMappmg quese status information

PORT

VLAN server ID 0 1 2 3 4 5 [} T
Fault/ Safety queue ID 0 - 1 - 2 - E R 4 5 - 6 v 7o«
PGE

MSTP

DOHCP RELAY

Qos

*  Wuiti-Label

Saye

1 + » v = = «

* Queue Config

*  Mapping the Due:...
Addr Table
SNMP

v -

[ parameter description]

parameter description
Server ID COS the VLAN priority fields (0 to 7)
Queue ID Set each cosine value mapping queue number (0 to 7)

[instruction]
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[ Configuration example]
Such as: cos 3 mapping to the queue 7, set the queue weight 7 to 10

| service class to queue mapping | | Differential service to service class mapping ||  Portto service class mapping |

I Mapping queue status information

server D 0 1 z | 3a)\| @ 5 6 7

meveld | 0 v 1 7 a7 =t d s FE = & % T %
(Teve

I Queue setiing

Scheduling strateqy: WRR - ==
Byte weight{0~127) 0 1 1 o 0 b | 10

__Apply |

4.8.3.2 Differential service class mapping

In the navigation bar to select”QoS>mapping the queue>differential service
class mapping”, Differential service can be mapped to the corresponding
service categories.the fllowing picture:

| Service class to queue mapping | | ~Differential service to service class mapping- | | Portto service class mapping |

I Differential service code point mapping team list

server i 0 1 2 3 4 5 6 7 8 g 10 1 12 13 14 15
servertist? [0 || & %[0 =D = |0 |0 |0 » |0 w0 =8 = 0 w|8 = |0 x|B =0 » |0
server I 16 17 18 19 20 21 22 23 24 25 26 7 28 29 a0 #
seiverist2 || 8 <0 ~ |8 <0 « |0 =0 =|0 «|8 «||0 |8 «|T <8 « |0 ~|B =0 <|6 <
server i 32 i3 34 35 36 37 s 3a 40 4 42 43 44 45 45 47
sarvertat3)[(0 || & = [0 =8 = |0 |0 =|0 » |0 [0 =& = [0 =8 = |0 B =0 » |0 =
server D 48 49 50 51 52 53 54 55 56 57 58 59 &0 ] 62 63
sereerstd |8 <0 « |0 <8 + |0 =0 = |0 <|if |0 =||'@ «|8 «|8 |0 |08 |8 <06 «

Save

[ parameter description]

parameter description
Server list DSCP field has seven (0-63) is divided into four tables

Map the DSCP to COS fields (0 to 7), based on the cosine is
Queue ID mapped to a queue

[instruction]

© ALLNET GmbH Computersysteme 2016 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
54




Cos priority is greater than the DSCP, DSCP priority is greater than the
port

[ Configuration example]
Such as: the DSCP value of 3, 12,23 mapping to cos 5

| Service class to gueue mapping || Differential service to service class mapping || Port to service class mapping |

I Differential service code point mapping team list
server D 0 1 S WA S 5 ] 7 8 g 10 1 12
serverfist! (0 » 0 v 0 v &5 »/ 0 » 0 v 0 » 0 » 0 v 0 v 0 » 0 v 0 y'5 /0«0 «
server D 1% 17 18 19 20 21 2 | 23 24 25 26 7 28 2q 30 k4|
serverfist2 (0 v 0 « 0 v 0 » 0 » 0 + 0 « l_s =
server D 32 33 34 35 36 k74 38 39 4g 4 42 43 44 45 46 47
severfist3 (0 v 0 v 0 v« 0 v 0 » 0 |0 »/0 » 0 /0 « 0 «/0 v 0 » 0 -0 « 0 «
server D a8 49 50 51 52 53 54 55 55 57 58 59 50 61 62 83
serverBstd [0 + |0 «[0 + |0 «||T # |0 =0 +|08 [0 |0 [0 %[0 «0 »|0 =0 =0 =

IC=ave )

4.8.3.3 Port to service class mapping

In the navigation bar to select”QoS>mapping the queue>port to service class
mapping”, Port can be mapped to the corresponding service categories.
the fllowing picture:

| Service class to queus mapping ‘ ‘ Differential service to service class mapping || ~Port to service class mapping |

I port COS mapping

port 1
serveriD: 0 -
apply
I ccontrel list

port server ID
0 1 2 3 4 5 6 i

1 T
T
T

4 T
T

B T

fristpage prevpage (1] [2[31[4] nestpage lastpagel {4page

[ parameter description]

parameter description
Port Select the port number (0-16)

Mapped to the service ID, and then according to the service ID
Service ID into the queue
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[instruction]

Cos priority is greater than the DSCP, DSCP priority is greater than the
port

[ Configuration example]
Such as: port4. 5. 6 respectively cos4. cos5. cosé.

I port COS mapping

pot: 4 -

sewerl[f‘...# i -
apaly )
I port COS mapping
port: 5 A -
serveril: 5 | -
-apply
I port COS mapping
port! 6 -
server ID: .E ' -

. apply_|

| control fist

port server D

LS

4.9 Address table
In the navigation bar to select”Address table”, you can set to MAC add and
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delete. MACGCstudy and aging and MAC address filtering

Mac add and delete Mac study and Ageing Mac address filtering

clear MAC: Clear appoint Maca -
Vlan: 1 (1—-4094)

Mac address :

save

4.9.1 Mac add and delete

In the navigation bar to select” Address table>Mac add and delete”, You can
add static Mac and delete Mac and view to the current of the Mac address
table.the fllowing picture:

..g‘ Home: I Address Tabie Config
W Cuickly Set
o Gk S =xplain: Clearthe MAC address under diffarent conditions, view / add /leam MAC address, MAC address filtering
» PORT = 3 =
Mac agd and deipte Mac study and aging Mac address filtering
» VLAN
b, el clear MAC: | Clear appoint Mac v
» PoE Vian: [L | 114084
> MSTP Mac address :
» DHCP RELAY P
» QOS
w Addr Table 4 6 8 W 12 W18 g
o e e i ol
b SNMP LA (2 L:‘J LA L4 L:j L L.?E Cl

P SYSTEM = = =
§_1Optional AR Notoptional g Seletted [17 Agaregation §.q Trink

Vian: [ (1—4094

Mac address :

[ parameter description]

parameter description

Can choose to clear the multicast Mac address, clear dynamic
unicast Mac address, clear static unicast Mac address, clear the

Clear Mac specified Mac address, Mac address table

Fill in the need to add or delete VLAN id, not create vlans to
VLAN create can only take effect
[instruction]

According to different conditions to clear Mac address, view/add/learn
the Mac address, Mac address filtering

[ Configuration example]
Such as: 1) the port 6 Mac set to static Mac
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Z 4 B 10 12 14 18 15
= sialalalnln
S e Ly

b

§ 7 Optional 5 Motoptional g Selected T17 Agaregation §.J Trunk

2) clear port 6 static Mac addresses

Mac add and delete Mac study and Ageing Mac address flterng
clear MACY Clear appoint Maca »

Viam) 1 {1—g084)

Mac address (| 00:01:15:08:37:35

4.9.2 Mac study and laging

In the navigation bar to select”address table>Mac study and laging”, Can be set
up port Mac address study limit and Mac address aging time . the fllowing
picture:

| Address Table Config

explun: Clear lhe MACT address Under difiersnt condifions. visw | add / legm MAC address. MAC addrsss filtering

————
l Wac add and delete Mac study and aging Mac address fiitering
2 U6 B A M
TS S Y
LS LS RS LR L
13 8 7§ 1113 15 W
T} Cptonal § Notoptonal 0 Selscted [ Aggregation [ Trunk Tipss drag o ssiset mullipie pars
Mac address study limit: B1a1 7" (0 Indicates notlimit 0-8191)
save |
Mac address Aging time: ﬁ (D Indicates notaging, 10-1000000 second)
| serial number port MAC address study limit number
Gion g219
2 GibR 810
3 Goa3 8191
4 GiDA B181
& GiD/s 191
5 GiDg g101
7 el 8191
B Gine B181
frist nage prev page [1112] nestpage \ast'n:lgeu.i--'zr_lage
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[ parameter description]

parameter description

Mac address Range 0-8191, default 8191
Mac address study

limit Default 300
[instruction]

[ Configuration example]

] Optional 7 Net optional 5B Selscted [T Aggregation [ ) Trunk Tipsz drag to selscl m

Mac address study im@ | (0 indicates not limit_0-8121)

2) will be dropped or learn the Mac address of the port equipment after 2
minutes disappear automatically from the Mac address table

Mac address Aging lrm | (0 indicates not aging, 10-100000G second

4.9.3 Mac address filtering

In the navigation bar to select”address table>Mac address table”, Can be
filtered according to the condition does not need the Mac address. the

fllowing picture:

I Address Table Config

axplain: Clear the NAC address under different conditiens. view / add /leam MAC address. MAC address filtering.

Mac add and delete Mac study and Ageing
Mac address:
Vian; (1-4084)
save telete
seriaf number MAC address VLANID afldress ype port Agaregation group

fristpage prevpaga[1] next page lastpagel [1page

[ parameter description]

parameter description

Mac address Can not add multicast Mac address
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| VLAN | VLAN  number

[instruction]

[ Configuration example]
Such as: the Mac address for 00:20:15:09:12:12 added to the filter in the
table

Mac add and delgle Mac study and Ageing

Mac address: 00:20:15-08:12:15
Viam:-3| 7| (1-4004)

lsaye | | delete

seTmial mumber MAC address

4.10 Snmp config

In the navigation bar to select “Snmp"”, you can set to Snmp config and Rmon
config

v SNMP

¢ Snmp Config

¢« Rmon Config
4.10.1 Snmp config

4.10.1.1 Snmp config

In the navigation bar to select”Snmp >Snmp config”, you can Snmp function
enable the fllowing picture:
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8 Home | SNMP Config H Community Config || GroupConfig || UserConfig || TrapConfig H View Gonfig

B oy st l SHMP canfia
» PORT
VLAN
FaultiSafety i
POE
MSTP
DHCP RELAY
Qos
Addr Table
v SNMP

LR Sﬁmannﬁg -

note: The SNMP funclion must be turned on in the configuration RMON, othierwize It will be configured fo fail

v v T Y WY WY ¥

* Rman Confg

-

SYSTEM

[ parameter description]

[instruction]

The SNMP function must be turned on in the configuration RMON,
otherwise it will be configured to fail

[ Configuration example]
Such as: open Snmp

| SNMP Config || Community Config || Group Config || User Config || Trap Config || View Config
I SNMP config

note: TheSMNMP function must be umed on in fhe configuration RMON, etherwise it will be configurad ta fail

-

4.10.1.2 Community config

In the navigation bar to select”Snmp >Snmp config>community config”, Can
specify group access. the fllowing picture

| SNMPConfig || ~CommunityConfig ||, GroupConfig || UserConfig || TapConfig || ViewConfig |

I SNMP group list
fote: Theupper limit of the number of groups is 8

7 Group name access authonty

w) newaroup & delete selzct group

[ parameter description]

parameter description

group Community string, is equal to the NMS and Snmp agent
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communication between the password

Read-only: specify the NMS (Snmp host) of MIB variables can
only be read, cannot be modified

Read-only can write: specify the NMS (Snmp host) of MIB
Access authority variables can only read, can also be modified

[instruction]

The upper limit of the number of groups is 8

[ Configuration example]
Such as: add a read-write group called public

i SNMP Config H Community Config || GroupConfig || UserConfig |‘ Trap Config |I View Config |
SNMP group configuration
~ Gmupname::_;uhi:ﬁ siring leginf1-16}
I access authority =
=3 ¢ ReadWrite) -
o |

4.10.1.3 View config

In the navigation bar to select”Snmp >Snmp config>view config”, Set the view

the rules to allow or disable access to some of the MIB object. the fllowing
picture

| sNmPconfig || communitycConfig || GroupConfig | Userconfig || TapConfig | (View Config ‘

I view fist
explain: Each view (s bestio configure & view rule, otfierw/se it will affectthe SNMP function

view name string Jangin|1-16]

New viewr

I View rule list ~ | .delets view

rule MIE subtree OID subtree mask

<) New viewrule. & Delete selectView nife frist page pravpa

[ parameter description]

parameter description

View name Wiew mane

include Indicate the MIB object number contained within the view
exclude Indicate the MIB object son number was left out of view
MIB subtree OID View the associated MIB object, is a number of MIB
subtree mask MIB OID mask
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[instruction]

Each view is best to configure a view rule, otherwise it will affect the
SNMP function

[ Configuration example]
such as: establish a view 123, MIB subtree oid .1.3.6.1 contain among

them
I Yiew fist

Eachview is bestto configure 3 view rule, otherwise it will affect the SNMP function

gxplain

view name! 175 string length{1-151
[ Hew view | )
SNMP Config “ Community Config H Group Config H User Config ‘| Trap Config H View Config

edit view rule

Excluded is not effective Tor a slibssl of the excluded content. which Is notvalld for Ihe included

rule: 0 O exclude

String lengthi1-128]

MIB sublree OID:_1.3.8 1 )

subires mask : String lenathj1-211

= B

4.10.1.4 Group config

In the navigation bar to select”Snmp>Snmp config>group config”, setting Snmp
group. the fllowing picture

| SNMPConfig || Commaniy Confi H"'GroupCunfig‘ H UserConfig || TapConfig | ViewConfiy |

| SNMP group
f10k: The nurber of araups configuredis 8
Qroup name sacirity level read visw read and write view nofify view opergtion

i Newaroup. ) delete select group fistoage prevage (1] nestnage lestpader  fipage

[ parameter description]

parameter description
Group name Group name

Attestation not only encryption: this group of users
Security level transmission of the message need to verify the data don't

© ALLNET GmbH Computersysteme 2016 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
63




need to confidential

No authentication encryption: this group of users' messages
don't need to verify data transmission also does not need to
be kept secret

Both authentication and encryption: this group of users need
to verify the news of transmission and transmission of data
need to be kept secret

Read view. read and | The associated view name
write view . study
view

[instruction]

Before the cap on the number set of configuration of 8, the new group
needs a new view to create a group.

[ Configuration example]
Such as: firstly, new view 123, then new group of goup1

I View rule list 123 v | daleteview
Fl rile I8 subtree OID subiree mask operation
[l included 1361 r X
) Newviewmile (& Delete sefect View rule frist page prevpage [1] nexipage last pags:
SNMP Config || Community Config || eroupConfig | : UserConfig | TrapConfig | View Config :
new group

—
group unme‘: groupl

Security LeueI‘: Authentication andn «

sfring legth]1-18]

read view! none -

= read and wri
r’ view none -

natify view: none

EX K3

4.10.1.5 User config

In the navigation bar to select”Snmp>Snmp config>user config”, setting Snmp
user. the fllowing picture:
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| SNMPConfig || CommunityConfiy || GroupConfig ||

I SNMP user

te: The number of groups configured is &

liser name

J newuser (S delete select yser

'_Userconmj || TrapCenfig || View Config

group name Authentication mode encrypt mode aperation

fiisl page prevpane [1] nex page lastpagel 1page

[ parameter description]

parameter

description

User name

User name, range 1-16

Security level

Attestation not only encryption: this group of users
transmission of the message need to verify the data don't
need to confidential

No authentication encryption: this group of users' messages
don't need to verify data transmission also does not need to
be kept secret

Both authentication and encryption: this group of users need
to verify the news of transmission and transmission of data
need to be kept secret

Authentication
mode

Specified use MD5 authentication

authentication protocol

protocol or SHA

Authentication
password

Range 8-10

encrypt mode

Specified using AES encryption protocol or DES encryption
protocol

Group name

A user group name

encrypt password

Range 8-60

[instruction]

Cap on the number configuration of 8, users need a new view and group
to use, the user's security level must be consistent with the group level of
security. Add a user authentication and encryption, and configure belong
to groups of users, the user will be used for Snmpv3 connection.

[ Configuration example]
Such as: new view 123, the newly built group group1, new users user1
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| SNMPConfig || Community Config || Group Config H UserConfig || TrapConfig || ViewConfig |

it SNMP user
= I USer name : userl " string legth[1-18)

Security level: Aufhenfication and n-

group name; groupi -
Authentication
mode: MD5 -
Authenticatio =

password 12345878 " string legih{s-60)

n

]

Confirm

Autheatication
passwonl 1

e

d

encryptmode |DES

Encrypie

sfring |egth[&-60]

Confirm

4.10.1.6 Trap

In the navigation bar to select”Snmp>Snmp config>Trap”, Can specify sent
the trap messages to Snmp host (NMS). the fllowing picture:

I Trap destination] host
note: The number of groups configured is 8
destinafion P addrass address lype security name UDP pori number security mode operation

J newTrap @ delete select Trap frist page prevpage [1] nexpage lastpaget (1page

[ parameter description]

parameter description
Destination ip Snmp host ipv4 address
address
Security name Snmp user name
version V1. V2., V3
Specified using AES encryption protocol or DES encryption
Security mode protocol
Group name User group name
[instruction]

The Trap cap on the number configuration of 8, you can configure a
number of different Snmp Trap host used to receive messages. Trigger the
trap message time: port Linkup/LinkDown, equipment of cold - start
(restart when power supply drop)/warm - start (a warm restart), and Rmon
set port port statistical fluctuation threshold.
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[ Configuration example]
in: setting hoset 192.168.2.30 receive trap information

| SNMPConfig || CommunityConfig || GroupConfig | UserConfig || TrapConfig | ViewConfig |
new Trap
— — d l
Y = address

address type: |[F
security name|; |uzari
UDP port number

security mode: vl -

E3 K

4.10.2 Rmon config

4.10.2.1 Statistics group

In the navigation bar to select”Snmp>Rmon config>statistics group”, Set an
Ethernet interface statistics . the fllowing picture:

£ Homs Statistics Group || History Group || Alarm Group || Event Group |
B Quicdy sel I count group fist
PORT

VLAN

Fault/Safety

POE

MSTP

DHCP RELAY

Qos

Addr Table

¥ SNMP

*  Snmp Config

[l index interface name awner

&) new counl group @ dalete selact count group

* v Y ¥ v v v w

*/ Rmon Config

SYSTEM

-

[ parameter description]

parameter description

index The index number, the value range of statistical
information table is 1 ~ 65535

Interface mane To monitor the source port

ower Set the table creator, range: 1 ~ 30 characters of a string

[instruction]
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At the time of configuration Rmon Snmp functions must be open,
otherwise the prompt dialog box will appear.

[ Configuration example]
Such as: set up monitoring Ethernet port after 4 to check the data

‘ Statistics Group |‘ History Group H Alarm Group || Event Group ‘

= / statistical group configuration

index ] 77 * [1-65535]
interface name | Interface GiDi4 -
oWner Eo:o\ * string length[1-30]

Statistics Group || History Group Alarm Group Event Group
\

Statistical information

Humber of Packet Discarding Events : 1 f ".
Number of Received Byies: 989395 é/

Number of Received Packets ;L 8813 |
Number of Received Broadcasting Packets : 4164 i
Number of Received Multicast Packets : 5222

Number of Received Packets Vilith CRC Check Failed

: o

Number of Received Packels Smaller Than 64 Byles : nz
Humber of Received Packets Larger Than 1518

QUi

4.10.2.2 History group

In the navigation bar to select”Snmp>Rmon config>history group”,Record the
history of an Ethernet interface information. the fllowing picture

| Statistics Group H,-Fiié!_o-rye_rdﬁb | MamGroup | EvemtGroup

| history grotp fist

index interface name maximim number of samples sample period owner slatis operation
0 newhistorygroup 3 delele sfeet sty group frist page prevpage (] nenpage lastpager [ 1page
[ parameter description]
parameter description
index Historical control table item index number, value range is
1 ~ 65535
Interface name To record the Ethernet interface
Maximum number | Set the history control table item of the corresponding

© ALLNET GmbH Computersysteme 2016 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
68



of samples table capacity, namely the Max for number of records the
history table, value range is 1 ~ 65535

Sample period Set up the statistical period, scope for 5 ~ 3600, the unit is
in seconds
owner Set the table creator, range: 1 ~ 30 characters of a string

[instruction]
At the time of configuration Rmon Snmp functions must be open,
otherwise the prompt dialog box will appear.

[ Configuration example]
Such as: monitor Ethernet port 4 historical information

Statistics Group || History Group || Alarm Group ||

Event Group |

— ssly. NISTOFY group configuration

—_— index: 222 * [1-85535]

interface name: intarface G0/ -

m

Maximum
number jof

samplds; 22202 [1-65535]
sample peripd 23 * secand .
El

4.10.2.3 Event group

In the navigation bar to select”Snmp >Rmon config>event group”, The way in
which define events trigger and record them. the fllowing picture

i Statistics Group || History Group || Alarm Group “_éventGraupw \

I eventgroup list
index desenption owner action status operation

.J mew eventgroup ) delete sefect event group fristpage prevpage[] hexl page lastpagel {1pags

[ parameter description]

parameter description

index The index number, the value range of the event table is 1
~ 65535

description The Trap events, when the event is triggered, the system

will send the Trap message

Log events, when the event is triggered, the system will
log

owner Set the table creator, ownername for 1 ~ 30 characters of
a string
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[instruction]

At the time of configuration Rmon Snmp functions must be open,
otherwise the prompt dialog box will appear.

[ Configuration example]

Such as: create an event to trigger 345, the system sends the trap message
and log

! statistics Group H History Group || Alarm Group !\ Event Group |

event group configuration

index:| 345 * [1-88535]

21z string lengtn[1-20]

description
owner;| Cozo sting lengih1-20]

action:| ¥ Log ¥ Trap

Cove W o |

4.10.2.4 Alarm group

In the navigation bar to select” Snmp>Rmon config>alarm group”, define alarm
group. the fllowing picture

| Statistics Group || History Group H Alarm Group™ || - EventGroup |

| alarm group fist
note: Configure the alam group befare you configure he statistics and event groups

static Slatistical group sampling fime sample Last sample the algrm tireshold  events (hatexceed the threshold  alarm threshold  events below the threshold

I ey table index interval type valie fimit Timit fimit fimit

ower siatus operation

o newalarm group & delels select alarm group fris! page prevpage (1] nextpage [astpaget 1page

[ parameter description]

parameter description

index The alarm list items index number, value range is 1 ~
65535

Static table Statistical type values : 3:DropEvents; 4:Octets; 5:Pkts;

6:BroadcastPkts;  7:MulticastPkts;  8:CRCAlignErrors;
9:UndersizePkts; 10:OversizePkts; 11:Fragments;
12:Jabbers; 12:Collisions; 14:Pkts640ctets;
15:Pkts65t01270ctets; 16:Pkts128t02550ctets;
17:Pkts256t05110ctets; 18:Pkts512t010230ctets;
19:Pkts1024t015180ctets

statistical index Set up the corresponding statistics statistical index
number, decided to statistics to monitor the port number
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Sampling interval

Sampling time interval, the scope for 5 ~ 65535, the unit
for seconds

The sampling type

Sample types for the absolute value of sampling, the
sampling time arrived directly extracting the value of a
variable

The latest sampling

Sampling type for change value sampling, extraction of
the arrival of the sampling time is variable in the change
of the sampling interval value

The alarm threshold
upper limit

Set the upper limit the parameter values

The alarm threshold
lower limit

Set the lower limit parameter values

Above/below the | Upper/lower limit reached, for each event

threshold limit of

events

owner Set the table creator, ownername for 1 ~ 30 characters of

a string

[instruction]

At the time of configuration Rmon Snmp functions must be open,
otherwise the prompt dialog box will appear.This configuration need to
configure statistics groups and events.

[ Configuration example]
Such as: new statistics group of 77 and the event group 345, set up more
than 12 and below the lower limit 3 ,Beyond the scope of alarm

Ine-current oser name: admin

Statistics Group || History Group || Alarm Group || Event Group ‘

statistical group configuration

index:| 123 * [1-65535]
Stafic table:| DropEvents -
Stafistical group index:| 77 -
Sampling time interval:| 123 second
Sample type: Absolute -
ower| Coco * -string |length[1-30]

The alarm threshaold imit:| 12 " I0-21474835847]

Events that exceed the

threshold limit:| 345 -
Alarm threshold limit:| 3 [0-21474836847]

Evenis below the threshold
limit:| 345 -

=1 Em
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4.11 System

In the navigation bar to select”System"”, you can set to the system config. system
update. config management. config save. administor privileges and info

collect.

* SYSTEM

*  Systam Config

*  Systern Updats

* Confie Mandgem
* Config Save

* Adminisiratal Fri

* Info Collect

4.11.1 System

4.11.1.1 System config

In the navigation bar to select”system>system config”, Basic information set
switch. the fllowing picture:

B Home | System settings || System restart || Password change || System log |

B Quiciy Set | I system basic information

» PORT 2 ;
manage VLAN: 1 - " device MAC: |66:34:00:08:08:07
P VLAN
manage IP: 132 168 F 1 . device name: Iwitch
b Fault/Safety o
mashk: 255 255 2556 . device position:
> POE
b MSTP default - Contact persom:
gateway: ¢.0.0.0
¥ DHCP RELAY
DNS server: ¢.0.0.0 Contact
» QOS
: infarmation:
¥ Addr Table oy
timeout(minute): 30
> SNMP
- SYSTEM save setting_s Set managen}ent\.'fﬁn

+ ~System Config I syciem ime
* System Update
current system fime: 2000yearliimonih01dayMarningd7.50:33

*  Config Manage ;.
Config Managem st e

* Config Save

(=]

v Administrator Fo

* Info Colledt

[ parameter description]

| parameter | description
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Device name switch name
Manage VLAN Switches use VLAN management
Manage ip Switch IP address management
Don't use more than login timeout after login to log in
timeout again
[instruction]

[ Configuration example]
Such as: 1) set up the VLAN 2 is

management VLAN, should first created

vlan 2 the VLAN Settings, and set a free port in the VLAN 2

B Home

‘ VLAN setting H Trunk-port setting H Hybrid-port setting |

B Cuicky set I VLAN st
¥ ioRT ] VLANID VLAN name VLAN 1P address port operation
v VAN

 Vian€onfig 1 VLANDOO1 19216821124 18.11:28 2
¥ Fault/Safety VLANDODZ 10 72 X ‘
¥ POE J NewVLAN & delele sefected VLAN frist page prevpage [1) nextpage lastpager (1page
b meTR

| System settings | | System restan | | Password change | | System log |

I system basic information

manage VLAMN: 1 -
manage [P} 182 188.2 1
mask: 255 2552550
default
patewsay: 0.0.0.0
DNSserver 0.0.0.0
login
timeout{minute); 30

save settings | _Set management vian

device MAC:
device name:
device position;

Contact persom:

Contact

information:

00:94:00:09: 0B:07

Ewitch
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‘ System settings H System restart H Password change || System log

I syslem basic information

manage VLAH: I * device MAC: [D6:82:00-08:08:07 |
managelP; is2 1821 |* device name: Switeh |
mask: 755 255 2550 | device position: | |

default Contactpersom: | |

gateway: 0.0.0,0 i
ONS sarver: ;»ﬂ__t:.__ n.o: | Contact
bt information: | |
timeoutiminute): 50 |
(ave sstings) | | concelsetings

2) insert the PC interface 9 or 10 ports, set up the management IP for
192.168.2.12, device name is yoyo, timeout for 20 minutes

| System settings || System restart H Password change H System log

I system basic information

manage VLAN: 2 L device MAC: [0 84.00°08:63:07 |
manage IP:{r__iif 168.212 ) device name:_Tovg. '
mask: 235, 2558, 255. ¢ - device position:

default Contact person;
galeway. 0.0.0.0
ONS sarver: 6.0.0.0 Confact
gy infarmation;

timeout{minute): "é]| ;

3) use 192.168.1.12 logging in, sets the system time
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I system time

| current system fime: 2000veard I month0tdayMaming0?:53:25

Reset time: |

] Automati 4 4 Ny 301 bW

| S .

| 1‘_53“5 mﬁﬁ' Sum Mon Tue 'Wed Thu Fri Sat
i 2 3 4 5. & 7
& 9 10 11 1312 1314

15 16 17 18 19 2021
33 23 28|35 260 77 28
2¢ 30 1 2 3 4 %
5. 7 8 8 10 1112

Time 16:51: 25 ﬁ -

| clear kTaday] ok |

4.11.1.2 System restart

In the navigation bar to select”system config>system restart”, equipment can
be restarted. the fllowing picture:

B home | System settings || :'_’é}stem restart || Password change || System log |

. uickly Set | ) T . _ _
Hole:  Click the button to restart the switch The restart process may take 1 minute. Please wait pafiently The page will be re

PORT _ _
VLAN | Resmrt |
Fault/Safety '

POE

MSTP

DHCP RELAY

Qos

Addr Table

SNMP

SYSTEM

e | 'S'—:;élem Conﬁg_x' y

14 v» v v v+ v v v v w

+ System Update
* Canfig Managem..
*  Config Save

* Administrator Pri

*  Info Calledt

[ parameter description]

[instruction]
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Click the button to restart the switch.The restart process may take 1
minute. Please wait patiently. The page will be refreshed automatically
after device restart.

[ Configuration example]
Such as: click”restart”button

System settings | | System restart | | Password change ‘ | System log
I
Hote: Clickthe bufton ta restartthe switch, The restat process may lake 1 minute. Please wait patientty, The pag

4.11.1.3 Password change

In the navigation bar to select”system config>password change” , The
password change to equipment. the fllowing picture

B Home | System settings || System restart || _"P-a_ssworu chanéé ,|| System log |
B uickyy Set I chanae root user password -

b_FORT Tip: 1 Ifyou =&t @ new Web login password, then log in again after seting the new password. 2. Password can not contain Chin

» VLAN k

» Fault/Safety Old password: SSSSS

» POE New password:

F MSTP Password again:

» DHCP RELAY Save Claar

P @0Ss

» Addr Table

P SNMP

- SYSTEM

*cSystem Config
* System Update

* Copfig Managem

* ConfigSave

*  Administratar P

¢ Infc Collect

[ parameter description]

[instruction]

1. If you set a new Web login password, then log in again after seting the
new password.
2. Password can not contain Chinese, full-width characters, question marks
and spaces.
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3. If forget the password reset, can be reset in the console.
switch(config)# password admin

New Password: 3456

Confirm Password: 3456

[ Configuration example]
Such as: amend the password to 1234.

| System settings || Systemrestart | Password change |‘ System log

I change rool user passward

fpe 1 fyou sel 2 new Web lagin pazsword, fhen log in again after seting the new password,. 2 Passward can not o

Old passwor
Hew password: @S §
Password again: @989 :

SEve Clean

4.11.1.4 System log

In the navigation bar to select”password change>system log”, to view the log
and set up the log server. The following picture:

& Home | System settings H System restart || Password change H 'sys;eﬂog'

B uickly Set I log config =
» PORT

explain: Openthe log switch, setthe syslog server, and tha system lag will be automatically pushed ta the semver
* VLAN
log switch: |

» Fault/Safety
» POE server IP;
» WMSTP send fog level: Infarmational(f) -
» DHCP RELAY SR Sing
» QOS I current log information
B

Addr Table - query clear log
* SNMP
* SYSTEM Syslogiogging: enabled e

. o P e Console logging: disabled
stem Confi
S¥ g_., Meniter logging. level debugaing, 0 messages logged

+ System Update Buffer logging: level debugging, 444 messages logged :!
Timastamp debug messages: datetime I

*  Config Mariagen. Timestamp log messages: datetime |
Sequence-number log messages: disable

* Config Save Sysname log messages: disable
Trap logging: level Informational, 444 message lines logged, 0 fall

*  Administratar Pri.. Log Buffer (Total 4096 Bytes)

N Jan 01 00:00:22 %CL-Erors-CLIERRINFO: CLI load config excute cmd error: vian-filter enable
" I Cpiled Jan 0100:00.22 %CLKErors-CLIERRINFO. CLI load config excute cmd error: mac-vlan enable

Jan 071 00:00:22 %CLI-Errars-CLIERRINFO: CL} lead config excute cmd error subnetvian enabls

Jan 01 00:00:22 %PORTMANAGE-Informational-PORT setport26 flow control off

Jan 01 00:00:22 %CLI-Errors-CLIERRINFOG: CLI load config sxcule cmd eror. rate-limitinput 262143

Jan 01 00:00:22 %CLI-Errors-CLIERRINFO: CLI load config excute emd error rate-limit autput 262143

Jan 01 00:00:22 %CLI-Errors-CLIERRINFG: CLI load config excute cmid error cvlan-trusted enable

Jan 01 00:00:22 %CLI-Errors-CLIERRINFO: CLI load config excute cmd erar: Vian-transiation ingress disable

Jan 01 00:00:22 %CLI-Ermors-CLIERRINFO; CLI load config excule cmd error. vian-transiation egress disable

Jan 01 00:00:22 %CL-Errors-CLIERRINFO: CLI load config excute cmd error: vian-filter enable x
Jan 071 00:00:22 %CLI-Errars-CLIERRINFO: CL} lead config axcute cmd error mac-ian enable

[ parameter description]

| parameter | description

© ALLNET GmbH Computersysteme 2016 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
77



Log switch Open and close

Server ip Appoint to server address

Send log level 0-7

key Enter the required query of characters
[instruction]

Open log switch, set up the syslog server, system log will automatically be
pushed to the server.

[ Configuration example]
Such as: 1) the error log information in 192.168.2.1 pushed to the server

| System seftings || system restart || Password change H System log |
Ilugconﬂg

explain: Spen the log switch, setthe syslog serer and the systenylog will be automatically pushed fe the semver,

—

log switch: ([lEZ= T

Eer'.rerIPi': 182 18821 ]
send log Jevels, Errors(3) / :

_save setting "
I curment lea information

2) input the Mac keywords ,click “query”button, click on the "clear log"
button, can clear the log

I current log information

key'zad __: | query clear log

Syslog logging: enabled

Console logging: disabled

Manitor |ogging: |evel debugaing, 0 messages logged

Buffer logging: level debugaging, 444 messages logged

Timestamp debug messages: daletime

Timestamp log messages: datetime

Seguence-number log messages: disable

Sysname log messages: disable

Trap logging: level informational, 444 messaage lines logged, 01ail

Log Buffer {Total 4096 Bytes):

Jan 01 00:00:22 % CLI-Errore-CLIERRINFO: CLI toad config excute cmd error vian-fiter enable

Jan 01 00:00:22 %CL-Emors-CLIERRINFD: CLI load config excute cmid error; macvlan enable

Jan 01 00:00:22 %CLI-Emors-CLIERRINFG: CLI load config excute cmd error: subnet-vlan enable

Jan 01 00:00:22 %PORTMANAGE-Informational-PORT. set port 26 flow control off -

Jdan 01 00:00:22 %CL-Errors-CLIERRINFO: CLI load config excute cmd error; rate-limit input 262143
Jan 01 00:00:22 %CLI-Emors-CLIERRINFD: CLI load config excute emd error: rate-limit output 262142
Jan 01 00:00:22 %CL-Erors-CLIERRINFO. CLI load config excute cmd error; ovlan-trusted enable
Jan 01 00:00:22 WCL-Erors-CLIERRINFO: CLI load config excute cmid error. vian-franslation Ingress disable
Jan 01000022 %CLI-Emors-CLIERRINFO: CLI load config excute emd error, vian-franslation egress disable
Jan 01 00:00:22 %CL-Erors-CLIERRINFO: CLI load config excute cmd error vian-filter enable

Jan 01 00:00:22 %CL-Erors-CLIERRINFD: CLI load config excute cmd errar: mac-vian enable
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4.11.2 System upgrade

In the navigation bar to select”system >system upgrade”, Optional upgrade
file to upgrade. The following picture

B Homs | system Upgrade |

' Cidickly Set
e 1, please confirm that the upgraded version of the 2ame model and the same model,

* PORTY 2_inthe upgrade process. you may encounter lash to make the page Is lemporarily unable o respond tc
P VLAN prompted 1o upgrade successullyl

» Fault/Safety
* POE

* MSTP

» DHCP RELAY
P Q0S5

P Addr Table

P SNRP

* SYSTEM

* System Config

file name: | Browse.. | Ho f1le selected Start uperading

X -S.y_szem UEJ;]:_llte )
*  Canfig Managem
* Caonfig Save

= Administrater Fri

* Info Collect

[ parameter description]

[instruction]

1 please confirm that the upgraded version of the same model and the
same model.

2 in the upgrade process, you may encounter flash to make the page is
temporarily unable to respond to the page, this time can not power off or
restart the device, until prompted to upgrade successfully!

[ Configuration example]

4.11.3 Config management

4.11.3.1 Current configuration

In  the navigation bar to select”system>config management>current

© ALLNET GmbH Computersysteme 2016 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
79



configuration”, can import and export configuration files, the backup file.
the fllowing picture:

B Home Current configuration ': Configuration backup | Restore factory configuration
B Cuicky set
Show Cuzrant Cenfig| |[F=port Confis
¥ PORT
» VLAN @ packup ) import configuratian
fite name: cornf
¥ Fault/Safety
b POE corifirm backup
» MSTP I Backup file fist
» DHCP RELAY =
lame
b Q0S
b Addr Table peonfig 2 00K
» SNMP
* SYSTEM

*  System Config

* Sysiem Update

1 ::Conﬁgf.‘lanag-em\..
. Cu:-n_ﬂg 85';'5

*  Administrator Pri

* Info Callect

[ parameter description]

[instruction]

Import process can not be closed or refresh the page, or import will fail!
After the introduction of configuration, to enable the new configuration,
please in this page Restart device Otherwise configuration does not take
effect.

[ Configuration example]

Such as: 1) in the configuration first save the page, click save
configuration to save the current configuration, then export the
configuration
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I Current configuration H Configuration backup H Restore factory configuration |

~ backup @ jmport configuration

Y:‘:_u have chp_g;'en fo opem:
|| switch.conf
which is: CONE file
file name: [ Browse. | W file selactad from: httpy//192.168.2.1
What should Firefox Developer Edition do with this file?

| sackun e st | o [Gpen with ({88 (default

Import process can notbe closed or refresf
prompr: Afer the infroduction of configural

beanfig 7] Do this atematically for file< like this fram/now on.

12357 conf

| ok || cancel

2) import configuration

| Current configuration | | Configuration backup | | Restore factory configuration
I -
||3hwﬁmwt%ﬁ€4 Export Confie|
P backup'-:;gh\muurl configuration.
Import process can not oe closad orrelfesh hemsss
I Backup file fist a0 teEE E = - E Administrator
: s ‘ — £ zewus
& T= o
- A g HEL | s
- E S |5 Ah! i T
o W =E 4 .
tese Adobe Hlustrator CS8 Firefox Developer Edition
“EE i B2 T & 114 K8
? R Foximall IiChariot
B BA f J o35 o | C et
s # TN =T 2| 1.91 KB
J‘ =5 . Mozilla Firsfox TeamViewsr 10
STEE(N): | Al Files (=9
HFFO)
‘ Current configuration | | Configuration backup | | Restore factory configuration

||ihw\l7»£rm%5@ﬁ\‘;4 lﬂwrlfmﬂsl

I packup @ mport configuration

Import process can not oe dasad orrefresh the page, of Impartwill faill —
-
prempr. Afterthe infraductian of configuration, to enable the new configuration, please in fhis pagé Restart device Diherwise configuration does nottake efiec

file name: He File zelacted

.. - ..
3) backup
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Current configuration | | Configuration backup | | Restore factory cenfiguration
Show Current Config: |Export Cenfig

i 9 backup import configuration
fle name: 22357 conf

/T confirm backup
I Backup fite list

Name

branfia 200K

4.11.3.2 Configuration backup

In the navigation bar to select”system>config management>configuration
backup”, you can configure backup file. the fllowing picture:

| Gurrent configuration || “Configuration backup ™ || Restore factory configuration |

guplaim: Click the file name o view the contents tﬁhe caﬁguranun file, save up to & backup files

Name i
®  peonfig 2.00K
12357 conf 25 46K
8 Restare backup I delete backup Save backup ) Rename backup

| Confirm FECOVEDY

[ parameter description]

[instruction]

Operating this page should be in the current configuration page first, the
backup file.

[ Configuration example]
Such as: restore backup
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| Current configuration || Configuration backup || Restore factory configuration

explain: Shekthe file name to view the contants of the configuration file, save up o 5 Sackup files.

Hame
beonfig 2,001
9 12357 canf 25 45K
Restare ':,-ar:kug = deleta packup Save backup @ Rename :‘-au:'rf.ul:_:'

Renanie:azert| conf -

— —

*_eonfirm rename )
SULAU LS

4.11.3.3 Restore factory configuration

In the navigation bar to select”system>config management>restore factory
configuraton”, Can export the current configuration and restore factory
configuration .the fllowing picture:

£ Home | current configuration || Configuration backup H Re-sznre?acteryconfigurari'nn'|

B Guicky Set — o

: : Note: Restore to defaull setfings will delete all current configurations. IFihere are useful configuralions, clickExport Existing Sonfigurationsbefore restaring 1o default setiings.»
PORT

Export Currsst Confis |Restore Fastery

<
3

Fault/Safety
POE

MSTP

DHCP RELAY
Qos

Addr Table
SNP
SYSTEM

* 8ysiem Config

41 v v v v v v v v ¥

* System Updsts

] ,(_:onﬁg r.‘!anage_l;m..

* Config Save

[ parameter description]

[instruction]

Restore the factory configuration, will delete all the current
configuration. If you have any useful configuration, the current system
can lead the factory configuration again after the current configuration.

[ Configuration example]
Such as: restore configuration can be the guide before they leave the
current configuration
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| Current configuration |‘ Configuration backup || Restore factory configuration

Mote: Restore 10 default settings will delele all current configurations, Ifthere are Useful configurations, dickEsport Existing Con

]:Ez:pm Current Cﬁ-nﬁg: RE;“.It-E—IE' FEﬂt—E{'_I:\.'

e —

4.11.4 Config save

In the navigation bar to select”system >config save”, you can save current
configuration. the fllowing picture

=]
= rame Hote: Save seftings will delete 2l defaull configurations. If thers are useful configurations, clickbackup Configurationsbefore save the sefiings

. Cylory Sat
PORT Save settings
VLAN
Fault/Safety
POE
MSTP
DHEP RELAY
Qos
Addr Table
SNMP
SYSTEM

* EBystem Config

vy v v ¥ ¥ ¥ ¥ w w

4

*  Sysitem Update

* Config Managem..
% CGHE Sﬂ_vé -

*  Administralor Pri

* Info Callect

[ parameter description]

[instruction]

Save settings will delete all default configurations. If there are useful
configurations, clickbackup Configurationsbefore save the settings.

[ Configuration example]
Such as: click”save settings”button
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Hote: Save satings will delate all default configurations: If there are useful configurations, cickbackup Configurationsbefore save the setfings.

Save:settings .

4.11.5 Administrator privileges

In the navigation bar to select”system>administrator privileges”, Configurable
ordinary users. the fllowing picture

8 tome Administrator privileges

B icky ser
B explom: This page anly super administrater can access, for managing users andvisitors. Lsers can log on to the Web management system for the mamtenance of the equipment

¥ PORT
» VLAN user name:
¥ Fault/Safety new password:
¥ POE confirm password:
b MSTR add user

» DHCP.RELAY

¥ Qos
¥ Addr Table user name operation

I user list

P SHMP admin @
¥ SYSTEM

¢ System Config

user

gt page prevpage (1] nestpage last

* Config Managem
¢ Caniig Save

*_ Administrator Pr,,,'

¢ Info Callect

[ parameter description]

[instruction]

Only the admin of the super administrator can access this page is used to
manage users and visitors. The user can log in the Web management
system of equipment for routine maintenance. In addition to the admin
and user, can add up to five users. Ordinary users can only access
information system home page.

[ Configuration example]
Such as:
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Administrator privileges

explaii: This page anly super administrator can access, for managing users and visttors. Users can log on to the Web management system for the maintenance of the equipment

user name; 123¢
! \
new passwbrd: sses |
\ /
confirm password; S9e®

{add user |
e =

4.11.6 Info collect

In the navigation bar to select”systemsinfo collect”, you can collect to the system
debug information. the fllowing picture

..;E_, Hoime - ) .
Hole: collect useful Infomation it may take a few mament

!: Cluickly Set

| Apg
PORT pR

VLAN
Fault/5afety
POE

MSTP

DHCP RELAY
Qos

Addr Table
SNMP
SYSTEM

*  System Config

v v v v w vy w w w

4

*  Svsiem Update
* Config Managem
*  Config Save

*  Agministrator o

e ——

*_Info Collect_/

[ parameter description]

[instruction]

© ALLNET GmbH Computersysteme 2016 - Alle Rechte vorbehalten
Irrtum und Anderungen vorbehalten
86



collect useful infomation,it may take a few moment.

[ Configuration example]
Such as: click on "collect" button

Hote: collect useful infomation it may tske afew moment
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Appendix: Technical Specifications

Standards

IEEE 802.3i. IEEE 802.3u. IEEE 802.3ab. IEEE 802.3x.
IEEE 802.3z. IEEE 802.3at. IEEE 802.3af. IEEE 802.1q.
IEEE 802.1p

Number of Ports

16 x 10/100/1000Mbps Auto-Negotiation ports
2 x 100/1000Mbps SFP ports
1x Console port

Network Media

10Base-T: UTP category 3, 4, 5 cable (maximum 100m)
100Base-Tx: UTP category 5, 5e cable (maximum
100m)

1000Base-T: UTP category 5e, 6 cable (maximum

(Cable) 100m)
1000Base-SX:62.5um/50pum MMF(2m~550m)
1000Base-LX:62.5um/50um MMF(2m~550m) Or 10um
SMF (2m~5000m)
Store-and- Supports
Forward
B SW|th?|ng 36Gbps
capability | Capacity
MAC
Address 8K
Learning
Packet Buffer 4.1Mbit
Packet Forwarding 26.784Mpps
Rate
Jumbo Frame 9216Bytes

PoE Ports(RJ45)

16* PoE ports compliant with 802.3at/af

Power Pin Assignment

under port:1/2(+),3/6(-) upper port: 4/5(+),7/8(-)

H)

Link/Act/Speed
LED Per-Port 10/100Mbps:Orange 1000Mbps:Green
indicators POE:Yellow
Other Power: Red
Di i W x D
imensions (W x D x 440%330*44mm

Power Supply

100~240VAC,50/60HZ,300W internal power

Power Consumption

Maximum(PoE on): 420.4W (220V/50Hz)

Environment

Operating Temperature: 0°C~45°C
Storage Temperature: -40°C~70°C
Operating Humidity: 10%~90% non-condensing
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Storage humidity: 5%~90% non-condensing

Three layers of

Basic function The security policy

functional
® Ethernet Setup i ® ACE capacity
® The ARP deception,
® STP/RSTP/MSTP . ® ACL
the network cheating
® Storm-control o ® QoS
i ® Filtering the IP port
® Port Monitor Lo ® DAI
. ® Static binding IP and
® Port rate-limit
e MAC
® MAC filtering
® Arp trust port
® Ping and Traceroute
Safety features ..
VLAN ) Application protocol
® Radius
® Port based VLAN ® DHCP Relay
® 802.1Q VLAN ® Tacacst ® DHCP snoopin
’ ® Preventing DOS . Ping
® DHCP Client
attacks
® FTP/TFTP
® dotix
® The gateway ARP
deception
Management Other function POE Management
® HTTP WEB ® LLDP ® POE Status
® Telnet ® |GMP Snooping ® The port priority
® SSH ® SNMPV1,V2cV3
® Console ® RMON (1,2,3,9)
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ALLNET GmbH Computersysteme declares that the device ALL-CAM8318PM is in
compliance with the essential requirements and other relevant provisions of
Directive 2004/108/EC or 2014/30/EU. The Declaration of conformity can be found
under this link:

www.allnet.de/downloads.html

ALLNET GmbH Computersysteme
Maistrasse 2
82110 Germering

Tel.: +49 (0)89 894 222 - 22
Fax: +49 (0)89 894 222 - 33
Email: info@allnet.de

A\  safety Warnings

For your safety, be sure to read and follow all warning notices and instructions.

= Do not open the device. Opening or removing the device cover can expose you to
dangerous high voltage points or other risks. Only qualified service personnel can

service the device. Please contact your vendor for further information.

= Do not use your device during a thunderstorm. There may be a risk of electric shock

brought about by lightning.
= Do not expose your device to dust or corrosive liquids.
= Do not use this product near water sources.
= Make sure to connect the cables to the correct ports.

= Do not obstruct the ventilation slots on the device.
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DISCLAIMER_OF WARRANTY
This Program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; version 2 of the License.
This Program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the
implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public
License for more details.
You should have received a copy of the GNU General Public License along with this Program; if not, write to the
Free Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA.
The full text of the GNU General Public License version 2 is included with the software distribution in the file
LICENSE.GPLv2

NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE
EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME
THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION. IN NO EVENT UNLESS REQUIRED BY
APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO
MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

Written Offer for Source Code
For binaries that you receive from ALLNET GmbH Computersysteme on physical media or within the download
of the offered firmware that are licensed under any version of the GNU General Public License (GPL) or the GNU

LGPL, you can receive a complete machine-readable copy of the source code by sending a written request to:

ALLNET GmbH Computersysteme
Maistrasse 2

82110 Germering

Your request should include: (i) the name of the covered binary, (ii) the version number of the ALLNET product
containing the covered binary, (iii) your name, (iv) your company name (if applicable) and (v) your return
mailing and email address (if available). We may charge you a nominal fee to cover the cost of the media and
distribution. Your request must be sent within three (3) years of the date you received the GPL or LGPL covered

code. For your convenience, some or all of the source code may also be found at:

http://www.allnet.de/gpl.html

LICENSE.GPLv2
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GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA
02110-1301, USA Everyone is permitted to copy and distribute verbatim copies of this license document, but

changing it is not allowed.

Preamble
The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public License is intended to guarantee your freedom to share and change free software--to
make sure the software is free for all its users. This General Public License applies to most of the Free Software
Foundation's software and to any other program whose authors commit to using it. (Some other Free
Software Foundation software is covered by the GNU Library General Public License instead.) You can apply it
to your programs, too.
When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this
service if you wish), that you receive source code or can get it if you want it, that you can change the software
or use pieces of it in new free programs; and that you know you can do these things.
To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to
surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the
software, or if you modify it.
For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients
all the rights that you have. You must make sure that they, too, receive or can get the source code. And you
must show them these terms so they know their rights.
We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you
legal permission to copy, distribute and/or modify the software.
Also, for each author's protection and ours, we want to make certain that everyone understands that there is
no warranty for this free software. If the software is modified by someone else and passed on, we want its
recipients to know that what they have is not the original, so that any problems introduced by others will not
reflect on the original authors' reputations.
Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that
redistributors of a free program will individually obtain patent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that any patent must be licensed for everyone's free use or
not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice
placed by the copyright holder saying it may be distributed under the terms
of this General Public License. The "Program", below, refers to any such
program or work, and a "work based on the Program" means either the
Program or any derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or with

modifications and/or translated into another language. (Hereinafter,
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translation is included without limitation in the term "modification".) Each

licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are

outside its scope. The act of running the Program is not restricted, and the output from the Program

is covered only if its contents constitute a work based on the Program (independent of having been

made by running the Program). Whether that is true depends on what the Program does.

You may copy and distribute verbatim copies of the Program's source code as
you receive it, in any medium, provided that you conspicuously and
appropriately publish on each copy an appropriate copyright notice and
disclaimer of warranty; keep intact all the notices that refer to this License
and to the absence of any warranty; and give any other recipients of the

Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer

warranty protection in exchange for a fee.

2.

a)

b)

o]

You may modify your copy or copies of the Program or any portion of it,
thus forming a work based on the Program, and copy and distribute such
modifications or work under the terms of Section 1 above, provided that you
also meet all of these conditions:

You must cause the modified files to carry prominent notices stating that
you changed the files and the date of any change.

You must cause any work that you distribute or publish, that in whole or in
part contains or is derived from the Program or any part thereof, to be
licensed as a whole at no charge to all third parties under the terms of this
License.

If the modified program normally reads commands interactively when run,
you must cause it, when started running for such interactive use in the most
ordinary way, to print or display an announcement including an appropriate
copyright notice and a notice that there is no warranty (or else, saying that
you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License.
(Exception: if the Program itself is interactive but does not normally print such
an announcement, your work based on the Program is not required to print

an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections

of that work are not derived from the Program, and can be reasonably considered

independent and separate works in themselves, then this License, and its terms, do

not apply to those sections when you distribute them as separate works. But

when you distribute the same sections as part of a whole which is a work based on

the Program, the distribution of the whole must be on the terms of this License,

whose permissions for other licensees extend to the entire whole, and thus to each

and every part regardless of who wrote it.
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Thus, it is not the intent of this section to claim rights or contest your rights to work
written entirely by you; rather, the intent is to exercise the right to control the
distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the
Program (or with a work based on the Program) on a volume of a storage or
distribution medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under
Section 2) in object code or executable form under the terms of Sections 1
and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source
code, which must be distributed under the terms of Sections and 2 above on
a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any
third party, for a charge no more than your cost of physically performing
source distribution, a complete machine-readable copy of the corresponding
source code, to be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange; or,

¢)  Accompany it with the information you received as to the offer to distribute
corresponding source code. (This alternative is allowed only for
noncommercial distribution and only if you received the program in object
code or executable form with such an offer, in accord with Subsection b
above.)

The source code for a work means the preferred form of the work for making modifications to it. For
an executable work, complete source code means all the source code for all modules it contains, plus
any associated interface definition files, plus the scripts used to control compilation and installation of
the executable. However, as a special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary form) with the major components
(compiler, kernel, and so on) of the operating system on which the executable runs, unless that
component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place,
then offering equivalent access to copy the source code from the same place counts as distribution of
the source code, even though third parties are not compelled to copy the source along with the object
code.

4. You may not copy, modify, sublicense, or distribute the Program except as
expressly provided under this License. Any attempt otherwise to copy,
modify, sublicense or distribute the Program is void, and will automatically
terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses
terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it.
However, nothing else grants you permission to modify or distribute the
Program or its derivative works. These actions are prohibited by law if you
do not accept this License. Therefore, by modifying or distributing the

Program (or any work based on the Program), you indicate your acceptance
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of this License to do so, and all its terms and conditions for copying,
distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program),
the recipient automatically receives a license from the original licensor to
copy, distribute or modify the Program subject to these terms and conditions.
You may not impose any further restrictions on the recipients' exercise of the
rights granted herein. You are not responsible for enforcing compliance by
third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement
or for any other reason (not limited to patent issues), conditions are imposed
on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this
License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a
consequence you may not distribute the Program at all. For example, if a
patent license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then the only
way you could satisfy both it and this License would be to refrain entirely
from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is implemented by public license practices.
Many people have made generous contributions to the wide range of software distributed through
that system in reliance on consistent application of that system; it is up to the author/donor to decide
if he or she is willing to distribute software through any other system and a licensee cannot impose
that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of
this License.

8. If the distribution and/or use of the Program is restricted in certain countries
either by patents or by copyrighted interfaces, the original copyright holder
who places the Program under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is
permitted only in or among countries not thus excluded. In such case, this
License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the
General Public License from time to time. Such new versions will be similar
in spirit to the present version, but may differ in detail to address new
problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of
this License which applies to it and "any later version", you have the option of following the terms

and conditions either of that version or of any later version published by the Free Software
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Foundation. If the Program does not specify a version number of this License, you may choose any

version ever published by the Free Software Foundation.

10.

1.

12.

If you wish to incorporate parts of the Program into other free programs
whose distribution conditions are different, write to the author to ask for
permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make
exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of

promoting the sharing and reuse of software generally.

NO WARRANTY
BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY
AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.
IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY
MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE
LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH
ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the

best way to achieve this is to make it free software which everyone can redistribute and change under

these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each

source file to most effectively convey the exclusion of warranty; and each file should have at least the

"copyright" line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.> Copyright (C) <year> <name

of author>
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This program is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 2 of the License,
or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program; if not,
write to the Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301,
USA

Also add information on how to contact you by electronic and paper mail. If the program is

interactive, make it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author
Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type ‘show w'.
This is free software, and you are welcome to redistribute it under certain conditions; type “show c' for

details.

The hypothetical commands ‘show w' and “show c¢' should show the appropriate parts of the General
Public License. Of course, the commands you use may be called something other than ‘show w' and
‘show c'; they could even be mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a

"copyright disclaimer" for the program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

‘Gnomovision' (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989

Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs.
If your program is a subroutine library, you may consider it more useful to permit linking proprietary
applications with the library. If this is what you want to do, use the GNU Lesser General Public

License instead of this License.

LICENSE.LGPLv2.1
GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999
Copyright (C) 1991, 1999 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA
02110-1301 USA Everyone is permitted to copy and distribute verbatim copies of this license
document, but changing it is not allowed. [This is the first released version of the Lesser GPL. It also

counts as the successor of the GNU Library Public License, version 2, hence the version number 2.1.]

Preamble
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The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public Licenses are intended to guarantee your freedom to share and
change free software--to make sure the software is free for all its users.

This license, the Lesser General Public License, applies to some specially designated software
packages--typically libraries--of the Free Software Foundation and other authors who decide to use it.
You can use it too, but we suggest you first think carefully about whether this license or the ordinary
General Public License is the better strategy to use in any particular case, based on the explanations
below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free software
(and charge for this service if you wish); that you receive source code or can get it if you want it; that
you can change the software and use pieces of it in new free programs; and that you are informed
that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights
or to ask you to surrender these rights. These restrictions translate to certain responsibilities for you
if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the
recipients all the rights that we gave you. You must make sure that they, too, receive or can get the
source code. If you link other code with the library, you must provide complete object files to the
recipients, so that they can relink them with the library after making changes to the library and
recompiling it. And you must show them these terms so they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this
license, which gives you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free
library. Also, if the library is modified by someone else and passed on, the recipients should know
that what they have is not the original version, so that the original author's reputation will not be
affected by problems that might be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to
make sure that a company cannot effectively restrict the users of a free program by obtaining a
restrictive license from a patent holder. Therefore, we insist that any patent license obtained for a
version of the library must be consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License.
This license, the GNU Lesser General Public License, applies to certain designated libraries, and is quite
different from the ordinary General Public License. We use this license for certain libraries in order
to permit linking those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared library, the combination
of the two is legally speaking a combined work, a derivative of the original library. The ordinary
General Public License therefore permits such linking only if the entire combination fits its criteria of
freedom. The Lesser General Public License permits more lax criteria for linking other code with the
library.

We call this license the "Lesser" General Public License because it does Less to protect the user's
freedom than the ordinary General Public License. It also provides other free software developers

Less of an advantage over competing non-free programs. These disadvantages are the reason we
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use the ordinary General Public License for many libraries. However, the Lesser license provides
advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a
certain library, so that it becomes a de-facto standard. To achieve this, non-free programs must be
allowed to use the library. A more frequent case is that a free library does the same job as widely
used non-free libraries. In this case, there is little to gain by limiting the free library to free software
only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non-free programs enables a greater number of
people to use a large body of free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU operating system, as well as its
variant, the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users' freedom, it does ensure that
the user of a program that is linked with the Library has the freedom and the wherewithal to run that
program using a modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close
attention to the difference between a "work based on the library" and a "work that uses the library".
The former contains code derived from the library, whereas the latter must be combined with the

library in order to run.

GNU LESSER GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION
0. This License Agreement applies to any software library or other program

which contains a notice placed by the copyright holder or other authorized

party saying it may be distributed under the terms of this Lesser General

Public License (also called "this License"). Each licensee is addressed as "you".
A "library" means a collection of software functions and/or data prepared so as to be conveniently
linked with application programs (which use some of those functions and data) to form executables.
The "Library", below, refers to any such software library or work which has been distributed under
these terms. A "work based on the Library" means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a portion of it, either verbatim or with
modifications and/or translated straightforwardly into another language. (Hereinafter, translation is
included without limitation in the term "modification".)
"Source code" for a work means the preferred form of the work for making modifications to it. For
a library, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation of the
library.
Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based on the Library (independent of
the use of the Library in a tool for writing it). Whether that is true depends on what the Library does
and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source
code as you receive it, in any medium, provided that you conspicuously and

appropriately publish on each copy an appropriate copyright notice and
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disclaimer of warranty; keep intact all the notices that refer to this License
and to the absence of any warranty; and distribute a copy of this License
along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer

warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus
forming a work based on the Library, and copy and distribute such
modifications or work under the terms of Section 1 above, provided that you
also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files
and the date of any change.

¢) You must cause the whole of the work to be licensed at no charge to all third parties under the
terms of this License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied by an
application program that uses the facility, other than as an argument passed when the facility is
invoked, then you must make a good faith effort to ensure that, in the event an application does
not supply such function or table, the facility still operates, and performs whatever part of its
purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is
entirely well-defined independent of the application. Therefore, Subsection 2d
requires that any application-supplied function or table used by this function must
be optional: if the application does not supply it, the square root function must still
compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are
not derived from the Library, and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those sections when you distribute them
as separate works. But when you distribute the same sections as part of a whole which is a work
based on the Library, the distribution of the whole must be on the terms of this License, whose
permissions for other licensees extend to the entire whole, and thus to each and every part regardless
of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely

by you; rather, the intent is to exercise the right to control the distribution of derivative or collective

works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a

work based on the Library) on a volume of a storage or distribution medium does not bring the other

work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License
instead of this License to a given copy of the Library. To do this, you must
alter all the notices that refer to this License, so that they refer to the
ordinary GNU General Public License, version 2, instead of to this License. (If
a newer version than version 2 of the ordinary GNU General Public License
has appeared, then you can specify that version instead if you wish.) Do not

make any other change in these notices.
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Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General
Public License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not a
library.

4.  You may copy and distribute the Library (or a portion or derivative of it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you accompany it with the complete
corresponding machine-readable source code, which must be distributed
under the terms of Sections 1 and 2 above on a medium customarily used for
software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place satisfies the requirement to distribute
the source code, even though third parties are not compelled to copy the source along with the object
code.

5. A program that contains no derivative of any portion of the Library, but is
designed to work with the Library by being compiled or linked with it, is
called a "work that uses the Library". Such a work, in isolation, is not a
derivative work of the Library, and therefore falls outside the scope of this
License.

However, linking a "work that uses the Library" with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a "work that uses
the library". The executable is therefore covered by this License. Section 6 states terms for
distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library, the
object code for the work may be a derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be linked without the Library, or if the
work is itself a library. The threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small
macros and small inline functions (ten lines or less in length), then the use of the object file is
unrestricted, regardless of whether it is legally a derivative work. (Executables containing this object
code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work
under the terms of Section 6. Any executables containing that work also fall under Section 6, whether
or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or link a "work
that uses the Library" with the Library to produce a work containing portions
of the Library, and distribute that work under terms of your choice, provided
that the terms permit modification of the work for the customer's own use
and reverse engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the
Library and its use are covered by this License. You must supply a copy of this License. If the work
during execution displays copyright notices, you must include the copyright notice for the Library
among them, as well as a reference directing the user to the copy of this License. Also, you must do

one of these things:
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a)

b)

9]

d)

e)

Accompany the work with the complete corresponding machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked with the Library, with the
complete machine-readable "work that uses the Library", as object code and/or source code, so
that the user can modify the Library and then relink to produce a modified executable containing
the modified Library. (It is understood that the user who changes the contents of definitions
files in the Library will not necessarily be able to recompile the application to use the modified
definitions.)

Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is
one that (1) uses at run time a copy of the library already present on the user's computer system,
rather than copying library functions into the executable, and (2) will operate properly with a
modified version of the library, if the user installs one, as long as the modified version is
interface-compatible with the version that the work was made with.

Accompany the work with a written offer, valid for at least three years, to give the same user the
materials specified in Subsection 6a, above, for a charge no more than the cost of performing this
distribution.

If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place.

Verify that the user has already received a copy of these materials or that you have already sent

this user a copy.

For an executable, the required form of the "work that uses the Library" must include any data and

utility programs needed for reproducing the executable from it. However, as a special exception, the

materials to be distributed need not include anything that is normally distributed (in either source or

binary form) with the major components (compiler, kernel, and so on) of the operating system on

which the executable runs, unless that component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries

that do not normally accompany the operating system. Such a contradiction means you cannot use

both them and the Library together in an executable that you distribute.

b)

7. You may place library facilities that are a work based on the Library
side-by-side in a single library together with other library facilities not
covered by this License, and distribute such a combined library, provided that
the separate distribution of the work based on the Library and of the other
library facilities is otherwise permitted, and provided that you do these two
things:

a) Accompany the combined library with a copy of the same work based on the
Library, uncombined with any other library facilities. This must be distributed
under the terms of the Sections above.
Give prominent notice with the combined library of the fact that part of it is a work based on the
Library, and explaining where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute the Library
except as expressly provided under this License. Any attempt otherwise to
copy, modify, sublicense, link with, or distribute the Library is void, and will

automatically terminate your rights under this License. However, parties
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who have received copies, or rights, from you under this License will not have
their licenses terminated so long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not signed it.
However, nothing else grants you permission to modify or distribute the
Library or its derivative works. These actions are prohibited by law if you do
not accept this License. Therefore, by modifying or distributing the Library
(or any work based on the Library), you indicate your acceptance of this
License to do so, and all its terms and conditions for copying, distributing or
modifying the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the
recipient automatically receives a license from the original licensor to copy,
distribute, link with or modify the Library subject to these terms and
conditions. You may not impose any further restrictions on the recipients'
exercise of the rights granted herein. You are not responsible for enforcing
compliance by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement
or for any other reason (not limited to patent issues), conditions are imposed
on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this
License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a
consequence you may not distribute the Library at all. For example, if a
patent license would not permit royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through you, then the only
way you could satisfy both it and this License would be to refrain entirely
from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply, and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is implemented by public license practices.
Many people have made generous contributions to the wide range of software distributed through
that system in reliance on consistent application of that system; it is up to the author/donor to decide
if he or she is willing to distribute software through any other system and a licensee cannot impose
that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of
this License.

12. If the distribution and/or use of the Library is restricted in certain countries
either by patents or by copyrighted interfaces, the original copyright holder
who places the Library under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is
permitted only in or among countries not thus excluded. In such case, this

License incorporates the limitation as if written in the body of this License.
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13. The Free Software Foundation may publish revised and/or new versions of the
Lesser General Public License from time to time. Such new versions will be
similar in spirit to the present version, but may differ in detail to address new
problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of
this License which applies to it and "any later version", you have the option of following the terms
and conditions either of that version or of any later version published by the Free Software
Foundation. If the Library does not specify a license version number, you may choose any version
ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose
distribution conditions are incompatible with these, write to the author to
ask for permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make
exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of

promoting the sharing and reuse of software generally.

NO WARRANTY
15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE LIBRARY "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY
AND PERFORMANCE OF THE LIBRARY IS WITH YOU. SHOULD THE LIBRARY
PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.
16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN
WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY
MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE
LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY TO OPERATE WITH
ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Libraries
If you develop a new library, and you want it to be of the greatest possible use to the public, we
recommend making it free software that everyone can redistribute and change. You can do so by
permitting redistribution under these terms (or, alternatively, under the terms of the ordinary General

Public License).
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To apply these terms, attach the following notices to the library. It is safest to attach them to the
start of each source file to most effectively convey the exclusion of warranty; and each file should

have at least the "copyright" line and a pointer to where the full notice is found.

<one line to give the library's name and a brief idea of what it does.> Copyright (C) <year> <name of

author>

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser
General Public License as published by the Free Software Foundation; either version 2.1 of the License,
or (at your option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with this library; if
not, write to the Free Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA
02110-1301 USA

Also add information on how to contact you by electronic and paper mail.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a

"copyright disclaimer" for the library, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the library "Frob' (a library for tweaking
knobs) written by James Random Hacker.

<signature of Ty Coon>, 1 April 1990 Ty Coon, President of Vice

That's all there is to it!
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