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Chapter 1
Administration

“System” is the managing of settings such as the privileges of packets that pass
through the ALL7000 and monitoring controls. The System Administrators can
manage, monitor, and configure ALL7000 settings. But all configurations are
“read-only” for all users other than the System Administrator; those users are not
able to change any setting of the ALL7000.



Define the required fields of Administrator

Administrator Name:

B The username of Administrators and Sub Administrator for the ALL7000.
The admin user name cannot be removed; and the sub-admin user can be
removed or configure.

@The default Account: admin; Password: admin

Privilege:

B The privileges of Administrators (Admin or Sub Admin). The username of the
main Administrator is Administrator with reading / writing privilege.
Administrator also can change the system setting, log system status, and to
increase or delete sub-administrator. Sub-Admin may be created by the
Admin by clicking New Sub Admin. Sub Admin have only read and
monitor privilege and cannot change any system setting value.

Configure:
B Click Modify to change the “Sub-Administrator’s” password or click Remove
to delete a “Sub Administrator.”



Adding a new Sub Administrator

STEP 1. Inthe Admin WebUI, click the New Sub Admin button to create a new
Sub Administrator.

STEP 2 . In the Add New Sub Administrator WebUI (Figure 1-1) and enter the
following setting:
B Sub Admin Name: sub_admin
B Password: 12345
B Confirm Password: 12345

STEP 3. Click OK to add the user or click Cancel to cancel it.

Add New Sub Admin

SuUb Admin name [suhs_admin
Password [eenee
Confirm Password [ensee

OK Cancel

Figurel-1 Add New Sub Admin



Modify the Administrator’s Password

STEP 1. In the Admin WebUI, locate the Administrator name you want to edit,
and click on Modify in the Configure field.

STEP 2 . The Modify Administrator Password WebUI will appear. Enter the
following information:
B Password: admin
B New Password: 52364
B Confirm Password: 52364 (Figurel-2)

STEP 3. Click OK to confirm password change.

Modify Admin Password

Admin Name admin
Password [ensee
New Password [ensee
Confirm Password [ensee

OK Cancel

Figurel-2 Modify Admin Password



Add Permitted IPs

STEP 1. Add the following setting in Permitted

(Figurel-3)

Name: Enter master

IP Address: Enter 163.173.56.11

Netmask: Enter 255.255.255.255

Service: Select Ping and HTTP

Click OK

Complete add new permitted IPs (Figurel-4)

IPs of Administration:

Figurel-4 Complete Add New Permitted IPs

Add Mew Permitted IPs
Name Imastex
IP Address [1e3.173.56.11
Netmask [255.255.253.235
Service ¥ Ping ¥ HTTP
OK Cancel
Figurel-3 Setting Permitted IPs WebUI
Name IP Address I Netmask Ping | HTTP Configure
master 163.173.56.11 1 255.255.255 255 7 7 Modify | Remove |
New Entry

@ To make Permitted IPs be effective, it must cancel the Ping and WebUI selection in

the WebUI of ALL7000 that Administrator enter. (LAN, WAN, or DMZ Interface)
Before canceling the WebUI selection of Interface, must set up the Permitted IPs first,

otherwise, it would cause the situation of cannot enter WebUI by appointed Interface.



Logout

STEP 1. Click Logout in System to protect the system while Administrator are
away. (Figurel-5)

Microsoft Internet Explorer

RiH

Figurel-5 Confirm Logout WebUI

STEP 2 . Click OK and the logout message will appear in WebUI. (Figurel-6)

Multi-Homing Gateway Web Server Information

Your current connection has expired, you have now been logged out.

If you want to login, please restart your browser.

Figurel-6 Logout WebUI Message
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Software Update

STEP 1. Select Software Update in System, and follow the steps below:

B  To obtain the version number from Version Number and obtain the
latest version from Internet. And save the latest version in the
hardware of the PC, which manage the ALL7000

B Click Browse and choose the latest software version file.

B Click OK and the system will update automatically. (Figurel-7)

Software Update
Version Number : v 1.00

Software Update FWUSOﬁ_MBOU_OIOCOQ.img .. |
{ ex: Musoft_Mh300_010000.img )

0K Cancel

Figurel-7 Software Update

@It takes 3 minutes to update software. The system will reboot after update. During

the updating time, please don'’t turn off the PC or leave the WebUI. It may cause some

unexpected mistakes. (Strong suggests updating the software from LAN to avoid
unexpected mistakes.)
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Chapter 2
Configure

The Configure is according to the basic setting of the ALL7000. In this chapter the
definition is Setting, Date/Time, Multiple Subnet, Route Table, DHCP, Dynamic
DNS, Hosts Table, and Language settings.
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Define the required fields of Settings

ALL7000 Configuration:

B The Administrator can import or export the system settings. Click OK to
import the file into the ALL7000 or click Cancel to cancel importing. You also
can revive to default value here.

Email Settings:

B Select Enable E-mail Alert Notification under E-mail Settings. This
function will enable the ALL7000 to send e-mail alerts to the System
Administrator when the network is being attacked by hackers or when
emergency conditions occur. (It can be set from Settings-Hacker Alert in
System to detect Hacker Attacks)

Web Management (WAN Interface):
B The System Manager can change the port number used by HTTP port
anytime. (Remote WebUI management)

@Aﬂer HTTP port has changed, if the administrator want to enter WebUI from WAN,

will  have to change the port number of browser. (For example:
http://61.62.108.172:8080)

MTU Setting:
B |t provides the Administrator to modify the networking package length
anytime. Its default value is 1500 Bytes.

Link Speed / Duplex Mode:

B By this function can set the transmission speed and mode of WAN Port when
connecting other device.
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Administration Packet Logging:

B After enable this function; the ALL7000 will record packet which source IP or
destination address is ALL7000. And record in Traffic Log for System
Manager to inquire about.

Define the required fields of Time Settings
Synchronize Time/Date:
B Synchronizing the ALL7000 with the System Clock. The administrator can

configure the ALL7000’s date and time by either syncing to an Internet
Network Time Server (NTP) or by syncing to your computer’s clock.

GMT:
B International Standard Time (Greenwich Mean Time)

Define the required fields of Multiple Subnet

Forwarding Mode:
B To display the mode that Multiple Subnet use. (NAT mode or Routing Mode)

WAN Interface Address:
B The IP address that Multiple Subnet corresponds to WAN.

LAN Interface Address/Subnet Netmask:
B The Multiple Subnet range

14



NAT Mode:

B [t allows Internal Network to set multiple subnet address and connect with
the Internet through different WAN IP Addresses. For example : The lease
line of a company applies several real IP Addresses 168.85.88.0/24, and the
company is divided into R&D department, service, sales department,
procurement department, accounting department, the company can
distinguish each department by different subnet for the purpose of managing
conveniently. The settings are as the following :

1. R&D department subnet : 192.168.1.1/24(LAN) <-> 168.85.88.253(WAN)

2. Service department subnet : 192.168.2.1/24(LAN) <>
168.85.88.252(WAN)

3. Sales department subnet : 192.168.3.1/24(LAN) <>
168.85.88.251(WAN)

4. Procurement department subnet

192.168.4.1/24(LAN) < -> 168.85.88.250(WAN)

5. Accounting department subnet
192.168.5.1/24(LAN) <> 168.85.88.249(WAN)

The first department (R&D department) had set while setting interface IP; the
other four ones have to be added in Multiple Subnet. After completing the settings,
each department uses the different WAN IP Address to connect to the Internet.
The settings of each department are as following:

Service Sales Procurement Accounting

IP 192.168.2.2~254(192.168.3.2~254|192.168.4.2~254(192.168.5.2~254
Address
Subnet |255.255.255.0 |255.255.255.0 |255.255.255.0 |255.255.255.0
Netmask
Gateway |192.168.2.1 192.168.3.1 192.168.4.1 192.168.5.1

Routing Mode:

B [tis the same as NAT mode approximately but does not have to correspond
to the real WAN IP address, which let internal PC to access to Internet by its
own IP. (External user also can use the IP to connect with the Internet)

15



Define the required fields of DHCP

Subnet:
B The domain name of LAN

NetMask:
B The LAN Netmask

Gateway:
B The default Gateway IP address of LAN

Broadcast IP:
B The Broadcast IP of LAN

Define the required fields of DDNS

Domain Name:

B The domain name that provided by DDNS

WAN |P Address:

B The WAN IP Address, which the domain name corresponds to.

Define the required fields of Host Table

Domain Name:

B [t can be set by System Manager. To let the internal user to access to the
information that provided by the host by this domain hame

Virtual IP Address:

B The virtual IP address respective to Host Table. It must be LAN or DMZ IP

address.

16



System Settings- Exporting

STEP 1. In System Setting WebUlI, click on - Bownload _ putton next to
Export System Settings to Client.

STEP 2 . When the File Download pop-up window appears, choose the
destination place where to save the exported file and click on Save.
The setting value of ALL7000 will copy to the appointed site instantly.
(Figure2-1)

Multi-Homing Gateway Configuration
Export System Setting to Client Download

Import Suctam Sattina fram Cliant i
File Download x|
onf)
I Rs ‘ou have chosen to download a file from this location.
E-ma tail-Security.conf from B1.218.49.28
I~ Er
D¢ Wwihat would you like to do with thiz file? Multi-Homing Gat
ex: Mult-Homing Gatewa
 Open this file fram its curment lncation ( 3 v)
Se (% Save this file to disk ( ex: sender@mydomain.com j
st { ex: mail.mydomain.com )
E- ¥ Always ask before opering this bype of file { ex: userl @mydomain.cam
E- [ e use2@mydomain.com )
M
Web | oK I Cancel | More Info |
HTTF

Figure2-1 Select the Destination Place to Save the Exported File
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System Settings- Importing

STEP 1. In System Setting WebUI, click on the Browse button next to Import
System Settings from Client. When the Choose File pop-up window
appears, select the file to which contains the saved ALL7000 Settings,
then click OK. (Figure2-2)

STEP 2 . Click OK to import the file into the ALL7000 (Figure2-3)

Multi-Homing Gateway Configuration
Export System Setting to Client Download

Import System Setting from Client | i
[ ex: Multi_Homing.conf)

Choose file 21
| Lok in: | 4 Multi-Horing_Confiz o «®mckE

; 8] Mult-Homing.conf

Hiztamy

ing Gateway )
ydomain.com ]

omain.com )

ydornain.corn

ydornain.cormn )

File name: I j Open I
ol Files of upe: [ Fies 19 =] Cancel |
P

Figure 2-2 Enter the File Name and Destination of the Imported File

Microsoft Internet Explorer R i[
L b d If vou click "OK", software will upload. Please wait for 1 minute, Don't power off or leave this page during system is
& updated.
oK I Cancel |

Figure 2-3 Upload the Setting File WebUI
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Restoring Factory Default Settings
STEP 1 . Select Reset Factory Settings in ALL7000 Configuration WebUI

STEP 2 . Click OK at the bottom-right of the page to restore the factory settings.
(Figure2-4)

Multi-Homing Gateway Configuration
Export System Setting to Client Download
Import System Setting from Client | B

[ ex: Multi_Homing.conf)

Reset Factory Setting

E-mail Setting

I” Enable E-mail Alert Notification
Device Name l— [ e Multi-Homing Gateway )
Sender Address l— [ ex: sender@mydomain.com )
SMTP Server l— { ex: mail. mydomain.com )
E-mail Address 1 l— [ ex: userl@mydamain.cam )
E-mail Address 2 l— [ ex: userZ@mydamain.cam )
Mail Test Mail Test

Web Management (WAN Interface)

HTTP Port E

MTU Setting

MTU [50 " Bytes

Link Speed ! Duplex Mode Setting

WAN1 ESE

WAN2Z [Buobode 7]

Dynamic Routing {(RIPv2)
Enable " LAN I WAN1 [~ WAN2 [~ DMZ

Routing information update timer [0 Seconds
Routing information timeout [3 " Seconds

Administration Packet Logging
[~ Enable Administration Packet Logging

System Reboot
Reboot Multi-Homing Gateway Appliance Reboot

OK Cancel

Figure2-4 Reset Factory Settings
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Enabling E-mail Alert Notification
STEP 1. Select Enable E-mail Alert Notification under E-Mail Settings.
STEP 2 . Device Name: Enter the Device Name or use the default value.

STEP 3. Sender Address: Enter the Sender Address. (Required by some
ISPs.)

STEP 4 . SMTP Server IP: Enter SMTP server’s IP address.

STEP 5 . E-Mail Address 1: Enter the e-mail address of the first user to be
notified.

STEP 6 . E-Mail Address 2: Enter the e-mail address of the second user to be
notified. (Optional)

STEP 7 . Click OK on the bottom-right of the screen to enable E-mail Alert
Notification. (Figure2-5)

E-mail Setting

¥ Enable E-mail Alert Notification
Device Name lm { ex: Multi-Homing Gateway )
Sender Address lm { ex: sender@mydomain. com
SMTP Server IW { ex: mail. mydomain.com )
E-mail Address 1 lm [ ex: userl@mydamain. carm )
E-mail Address 2 lm { ex: user2@mydomain.com
Mail Test Mail Test

Figure2-5 Enable E-mail Alert Notification

@Click on Mail Test to test if E-mail Address 1 and E-mail Address 2 can receive the

Alert Notification correctly.
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Reboot ALL7000

STEP 1 . Reboot ALL7000 : Click Reboot button next to Reboot ALL7000
Appliance.

STEP 2 . A confirmation pop-up page will appear.

STEP 3 . Follow the confirmation pop-up page; click OK to restart ALL7000.
(Figure2-6)

Enable ™ I.‘nN ~ WANA

WANZ [ DMZ
Microsoft Internet Explore

Routing info = [0 Seconds
Routing infol _‘_?/ Da yau really want to Rebaook? 130 Seconds
Administratic

™ Enable A ok | concal |

System Reboot
Reboot Multi-Homing Gateway Appliance Reboot

OK Cancel

Figure2-6 Reboot ALL7000
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Date/Time Settings

STEP 1 . Select Enable synchronize with an Internet time Server (Figure2-7)
STEP 2 . Click the down arrow to select the offset time from GMT.

STEP 3. Enter the Server IP / Name with which you want to synchronize.

STEP 4 . Set the interval time to synchronize with outside servers.

System time : Wed Jan 1 13:44:56 2003

Synchronize system clock

F Enable synchronize with an Internet time Server
Setoffset|+! ~| hours from GMT Assist

Server IP/Name |1‘10-109-1-10 Assist

Update system clock every|5 minutes (0 : means update at booting time)

Synchronize system clock with this client Sync

Figure2-7 System Time Setting

@Click on the Sync button and then the ALL7000’s date and time will be

synchronized to the Administrator's PC

@The value of Set Offset From GMT and Server IP / Name can be looking for from

Assist.
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Multiple Subnet

Connect to the Internet through Multiple Subnet NAT or Routing Mode by the IP
address that set by the LAN user’s network card

Preparation

ALL7000 WAN1 (10.10.10.1) connect to the ISP Router (10.10.10.2) and the
subnet that provided by ISP is 162.172.50.0/24
To connect to Internet, WAN2 IP (211.22.22.22) connects with ATUR.

23



Adding Multiple Subnet

Add the following settings in Multiple Subnet of System function:

Click on New Entry

Alias IP of LAN Interface : Enter 162.172.50.1

Netmask : Enter 255.255.255.0

WANL1: Enter Interface IP 10.10.10.1, and choose Routing in
Forwarding Mode

WANZ2 : Enter Interface IP 211.22.22.22, and choose NAT in
Forwarding Mode

Click OK

Complete Adding Multiple Subnet (Figure2-8)

Add Hew Multiple Subnet IP
Alias IP of LAN Interface Jlez.172.501
Netmask |255.255 00
WAN Interface IP Forwarding Mode
WAN1 jo000 Assist C NAT ' Routing
WAN2 [przmm Assist & NAT  Routing

OK Cancel
Figure 2-8 Add Multiple Subnet WebUI
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@ WAN1 and WAN2 Interface can use Assist to enter the data.

@Aﬂer setting, there will be two subnet in LAN: 192.168.1.0/24 (default LAN subnet)
and 162.172.50.0/24. So if LAN IP is:

'192.168.1.xx, it must use NAT Mode to access to the Internet. (In Policy it only can
setup to access to Internet by WANZ2. If by WAN1 Routing mode, then it cannot access to
Internet by its virtual IP)

'162.172.50.xx, it uses Routing mode through WAN1 (The Internet Server can see your

IP 162.172.50.xx directly). And uses NAT mode through WANZ2 (The Internet Server can
see your IP as WAN2 IP)(Figure2-9)

ADSLCable Router S Router
Dewvinstrean Bandwidih @ 512 Khps # 1P 10.00.10.2
Upstream Bandwidth © 512 Khps %
WANZIP - 210,.22,22.22

ISP Engine Hoom
WAN 2 WAN 1

.I-'I-'I'I'I‘-'l-'llll'
L]

]
L]
L
L]
L]
L]
L]
¥
L]
L]

Downstream Bandwideh 2 1500 Khps
Upstream Bandwidth © 512 Klps
Multi-Himing AWANLIP 1000 1]

Cinteway

Management 1P :
192 164.1.1

Multiple Submet

LAMN : : 5
e ar s mem t m L eme Permit WAN 1 & Ronting Musde
Permit WAN 2 - NATT .‘ﬂﬂll:é é Permsit WAN 1 2 NAT Mude

leend Lser Clicnt Lser
9L 1681100 16217250100

Figure 2-9 Multiple Subnet Network

B The ALL7000’s Interface Status:
WANL1 IP : 10.10.10.1
WAN2 IP : 211.22.22.22
LAN Port IP : 192.168.1.1
LAN Port Multiple Subnet : 162.172.50.1
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Route Table

To connect two different subnet router with the ALL7000 and
makes them to connect to Internet through ALL7000

Preparation
Company A: WAN1 (61.11.11.11) connects with ATUR to Internet
WAN2 (211.22.22.22) connects with ATUR to Internet
LAN subnet: 192.168.1.1/24
The Routerl which connect with LAN (10.10.10.1, support RIPv2) its LAN
subnet is 192.168.10.1/24
Company B: Router2 (10.10.10.2, support RIPv2), its LAN subnet is
192.168.20.1/24
Company A ‘s Routerl (10.10.10.1) connect directly with Company B ‘s Router2
(10.10.10.2).
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Route Table

STEP 1 . Enter the following settings in Route Table in System function:
B [Destination IP] : Enter 192.168.10.1

[ Netmask] : Enter 255.255.255.0 -
[ Gateway] : Enter 192.168.1.252
[ Interface] : Select LAN

Click OK (Figure 2-10)

Add New Static Route

Destination IP 192.168.10.1
Hetmask IW
Gateway |19Q.168.1 252
Interface |LAN =l

OK Cancel

Figure2-10 Add New Static Routel

STEP 2 . Enter the following settings in Route Table in System function:
B [Destination IP] : Enter 192.168.20.1

[ Netmask] : Enter 255.255.255.0
[ Gateway] : Enter 192.168.1.252
[ Interface] : Select LAN

Click OK (Figure 2-11)

Add New Static Route

Destination IP

|192.168.20.1

Metmask

|255 2552550

Gateway

Il%.lﬁs.l 252

Interface

ESN

OK Cancel
Figure2-11 Add New Static Route2
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STEP 3. Enter the following setting in Route Table in System function:
B [Destination IP]) : Enter 10.10.10.0

B [ Netmask] : Enter 255.255.255.0
B [Gateway] : Enter 192.168.1.252
B [Interface] : Select LAN

B Click OK (Figure 2-12)

Add New Static Route

Destination IP [1010100
Netmask [255.255.225.0
Gateway [fZisiznz
Interface [Lan ]

OK

Figure2-12 Add New Static Route3

28
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STEP 4 . Adding successful. At this time the computer of 192.168.10.1/24,
192.168.20.1/24 and 192.168.1.1/24 can connect with each other and
connect to Internet by NAT (Figure 2-13)

ADSL/Cable Router »*

Downstream Bandwidth : 1500 Kbps

Upstream Bandwidth * 512 Kbps
WAN2IP : 211.22.22.22

ADSL/Cable Router
Downstream Bandwidth : 512 Kbps
Upstream Bandwidth @ 512 Kbps
WANILIP : 6L11.11.11

Multi-Homing
Gateway

Router2
IP : 10.10.10.2

Management 1P :
192.168.1.1

Switch Qg
NAT Mode ~

Routerl
@ 192.168.1.252 1P 2 10.10.10.1
PC : 192.168.1.100

@ PC : 192.168.20.100

PC : 192.168.10.100

Figure 2-13 Route Table Setting
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DHCP

STEP 1

. Select DHCP in System and enter the following settings:

Domain Name : Enter the Domain Name

DNS Server 1: Enter the distributed IP address of DNS Serverl.

DNS Server 2: Enter the distributed IP address of DNS Server2.

WINS Server 1. Enter the distributed IP address of WINS Serverl.

WINS Server 2: Enter the distributed IP address of WINS Server2.

LAN Interface:

€ Client IP Address Range 1: Enter the starting and the ending
IP address dynamically assigning to DHCP clients. The default
value is 192.168.1.2 to 192.168.1.254 (it must be in the same
subnet)
€ Client IP Address Range 2: Enter the starting and the ending

IP address dynamically assigning to DHCP clients. But it must
in the same subnet as Client IP Address Range 1 and the
range cannot be repeated.

DMZ Interface: the same as LAN Interface. (DMZ works only if to enable

DMZ Interface)

Leased Time: Enter the leased time for Dynamic IP. The default time is

24 hours.

Click OK and DHCP setting is completed. (Figure2-14)
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Dynamic IP Address

Subnet 192.168.1.0 Netmask 256.255.255.0
Gateway 192.168.1.1 Broadcast 192.168.1.255

¥ Enable DHCP Support

Domain Name | { ex: dhep.domain_name )
[ Automatically Get DNS

DNS Server1 |1%.168.1.1

DNS Server 2 |

WINS Server 1 |

WINS Server 2 |

LAN Interface :

Client IP Range 1 |1%-153-1-2 To |19‘?l-1f53-1-25‘1
Client IP Range 2 | To |

DMZ Interface :

Client IP Range 1 |192-153-3-2 To |192-153-3-254
Client IP Range 2 | To |

Leased Time |2*1 hours

OK Cancel

Figure 2-14 DHCP WebUI

@When selecting Automatically Get DNS, the DNS Server will lock it as LAN
Interface IP. (Using Occasion: When the system Administrator starts Authentication, the
users’ first DNS Server must be the same as LAN Interface IP in order to enter
Authentication WebUI)
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Dynamic DNS Settings

STEP 1. Select Dynamic DNS in System function (Figure2-15). Click New
Entry button

Service providers : Select service providers.

Automatically fill in the WAN 1/2 IP : Check to automatically fill
in the WAN 1/2 IP. -

User Name : Enter the registered user name.

Password : Enter the password

Domain name : Enter Your host domain name

Click OK to add Dynamic DNS. (Figure2-16)

Add New Dynamic DNS
Service Provider : [ ADSLDNS (wrw.adslins.org) [ Taiwan] > | Sign up
WAN IP: [6T.ITI11T ¥ Automatically [WANI ~]
User Name : [gvest@test com.tw
Password : [snnsee
Domain Name: fiest . |edslans org = |
OK Cancel
Figure2-15 DDNS WebUI
i Domain Name WAN IP Configure
B test.adsldns.org 61.11.11.11 Modify | Remove|

New Entry
Figure 2-16 Complete DDNS Setting
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Chart % 50} =] &
Meaning Update Incorrect |Connecting| Unknown error
successfully |username or| to server
password

@If System Administrator had not registered a DDNS account, click on Sign up then
can enter the website of the provider.

@If you do not select Automatically fill in the WAN IP and then you can enter a
specific IP in WAN IP. Let DDNS to correspond to that specific IP address.
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Host Table
STEP 1 . Select Host Table in Settings function and click on New Entry

B Domain Name: The domain name of the server

B Virtual IP Address: The virtual IP address respective to Host
Table

B Click OK to add Host Table. (Figure2-17)

Add New Host Table

Host Name IWW.ﬁﬂESEI\fer.oom
Wirtual IP Address [192.168.1.2

OK Cancel

Figure2-17 Add New Host Table

@To use Host Table, the user PC's first DNS Server must be the same as the LAN
Port or DMZ Port IP of ALL7000. That is, the default gateway.
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Language

Select the Language version (English Version/ Traditional Chinese Version or
Simplified Chinese Version) and click OK. (Figure2-18)

Language Setting

& English Version

' Traditional Chinese Yersion
© Simplified Chinese Version

OK Cancel

Figure2-18 Language Setting WebUI
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Chapter 3
Interface

In this section, the Administrator can set up the IP addresses for the office
network. The Administrator may configure the IP addresses of the LAN network,
the WAN 1/2 network, and the DMZ network. The Netmask and gateway IP
addresses are also configured in this section.
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Define the required fields of Interface

LAN:
B Using the LAN Interface, the Administrator can set up the LAN network of
ALL7000.

Ping:
B Select this function to allow the LAN users to ping the Interface IP Address.

HTTP:
B Select to enable the user to enter the WebUI of ALL7000 from Interface IP.

WAN:
B The System Administrator can set up the WAN network of ALL7000.

Balance Mode:

B Auto: The ALL7000 will adjust the WAN 1/2 utility rate automatically
according to the downstream/upstream of WAN. (For users who are using
various download bandwidth)

B Round-Robin: The ALL7000 distributes the WAN 1/2 download bandwidth
1:1, in other words, it selects the agent by order. (For users who are using
same download bandwidths)

B By Traffic: The ALL7000 distributes the WAN 1/2 download bandwidth by
accumulative traffic.

B By Session: The ALL7000 distributes the WAN 1/2 download bandwidth by
saturated connections.

B By Packet: The ALL7000 distributes the WAN 1/2 download bandwidth by
accumulated packets and saturated connection.
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Connect Mode:

B Display the current connection mode:
€ PPPoE (ADSL user)
€ Dynamic IP Address (Cable Modem User)
€ Static IP Address

Saturated Connections:
B Set the number for saturation whenever session numbers reach it, the
ALL7000 switches to the next agent on the list.

Priority:
B Set priority of WAN for Internet Access.

Connection Test:
B To test if the WAN network can connect to Internet or not. The testing ways
are as following:
€ ICMP : To test if the connection is successful or not by the Ping IP you
set.
€ DNS : To test if the connection is successful or not by checking Domain
Name.

Upstream/Downstream Bandwidth:
B The System Administrator can set up the correct Bandwidth of WAN network
Interface here.

Auto Disconnect:

B The PPPoE connection will automatically disconnect after a length of idle
time (no activities). Enter the amount of idle time before disconnection in the
field. Enter “0” if you do not want the PPPoE connection to disconnect at all.
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DMZ:

B The Administrator uses the DMZ Interface to set up the DMZ network.
B The DMZ includes:
€ NAT Mode:In this mode, the DMZ is an independent virtual subnet. This
virtual subnet can be set by the Administrator but cannot be the same as
LAN Interface.
€ Transparent Mode: In this mode, the DMZ and WAN Interface are in
the same subnet.
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We set up four Interface Address examples in this chapter:

No. Suitable Example Page
Situation

Ex1 [LAN Modify LAN Interface Settings 41

Ex2 |WAN Setting WAN Interface Address 42

Ex3 |[DMZ Setting DMZ Interface Address (NAT Mode) 50

Ex4 |DMZ Setting DMZ Interface Address (Transparent 51

Mode)
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Modify LAN Interface Settings

STEP 1. Select LAN in Interface and enter the following setting:
B Enter the new IP Address and Netmask
B Select Ping and HTTP
B Click OK (Figure3-1)

LAN Interface

IP Address |1%.168.200.1
Netmask |255.255.255.0
Enable ¥ Ping ¥ HTTP

0K Cancel

Figure3-1 Setting LAN Interface WebUI

@ The default LAN IP Address is 192.168.1.1. After the Administrator setting the new

LAN IP Address on the computer , he/she have to restart the System to make the new IP

address effective. (when the computer obtain IP by DHCP)

@ Do not cancel WebUI selection before not setting Permitted IPs yet. It will cause the
Administrator cannot be allowed to enter the ALL7000’s WebUI from LAN.
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Setting WAN Interface Address

STEP 1. Select WAN in Interface and click Modify in WANL1 Interface.

@The setting of WAN2 Interface is almost the same as WANL1. The difference is that

WANZ2 has a selection of Disable. The System Administrator can close WAN2 Interface

by this selection. (Figure3-2)

WAN2 |nterface |Enible ~
Dizakle™
ICMF »fErie ) Indicator Site IP | Assist

Figure3-2 Disable WAN2 Interface

Service :
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STEP 2 . Setting the Connection Service (ICMP or DNS way) :
B ICMP : Enter an Alive Indicator Site IP (can select from Assist)
(Figure3-3)
B DNS:Enter DNS Server IP Address and Domain Name (can select
from Assist) (Figure3-4)
B Setting time of seconds between sending alive packet.

WAN1 Interface

Service : |IXMP x|  Alive Indicator Site IP : |153-95-1-1 Assist

Wait |1_ seconds between sending alive packet. {0 -99 , 0 : means not checking)

Figure3-3 ICMP Connection

WAN1 Interface

Service : |DNS ~] DNS Server IP Address : |153-95-1-1 Assist
Domain name : |fW-3'3h00-00m Assist

Wait |1_ seconds between sending alive packet. (0 -99,0 : means not checking)

Figure 3-4 DNS Service

@ Connection test is used for ALL7000 to detect if the WAN can connect or not. So

the Alive Indicator Site IP, DNS Server IP Address, or Domain Name must be able to
use permanently. Or it will cause judgmental mistakes of the device.
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STEP 3 . Select the Connecting way:
B PPPoOE (ADSL User) (Figure3-5):
1. Select PPPoE
2. Enter User Name as an account
3. Enter Password as the password
4. Select Dynamic or Fixed in IP Address provided by ISP. If you
select Fixed, please enter IP Address, Netmask, and Default
Gateway.
5. Enter Max. Downstream Bandwidth and Max. Upstream
Bandwidth. (According to the flow that user apply)
6. Select Ping and HTTP
7. Click OK (Figure3-6)

44



& PPPoE (DSl Usen
¢ Dynamic IP Address (Cable hodem User)
 Static IP Address

Current Status Disconnected Connecting
IP Address 0000 Disconnect
User Name musoft
Password I"‘*****—
IP Address provided by ISP & Dynamic

" Fixed

IP Address |
Netmask |
Default Gateway |

Max. Downstream Bandwidth [0 Kbps (Max. 25 Mbps)
Max. Upstream Bandwidth [z Kbps {(Max. 26 Mbps)
¥ Service-On-Demand

Auto Disconnect if idle |0 minutes (0 : means always connected)

Enable ¥ Ping ‘W HTTP

OK Cancel

Figure3-5 PPPoE Connection

Balance Mode : |Aut0 |

YWAN No. Connect Mode IP Address

Saturated
Connections

1 PPPoE 61.228.184.87 = | 7 Modify | | |1 -]
2 (Disable) [P = Modity | | [0=]

Ping | HTTP | Configure | Priority

Figure3-6 Complete PPPoE Connection Setting

@ If the connection is PPPOE, you can choose Service-On-Demand for WAN
Interface to connect automatically when disconnect; or to set up Auto Disconnect if idle

(not recommend)
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B Dynamic IP Address (Cable Modem User) (Figure3-7):
1. Select Dynamic IP Address (Cable Modem User)
2. Click Renew in the right side of IP Address and then can obtain
IP automatically.
3. If the MAC Address is required for ISP then click on Clone MAC
Address to obtain MAC IP automatically.
4. Hostname: Enter the hostname provided by ISP.
5. Domain Name: Enter the domain name provided by ISP.
6. User Name and Password are the IP distribution method
according to Authentication way of DHCP+ protocol (like ISP in
China)
7. Enter Max. Downstream Bandwidth and Max. Upstream
Bandwidth (According to the flow that user apply)
8. Select Ping and HTTP
9. Click OK (Figure3-8)
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C PPPoE (aDSL Usen
& Dynamic IP Address (Cable Modem User)
 Static IP Address

Renew

IP Address 0.0.00
Release

MAC Address |[301E01931C1 DESF Clone MAC Address
Hostname |
Domain Name |

User Name {Required by DHCP+ I—

protocol}

Password (Required by DHCP+ I—

protocol)

Max. Downstream Bandwidth |512 Kbps (Max. 25 Mbps)

Max. Upstream Bandwidth |512 Kbps (Max. 25 Mbps)
Enable ¥ Ping ¥ HTTP
OK Cancel
Figure3-7 Dynamic IP Address Connection
Balance Mode : [Auo |
WAN No. | ConnectMode | IP Address | Saturated |pi | vrrp | Configure | Priority
Connections
1 DynamicIP | 233615687 | || -] Z | 7 mogity | | 1]
2 (Disable) [0 = Modify | [0

Figure3-8 Complete Dynamic IP Connection Setting
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B Static IP Address (Figure3-9)
1. Select Static IP Address
2. Enter IP Address, Netmask, and Default Gateway that provided by
ISP
3. Enter DNS Serverl and DNS Server2

@In WANZ2, the connecting of Static IP Address does not need to set DNS Server

4. Enter Max. Downstream Bandwidth and Max. Upstream
Bandwidth (According to the flow that user apply)

5. Select Ping and HTTP

6. Click OK (Figure3-10)

C PPPoE (sDSL User
¢ Dynamic IP Address (Cable Modem User)
@« Static IP Address

IP Address prizzmie
Netmask e
Default Gateway pnzzr
DNS Server 1 [egesil
DNS Server 2 —

Max. Downstream Bandwidth |512 Kbps (Max. 25 Mbps)

Max. Upstream Bandwidth |512 Kbps (Max. 25 Mbps)
Enable ¥ Ping ¥ HTTP

OK Cancel
Figure3-9 Static IP Address Connection
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Balance Mode : |Aut0 |

WAN No. | ConnectMode | IP Address | Saturated |po | rp | Configure | Priority
Connections
Static IP 211222218 o= 7 | 7 Modify BE|
2 {Disable) [0 = Modify [0

Figure3-10 Complete Static IP Address Connection Setting

@When selecting Ping and WebUI on WAN network Interface, users will be able to

ping the ALL7000 and enter the WebUI WAN network. It may influence network security.
The suggestion is to Cancel Ping and WebUI after all the settings have finished. And if
the System Administrator needs to enter Ul from WAN, he/she can use Permitted IPs to

enter.
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Setting DMZ Interface Address (NAT Mode)

STEP 1. Click DMZ Interface
STEP 2 . Select NAT Mode in DMZ Interface
B Select NAT in DMZ Interface
B Enter IP Address and Netmask
STEP 3. Select Ping and HTTP
STEP 4 . Click OK (Figure3-11)

DMZ Interface |MAT =l

IP Address |1?2.19.20.1'?

Netmask |255.255.0.0

Enable ¥ Ping ¥ HTTP

OK

Figure3-11 Setting DMZ Interface Address (NAT Mode) WebUI
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Setting DMZ Interface Address (Transparent Mode)

STEP 1 . Select DMZ Interface
STEP 2 . Select Transparent Mode in DMZ Interface
B Select DMZ_Transparent in DMZ Interface
STEP 1. Select Ping and HTTP
STEP 2 . Click OK (Figure3-12)

DMZ Interface |DMZ TRANSPARENT |

IP Address |0-0-0-0
Netmask |0.0.0.0
Enable ¥ Ping ¥ HTTP

OK Cancel

Figure 3-12 Setting DMZ Interface Address (Transparent Mode) WebUI

@ In WAN, the connecting way must be Static IP Address and can choose
Transparent Mode in DMZ.
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Chapter 4
Address

The ALL7000 allows the Administrator to set Interface addresses of the LAN
network, LAN network group, WAN network, WAN network group, DMZ and DMZ

group.

An IP address in the Address Table can be an address of a computer or a sub
network. The Administrator can assign an easily recognized name to an IP
address. Based on the network it belongs to, an IP address can be an LAN IP
address, WAN IP address or DMZ IP address. If the Administrator needs to
create a control policy for packets of different IP addresses, he can first add a new
group in the LAN Group or the WAN Group and assign those IP addresses into
the newly created group. Using group addresses can greatly simplify the process
of building control policies.

@With easily recognized names of IP addresses and names of address groups shown
in the address table, the Administrator can use these names as the source address or
destination address of control policies. The address table should be setup before
creating control policies, so that the Administrator can pick the names of correct IP

addresses from the address table when setting up control policies.
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Define the required fields of Address

Name:
B The System Administrator set up a name as IP Address that is easily
recognized.

IP Address:

B |t can be a PC’s IP Address or several IP Address of Subnet. Different
network area can be: Internal IP Address, External IP Address, and DMZ IP
Address.

Netmask:

B When correspond to a specific IP, it should be set as: 255.255.255.255.

B When correspond to several IP of a specific Domain. Take 192.168.100.1 (C
Class subnet) as an example, it should be set as: 255.255.255.0.

MAC Address:

B Correspond a specific PC's MAC Address to its IP; it can prevent users
changing IP and accessing to the net service through policy without
authorizing.

Get Static IP address from DHCP Server:

B  When enable this function and then the IP obtain from DHCP Server
automatically under LAN or DMZ will be distributed to the IP that correspond
to the MAC Address.

53



We set up two Address examples in this chapter:

No |Suitable Example Page
Situation
Ex1 |LAN Under DHCP circumstances, assign the specific IP| 55
to static users and restrict them to access FTP net
service only through policy.
Ex2 |LAN Group |Set up a policy that only allows partial users to 58
WAN connect with specific IP (External Specific IP)
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Under DHCP situation, assign the specific IP to static users and
restrict them to access FTP net service only through policy

STEP 1. Select LAN in Address and enter the following settings:

B Click New Entry button (Figure4-1)
B Name: Enter Rayearth

B |P Address: Enter 192.168.3.2

B Netmask: Enter 255.255.255.255
|

(00:B0:18:25:F5:89)

B Click OK (Figure4-2)

MAC Address : Enter the user’s MAC Address

Select Get static IP address from DHCP Server

Add New Address

Name [Rayearth

IP Address [192.162.32

Netmask [255.235.255.255

MAC Address 0001:30:41. DO:AE Clone MAC Address
M Get static IP address from DHCP Server.

OK Cancel
Figure 4-1 Setting LAN Address Book WebUI
Name IP f Netmask MAC Address Configure
Inside_Any 0.0.0.0/0.0.0.0 In Use |
Rayearth 192.168.3.2/253.255.255.259 00:01:80:41:D0:AE Modify | Remove |
New Entry

Figure4-2 Complete the Setting of LAN

55



STEP 2 . Adding the following setting in Outgoing Policy: (Figure4-3)

Modify Policy

Source Address [Ragearh  ~|

Destination Address | Outide_ény »|

Service [FTP |

Action, WAN Port |PERMITALL Rl

Traffic Log [ Enable

Statistics " Enable

Content Blocking 7 Enable

Authentication User | Mone |

Schedule Nene ~ |

Tunnel None |

MAX. Concurrent Sessions o {0:means unlimited)

QoS |N0ne j

OK Cancel
Figure 4-3 Add a Policy of Restricting the Specific IP to Access to Internet
STEP 3 . Complete assigning the specific IP to static users in Outgoing Policy
and restrict them to access FTP net service only through policy:
(Figure4-4)
Source | Destination | Service | Action Option Configure Move
Rayearth | Outside_Any FTp 7 | | | | | | | Modify | Remove| | To [1 =]
New Entry

Figure 4-4 Complete the Policy of Restricting the Specific IP to Access to Internet
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@ When the System Administrator setting the Address Book, he/she can choose the

way of clicking on Clone MAC Address. 5 make the ALL7000 to fill out the user's MAC
Address automatically.

@ In LAN of Address function, the ALL7000 will default an Inside Any address

represents the whole LAN network automatically. Others like WAN, DMZ also have the
Outside Any and DMZ Any default address setting to represent the whole subnet.

@The setting mode of WAN and DMZ of Address are the same as LAN; the only
difference is WAN cannot set up MAC Address.
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Setup a policy that only allows partial users to connect with
specific IP (External Specific IP)

STEP 1 . Setting several LAN network Address. (Figure4-5)

Name IP f Netmask MAC Address Configure
Ingide_Any 0.0.0.0/0.0.0.0 In Use |
Rayearth 192.168.1.2/255.255.255.255 DD:ED:18:25:F5:89 InUse |
Josh 192.168.1.4/255.255.255.255 Modify | Remove |
SinSan 192.168.1.5/255.255.255.255 00:ED0:18:25:F5:88 Modify | Remove |
Daniel 192.168.1.7/255.255.255.255 00:E0:18:25:87:1A Modify | Remove |
Luke 192.168.1.8/255.255.295.295 Modify | Remove |

Figure4-5 Setting Several LAN Network Address
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STEP 2 . Enter the following settings in LAN Group of Address:
B Click New Entry (Figure 4-6)
B Enter the Name of the group
B Select the users in the Available Address column and click Add
B Click OK (Figure 4-7)

Add New Address Group

Name: ITestTE:am

44 Remove

OK Cancel
Figure4-6 Add New LAN Address Group
Name Member Configure
TestTtlram Rayearth, Josh, SinSan Modify | Remnvs|

New Entry
Figure4-7 Complete Adding LAN Address Group

@The setting mode of WAN Group and DMZ Group of Address are the same as
LAN Group.
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STEP 3 . Enter the following settings in WAN of Address function:
B Click New Entry (Figure4-8)
B Enter the following data (Name, IP Address, Netmask)
B Click OK (Figure4-9)

Add New Address
Name |Yaho-o
IP Address [202.1.237.21
Netmask [255.255 255.255
OK Cancel
Figure4-8 Add New WAN Address
Name IP f Netmask Configure
Outside_Any 0.0.0.0:0.0.0.0 In Use |
Yahoo 202.1.237.21/255.255.295.295 Modify | Remove |

New Entry

Figure4-9 Complete the Setting of WAN Address
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STEP 4 . To exercise STEP1~3 in Policy (Figre4-10, 4-11)

Modify Policy
Source Address [TestTeam =]
Destination Address [Yaheo |
Service | anvy =l
Action, WAN Port FERMITALL  ~|
Traffic Log [~ Enable
Statistics [ Enable
Content Blocking [~ Enable
Authentication User Monz ~ |
Schedule Monz ~ |
Tunnel Meme |
MAX. Concurrent Sessions IU— {0:means unlimited)
QoS [Mone |
OK Cancel
Figure4-10 To Exercise Address Setting in Policy
Source Destination Service | Action Option Configure Move
TestTeam Yahoo ANY Ef | | | | | Modify | Remove | To IE
New Entry

Figure4-11 Complete the Policy Setting

@ The Address function really take effect only if use with Policy.
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Chapter 5
Service

TCP and UDP protocols support varieties of services, and each service consists
of a TCP Port or UDP port number, such as TELNET (23), SMTP (21), SMTP (25),
POP3 (110), etc. The ALL7000 includes two services: Pre-defined Service and
Custom Service.

The common-use services like TCP and UDP are defined in the Pre-defined
Service and cannot be modified or removed. In the custom menu, users can
define other TCP port and UDP port numbers that are not in the pre-defined menu
according to their needs. When defining custom services, the client port ranges
from 1024 to 65535 and the server port ranges from 0 to 65535

In this chapter, network services are defined and new network services can be
added. There are three sub menus under Service which are: Pre-defined,
Custom, and Group. The Administrator can simply follow the instructions below
to define the protocols and port numbers for network communication applications.
Users then can connect to servers and other computers through these available
network services.

)
o
»—" How to use Service?

The Administrator can add new service group names in the Group option under
Service menu, and assign desired services into that new group. Using service
group the Administrator can simplify the processes of setting up control policies.
For example, there are 10 different computers that want to access 5 different
services on a server, such as HTTP, FTP, SMTP, POP3, and TELNET. Without
the help of service groups, the Administrator needs to set up 50 (10x5) control
policies, but by applying all 5 services to a single group name in the Service field,
it takes only one control policy to achieve the same effect as the 50 control
policies.
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Define the required fields of Service

Pre-defined WebUI's Chart and lllustration:

Chart‘ Illustration

5 Any Service

TCP Service, For example : FTP, FINGER, HTTP, HTTPS ,
IMAP, SMTP, POP3, ANY, AOL, BGP, GOPHER, Inter
Ei5d Locator, IRC, L2TP, LDAP, NetMeeting, NNTP, PPTP, Real
Media, RLOGIN, SSH, TCP ANY, TELNET, VDO Live, WAIS,
WINFRAME, X-WINDOWS, ...etc.

SYSLOG, TALK, TFTP, UDP-ANY, UUCRP,...etc.

P UDP Service, For example : IKE, DNS, NTP, IRC, RIP, SNMP,
ICHP

ICMP Service, Foe example : PING, TRACEROUTE...etc.

New Service Name:
B The System Manager can name the custom service.

Protocol:
B The protocol type to be used in connection for device, such as TCP and UDP
mode

Client Port:
B The port number of network card of clients. (The range is 1024~65535,

suggest to use the default range)

Server Port:
B The port number of custom service
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We set up two Service examples in this chapter:

No Suitable Example Page
Situation
Ex1l |Custom Allow external user to communicate with internal | 65
user by VolIP through policy. (VolP Port: TCP
1720, TCP 15325-15333, UDP 15325-15333)
Ex2 |Group Setting service group and restrict the specific 69

users only can access to service resource that
provided by this group through policy. (Group:
HTTP, POP3, SMTP, DNS)
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Allow external user to communicate with internal user by VolP
through policy. (VoIP Port: TCP 1720, TCP 15328-15333, UDP
15328-15333)

STEP 1. Set LAN and LAN Group in Address function as follows: (Figure5-1,

5-2)

Name IP I Netmask MAC Address Configure
Inside_Any 0.0.0.0:0.0.0.0 In Use |
YolP_01 192.168.1.2/255.255.255.253 Modify | Remove |
VolP_02 192.168.1.3/255.255.255 255 Modify | Rernnve|
VolP_03 192.168.1.4/255.255.255.255 Modify | Remnve|
olP_04 192.168.1.5/259.255.255.253 Modify | Remove |

New Entry
Figureb5-1 Setting LAN Address Book WebUI
Name Member Configure
VolP_Group VolP_01, VoIP_02, VoIP_03... Modify | Rernr.we|

New Entry
Figure5-2 Setting LAN Group Address Book WebUI
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STEP 2 . Enter the following setting in Custom of Service function:

B Click New Entry (Figure5-3)

B Service Name: Enter the preset name VoIP

B Protocol#1 select TCP, need not to change the Client Port, and
set the Server Port as: 1720:1720
Protocol#2 select TCP, need not to change the Client Port, and
set the Server Port as: 15328:15333
Protocol#3 select UDP, need not to change the Client Port, and
set the Server Port as: 15328:15333
Click OK (Figure5-4)

Add User Defined Service
Service NAME : &3
# Protocol Client Port Server Port
1 & TCP « UDP ¢ Otherfe Jie4 - fessas =T fE7]
2 & TCP ¢ UDP ¢ Otherf Y [ . [55
3 ¢ TCP & UDP ¢ Other |7 [z . [ems [z . [
4 © TCP ¢ UDP & Other[ [ 55 [ :p
5 ¢ TCP ¢ UDP & Other[ [ 555 [ :p
[ ¢ TCP ¢ UDP & Other[ [ P
7 © TCP ¢ UDP & Other[ [ P
8 ¢ TCP ¢ UDP & Other[ [z [p -
OK Cancel
Figure5-3 Add User Define Service
Service hame Protocol Client Port Server Port Configure
VolP TCP 1024:65535 1720:1720 Modify | Remove|
New Entry

Figure5-4 Complete the Setting of User Define Service of VoIP
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@Under general circumstances, the range of port number of client is 1024-65535.
Change the client range in Custom of is not suggested.

@If the port numbers that enter in the two spaces are different port number, then
enable the port number under the range between the two different port numbers (for
example: 15328:15333). And if the port number that enter in the two space are the same
port number, then enable the port number as one (for example: 1720:1720).
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STEP 3 . Compare Service to Virtual Server. (Figure5-5)

Virtual Server Real [P _ 815223633
Service WAN Port Server Yirtual IP Configure
192.168.1.2
From-Service 192.168.1.3 :
vor (Custom) 192.168.1.4 Moty Remove|
192.168.1.5
New Entry

Figure5-5 Compare Service to Virtual Server

STEP 4 . Compare Virtual Server to Incoming Policy. (Figure5-6)

Source Destination Service | Action Option Configure Move
g Virtual Server 1 _
Qutside_Any 61.62.236.53) VolP E/ Modify | R.emnve| To |1 'I
New Entry

Figure5-6 Complete the Policy for External VolP to Connect with Internal VolP

STEP 5. In Outgoing Policy, complete the setting of internal users using VolP
to connect with external network VolP: (Figure5-7)

Move

To [1~]

Action

4

Service
VolP

Destination
Outside_Any

Source
VolP_Group

Option

New Entry

Configure
Modify | Remove|

Figure5-7 Complete the Policy for Internal VoIP to Connect with External VolP

@ Service must cooperate with Policy and Virtual Server that the function can take
effect
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Setting service group and restrict the specific users only can
access to service resource that provided by this group through
policy (Group: HTTP, POP3, SMTP, DNS)

STEP 1 . Enter the following setting in Group of Service:

Click New Entry (Figure 5-8)

Name: Enter Main_Service

Select HTTP, POP3, SMTP, DNS in Available Service and click
Add

Click OK (Figure 5-9)

Add Service Group

Name: Main_Service
GOPHER
HTIES
IEE
MAP
InterLocator
EC ~|

OK Cancel

Figure5-8 Add Service Group
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Group name Service Configure
Main_Service DNS,HTTP,POP3... Modify | Remcwe|

New Entry

Figure5-9 Complete the setting of Adding Service Group

@ If you want to remove the service you choose from Selected Service, choose the
service you want to delete and click Remove.
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STEP 2 . In LAN Group of Address function, Setting an Address Group that
can include the service of access to Internet. (Figure5-10)

Name Member Configure
lahoratory Josh, Rayearth, SinSan Modify | Remnve|
New Entry

Figure5-10 Setting Address Book Group

STEP 3 . Compare Service Group to Outgoing Policy. (Figure5-11)

Source | Destination Service Action Option Configure Move
lahoratory | Outside_Any | Main_Service E/ | | | | | | | Maodify | Remnve| To |1 'l
New Entry

Figure5-11 Setting Policy
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Chapter 6
Schedule

In this chapter, the ALL7000 provides the Administrator to configure a schedule
for policy to take effect and allow the policies to be used at those designated
times. And then the Administrator can set the start time and stop time or VPN
connection in Policy or VPN. By using the Schedule function, the Administrator
can save a lot of management time and make the network system most effective.

)
@
How to use the Schedule?

The system Administrator can use schedule to set up the device to carry out the
connection of Policy or VPN during several different time division automatically.
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To configure the valid time periods for LAN users to access to
Internet in a day

STEP 1 . Enter the following in Schedule:
B Click New Entry (Figure6-1)
B Enter Schedule Name
B Set up the working time of Schedule for each day
B Click OK (Figure6-2)

Modify Schedule
Schedule Name [WorkingTime
Period
ey Start Time Stop Time
Monday [ot30 ~] [Te30 -]
Tuesday [o830 +] [T830 -]
Wednesday [0830 =] [1830 +]
Thursday [og30 ~] [Te30 -]
Friday [Alldsy ~] [Allday +]
Saturday Disakle = |Disable |
Sunday Disakle [Disable »|

OK Cancel
Figure6-1 Setting Schedule WebUI
Name Configure
WorkingTime Modify | Remove|

New Entry

Figure6-2 Complete the Setting of Schedule
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STEP 2 . Compare Schedule with Outgoing Policy (Figure6-3)

Source

Destination

Service

Action

Option

Configure

Move

Inside_Any

Outside_Any

ANY

4

L[ [[e[[]

Modify | Remove |

TOIE

Figure6-3 Complete the Setting of Comparing Schedule with Policy

New Entry

@ The Schedule must compare with Policy .

74




Chapter 7
QoS

By configuring the QoS, you can control the OutBound and InBound
Upstream/Downstream Bandwidth. The administrator can configure the
bandwidth according to the WAN bandwidth.

Downstream Bandwidth : To configure the Guaranteed Bandwidth and
Maximum Bandwidth.

Upstream Bandwidth : To configure the Guaranteed Bandwidth and Maximum
Bandwidth.

QoS Priority : To configure the priority of distributing Upstream/Downstream and
unused bandwidth.

The ALL7000 configures the bandwidth by different QoS, and selects the suitable
QoS through Policy to control and efficiently distribute bandwidth. The ALL7000
also makes it convenient for the administrator to make the Bandwidth to reach the
best utility. (Figure7-1, 7-2)

512.0 K

384.0 K __

256.0 K 1 _

(Bits per Second)

128.0 K "'f'”f"é"i"é"% ...j””?.g._

9:48 9:58 10:08 10:18 10:28 10:38 10:d8
(Minute)

Figure7-1the Flow Before Using QoS
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512.0 K
Maximum
i R g e NBandwidth
. 340K
—
; /TN
-
& 256.0 K
g - \ I
2 3 3 ‘ 1 Guarateed
- 0 O W e TRt ST ST T SRE B Pyl
~ 128.0 K :
0.0 K +
9:48 9:58 10:08 10:18 10:28 10:38 10:48

(Minute)

Figure7-2 the Flow After Using QoS (Max. Bandwidth: 400Kbps, Guaranteed Bandwidth: 200Kbps)
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Define the required fields of QoS

WAN:
B Display WAN1 and WAN2

Downstream Bandwidth:
B To configure the Guaranteed Bandwidth and Maximum Bandwidth according
to the bandwidth range you apply from ISP

Upstream Bandwidth:
m  To configure the Guaranteed Bandwidth and Maximum Bandwidth according
to the bandwidth range you apply from ISP

Priority:
B To configure the priority of distributing Upstream/Downstream and unused
bandwidth.

Guaranteed Bandwidth:
B The basic bandwidth of QoS. The connection that uses the IPSec Autokey of
VPN or Policy will preserve the basic bandwidth.

Maximum Bandwidth:

B The maximum bandwidth of QoS. The connection that uses the IPSec
Autokey of VPN or Policy, which bandwidth will not exceed the amount you
set.
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We set up two QoS examples in this chapter:

No |Suitable Example Page
Situation
Exl |QoS Setting a policy that can restrict the user’s 79

downstream and upstream bandwidth.
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Setting a policy that can restrict the user’s downstream and
upstream bandwidth

STEP 1 . Enter the following settings in Qo0S:

B Click New Entry (Figure7-3)
B Name: The name of the QoS you want to configure.
B Enter the bandwidth in WAN1, WAN2
B Select QoS Priority
B Click OK (Figure7-4)
Add New QoS
Name ||—T’olicy_QoS
WAN Downstream Bandwidth Upstream Bandwidth oS Priority
. G Bandwidth = 200 Kbps G Bandwidth = |2CO Kbps
W Banchwicth = [400 Kbps W Bandwidth = |4CO Kbps .
5 G Bandwidth = [390 Kbps G Bandwidth = |50 Kbps
M Bandwidth = 400 Kbps W Bandwidth = |5‘1 Kbps
OK Cancel
Figure7-3 QoS WebUI Setting
Name WAN | Downstream Bandwidth Upstream Bandwidth Priority | Configure
1 G Bandwidth =  200kKbps G Bandwidth= 200 Kbps
M Bandwidth =  400Kbps W Bandwidth = 400 Kbps Modify |
PO"CV_QOS - - Middle Rernovei
2 G Bandwidth=  300Kbps| GBandwidth= 50 Kbps
i Bandwidth =  400Kbps M Bandwidth = 64 Kbps
New Entry

Figure7-4 Complete the QoS Setting
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STEP 2 . Use the QoS that set by STEP1 in Outgoing Policy. (Figure7-5, 7-6)

Schedule WorkingTime »

Tunnel Mone R

MAX. Concurrent Sessions o {0:means unlimited)
GloS [Policy QoS ~]

Figure7-5 Setting the QoS in Policy

Source | Destination | Service | Action Option Configure Move
Inside_Any | Outside Any | ANY 7 | | | |@| |,_";| Modify | Remove| | To |1 =]
New Entry

Figure7-6 Complete Policy Setting

@When the administrator are setting QoS, the bandwidth range that can be set is the
value that system administrator set in the WAN of Interface. So when the System
Administrator sets the downstream and upstream bandwidth in WAN of Interface,
he/she must set up precisely.
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Chapter 8 _ _
Authentication

By configuring the Authentication, you can control the user’s connection authority.
The user has to pass the authentication to access to Internet.

The ALL7000 configures the authentication of LAN’s user by setting account and
password to identify the privilege.
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Define the required fields of Authentication

Authentication Management
B Provide the Administrator the port number and valid time to setup ALL7000
authentication. (Have to setup the Authentication first)

*

*

Authentication Port: The internal user have to pass the authentication
to access to the Internet when enable ALL7000.

Re-Login if Idle: When the internal user access to Internet, can setup
the idle time after passing authentication. If idle time exceeds the time
you setup, the authentication will be invalid. The default value is 30
minutes.

URL to redirect when authentication succeed: The user who had
passes Authentication have to connect to the specific website. (It will
connect to the website directly which the user want to login) The default
value is blank.

Messages to display when user login: It will display the login
message in the authentication WebUI. (Support HTML) The default
value is blank (display no message in authentication WebUI)

® Add the following setting in this function: (Figure8-1)

Authentication Management

Authentication Port |82
Re-Login if Idle [0 Minutes
Re-Login after user login successfully |0 Hours (0: means unlimited)

[ Disallow Re-Login if the auth user has login
URL to redirect when authentication succeed [www.nsoft.com.tw
Messages to display when user login

Tou must pass the anthenticatlon filrst access to the =]
Internat!

| -

OK Cancel
Figure8-1 Authentication Setting WebUI
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® When the user connect to external network by Authentication, the
following page will be displayed: (Figure8-2)

2 18] x|

REW TAD HAW ‘
CEE -0 - Q04| Qe aEmeE Oe 3 B-Sw-H88
T P pYa—— = onzE |)§i$ ”‘@ o

User Login

User Authentication

User Name =3

Password lm

OK
Yo must pass the authentication first access to the Internet!

EiE Y

Figure8-2 Authentication Login WebUI
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® [t will connect to the appointed website after passing Authentication:
(Figure8-3)

[ TAD Hew
R @l(;ﬂ@gz EEmeE Due 3 -5 w288
) T —————— ) -] puz |;§i§ ”‘@ o

Please click on this button to logout

@ Multi Security Firewall LOGOUT Authentiction User | @ uoduction  FEw
NUS-MS3000 or enter this url http:11192.168.179.1:82/logout.html NUS-MS3000
to logout of your currently authenticated session. i

A ] & =6 Giga Ports
header analysis =1 LAN Port

= 4 WAN Ports
1 DMZ Port
NUS-mMS1000 " Anti-Spam

Fingerprint &

Bayesian Filtering
" Personal Rule

HUS-MS700 " Anti-virus

_—' T SMTP/POPS/HTTPFTR
= M Blocking
» High Availability
HUS-MS300 134 Server

= Authentication

® InBound / QutBound
Load Balance (4 WWAN)
= Blaster Alert
» MAT Transparent/
Routing Mode
= WP Trunk
u Maxirmiim/ Giarantead LI

€ LT | s

=
.2
<
=
]
&
o«

i
|
]
]
E
' |
]
]
]

Figure8-3 Connecting to the Appointed Website After Authentication

@ If the user ask for authentication positively, can enter the LAN IP by the
Authentication port number. And then the Authentication WebUI will be displayed.
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Auth-User Name:
B The user account for Authentication you want to set.

Password:
B The password when setting up Authentication.

Confirm Password:
B Enter the password that correspond to Password
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We set up four Authentication examples in this chapter:

No |Suitable Example Page
Situation

Ex1 |Auth User Setting specific users to connect with external | 87
Auth Group [network only before passing the authentication
of policy.

( Adopt the built-in Auth User and Auth Group
Function)
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Setting specific users to connect with external network only
before passing the authentication of policy.
(Adopt the built-in Auth User and Auth Group Function)

STEP 1 . Setup several Auth User in Authentication. (Figire8-4)

Authentication-User Name Configure
joy Modify | Remove|
john Modify | Remove |
jack Modify | Remove|

New User

Figure8-4 Setting Several Auth Users WebUI

@ To use Authentication, the DNS Server of the user’s network card must be the
same as the LAN Interface Address of ALL7000.
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STEP 2 . Add Auth User Group Setting in Authentication function and enter
the following settings:
B Click New Entry
Name: Enter laboratory
Select the Auth User you want and Add to Selected Auth User
Click OK
Complete the setting of Auth User Group (Figure8-5)

MNew Authentication Group
Name: [taboratory

< - Avallable Avnthentication User = < --- selected Avthentication Usey =
oy ot
fohn

ack

44 Remove

OK Cancel

Figure8-5 Setting Auth Group WebUI
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STEP 3. Add a policy in Outgoing Policy and input the Address and

Authentication of STEP 2 (Figure8-6, 8-7)

Modify Policy
Source Address |]nsid£_Any j
Destination Address [ Ouiside_smy = |
Service | ANY =l
Action, WAN Port [PERMITAIL -]
Traffic Log " Enable
Statistics " Enable
Content Blocking 7 Enable
Authentication User | Bhortory = |
Schedule None |
Tunnel Mene |
MAX. Concurrent Sessions [0 ©0:means unlimited)
QoS [tons ~]
OK Cancel
Figure8-6 Auth-User Policy Setting
Source Destination | Service | Action Option Configure Move
Inside_Any | Outside Any ANY 7 | | | P | Modify | Remove| | To [1 <]
New Entry

Figure8-7 Complete the Policy Setting of Auth-User
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STEP 4 . When user is going to access to Internet through browser, the
authentication Ul will appear in Browser. After entering the correct user
name and password, click OK to access to Internet. (Figure8-8)

STEP 5 . If the user does not need to access to Internet anymore and is going to
logout, he/she can click LOGOUT Auth-User to logout the system. Or
enter the Logout Authentication WebUI (http:// LAN Interface:
Authentication port number/ logout.html) to logout (Figure8-9)

User Login
User Authentication
User Name |
Password |
OK
Figure8-8 Access to Internet through Authentication WebUI
3 LOGOUT Authentication-User - Microsoft Infernet Explorer -10] =]

Please click on this button to logout
LOGOUT Anthentication-User

or enter this url http:/M192.168.179.1 :82/logout.html
to logout of your currently authenticated session.

Figure8-9 Logout Auth-User WebUI
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Chapter 9
Content Filtering

Content Filtering includes " URL ; , " Script ; , "P2P ,, "IM ; , " Download | .
[URL Blocking]) : The administrator can set up to “Allow” or “Restrict” entering
the specific website by complete domain name, key words, and met character (~
and x).
[ Script Blocking]) : The access authority of Popup, ActiveX, Java, Cookies

[P2P Blocking]): The authority of sending files by eDonkey, eMule, Bit Torrent

[IM Blocking]) : To restrict the authority of receiving video, file and message
from MSN Messenger, Yahoo Messenger, ICQ, QQ.

[Download Blocking): To restrict the authority of download specific sub-name
file, audio, and some common video by http protocol directly.
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Define the required fields of Content Blocking

URL String:
B The domain name that restricts to enter or only allow entering.

Popup Blocking:
B Prevent the pop-up WebUI appearing

ActiveX Blocking:
B Prevent ActiveX packets

Java Blocking:
B Prevent Java packets

Cookies Blocking:
B Prevent Cookies packets

eDonkey Blocking:
B Prevent users to deliver files by eDonkey and eMule

BitTorrent Blocking:
B Prevent users to deliver files by BitTorrent

WinMX:
B Prevent users to deliver files by WinMX

IM Blocking:
B Prevent users to login MSN Messenger, Yahoo Messenger, ICQ, QQ, and
Skype

Audio and Video Types:
B Prevent users to transfer sounds and video file by http
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Sub-name file Blocking:
B Prevent users to deliver specific sub-name file by http

All Type:

B Prevent users to send the Audio, Video types, and sub-name file...etc. by
http protocol.
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We set up five Content Blocking examples in this chapter:

No |Suitable Example Page
Situation
Ex1 |URL Blocking [Restrict the Internal Users only can access to| 95
some specific Website
Ex2 |Script Restrict the Internal Users to access to Script] 98
Blocking file of Website.
Ex3 |P2P Blocking [Restrict the Internal Users to access to the file| 100
on Internet by P2P.
Ex4 |IM Blocking Restrict the Internal Users to send message, | 102
files, video and audio by Instant Messaging.
Ex5 |Download Restrict the Internal Users to access to video,| 104
Blocking audio, and some specific sub-name file from

http or ftp protocol directly.
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Restrict the Internal Users only can access to some specific
Website

< URL Blocking:

Symbol: ~ means open up; * means metacharacter

Restrict not to enter specific website: Enter the " complete domain
name ; or " key word ; of the website you want to restrict in URL String.
For example: www.kcg.gov.tw or gov.

Only open specific website to enter:

1. Add the website you want to open up in URL String. While
adding, you must enter the symbol “~" in front of the " complete
domain name ; or " key word ; that represents to open these
website to enter”. For example: ~www.kcg.gov.tw or ~gov.

2. After setting up the website you want to open up, enter an order
to “forbid all” in the last URL String; means only enter % in URL
String.

@Warning! The order to forbid all must be placed at last forever. If you want to open a

new website, you must delete the order of forbidding all and then enter the new domain
name. At last, re-enter the “forbid all” order again.
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STEP 1 . Enter the following in URL of Content Filtering function:

Click New Entry

URL String: Enter ~yahoo, and click OK

Click New Entry

URL String: Enter ~google, and click OK

Click New Entry

URL String: Enter %, and click OK

Complete setting a URL Blocking policy (Figure9-1)

URL String Configure
~yahoo Modify | Remove |
~google Modify | Remove |

Modify | Remove |

Figure9-1 Content Filtering Table

New Entry
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STEP 2 . Add a Outgoing Policy and use in Content Blocking function:

(Figure9-2)
Add New Policy
Source Address [Tnside_ény ~|
Destination Address | Outide_ény »|
Service | ANY |
Action, WAN Port PERMIT ALL  =|
Traffic Log " Enable
Statistics I~ Enable
Content Blocking v Enable
Authentication User [Mome =]
Schedule [ Nons |
Tunnel Mene |
MAX. Concurrent Sessions 0 {0:means unlimited)
QoS [Mon= |

OK Cancel

Figure9-2 URL Blocking Policy Setting

STEP 3 . Complete the policy of permitting the internal users only can access to
some specific website in Outgoing Policy function: (Figure9-3)

Source | Destination | Service | Action Option Configure Move
Inside_Any | Outside_Any ANY Ef | |°| | | | | Modify | Remnve| To |1 vl
New Entry

Figure9-3 Complete Policy Settings

@Aﬁerwards the users only can browse the website that include “yahoo” and “google”
in domain name by the above policy.
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Restrict the Internal Users to access to Script file of Website

STEP 1 . Select the following data in Script of Content Blocking function:

Select Popup Blocking

Select ActiveX Blocking

Select Java Blocking

Select Cookies Blocking

Click OK

Complete the setting of Script Blocking (Figure9-4)

Script Blocking
¥ Popup Blocking ¥ ActiveX Blocking
¥ Java Blocking ¥ Cookie Blocking

OK Cancel

Figure9-4 Script Blocking WebUI
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function:

(Figure9-5)

Add New Policy

Source Address |hside_Any |
Destination Address | Crutside_aay ~ |
Service |ANY |
Action, WAN Port [PERMITALL  ~]
Traffic Log ™ Enable
Statistics [ Enable
Content Blocking ¥ Enable
Authentication User INone |
Schedule | one |
Tunnel INone |
MAX. Concurrent Sessions 1o (0:means unlimited)
QoS |N0nej

OK

Figure9-5 New Policy of Script Blocking Setting

Cancel

STEP 3 . Complete the policy of restricting the internal users to access to Script
file of Website in Outgoing Policy: (Figure9-6)

Source | Destination | Service | Action Option Configure Move
Inside_Any | Outside Any | ANY 7 | |°| | | | | Modify | Remove| | To |1 v|
New Entry

Figure9-6 Complete Script Blocking Policy Setting

@The users may not use the specific function (like JAVA, cookie...etc.) to browse the

website through this policy. It can forbid the user browsing stock exchange website...etc.
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Restrict the Internal Users to access to the file on Internet by
P2P

STEP 1 . Select the following data in P2P of Content Blocking function:
B Select eDonkey Blocking
B Select BitTorrent Blocking
B Select WinMX Blocking
B Click OK
B Complete the setting of P2P Blocking (Figure9-7)

Peer-to-Peer Application Blocking
¥ eDonkey Blocking

¥ Bit Torrent Blocking

¥ WinMX Blocking

OK Cancel
Figure9-7 P2P Blocking WebUI
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function:

(Figure9-8)

Add New Policy

Source Address | mside_Any = |
Destination Address IOutside_Anyj
Service |4y |
Action, WAN Port [FERMITAIL  ~|
Traffic Log [~ Enable
Statistics I~ Enable
Content Blocking ¥ Enable
Authentication User INone |
Schedule | Hone |
Tunnel INOne |
MAX. Concurrent Sessions jo {0:means unlimited)
QoS |N0nej

OK

Figure9-8 Add New Policy of P2P Blocking

Cancel

STEP 3 . Complete the policy of restricting the internal users to access to the file
on Internet by P2P in Outgoing Policy: (Figure9-9)

Source | Destination | Service | Action Option Configure Move
Inside_Any | Outside Any | ANY 7 | |°| | | | | Modify | Remove| | To |1 v|
New Entry

Figure9-9 Complete P2P Blocking Policy Setting

@PZP Transfer will occupy large bandwidth so that it may influence other users. And
P2P Transfer can change the service port free so it is invalid to restrict P2P Transfer by

Service. Therefore, the system manager must use P2P Blocking in Content Blocking

to restrict users to use P2P Transfer efficiently.
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Restrict the Internal Users to send message, files, video and
audio by Instant Messaging

STEP 1 . Enter as following in IM Blocking of Content Blocking function:
B Select MSN Messenger, Yahoo Messenger, ICQ Messenger,

QQ Messenger and Skype.
B Click OK

B Complete the setting of IM Blocking. (Figure9-10)

Instant Messaging Blocking
[¥ MSH Messenger Blocking

¥ Yahoo Messenger Blocking
¥ 1CQ Messenger Blocking

I QQ Messenger Blocking

¥ Skype Messenger Blocking

OK Cancel

Figure9-10 IM Blocking WebUI
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function:

(Figire9-11)
Add New Policy
Source Address [Tnside_ény ~|
Destination Address | Outide_ény »|
Service |ANY |
Action, WAN Port [FERMITALL |
Traffic Log " Enable
Statistics [~ Enable
Content Blocking v Enable
Authentication User [Mome =]
Schedule INOne |
Tunnel Meone |
MAX. Concurrent Sessions 0 {0:means unlimited)
QoS [Mon= |

OK

Figure9-11 Add New IM Blocking Policy

Cancel

STEP 3 . Complete the policy of restricting the internal users to send message,
files, audio, and video by instant messaging in Outgoing Policy:

(Figure9-12)

Source | Destination | Service | Action Option Configure Move
Inside_Any | Outside Any | ANY 7 | |°| | | | | Modify | Remove| | To |1 v|
New Entry

Figure9-12 Complete IM Blocking Policy Setting
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Restrict the Internal Users to access to video, audio, and some
specific sub-name file from http or ftp protocol directly

STEP 1 . Enter the following settings in Download of Content Blocking
function:
B Select All Types Blocking
B Click OK
B Complete the setting of Download Blocking. (Figure9-13)

Download Blocking
¥ All Types Blocking
I Audio and Video Types Blocking

Extension Blocking

[T .exe I~ .zip I~ .rar
I~ .iso = .hin = .rpm
[ .doc =2 [~ .ppt
[T .pdf I© gz I~ gz

I~ .hat = .dn [~ .hta
I ser [ wh? [ wps
[~ .pif

OK Cancel
Figure9-13 Download Blocking WebUI
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function:
(Figure9-14)

Add New Policy

Source Address [Tnside_ény ~|
Destination Address | Outide_ény »|
Service |ANY |
Action, WAN Port PERMIT ALL  =|
Traffic Log " Enable
Statistics I~ Enable
Content Blocking v Enable
Authentication User [Mome =]
Schedule INOne |
Tunnel Meone |
MAX. Concurrent Sessions 0 {0:means unlimited)
QoS [Mon= |

OK Cancel
Figure9-14 Add New Download Blocking Policy Setting
STEP 3 . Complete the Outgoing Policy of restricting the internal users to

access to video, audio, and some specific sub-name file by http
protocol directly: (Figure9-15)

Source | Destination | Service | Action Option Configure Move
Inside_Any | Outside Any | ANY 7 | |°| | | | | Modify | Remove| | To |1 v|
New Entry

Figure9-15 Complete Download Blocking Policy Setting
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Chapter 10 _
Virtual Server

The real IP address provided from ISP is always not enough for all the users
when the system manager applies the network connection from ISP. Generally
speaking, in order to allocate enough IP addresses for all computers, an
enterprise assigns each computer a private IP address, and converts it into a real
IP address through ALL7000’s NAT (Network Address Translation) function. If a
server that provides service to WAN network is located in LAN networks, external
users cannot directly connect to the server by using the server’s private IP
address.

The ALL7000’s Virtual Server function can solve this problem. A Virtual Server
has set the real IP address of the ALL7000’s WAN network interface to be the
Virtual Server IP. Through the Virtual Server function, the ALL7000 translates the
Virtual Server’s IP address into the private IP address in the LAN network.

Virtual Server owns another feature know as one-to-many mapping. This is when
one real server IP address on the WAN interface can be mapped into four LAN
network servers provide the same service private IP addresses. This option is
useful for Load Balancing, which causes the Virtual Server to distribute data
packets to each private IP addresses (which are the real servers) by session.
Therefore, it can reduce the loading of a single server and lower the crash risk.
And can improve the work efficiency.
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In this chapter, we will have detailed introduction and instruction of Mapped IP
and Server 1/2/3/4:

Mapped IP: Because the Intranet is transferring the private IP by NAT Mode
(Network Address Translation). And if the server is in LAN, its IP Address is
belonging to Private IP Address. Then the external users cannot connect to its
private IP Address directly. The user must connect to the ALL7000’'s WAN
subnet’s Real IP and then map Real IP to Private IP of LAN by the ALL7000. It is
a one-to-one mapping. That is, to map all the service of one WAN Real IP
Address to one LAN Private IP Address.

Server 1/2/3/4: Its function resembles Mapped IP’s. But the Virtual Server maps

one to many. That is, to map a Real IP Address to 1~4 LAN Private IP Address
and provide the service item in Service.
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Define the required fields of Virtual Server

WAN IP :
B WAN IP Address (Real IP Address)

Map to Virtual IP :
B Map the WAN Real IP Address into the LAN Private IP Address

Virtual Server Real IP :
B The WAN IP address which mapped by the Virtual Server.

Service name (Port Number) :
B The service name that provided by the Virtual Server.

External Service Port :

B The WAN Service Port that provided by the virtual server. If the service you
choose only have one port and then you can change the port number here.
(If change the port number to 8080 and then when the external users going
to browse the Website; he/she must change the port number first to enter the
Website.)

Server Virtual IP :
B The virtual IP which mapped by the Virtual Server.
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We set up four Virtual

Server examples in this chapter:

same services, to provide service through
policy by Virtual Server. (Take HTTP, POP3,
SMTP, and DNS Group for example)

No. |Suitable Example Page
Situation

Ex1 |Mapped IP  |[Make a single server that provides several 110
services such as FTP, Web, and Mail, to
provide service by policy.

Ex2 |Virtual Server|Make several servers that provide a single 113
service, to provide service through policy by
Virtual Server. (Take Web service for example)

Ex3 |Virtual Server|The external user use VoIP to connect with 116
VoIP of LAN. (VoIP Port: TCP 1720, TCP
15328-15333, UDP 15328-15333)

Ex4 |Virtual Server|Make several servers that provide several 120

Preparation

Apply for two ADSL that have static IP

(WANL1 static IP is 61.

11.11.10~ 61.11.11.14)

(WANZ2 static IP is 211.22.22.18~ 211.22.22.30)
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Make a single server that provides several services such as FTP,
Web, and Mail, to provide service by policy

STEP 1. Setting a server that provide several services in LAN, and set up the
network card’s IP as 192.168.1.100. DNS is External DNS Server.

STEP 2 . Enter the following setting in LAN of Address function: (Figure10-1)

Modify Address

Name r[Majn_Smra

IP Address [192.168.1.100

Netmask [55255055.055

MAC Address 00:48:54:55EL.07 Clone MAG Address
[T Get static IP address from DHCP Server.

OK Cancel

FigurelO-1 Mapped IP Settings of Server in Address

STEP 3 . Enter the following data in Mapped IP of Virtual Server function:
B Click New Entry

WAN IP: Enter 61.11.11.12 (click Assist for assistance)

Map to Virtual IP: Enter 192.168.1.100

Click OK

[
[
[
B Complete the setting of adding new mapped IP (Figure10-2)

Add New Mapped IP

WAN IP |61.11.11.12 Asfist
Map To Yirtual IP |192.168.1.100

OK Cancel

Figurel0-2 Mapped IP Setting WebUI
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STEP 4 . Group the services (DNS, FTP, HTTP, POP3, SMTP...) that provided
and used by server in Service function. And add a new service group
for server to send mails at the same time. (Figure10-3)

Group name Service Configure

Main_Service DNS,FTP.HTTP... In Use |

Mail_Service DHS,POP3,SMTP Modify | R.ernnve|
New Entry

Figurel0-3 Service Setting

STEP 5. Add a policy that includes settings of STEP3, 4 in Incoming Policy.
(Figurel10-4)

Source Destination Service |Action| Option Configure Move
Outside_Any | Mapped IP1.11.11.12) | Main_Service | [/ | | | | Modify | Remove| | To [ =]
New Entry

Figurel0-4 Complete the Incoming Policy

STEP 6 . Add a policy that includes STEP2, 4 in Outgoing Policy. It makes the
server to send e-mail to external mail server by mail service.
(Figurel0-5)

Source Destination Service |Action Option Configure Move
Main_Server | Outside_Any | Mail_Service E/ | | | | | | | Modify | Rerncwe| To |1 'l
New Entry

Figurel0-5 Complete the Outgoing Policy
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STEP 7 . Complete the setting of providing several services by mapped IP.
(Figure10-6)

Remote Cliend User

ADSL/Cable Router
Dowmstream Bandwidth 3 512 Kbps
Upstream Bandwidth © 511 Kbps
WANIIPF: 211222222

ADSLCable Ranter
Ivwmstream Bandwidth = 150 Khps
Upstream Bandwidih © 512 Khps

WANLIP @ &l1L11.010

Multi-Homing WAN

ﬁuluwu}'
Management 1P 2
192.168.1.1

LAMN
NAT Made

Server @ 1%LIG8.1. 10

Sapport FTF, Web, and Mail Services

Figurel0-6 A Single Server that Provides Several Services by Mapped IP

@ Strong suggests not to choose ANY when setting Mapped IP and choosing service.
Otherwise the Mapped IP will be exposed to Internet easily and may be attacked by
Hacker.
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Make several servers that provide a single service, to provide
service through policy by Virtual Server (Take Web service for
example)

STEP 1 . Setting several servers that provide Web service in LAN network,

which IP Address is 192.168.1.101, 192.168.1.102, 192.168.1.103,
and 192.168.1.104
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STEP 2 . Enter the following data in Server 1 of Virtual Server function:
m Click the button next to Virtual Server Real IP (“click here to
configure”) in Server 1
m Virtual Server Real IP: Enter 211.22.22.23 (click Assist for

assistance)

B Click OK (Figurel0-7)

Add New Virtual Server IP

Wirtual Server Real IP

||61 B2.236.53 Assist

Figurel0-7 Virtual Server Real IP Setting

Click OK

Click New Entry

Service: Select HTTP (80)

External Service Port: Change to 8080
Load Balance Serverl: Enter 192.168.1.101
Load Balance Server2: Enter 192.168.1.102
Load Balance Server3: Enter 192.168.1.103
Load Balance Server4: Enter 192.168.1.104

OK Cancel

Complete the setting of Virtual Server (Figure10-8)

Virtual Server Configuration

Virtual Server Real IP 211.22.2223
Service |H'[TP {20 =]

External Service Port

|8080

Load Balance Server

Server Virtual IP

1

192.168.1.101

|192.168.1 102

|19Q.168.1 103

2
3
4

192,168.1.104

Figurel0-8 Virtual Server Configuration WebUI
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STEP 3 . Add a new policy in Incoming Policy, which includes the virtual server,
set by STEP2. (Figurel10-9)

Source Destination Service | Action Option Configure Move
F Virtual Server 1
|1 .[
Outside_Any ?211.22.22 23) HTTP(8080) [/ Modify | Remove| | To

New Entry

Figurel0-9 Complete Virtual Server Policy Setting

@In this example, the external users must change its port number to 8080 before
entering the Website that set by the Web server.

STEP 4 . Complete the setting of providing a single service by virtual server.
(Figurel10-10)

Hemade Client User

ADSL/Cable Router
Drowmstream Bandwideh © 150 Khps
Upstream Bandwidth * 512 Kbps

WANIIPF = 61L1LILTT

ADSL/Cable Router
Downstream Bandwideh @ 512 Khps

Upstream Bandwidth - 512 Kbps &

WANZIP @ 211.22.22.22

Mail-Homing
Cialevway

Management IF

192.168.1.1 LAN
Swiltch NAT Mode
Web Server & 19L168. 1101 Wb Server & 191168, 1102 Web Server @ 192, 168.1.103 Web Server @ I9L168. 1 104

Figurel0-10 Several Servers Provide a Single Service by Virtual Server
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The external user use VoIP to connect with VolP of LAN (VolP
Port: TCP 1720, TCP 15328-15333, UDP 15328-15333)

STEP 1. Set up VoIP in LAN network, and its IP is 192.168.1.100

STEP 2 . Enter the following setting in LAN of Address function: (Figure10-11)

Name IP ! Netmask MAC Address Configure
Inside_Any 0.0.0.0/0.0.0.0 In Use |
VolP 192.168.1.100/255.255.255.255 Modify | Rernnve|
New Entry

Figurel0-11 Setting LAN Address WebUI

STEP 3. Add new VolIP service group in Custom of Service function.
(Figurel10-12)

Service hame

Protocol

Client Port

Server Port

Configure

VolP_Service

TCP

1024:65535

1720:1720

Modify | Remove|

New Entry
Figurel0-12 Add Custom Service
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STEP 4 . Enter the following setting in Serverl of Virtual Server function:
m Click the button next to Virtual Server Real IP (“click here to
configure”) in Serverl
m Virtual Server Real IP: Enter 61.11.11.12 (click Assist for
assistance) (Use WAN)
B Click OK (Figurel0-13)

Add New Virtual Server IP
Virtual Server Real IP fle1 111112 Assist

OK Cancel
Figurel0-13 Virtual Server Real IP Setting WebUI
Click New Entry
Service: Select (Custom Service) VolP_Service
External Service Port: From-Service (Custom)
Load Balance Serverl: Enter 192.168.1.100
Click OK
B Complete the setting of Virtual Server (Figure10-14)

Virtual Server Configuration

Virtual Server Real IP 61.11.11.12

Service [ Custom SeracglVolP_Servics »]

External Service Port |-From-Smri08(Cust0m)

Load Balance Server Server Virtual IP

1 1921681100
2 .
3 |
4 |

OK Cancel

Figurel0-14 Virtual Server Configuration WebUI

@When the custom service only has one port number, then the external network port
of Virtual Server is changeable; On the contrary, if the custom service has more than
one port network number, then the external network port of Virtual Server cannot be
changed.
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STEP 5. Add a new Incoming Policy, which includes the virtual server that set
by STEP4: (Figure10-15)

Source Destination Service Action Option Configure Move
Outside_Any V'gﬁ'ﬁﬁ“‘;‘;r VoIP_Service | [/ Modify | Remove| | To [T =]
New Entry

Figurel0-15 Complete the Policy includes Virtual Server Setting

STEP 6 . Enter the following setting of the internal users using VolIP to connect
with external network VoIP in Outgoing Policy: (Figure10-16)

Source | Destination Service Action Option Configure Move
VoIP Ouiside_Any | VoIP_Service | [ | | | | | | | Modify | Remove| | To [I v|
New Entry

Figurel0-16 Complete the Policy Setting of VolP Connection
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STEP 7 . Complete the setting of the external/internal user using specific service
to communicate with each other by Virtual Server. (Figure1l0-17)

&

Vol
Remuie User

ADSLCable Router
Drowmstream Bandwidth = 150 Khps
Upstream Bandwidth @ 512 Kbps

WANIIP - 6L1LILII

ADSL/Cable Router
Downstream Bandwideh ¢ 512 Khps

Upstream Bandwideh @ 512 Kbps 8

WANZIPF: 210.22.22.22

Multi-Homing
Lrateway

Manngement IF
192, 168.1.1

LAN
NAT Mode

Yol 2 1921680100

Figurel0-17 Complete the Setting of the External/Internal User using specific service to

communicate with each other by Virtual Server
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Make several servers that provide several same services, to
provide service through policy by Virtual Server. (Take HTTP,
POP3, SMTP, and DNS Group for example)

STEP 1 . Setting several servers that provide several services in LAN network.
Its network card’s IP is 192.168.1.101, 192.168.1.102, 192.168.1.103,
192.168.1.104 and the DNS setting is External DNS server.

STEP 2 . Enter the following in LAN and LAN Group of Address function:
(Figurel10-18, 10-19)

Name IP f Netmask MAC Address Configure
Inside_Any 0.0.0.0/0.0.0.0 In Use |
Server_01 192.168.1.101/255.255.255.255 In Use |
Server 02 192.168.1.102/255.259.255.255 InUse |
Server 03 192.168.1.103/255.259.255.255 InUse |
Server_04 192.168.1.104/255.255.255.255 InUse |

New Entry

Figurel0-18 Mapped IP Setting of Virtual Server in Address

Name Member Configure
Server_Group Server 01, Server 02, Server_03... Modify | Rernnve|
New Entry

Figurel0-19 Group Setting of Virtual Server in Address
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STEP 3. Group the service of server in Custom of Service. Add a Service
Group for server to send e-mail at the same time. (Figure10-20)

Group name Service Configure

Main_Service DNS,HTTP,POP3... Modify | Remmre|

Mail_Service DHS,POP3,SMTP Modify | R.emnve|
New Entry

Figurel0-20 Add New Service Group
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STEP 4 . Enter the following data in Serverl of Virtual Server:
B Click the button next to Virtual Server Real IP (“click here to
configure”) in Serverl
B Virtual Server Real IP: Enter 211.22.22.23 (click Assist for

assistance)

B Click OK (Figurel0-21)

Add New Yirtual Server IP

Wirtual Server Real IP

||211-22-22-23 Assist

Figurel0-21 Virtual Server Real IP Setting

Click OK

Click New Entry
Service: Select (Group Service) Main_Service
External Service Port: From-Service (Group)
Enter the server IP in Load Balance Server

OK Cancel

Complete the setting of Virtual Server (Figure10-22)

Virtual Server Configuration

Virtual Server Real IP 211.2222.23

Service [ Growp ServicelMain_Service =]

External Service Port [From-Servios{Grovr)

Load Balance Server Server Virtual IP

1 192,168.1.101
B W
3 [ts2188.1.103
4 152.168.1.104

Figurel0-22 Virtual Server Configuration WebUI
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STEP 5. Add a new Incoming Policy, which includes the virtual server that set
by STEP 3: (Figure10-23)

Source Destination Service Action Option Configure Move
; Virtual Server 2 " : 5 15
OQutside_Any ?211.22.22.23) Main_Service E/ Modify | Rernnve| To I l
New Entry

Figurel0-23 Complete Incoming Policy Setting

STEP 6 . Add a new policy that includes the settings of STEP2, 3 in Outgoing
Policy. It makes server can send e-mail to external mail server by malil
service. (Figure10-24)

Source Destination | Service |Action Option Configure Move
Server_Group | Outside_Any | Mail_Service E/ | | | | | | | Modify | Rerncwe| To |1 'l
New Entry

Figurel0-24 Complete Outgoing Policy Setting
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STEP 7 . Complete the setting of providing several services by Virtual Server.
(Figurel10-25)

Remnte Cliend LU ser

ADSLCable Router
Imsmstream Bandwidth @ 512 I(Il-ps:

ADSLCable Router
Downstream Bandwidth @ 1500 Kbps
Upstream Bandwideh = 312 Kbps

[Ilnrrl.'-zln Bandwiidth * 512 I(Irp's
“ WaANTIP : 6l.01.01.01

WANIIF - 211.22.12.12

WANI

Multi-Homing
Cateyway

Manngement 1P *

192.168.1.1
) LAN
Bwibch NAT Made
Server & 1R 165.1.101 Server - 193, 1680, 112 Server | UFL1GH, 1003 Server © 191168, 1,104

Figurel0-25 Complete the Setting of Providing Several Services by Several Virtual Server
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Chapter 11
VPN

The ALL7000 adopts VPN to set up safe and private network service. And
combine the remote Authentication system in order to integrate the remote
network and PC of the enterprise. Also provide the enterprise and remote users a
safe encryption way to have best efficiency and encryption when delivering data.
Therefore, it can save lots of problem for manager.

[IPSec Autokey]): The system manager can create a VPN connection using
Autokey IKE. Autokey IKE (Internet Key Exchange) provides a standard method
to negotiate keys between two security gateways. Also set up IPSec Lifetime and
Preshared Key of the ALL7000.

[PPTP Server] : The System Manager can set up VPN-PPTP Server functions
in this chapter.

[PPTP Client]): The System Manager can set up VPN-PPTP Client functions in
this chapter

b
&
How to use VPN?

To set up a Virtual Private Network (VPN), you need to configure an Access
Policy include IPSec Autokey, PPTP Server, or PPTP Client settings of Tunnel to
make a VPN connection.
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Define the required fields of VPN:

RSA:
B A public-key cryptosystem for encryption and authentication.

Preshared Key:
B The IKE VPN must be defined with a Preshared Key. The Key may be up to
128 bytes long.

ISAKMP (Internet Security Association Key Management Protocol):
B An extensible protocol-encoding scheme that complies to the Internet Key
Exchange (IKE) framework for establishment of Security Associations (SASs).

Main Mode:

B This is another first phase of the Oakley protocol in establishing a security
association, but instead of using three packets like in aggressive mode, it
uses six packets.

Aggressive mode:
B This is the first phase of the Oakley protocol in establishing a security
association using three data packets.

AH (Authentication Header):
B One of the IPSec standards that allows for data integrity of data packets.

ESP (Encapsulating Security Payload):

B One of the IPSec standards that provides for the confidentiality of data
packets.
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DES (Data Encryption Standard):
B The Data Encryption Standard developed by IBM in 1977 is a 64-bit block
encryption block cipher using a 56-bit key.

Triple-DES (3DES):
B The DES function performed three times with either two or three
cryptographic keys.

AES (Advanced Encryption Standard):

B An encryption algorithm yet to be decided that will be used to replace the
aging DES encryption algorithm and that the NIST hopes will last for the next
20 to 30 years.

NULL Algorithm:

B [tis a fast and convenient connecting mode to make sure its privacy and
authentication without encryption. NULL Algorithm doesn’t provide any other
safety services but a way to substitute ESP Encryption

SHA-1 (Secure Hash Algorithm-1):
B A message-digest hash algorithm that takes a message less than 264 bits
and produces a 160-bit digest.

MD5:
B MD5 is a common message digests algorithm that produces a 128-bit
message digest from an arbitrary length input, developed by Ron Rivest.

GRE/IPSec:
B The device Select GRE/IPSec (Generic Routing Encapsulation) packet seal
technology.
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Define the required fields of IPSec Function

B To display the VPN connection status via icon -

Chart -- o, [}

Meaning Not be applied |Disconnect/Connecting

Name:
B The VPN name to identify the IPSec Autokey definition. The name must be
the only one and cannot be repeated.

Gateway IP:
B The WAN interface IP address of the remote Gateway.

IPSec Algorithm:
B To display the Algorithm way.

Configure:
B Click Modify to change the argument of IPSec; click Remove to remote the
setting. (Figurell-1)

[i] Name | WAN | GatewayIP IPSec Algorithm Configure

New Entry

Figurell-1 IPSec Autokey WebUI
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Define the required fields of PPTP Server Function

PPTP Server:
B To select Enable or Disable

Client IP Range:
B Setting the IP addresses range for PPTP Client connection

B To display the VPN connection status via icon o

Chart - " =]

Meaning Not be applied |Disconnect/Connecting

User Name:
B Display the PPTP Client user’'s name when connecting to PPTP Server.

Client IP:
B Display the PPTP Client’s IP address when connecting to PPTP Server.

Uptime:
B Display the connection time between PPTP Server and Client.

Configure:
B Click Modify to modify the PPTP Server Settings or click Remove to remove
the setting (Figurell-2)

PPTP Server ( Disable ) :
Client IP Range : 192.119.58.1-254 modify |

[0 ] User Name | Client IP Uptime Configure

New Entry
Figurell-2 PPTP Server WebUI
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Define the required fields of PPTP Client Function

B To display the VPN connection status via icon o

Chart - L o

Meaning Not be applied |Disconnect/Connecting

User Name:
B Displays the PPTP Client user’'s name when connecting to PPTP Server.

Server IP or Domain Name:
B Display the PPTP Server IP addresses or Domain Name when connecting to
PPTP Server.

Encryption:
B Display PPTP Client and PPTP Server transmission, whether opens the
encryption authentication mechanism.

Uptime:
m Displays the connection time between PPTP Server and Client.

Configure:
B Click Modify to change the argument of PPTP Client; click Remove to
remote the setting. (Figurell-3)

PPTP Client :
| i | User Name Server IP or Domain Name Encryption | Uptime | Configure

New Entry

Figurell-3 PPTP Client WebUI
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Define the required fields of Tunnel Function

B To display the VPN connection status via icon -

Chart -- 2, o2}

Meaning Not be applied |Disconnect/Connecting

Name:
B The VPN name to identify the VPN tunnel definition. The name must be the
only one and cannot be repeated.

Source Subnet:
B Displays the Source Subnet.

Destination Subnet:
B Displays the Destination Subnet.

IPSec / PPTP:
B Displays the Virtual Private Network’s(IPSec Autokey, PPTP Server, PPTP
Client) settings of Tunnel function.

Configure:
m  Click Modify to change the argument of VPN Tunnel; click Remove to
remote the setting.(Figurell-4)

IPSec

PPTP Configure

i Name Source Subnet |Destination Subnet

New Entry
Figurell-4 VPN Tunnel Web Ul
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We set up two VPN examples in this chapter:

No. |Suitable Example Page
Situation
Ex1|{IPSec Autokey |Setting IPSec VPN connection between two| 133
ALL7000
Ex2|PPTP Setting PPTP VPN connection between two| 146
ALL7000
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Setting IPSec VPN connection between two ALL7000
Preparation

Company A WAN IP: 61.11.11.11
LAN IP: 192.168.10.X

Company B WAN IP: 211.22.22.22
LAN IP: 192.168.20.X

This example takes two ALL7000 as work platform. Suppose Company A
192.168.10.100 create a VPN connection with Company B 192.168.20.100 for
downloading the sharing file.

The Default Gateway of Company A is the LAN IP of the ALL7000
192.168.10.1. Follow the steps below:

STEP 1. Enter the default IP of Gateway of Company As ALL7000,
192.168.10.1 and select IPSec Autokey in VPN. Click New Entry.
(Figurell-5)

[i] Name WAN Gateway IP IPSec Algorithm Configure

New Entry
Figurell-5 IPSec Autokey WebUI

STEP 2. In the list of IPSec Autokey, fill in Name with VPN_A. (Figure11-6)

Necessary ltem
Name '|V=PN_A
WAN interface “WAN1T CWAN2

Figurell-6 IPSec Autokey Name Setting
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STEP 3. Select Remote Gateway-Fixed IP or Domain Name In To
Destination list and enter the IP Address.(Figurell-7)

To Destination

# Remote Gateway -- W
Fixed IP or Domain Name

 Remote Gateway or Client -- Dynamic IP

Figurell-7 IPSec To Destination Setting

STEP 4 . Select Preshare in Authentication Method and enter the Preshared
Key (max: 100 bits) (Figure11-8)

Authentication Method [ Preshare ~ |
Preshared Key (123356785

Figurell-8 IPSec Authentication Method Setting

STEP 5 . Select ISAKMP Algorithm in Encapsulation list. Choose the
Algorithm when setup connection. Please select ENC Algorithm
(3DES/DES/AES), AUTH Algorithm (MD5/SHA1), and Group (GROUP1,
2,5). Both sides have to choose the same group. Here we select 3DES for

ENC Algorithm, MD5 for AUTH Algorithm, and GROUP1 for group.
(Figurel1-9)

Encapsulation
ISAKMP Algorithm
ENC Algorithm [3DEE <]
AUTH Algorithm [MD5 -]
Group GROUF] +

Figurell-9 IPSec Encapsulation Setting
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STEP 6 . You can choose Data Encryption + Authentication or Authentication
Only to communicate in IPSec Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1

Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to
make sure the encapsulation way for data transmission (Figure11-10)

IPSec Algorithm
& Data Encryption + Authentication
ENC Algorithm ES  +|
AUTH Algorithm [MDS +]
 Authentication Only

Figurell-10 IPSec Algorithm Setting

STEP 7 . After selecting GROUPL1 in Perfect Forward Secrecy, enter 3600

seconds in ISAKMP Lifetime, enter 28800 seconds in IPSec Lifetime, and
selecting Main mode in Mode. (Figurel1-11)

Optional ltem

Perfect Forward Secrecy GROUP1 «

ISAKMP Lifetime [0 Seconds

IPSec Lifetime 28800 Seconds

Mode & Main mode © Aggressive mode

Figurell-11 IPSec Perfect Forward Secrecy Setting

STEP 8 . Complete the IPSec Autokey setting. (Figure11-12)

i Name WWAN Gateway IP IPSec Algorithm Configure
- VYPN_A WARN1 211222222 DES { MD5 Modify | Remove |
New Entry

Figurell-12 Complete Company A IPSec Autokey Setting
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STEP 9 . Enter the following setting in Tunnel of VPN function: (Figure1l1-13)
Enter a specific Tunnel Name.

From Source: Select LAN

From Source Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.

To Destination Subnet / Mask: Enter 192.168.20.0 /
255.255.255.0.

IPSec / PPTP Setting: Select VPN_A.

Select Show remote Network Neighborhood.

B Click OK. (Figurel1-14)

New Entry Tunnel

Name [PSec_VPH_Tunnel

From Source #LAN © DMZ

From Source Subnet/Mask [152.168.10.0 1[255:255.255.0

To Destination
&~ To Destination Subnet / Mask ||192.168.85.0 [[255.225355.0
" Remote Client

IPSec i PPTP Setting [VPH_& -]

Keep alive IP : [

¥ Show remote Network Neighborhood

OK Cancel
Figurell-13 New Entry Tunnel Setting
i R IPSec/
i Name Source Subnet |Destination Subnet PPTP Configure
& |IPSec_VPN_Tu..| 192.168.10.0 192.168.85.0 VPN_A Modify | Remove |
New Entry

Figurell-14 Complete New Entry Tunnel Setting
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STEP 10 . Enter the following setting in Outgoing Policy:(Figurel1-15)

B Authentication User: Select All_NET.
B Schedule: Select Schedule 1.

B QoS: Select QoS 1.

B Tunnel: Select IPSec_VPN_Tunnel.
B Click OK.(Figurell-16)

Add Mew Policy

Source Address | nside_&ny = |
Destination Address [Outside_Any ~|
Service | anvy =l
Action, WAN Port [FERMITAIL ]
Traffic Log [ Enable
Statistics [ Enable
Content Blocking " Enable
Authentication User Al NET =
Schedule [schedule 1 ~|
Tunnel [P3ec_VPN_Tunnel
MAX. Concurrent Sessions o {0:means unlimited)
QoS [Qo5 1+]
0K Cancel
Figurell-15 Setting the VPN Tunnel Outgoing Policy
Source Destination | Service | Action Option Configure Move
Inside_Any Qutside_Any ANY m | | | Y gl |®| (‘; Modify | Remwe| To IG
New Entry

Figurell-16 Complete the VPN Tunnel Outgoing Policy Setting
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STEP 11 . Enter the following setting in Incoming Policy: (Figure11-17)

B Schedule: Select Schedule 1.

B QoS: Select QoS 1.
B Tunnel: Select IPSec_VPN_Tunnel.
B Click OK.(Figurel1-18)

Add MNew Policy

Source Address | Outside_tny +|

Destination Address [ Iside_dmy ~ |

Service | Ay =l
Action [FERMIT |+
Traffic Log [~ Enable

Statistics " Enable

Schedule |schb:lule_1j
Tunnel IIPSec_VPN_Tunnel -

MAX. Concurrent Sessions |0 {0:means unlimited)

QoS [Qos 1 ~]

OK Cancel
Figurell-17 Setting the VPN Tunnel Incoming Policy
Source Destination Service | Action Option Configure Move
Outside_Any | Inside_Any(Routing) ANY m | | |®|c‘; Modify | Rsmwe| To |1 'l
New Entry

Figurell-18 Complete the VPN Tunnel Incoming Policy Setting

138




The Default Gateway of Company B is the LAN IP of the ALL7000
192.168.20.1. Follow the steps below:

STEP 1.Enter the following setting in Multiple Subnet of System Configure
function: (Figurel1-19)

YWAN Interface IP f Forwarding Mode | Alias IP of Internal Interface / Netmask| Configure
211.22.22.22 | NAT 192.168.85.1 / 255.256.255.0 Modify | Remove|

New Entry
Figurell-19 Multiple Subnet Setting

STEP 2.Enter the default IP of Gateway of Company B’s ALL7000, 192.168.20.1
and select IPSec Autokey in VPN. Click New Entry. (Figurel11-20)

|i| Name | WAN | Gateway IP | IPSec Algorithm | Configure |

New Entry
Figurell-20 IPSec Autokey Web Ul

STEP 3.In the list of IPSec Autokey, fill in Name with VPN_B. (Figurell-21)

Necessary [tem
Name |VPN_B
WAN interface “WAN1 ¢ WAN2

Figurell-21 IPSec Autokey Name Setting
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STEP 4.Select Remote Gateway-Fixed IP or Domain Name In To Destination
list and enter the IP Address.(Figurell-22)

& Remote Gateway -- |_51,11,11,11

Fixed IP or Domain Name
 Remote Gateway or Client -- Dynamic IP

Figurell-22 IPSec To Destination Setting

STEP 5.Select Preshare in Authentication Method and enter the Preshared
Key (max: 100 bits) (Figure11-23)

Authentication Method [ Preshare ~ |
Preshared Key (123356785

Figurell-23 IPSec Authentication Method Setting

STEP 6.Select ISAKMP Algorithm in Encapsulation list. Choose the Algorithm
when setup connection. Please select ENC Algorithm (3DES/DES/AES),
AUTH Algorithm (MD5/SHA1), and Group (GROUP1, 2,5). Both sides have
to choose the same group. Here we select 3DES for ENC Algorithm, MD5 for
AUTH Algorithm, and GROUP1 for group. (Figurell-24)

Encapsulation
ISAKMP Algorithm
ENC Algorithm [3DEE <]
AUTH Algorithm [MD5 -]
Group [CROUPT +|

Figurell-24 IPSec Encapsulation Setting
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STEP 7.You can choose Data Encryption + Authentication or Authentication Only
to communicate in IPSec Algorithm list:

ENC Algorithm: 3DES/DES/AES/NULL

AUTH Algorithm: MD5/SHA1

Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to
make sure the encapsulation way for data transmission. (Figurell-25)

IPSec Algorithm
& Data Encryption + Authentication
ENC Algorithm ES  +|
AUTH Algorithm [MDS +]
 Authentication Only

Figurell-25 IPSec Algorithm Setting

STEP 8.After selecting GROUPL in Perfect Forward Secrecy, enter 3600
seconds in ISAKMP Lifetime, enter 28800 seconds in IPSec Lifetime, and
selecting Main mode in Mode. (Figurel1-26)

Optional ltem

Perfect Forward Secrecy GROUP1 «

ISAKMP Lifetime [0 Seconds

IPSec Lifetime 28800 Seconds

Mode & Main mode © Aggressive mode

Figurell-26 IPSec Perfect Forward Secrecy Setting

STEP 9.Complete the IPSec Autokey setting. (Figurell-27)

i Name WAN Gateway IP IPSec Algorithm Configure
- VYPN_B WAN1 61.11.11.11 DES { MD5 Modify | Remove |
New Entry

Figurell-27 Complete Company B IPSec Autokey Setting
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STEP 10.Enter the following setting in Tunnel of VPN function: (Figure11-28)
B Enter a specific Tunnel Name.
From Source: Select LAN
From Source Subnet / Mask: Enter 192.168.20.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.
To Destination Subnet / Mask: Enter 192.168.10.0 /
255.255.255.0.
IPSec / PPTP Setting: Select VPN_B.
Select Show remote Network Neighborhood.
B Click OK. (Figurel1-29)

New Entry Tunnel

Name [PSec_VPH_Tunnel

From Source #LAN © DMZ

From Source Subnet/Mask [152.168.85.0 1[255:255.255.0

To Destination
&~ To Destination Subnet / Mask ||192.168.10.0 [[255.225355.0
" Remote Client

IPSec i PPTP Setting [VPH B ]

Keep alive IP : [

¥ Show remote Network Neighborhood

OK Cancel
Figurell-28 New Entry Tunnel Setting
i R IPSec/
i Name Source Subnet |Destination Subnet PPTP Configure
& |IPSec_VPN_Tu..| 192.168.85.0 192.168.10.0 VPN_B Modify | Remove |
New Entry

Figurell-29 Complete New Entry Tunnel Setting
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STEP 11.Enter the following setting in Outgoing Policy: (Figure11-30)
B Authentication User: Select All_NET.
B Schedule: Select Schedule 1.
B QoS: Select QoS 1.
B Tunnel: Select IPSec_VPN_Tunnel.
B Click OK.(Figure11-31)

Add Mew Policy
Source Address | nside_&ny = |
Destination Address [Outside_Any ~|
Service | anvy =l
Action, WAN Port [FERMITAIL ]
Traffic Log [ Enable
Statistics [ Enable
Content Blocking " Enable
Authentication User Al NET =
Schedule [schedule 1 ~|
Tunnel [P3ec_VPN_Tunnel
MAX. Concurrent Sessions o {0:means unlimited)
QoS [Qo5 1+]
0K Cancel
Figurell-30 Setting the VPN Tunnel Outgoing Policy
Source Destination | Service | Action Option Configure Move
Inside_Any | Outside_Any ANY Vil | | | P |®| 23| Modity | Remove| | To [L~]

New Entry
Figurell-31 Complete the VPN Tunnel Outgoing Policy Setting
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STEP 12.Enter the following setting in Incoming Policy: (Figurell-32)

B Schedule: Select Schedule 1.

B QoS: Select QoS 1.
B Tunnel: Select IPSec_VPN_Tunnel.
B Click OK.(Figure11-33)

Add MNew Policy

Source Address | Outside_tny +|

Destination Address [ Iside_dmy ~ |

Service | Ay =l
Action [FERMIT |+
Traffic Log [~ Enable

Statistics " Enable

Schedule |schb:lule_1j
Tunnel IIPSec_VPN_Tunnel -

MAX. Concurrent Sessions |0 {0:means unlimited)

QoS [Qos 1 ~]

OK Cancel
Figurell-32 Setting the VPN Tunnel Incoming Policy
Source Destination Service | Action Option Configure Move
Outside_Any | Inside_Any(Routing) ANY m | | |®|c‘; Modify | Rsmwe| To |1 'l
New Entry

Figurell-33 Complete the VPN Tunnel Incoming Policy Setting
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STEP 13.Complete IPSec VPN Connection. (Figure11-34)

ADSL/Cable Router
Downstream Bandwidth * 1500 Kbps
Upstream Bandwidth : 512 Kbps
WANIP : 61.11.11.11

ADSL/Cable Router ’
Downstream Bandwidth : 512 Kbps 2 S"

Upstream Bandwidth : 512 Kbps
WANIP : 211.22,22.22

peeeseeeen
Multi-Homing ! Multi-Homing
Gateway Gateway
Management IP : Management IP :
192.168.20.1 192.168.10.1
LAN
N Al'f'A[\TO de NAT Mode

Multiple Subnet

NAT Mode

Cl]en( User Client User Client User
192.168.20.100 192.168.85.100 192.168.10.100

Figure 11-34 IPSec VPN Connection Deployment

145



Setting PPTP VPN connection between two ALL7000

Preparation

Company A WAN IP: 61.11.11.11
LAN IP: 192.168.10.X

Company B WAN IP: 211.22.22.22
LAN IP: 192.168.20.X

This example takes two ALL7000 as flattop. Suppose Company B
192.168.20.100 is going to have VPN connection with Company A
192.168.10.100 and download the resource.
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The Default Gateway of Company A is the LAN IP of the ALL7000
192.168.10.1. Follow the steps below:

STEP 1.Enter PPTP Server of VPN function in the ALL7000 of Company A.
Select Modify and enable PPTP Server:
B Select Encryption.
B Client IP Range: Enter 192.44.75.1-254.
B [dle Time: Enter 0. (Figure11-35)

Modify Server Design
¢ Disable PPTP

&= Enable PPTP
¥ Encryption
Client IP Range : ||192.44.?5.1 - |254

Auto-Disconnect if idle IO minutes (0 means always connected)

OK Cancel

Figurell-35 Enable PPTP VPN Server Settings

@ Idle Time: the setting time that the VPN Connection will auto-disconnect under

unused situation. (Unit: minute)
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STEP 2.Add the following settings in PPTP Server of VPN function in the
ALL7000 of Company A:
B Select New Entry. (Figurell-36)
User Name: Enter PPTP_Connection.
Password: Enter 123456789.
Client IP assigned by: Select IP Range.

[ |
[ |
[ |
B Click OK. (Figurel1-37)

Add New PPTP Server
User Name : 'WTP_Oomm‘oa
Password : I:oc*mmm*
Client IP assigned by
% |P Range
© Fixed IP : |
OK Cancel
Figure 11-36 PPTP VPN Server Setting
PPTP Server ( Enable, Encryption:ON ) :
Client IP Range : 192.44.75.1-254 Modify |
i User Name ClientIP Uptime Configure
= PPTP_Connection 0000 Modify | Remove |

New Entry

Figure 11-37 Complete PPTP VPN Server Setting
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STEP 3.Enter the following setting in Tunnel of VPN function: (Figure11-38)

B Enter a specific Tunnel Name.

From Source: Select LAN

From Source Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.

To Destination Subnet / Mask: Enter 192.168.20.0 /
255.255.255.0.

IPSec / PPTP Setting: Select PPTP_Server PPTP_Connection.
Select Show remote Network Neighborhood.

B Click OK. (Figurel1-39)

New Entry Tunnel

Name [FPTP_7PN_Tunnel

From Source ®LAN © DMZ

Frem Source Subnet/ Mask [192.168.10.0 §[255.255.255.0

To Destination
& To Destination Subnet [ Mask ||19Q.168.20.0 [[Es 225550
" Remote Client

IPSec | PPTP Setting [FPTP_Server PPTP_Connection.

Keep alive IP : [

¥ Show remote Network Neighborhood

OK Cancel
Figurell-38 New Entry Tunnel Setting
i Name Source Subnet |Destination Subnet |IPSec iPPTP Configure
&, |PPTP_VPN_Tun..| 192.168.10.0 192.168.20.0 |PPTP_Ser... Modify | Remove |

New Entry

Figurell-39 Complete New Entry Tunnel Setting
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STEP 4.Enter the following setting in Outgoing Policy: (Figurel11-40)

B Authentication User: Select All_NET.
B Schedule: Select Schedule 1.

B QoS: Select QoS _1.

B Tunnel: Select PPTP_VPN_Tunnel.
B Click OK.(Figurel1-41)

Add New Policy
Source Address | side_dny = |
Destination Address [ Cutside_Any |
Service | &MY =
Action, WAN Port [FERMITAIL ]
Traffic Log " Enable
Statistics " Enable
Content Blocking " Enable
Authentication User All NET -
Schedule |schb:lule_1j
Tunnel [PPTP_VPN_Turel ~
MAX. Concurrent Sessions [0 {0:means unlimited)
QoS [Qes 1 ~]
OK Cancel
Figurell-40 Setting the VPN Tunnel Outgoing Policy
Source Destination | Service | Action Option Configure Move
Inside_Any Qutside_Any ANY m | | | Y gl |®| (‘; Modify | Remwe| To IG

New Entry

Figurell-41 Complete the VPN Tunnel Outgoing Policy Setting
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STEP 5.Enter the following setting in Incoming Policy: (Figurel1-42)

B Schedule: Select Schedule 1.
B QoS: Select QoS _1.

B Tunnel: Select PPTP_VPN_Tunnel.
B Click OK.(Figurel1-43)

Add New Policy

Figurell-43 Complete the VPN Tunnel Incoming Policy Setting
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Source Address [Outside_Any ~|

Destination Address | nside_tny x|

Service | by =l
Action FERMIT |+
Traffic Log " Enable

Statistics " Enable

Schedule [schedule 1 > |
Tunnel IIPSB:_VPN_Tumel -

MAX. Concurrent Sessions o {0:means unlimited)

QoS [Qes 1 ~]

OK Cancel
Figurell-42 Setting the VPN Tunnel Incoming Policy
Source Destination Service | Action Option Configure Move
Outside_Any | Inside_Any(Routing) ANY m | | |®|c‘; Modify | Rsmwe| To |1 'l
New Entry




The Default Gateway of Company B is the LAN IP of the ALL7000
192.168.20.1. Follow the steps below:

STEP 1.Add the following settings in PPTP Client of VPN function in the
ALL7000 of Company B:

Click New Entry Button. (Figure11-44)
User Name: Enter PPTP_Connection.

Passwo

rd: Enter123456789.

Server IP or Domain Name: Enter 61.11.11.11.

Select E

ncryption.

Click OK. (Figurel1-45)

Add New PPTP Client

User Name : ||W’IP_oonnacu'0n

Password : [k

Server IP or Domain Name ; fer.11.1111 ¥ Encryption
YWAN interface : “WAN1T © WAN 2

" NAT(Connect to Windows PPTP Server)

OK Cancel
Figure 11-44 PPTP VPN Client Setting
PPTP Client :
i User Name Server IP or Domain Name |Encryption |Uptime Configure
PPTP_Connection 61.11.11.11 ON Modify | Remove |

New Entry

Figure 11-45 Complete PPTP VPN Client Setting
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STEP 2.Enter the following setting in Tunnel of VPN function: (Figure11-46)
B Enter a specific Tunnel Name.

From Source: Select LAN

From Source Subnet / Mask: Enter 192.168.20.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.

To Destination Subnet / Mask: Enter 192.168.10.0 /

255.255.255.0.

IPSec / PPTP Setting: Select PPTP_Client_ PPTP_Connection.
Select Show remote Network Neighborhood.

B Click OK. (Figurel1-47)

New Entry Tunnel
Name [PPTP_VPM_Tumnzl
From Source #LAN © DMZ
From Source Subnet/Mask [152.168.20.0 1[255:255.255.0
To Destination
&~ To Destination Subnet / Mask ||192.168.10.0 [[255.225355.0
" Remote Client
IPSec { PPTP Setting FFTP_Client PPTP_Conmection{6l 111111} = |
Keep alive IP : [
¥ Show remote Network Neighborhood

OK Cancel
Figurell-46 New Entry Tunnel Setting
i L IPSec!
i Name Source Subnet |Destination Subnet PETP Configure
&, |PPTP_VPN_Tun.. 192.168.20.0 192.168.10.0 PPTP_Cli... Modify | Remove |

New Entry

Figurell-47 Complete New Entry Tunnel Setting
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STEP 3.Enter the following setting in Outgoing Policy: (Figurel1-48)
B Authentication User: Select All_NET.
B Schedule: Select Schedule 1.
B QoS: Select QoS 1.
B Tunnel: Select PPTP_VPN_Tunnel.
B Click OK.(Figure11-49)

Add Mew Policy
Source Address | nside_&ny = |
Destination Address [Outside_Any ~|
Service | anvy =l
Action, WAN Port [FERMITAIL ]
Traffic Log [ Enable
Statistics [ Enable
Content Blocking " Enable
Authentication User Al NET =
Schedule [schedule 1 ~|
Tunnel FPTP_VFN_Tunnel -
MAX. Concurrent Sessions o {0:means unlimited)
QoS [Qo5 1+]
0K Cancel
Figurell-48 Setting the VPN Tunnel Outgoing Policy
Source | Destination | Service | Action Option Configure Move
Inside_Any | Outside_Any ANY m | | | a |®| gl Modify | Remwe| To IE,

New Entry
Figurell-49 Complete the VPN Tunnel Outgoing Policy Setting
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STEP 4.Enter the following setting in Incoming Policy: (Figurel11-50)
B Schedule: Select Schedule 1.
B QoS: Select QoS 1.
B Tunnel: Select PPTP_VPN_Tunnel.
B Click OK.(Figurel1-51)

Add Mew Policy

Source Address | nside_&ny = |

Destination Address [Outside_Any ~|

Service | anvy =l
Action, WAN Port [FERMITAIL ]
Traffic Log [ Enable
Statistics [ Enable
Content Blocking " Enable
Authentication User Al NET =
Schedule [schedule 1 ~|
Tunnel [FPTP WP _Tumel =
MAX. Concurrent Sessions o {0:means unlimited)
QoS [Qo5 1+]

0K Cancel
Figurell-50 Setting the VPN Tunnel Incoming Policy
Source Destination Service | Action Option Configure Move
Outside_Any | Inside_Any(Routing) ANY m | | |®|c‘; Modify | Rsmnve| To IE,

New Entry

Figurell-51 Complete the VPN Tunnel Incoming Policy Setting
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STEP 5.Complete PPTP VPN Connection. (Figurel1-52)

PPTP VPN

ADSL/Cable Router
Downstream Bandwidth © 1500 Kbps
Upstream Bandwidth : 512 Kbps
WANIP : 61.11.11.11

ADSL/Cable Router .
Downstream Bandwidth - 512 Kbps !
Upstream Bandwidth @ 512 Kbps %
WANIP : 211.22.22.22

Multi-Homing
Gateway

Multi-Homing
Gateway

Management IP : Management IP :

192.168.20.1 192.168.10.1
LAN
NAT Mode NAT Mode
Client User Client User
192.168.20.100 192.168.10.100

Figure 11-52 PPTP VPN Connection Deployment
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Chapter 12 _
Policy

Every packet has to be detected if it corresponds with Policy or not when it
passes the ALL7000. When the conditions correspond with certain policy, it will
pass the ALL7000 by the setting of Policy without being detected by other policy.
But if the packet cannot correspond with any Policy, the packet will be
intercepted.

The parameter of the policy includes Source Address, Destination Address,
Service, Action, WAN Port, Traffic Log, Statistics, Content Blocking, Anti-Virus,
Authentication User, Schedule, Alarm Threshold, Trunk, Max. Concurrent
Sessions, and QoS. Control policies decide whether packets from different
network objects, network services, and applications are able to pass through the
ALL7000.

&
How to use Policy?

The device uses policies to filter packets. The policy settings are: source address,
destination address, services, permission, packet log, packet statistics, and flow
alarm. Based on its source addresses, a packet can be categorized into:

(1) Outgoing: The source IP is in LAN network; the destination is in WAN
network. The system manager can set all the policy rules of Outgoing
packets in this function

(2) Incoming: The source IP is in WAN network; the destination is in LAN
network. (For example: Mapped IP, Virtual Server) The system manager
can set all the policy rules of Incoming packets in this function

(3) WAN to DMZ: The source IP is in WAN network; the destination is in
DMZ network. (For example: Mapped IP, Virtual Server) The system
manager can set all the policy rules of WAN to DMZ packets in this
function
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(4) LAN to DMZ: The source IP is in LAN network; the destination is in DMZ
network. The system manager can set all the policy rules of LAN to DMZ
packets in this function

(5) DMZ to LAN: The source IP is in DMZ network; the destination is in LAN
network. The system manager can set all the policy rules of DMZ to LAN
packets in this function

(6) DMZ to WAN: The source IP is in DMZ network; the destination is in
WAN network. The system manager can set all the policy rules of DMZ to
WAN packets in this function

@AII the packets that go through ALL7000 must pass the policy permission (except
VPN). Therefore, the LAN, WAN, and DMZ network have to set the applicable policy

when establish network connection.
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Define the required fields of Policy

Source and Destination:
B Source IP and Destination IP is according to the ALL7000’s point of view.
The active side is the source; passive side is destination.

Service:

B [tis the service item that controlled by Policy. The user can choose default
value or the custom services that the system manager set in Service
function.

Action, WAN Port:

B Control actions to permit or reject packets that delivered between LAN
network and WAN network when pass through ALL7000 (See the chart and
illustration below)

Chart ‘ Name ‘ [llustration

v Permit all WAN network | Allow the packets that correspond with
. Interface policy to be transferred by WAN1/2 Port

. _ Allow the packets that correspond with
1 Permit WAN1 policy to be transferred by WAN1 Port

5 , Allow the packets that correspond with
& Permit WANZ policy to be transferred by WAN2 Port

s DENY Rej_ect the packets that correspond with
o policy to be transferred by WAN Port
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Option:

B To display if every function of Policy is enabled or not. If the function is
enabled and then the chart of the function will appear (See the chart and
illustration below)

Chart ‘ Name ‘ [llustration
< Traffic Log Enable traffic log
il Statistics Enable traffic statistics

" |Authentication User| Enable Authentication User

@ Schedule Enab_le t_he pollcy_ to_automatlcally execute the
function in a certain time

@ | Content Blocking | Enable Content Blocking

X1 QoS Enable QoS

Traffic Log:
B Record all the packets that go through policy.

Statistics:
B Chart of the traffic that go through policy

Content Blocking:
B To restrict the packets that passes through the policy

Authentication-User:
B The user have to pass the authentication to connect by Policy

Schedule:
B Setting the policy to automatically execute the function in a certain time
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MAX. Concurrent Sessions:
B Set the concurrent sessions that permitted by policy. And if the sessions
exceed the setting value, the surplus connection cannot be set successfully.

QoS:
B Setting the Guarantee Bandwidth and Maximum Bandwidth of the Policy (the
bandwidth is shared by the users who correspond to the Policy)

Move:

B Every packet that passes the ALL7000 is detected from the front policy to the
last one. So it can modify the priority of the policy from the selection.
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We set up six Policy examples in this chapter:

No. [Suitable Example Page
Situation

Ex1 Outgoing |Set up the policy that can monitor the internal 163
users. (Take Logging, Statistics, Alarm Threshold
for example)

Ex2 Outgoing |Forbid the users to access to specific network. 166
(Take specific WAN IP and Content Blocking for
example)

Ex3 Outgoing |Only allow the users who pass Authenticationto | 171
access to Internet in particular time.

Ex4 Incoming |The external user control the internal PC through | 173
remote control software (Take pcAnywhere for
example)

Ex5 | WAN to DMZ |Under DMZ NAT Mode, set a FTP Server and 175
restrict the download bandwidth from external and
MAX. Concurrent Sessions.

Ex6 | WAN to DMZ |Set a Mail Server to allow the internal and external| 177

DMZ to WAN |users to receive and send e-mail under DMZ
LAN to DMZ |Transparent Mode

162




Set up the policy that can monitor the internal users. (Take
Logging, Statistics, and Alarm Threshold for example)

STEP 1 . Enter the following setting in Outgoing Policy:
B Click New Entry

B Select Logging
B Select Statistics
B Click OK (Figurel2-1)

Modify Policy

Source Address |haside_Any |
Destination Address IOutside_Anyj
Service | anvy |
Action, WAN Port [FERMITAIL -]
Traffic Log ¥ Enable
Statistics I Enable
Content Blocking [~ Enable
Authentication User Mone  ~|
Schedule Mone |
Tunnel None |
MAX. Concurrent Sessions [ {0:means unlimited)
QoS [More -]

OK Cancel
Figurel2-1 Setting the different Policies
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STEP 2 . Complete the setting of Logging, Statistics, and Alarm Threshold in
Outgoing Policy: (Figurel2-2)

Source Destination | Service | Action Option Configure Move
Inside_Any OQutside_Any ANY M @*ltMl | | | Modify | Rernnve| To |1 'l
New Entry

Figurel2-2 Complete Policy Setting

STEP 3. Obtain the information in Traffic of Log function if you want to monitor
all the packets of the ALL7000. (Figurel2-3)

W Next
Time Source Destination Protocol Port Disposition
Jul 320:05:46 | 192.168.179.30 | 140127.177.17 1338 => 33407 %
Jul320:05:46 | 14012717717 | 192.168.179.30 TCP 33407 => 1338 Y
Jul320:05:46 | 14012717717 | 192.168.179.30 33407 => 1338 %
Jul 320:05:46 | 14012717717 | 192.168.179.30 TCP 33407 => 1338 I
Jul 320:05:46 | 192.168.179.30 | 140127.177.17 1341 =» 54945 %
Jul320:05:46 | 14012717717 | 192.168.179.30 54945 => 1341 I
Jul320:05:46 | 14012717717 | 192.168.179.30 54945 => 1341 %
Jul320:05:46 | 14012717717 | 192.168.179.30 ToP 54945 => 1341 I
Jul 320:05:46 | 192.168.179.30 | 140127.177.17 1341 =»> 54945 %
Jul 320:05:46 | 192.168.179.30 | 14012717717 TCF 1338 => 33407 Y
Jul 320:05:46 | 192.168.179.30 | 140127.177.17 1338 => 33407 %
Jul320:05:46 | 192.168.179.30 | 140127.177.17 TCP 1341 => 54945 I
Jul 320:05:46 | 192.168.179.30 | 140127.177.17 1338 => 33407 %
Jul320:05:46 | 14012717717 | 192.168.179.30 ToF 33407 => 1338 I
Jul320:05:46 | 192.168.179.30 | 140127.177.17 1341 => 54945 %
Jul320:05:46 | 14012717717 | 192.168.179.30 54945 => 1341 I
Jul 320:05:46 | 192.168.179.30 | 140127.177.17 TCP 1338 => 33407 %
Jul 320:05:46 | 14012717717 | 192.168.179.30 diid 33407 => 1338 Y
Clear Logs Download Logs

Figurel2-3 Traffic Log Monitor WebUI
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STEP 4 . To display the traffic record that through Policy to access to Internet in
Policy Statistics of Statistics function. (Figurel2-4)

Inside_Any to Qutside_Any Action : PERMIT

(D A (2

Beal-time: Down 3.4 MBitsfsec Up 63.0 EBitsfsec

Downstream
2.4 N
Max:2. 1M
=
=
[=3
(=]
L
ol
. g SRR |
o
L]
B
5
0.0 M : . i R I e I I i
19:41 19:51 2001 20:11 20l 20131 2041
tMinutel
Traffic stream M Maximum stream W Average stream
Upstream
43.5 K
Maw 37 .3k
L. 32K T
=
=
(=1
(&
L H
L) H
¢ TR T e S = et
=1
[
B
=
10.9 K T
O.OKE::i::i::::::i::i:::
19541 19:51 2ol 2011 2021 20131 2o
CMinutel
Traffic stream M Maximum stream

M Average stream

Figurel2-4 Statistics WebUI
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Forbid the users to access to specific network. (Take specific
WAN I[P and Content Blocking for example)

STEP 1 . Enter the following setting in URL Blocking, Script Blocking, P2P

Blocking, IM Blocking, and Download Blocking in Content
Blocking function: (Figurel2-5, 12-6, 12-7, 12-8, 12-9)
URL String Configure
-edu Modify | Remove |
-yahoo Modify | Remove |
~google Modify | Remove |
* Modify | Remove |
New Entry
Figurel2-5 URL Blocking Setting
Script Blocking
¥ Popup Blocking ¥ ActiveX Blocking
¥ Java Blocking ¥ Cookie Blocking
OK Cancel
Figurel2-6 Script Blocking Setting
Peer-to-Peer Application Blocking
¥ eDonkey Blocking
¥ Bit Torrent Blocking
¥ WinMX Blocking
OK Cancel

Figurel2-7 P2P Blocking Setting
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Instant Messaging Blocking
[¥ MSH Messenger Blocking

¥ Yahoo Messenger Blocking
¥ ICQ Messenger Blocking

[¥ Q0 Messenger Blocking

¥ Skype Messenger Blocking

OK Cancel
Figurel2-8 IM Blocking Setting
Download Blocking
¥ All Types Blocking
[ Audio and Video Types Blocking
Extension Blocking
[T .exe = .zip I~ .rar
[T .iso [~ .hin [ .rpm
I~ .doc = =7 = .ppt
[ .pdf M tyz © gz
I~ .bat = .di [~ .hta
I~ .scr = wh? I~ awps
[~ .pif
OK Cancel

Figurel2-9 Download Blocking Setting

@1. URL Blocking can restrict the Internal Users only can access to some specific
Website.

2. Script Blocking can restrict the Internal Users to access to Script file of Website.
(Java, Cookies...etc.)

3. P2P Blocking can restrict the Internal Users to access to the file on Internet by P2P.
(eDonkey, BT)

4. IM Blocking can restrict the Internal Users to send message, files, audio, and video
by instant messaging. (Ex: MSN Messenger, Yahoo Messenger, QQ, ICQ and
Skype)

5. Download Blocking can restrict the Internal Users to access to video, audio, and
some specific sub-name file by http protocol directly.
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STEP 2 . Enter as following in WAN and WAN Group of Address function:
(Figurel2-10, 12-11)

Name IP I Netmask Configure
Qutside_Any 0.0.0.0/0.0.0.0 InUse |
Remote_Serverl 61.219.38.39/255.2565.255.255 Modify | Remove |
Remote_Server? 202.1.237.21/255.255.255.235 Modify | Remove |
New Entry

Figurel2-10 Setting the WAN IP that going to block

Name Member Configure
WAN_Group Remote_Serverl, Remote_Server? Modify | Rem:ws|
New Entry

Figurel2-11 WAN Address Group

@The Administrator can group the custom address in Address. It is more convenient

when setting policy rule.
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STEP 3. Enter the following setting in Outgoing Policy:

B Click New Entry

B Destination Address: Select WAN_Group that set by STEP 2.

(Blocking by IP)

B Action, WAN Port: Select Deny
B Click OK (Figurel2-12)

Modify Policy

Source Address | nside_&ny = |
Destination Address [WAN Grovwp |
Service | anvy =l
Action, WAN Port ID_ENYALL =]
Traffic Log [~ Enable
Statistics " Enable
Content Blocking [~ Enable
Authentication User Mone  ~|
Schedule Mome  +|
Tunnel Mong |
MAX. Concurrent Sessions IU— {0:means unlimited)
GloS [More -]

OK

Figurel2-12 Setting Blocking Policy
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STEP 4 . Enter the following setting in Outgoing Policy:
B Click New Entry
B Select Content Blocking
B Click OK (Figurel2-13)

Add Mew Policy

Source Address | nside_&ny = |
Destination Address |Outside_An3r |
Service |ANY |
Action, WAN Port [FERMITAIL  +|
Traffic Log ™ Enable
Statistics I~ Enable
Content Blocking ¥ Enable
Authentication User [Mome =]
Schedule |N0ne |
Tunnel | Mone =]
MAX. Concurrent Sessions [0 {(0:means unlimited})
QoS [Honz +|

OK Cancel

Figurel2-13 Setting Content Blocking Policy

STEP 5. Complete the setting of forbidding the users to access to specific
network. (Figurel2-14)

Source | Destination | Service | Action Option Configure Move

Inside_Any | WAN_Group ANY x Modify | Remnve| To |1 'l

Inside_Any | Outside_Any ANY E/ o Modify | Remnve| To IQ 'l
New Entry

Figurel2-14 Complete Policy Setting

@Deny in Policy can block the packets that correspond to the policy rule. The System
Administrator can put the policy rule in the front to prevent the user connecting with

specific IP.
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Only allow the users who pass Authentication to access to
Internet in particular time

STEP 1 . Enter the following in Schedule function: (Figure12-15)

Name Configure
WorkingTime Modify | Remove |

New Entry
Figurel2-15 Add New Schedule

STEP 2 . Enter the following in Auth User and Auth User Group in
Authentication function: (Figure12-16)

Name Member Configure
laboratory joy, john, jack Modify | Remove|
New Entry

Figurel2-16 Setting Auth User Group

@The Administrator can use group function the Authentication and Service. It is

more convenient when setting policy.
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STEP 3. Enter the following setting in Outgoing Policy:
B Click New Entry
B Authentication User: Select laboratory
B Schedule: Select WorkingTime
B Click OK (Figurel2-17)

Modify Policy

Source Address |haside_Any |
Destination Address |Outside_An3r |
Service | anvy |
Action, WAN Port ID_ENYALL =]
Traffic Log [~ Enable
Statistics [ Enable
Content Blocking [~ Enable
Authentication User laboratery + |
Schedule WerkingTime «
Tunnel None |
MAX. Concurrent Sessions [ {0:means unlimited)
QoS [More -]

OK Cancel
Figurel2-17 Setting a Policy of Authentication and Schedule

STEP 4 . Complete the policy rule of only allows the users who pass
authentication to access to Internet in particular time. (Figure12-18)

Source | Destination | Service | Action Option Configure Move
Inside_Any | Outside_Any ANY Ef | | |45—'|®| | | Modify | Rsmnve| To |1 'l
New Entry

Figurel2-18 Complete Policy Setting
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The external user control the internal PC through remote control
software (Take pcAnywhere for example)

STEP 1 . Set up a Internal PC controlled by external user, and Internal PC’s IP
Address is 192.168.1.2

STEP 2 . Enter the following setting in Virtual Serverl of Virtual Server function:
(Figurel2-19)

Virtual Server Real [P _ 61111112
Service WAN Port Server Virtual IP Configure
Pgé;?’g;g;;e 56315632 192.168.1.2 Modify | Remove |
New Entry

Figurel2-19 Setting Virtual Server
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STEP 3. Enter the following in Incoming Policy:
B Click New Entry
B Destination Address: Select Virtual Serverl (61.11.11.12)
B Service: Select PC-Anywhere (5631-5632)
B Click OK (Figure12-20)

Add MNew Policy

Source Address | Outside_&ny ~|
Destination Address | Virtoal Server 1(61.11.11.12) =]
Service [PC-amyrwhere(5631-563) =|
Action [PERMIT  ~|

Traffic Log ™ Enable

Statistics " Enable

Schedule | Mone |

Tunnel [Mone =]
MAX. Concurrent Sessions [0 (0:means unlimited)
QoS [Mone -]

OK Cancel

Figurel2-20 Setting the External User Control the Internal PC Policy

STEP 4 . Complete the policy for the external user to control the internal PC
through remote control software. (Figure12-21)

Source Destination Service Action| Option Configure Move
OQutside_Any V'g;”;'fﬁ“;g]’ ' [ PcAnywhere(@631.5632) | 7 Modify | Remove| | To [1 =]
New Entry

Figurel2-21 Complete Policy Setting
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Set a FTP Server under DMZ NAT Mode and restrict the
download bandwidth from external and MAX. Concurrent
Sessions.

STEP 1. Set a FTP Server under DMZ, which IP is 192.168.3.2 (The DMZ
Interface Address is192.168.3.1/24)

STEP 2 . Enter the following setting in Virtual Server1 of Virtual Server function:
(Figurel2-22)

Virtual Server Real [P _ 61111112

Service YWAN Port Server Virtual IP Configure
FTP (21) 21 192.168.3.2 Modify | Remove |
New Entry

Figurel2-22 Setting up Virtual Server Corresponds to FTP Server

@When using the function of Incoming or WAN to DMZ in Policy, strong suggests

that cannot select ANY in Service. It may being attacked by Hacker easily.

STEP 3. Enter the following in QoS: (Figurel2-23)

Name WAN Downstream Bandwidth Upstream Bandwidth Priority | Configure
1 G Bandwidth = 100kbps G Bandwidth = 50 Kbps
M Bandwicth = 500Kbps W Bandwidth = 200 Kbps Modify |
FTP_QoS - - Middle Remove |
2 G Bandwidth = 500Kbps G Bandwidth = 50 Kbps
M Bandwidth =  512Kbps W Bandwidth = 60 Kbps

New Entry

Figurel2-23 QoS Setting
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STEP 4 . Enter the following in WAN to DMZ Policy:

B Click New Entry
B Destination Address: Select Virtual Serverl (61.11.11.12)
B Service: Select FTP (21)
B QoS: Select FTP_QoS
B MAX. Concurrent Sessions: Enter 100
B Click OK (Figurel2-24)
Add MNew Policy
Source Address |Ouiside_Anyj
Destination Address IVh’tualSer\rerl(rSl.ll.ll.lﬁ)j
Service [FTP@ED =]
Action |PERM1'T |
Traffic Log [~ Enable
Statistics [~ Enable
Schedule |N0ne |
Tunnel [ None =
MAX. Concurrent Sessions W {0:means unlimited)
QoS [Qos 1 -]

OK

Figurel2-24 Add New Policy

Cancel

STEP 5. Complete the policy of restricting the external users to access to
internal network server (which may occupy the resource of network)

(Figurel2-25)

Source Destination Service | Action Option Configure Move
. Virtual Server 1 "
OQutside_Any 61414112 FTP@E1) Z X2| Moty | Remove| | To [T]
New Entry

Figurel2-25 Complete the Policy Setting
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Set a Mail Server to allow the internal and external users to
receive and send e-mail under DMZ Transparent Mode

STEP 1 . Set a Mail Server in DMZ and set its network card’s IP Address as
61.11.11.12. The DNS setting is external DNS Server.

STEP 2 . Add the following setting in DMZ of Address function: (Figurel2-26)

Name IP I Netmask MAC Address Configure
DMZ_Any 0.0.0.0:0.0.0.0 In Use |
Mail_Server 61.11.11.12/255.255.255.255 00:48:54:55:E1:07 Modify | Remnve|
New Entry

Figurel2-26 the Mail Server’s IP Address Corresponds to Name Setting in Address Book of Mail

Server

STEP 3 . Add the following setting in Group of Service function: (Figurel2-27)

Group name Service Configure
E-mail DHS,POP3,SMTP Modify | R.ernnve|
New Entry

Figurel2-27 Setting up a Service Group that has POP3, SMTP, and DNS
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STEP 4 . Enter the following setting in WAN to DMZ Policy:
B Click New Entry
B Destination Address: Select Mail_Server
B Service: Select E-mall
B Click OK (Figure12-28)

Add MNew Policy

Source Address | Outside_&ny ~|
Destination Address [ Mail_Server + |
Service [E-Mal =]
Action [PERMIT  ~|
Traffic Log ™ Enable
Statistics I~ Enable
Schedule | Mone |
Tunnel [Mone =]
MAX. Concurrent Sessions [ {0:means unlimited)
QoS [Mone -]

OK Cancel

Figurel2-28 Setting a Policy to access Mail Service by WAN to DMZ

STEP 5. Complete the policy to access mail service by WAN to DMZ.
(Figurel2-29)

Source Destination Service | Action Option Configure Move
Outside_Any Mail_Server E-mail Ef | | | | Medify | Remnve| To |1 VI
New Entry

Figurel2-29 Complete the Policy to access Mail Service by WAN to DMZ
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STEP 6 . Add the following setting in LAN to DMZ Policy:
B Click New Entry
B Destination Address: Select Mail_Server
B Service: Select E-mall
B Click OK (Figure12-30)

Add New Policy

Source Address | Inside_tiny + |

Destination Address [ Mail_Server + |

Service [ Bl =]

Action FERMIT ~

Traffic Log ™ Enable

Statistics ™ Enable

Schedule [Mone =]

MAX. Concurrent Sessions [0 {(0:means unlimited})

OK Cancel

Figurel2-30 Setting a Policy to access Mail Service by LAN to DMZ

STEP 7 . Complete the policy to access mail service by LAN to DMZ
(Figurel2-31)

Source Destination Service | Action | Option Configure Move
Inside_Any Mail_Server E-mail E/ | | | Modify | Rernnve| To |1 'l
New Entry

Figurel2-31 Complete the Policy to access Mail Service by LAN to DMZ
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STEP 8 . Add the following setting in DMZ to WAN Policy:
B Click New Entry
B Source Address: Select Mail_Server
B Service: Select E-mail
B Click OK (Figurel2-32)

Add Mew Policy

Source Address [ Mail_Server x|
Destination Address |Outside_An3r |
Service [E-Madl |
Action, WAN Port [FERMITAIL  ~|
Traffic Log " Enable
Statistics I~ Enable
Content Blocking " Enable
Authentication User INone =
Schedule [ Monz |
Tunnel [ Mone |
MAX. Concurrent Sessions [0 (0:means unlimited)
QoS |Non13 |

0K Cancel
Figurel2-32 Setting the Policy of Mail Service by DMZ to WAN

STEP 9. Complete the policy access to mail service by DMZ to WAN.
(Figurel2-33)

Source Destination | Service | Action Option Configure Move
Mail_Server Outside_Any E-mail E/ | | | | | | | Modify|Rernnve| To |1'l

New Entry

Figurel2-33 Complete the Policy access to Mail Service by DMZ to WAN
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Chapter 16
Alert Setting

When the ALL7000 had detected attacks from hackers and the internal PC
sending large DDoS attacks. The Internal Alert and External Alert will start on
blocking these packets to maintain the whole network.

In this chapter, we will have the detailed illustration about Internal Alert and
External Alert:
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Define the required fields of Hacker Alert

Detect SYN Attack:
B Select this option to detect TCP SYN attacks that hackers send to server
computers continuously to block or cut down all the connections of the
servers. These attacks will cause valid users cannot connect to the servers.
€ [SYNFlood Threshold(Total) Pkts/Sec] : The system Administrator
can enter the maximum number of SYN packets per second that is
allowed to enter the network/ALL7000. If the value exceeds the setting
one, and then the device will determine it as an attack.

€ [SYNFlood Threshold(Per Source IP) Pkts/Sec] : The system
Administrator can enter the maximum number of SYN packets per
second from attacking source IP Address that is allowed to enter the
network/ALL7000. And if value exceeds the setting one, and then the
device will determine it as an attack.

€ [SYNFlood Threshold Blocking Time(Per Source IP) Seconds] :
When the ALL7000 determines as being attacked, it will block the
attacking source IP address in the blocking time you set. After blocking
for certain seconds, the device will start to calculate the max number of
SYN packets from attacking source IP Address. And if the max number
still exceed the define value, it will block the attacking IP Address
continuously.

Detect ICMP Attack:
B When Hackers continuously send PING packets to all the machines of the
LAN networks or to the ALL7000 via broadcasting, your network is
experiencing an ICMP flood attack.
€ [ICMP Flood Threshold( Total) Pkts/Sec] : The System
Administrator can enter the maximum number of ICMP packets per
second that is allow to enter the network/ALL7000. If the value exceeds
the setting one, and then the device will determine it as an attack.

€ [ICMP Flood Threshold(Per Source IP)Pkts/Sec] : The System
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Administrator can enter the maximum number of ICMP packets per
second from attacking source IP Address that is allow to enter the
network / ALL7000. If the value exceeds the setting one, and then the
device will determine it as an attack.

[ICMP Flood Threshold Blocking Time(Per Source
IP)Seconds] :When the ALL7000 determines as being attacked, it will
block the attacking source IP address in the blocking time you set. After
blocking for certain seconds, the device will start to calculate the max
number of ICMP packets from attacking source IP Address. And if the
max number still exceed the define value, it will block the attacking IP
Address continuously.

Detect UDP Attack:

B When Hackers continuously send PING packets to all the machines of the
LAN networks or to the ALL7000 via broadcasting, your network is
experiencing an UDP attack.

*

[UDP Flood Threshold(Total)Pkts/Sec] : The System Administrator
can enter the maximum number of UDP packets per second that is allow
to enter the network/ALL7000. If the value exceeds the setting one, and
then the device will determine it as an attack.

[UDP Flood Threshold(Per Source IP)Pkts/Sec] : The System
Administrator can enter the maximum number of UDP packets per
second from attacking source IP Address that is allow to enter the
network/ALL7000. If the value exceeds the setting one, and then the
device will determine it as an attack.

[UDP Flood Threshold Blocking Time ( Per Source IP) Seconds]) :
When ALL7000 determines as being attacked, it will block the attacking
source IP in the blocking time you set. After blocking for certain seconds,
the device will start to calculate the max number of UPD packets from
attacking source IP. If the max number still exceed the define value, it
will block the attacking IP Address continuously.
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Detect Ping of Death Attack:

B Select this option to detect the attacks of tremendous trash data in PING
packets that hackers send to cause System malfunction. This attack can
cause network speed to slow down, or even make it necessary to restart the
computer to get a normal operation.

Detect IP Spoofing Attack:

B Select this option to detect spoof attacks. Hackers disguise themselves as
trusted users of the network in Spoof attacks. They use a fake identity to try
to pass through the ALL7000 System and invade the network.

Detect Port Scan Attack:

B Select this option to detect the port scans hackers use to continuously scan
networks on the Internet to detect computers and vulnerable ports that are
opened by those computers.

Detect Tear Drop Attack:

B Select this option to detect tear drop attacks. These are packets that are
segmented to small packets with negative length. Some Systems treat the
negative value as a very large number, and copy enormous data into the
System to cause System damage, such as a shut down or a restart.

Filter IP Route Option:

B Each IP packet can carry an optional field that specifies the replying address
that can be different from the source address specified in packet’'s header.
Hackers can use this address field on disguised packets to invade LAN
networks and send LAN networks’ data back to them.
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Detect Land Attack:

B Some Systems may shut down when receiving packets with the same
source and destination addresses, the same source port and destination port,
and when SYN on the TCP header is marked. Enable this function to detect
such abnormal packets.

@After System Manager enable External Alert, if the ALL7000 has detected any

abnormal situation, the alarm message will appear in External Alarm in Attack Alarm.
And if the system manager starts the E-mail Alert Notification in Settings, the device

will send e-mail to alarm the system manager automatically.
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ALL7000 Alarm and to prevent the computer which being
attacked to send DDoS packets to LAN network

STEP 1. Select Internal Alert in Alert Setting and enter the following settings:
B Enter The threshold sessions of infected Blaster (per Source
IP) (the default value is 30 Sessions/Sec)
B Select Enable Blaster Blocking and enter the Blocking Time
(the default time is 60 seconds)

B Select Enable E-Mail Alert Notification
B Select Enable NetBIOS Alert Notification
B |P Address of Administrator: Enter 192.168.1.10
B Click OK
B Internal Alert Setting is completed. (Figure16-1)
Blaster Alert Setting
The threshold sessions of infected Blaster {per Source IP) is IT Sessions / Sec
¥ Enable Blaster Blocking Blocking Time |50—secunds
¥ Enable E-Mail Alert Notification
¥ Enable NetBIOS Alert Notification IP Address of Administrator [[92168110

OK Cancel
Figurel6-1 Internal Alert Settings
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@Aﬂer complete the Internal Alert Settings, if the device had detected the internal
computer sending large DDoS attack packets and then the alarm message will appear in
the Internal Alarm in Attack Alarm or send NetBIOS Alert notification to the infected PC
Administrator’s PC (Figurel16-2, 16-3, 16-4)

If the Administrator starts the E-Mail Alert Notification in Setting, the ALL7000 will
send e-mail to Administrator automatically. (Figure16-5)

192.168.1.2 2004-11-15 12:03:41

Figurel6-2 Internal Alert Record

Figurel6-3 NetBIOS Alert Notification to the Infected PC
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Messenger Service

Mlesmage form Mult-HomingCateway to Fayearth on 050622000 100552 AN
Wauming!!

IP Addie=s: 192.165.1.2

NeABICE Narne: JACKE

A Addre=s: OO0 B T.56.ES

has umusal,

it mright be affected by Blaster Vins.

Flease ask wlated depeatment fox sssictance

Figurel6-4 NetBIOS Alert Notification to Administrator’'s PC
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Time_:-'Wed Eﬂp 151 9\325 12004

The fo]lowing_mac’:}‘ﬁne tay have been infected by viruses.

Interface  Source IP
LATT 192.168.1.2

Figurel6-5 E-mail Virus Alert
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Chapter 17
Attack Alarm

ALL7000 has two alarm forms: Internal Alarm, and External Alarm.

Internal Alarm: When the ALL7000 had detected the internal PC sending large
DDoS attacks and then the Internal Alarm will start on blocking these packets to
maintain the whole network.

External Alarm: When ALL7000 detects attacks from hackers, it writes attacking
data in the External Alarm file and sends an e-mail alert to the Administrator to
take emergency steps.

)
&
How to use Attack Alarm

The Administrator can be notified the unusal affair in Intranet from Attack Alarms.
And the Administrator can backup the Internal Alarm, and External Alarm and
then delete the records to maintain the network status.
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We set up two Alarm examples in the chapter:

No. Suitable Example Page
Situation
Ex 1 Internal To record the DDoS attack alarm from internal | 192
Alarm PC
Ex 2 ii(temaﬂ To record the attack alarm about Hacker 193
arm

attacks the ALL7000 and Intranet
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To record the DDoS attack alarm from internal PC

STEP 1. Select Internal Alarm in Attack Alarm when the device detects DDoS
attacks, and then can know which computer is being affected.
(Figurel7-1)

Interface Virus infected IP Alarm Time
DMZ 192.168.1.2 201-11-16 17:45:56

Figurel7-1 Internal Alarm WebUI
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To record the attack alarm about Hacker attacks the ALL7000
and Intranet

STEP 1 . Select the following settings in External Alert in Alert Setting function:
(Figurel7-2)

DoS ! Anti-Hacker Setting

¥ Sasser Block ¥ MSBlaster Block
¥ Code Red Block ¥ Nimda Block
¥ Detect SYN Attack SYN Flood Threshold (Total) IECO Pkts/Sec

SYN Flood Threshold (Per Source IP) |50— Pkts/Sec

SYN Flood Threshold Blocking Time (Per Source IP) |50— Seconds
¥ Detect ICMP Flood ICMP Flood Threshold (Total) lW PktsiSec

ICMP Flood Threshold (Per Source IP) IW Pkis/Sec

ICMP Flood Threshold Blocking Time (Per Source IP) |60— Seconds
¥ Detect UDP Flood UDP Flood Threshold (Total) W Pkis/Sec

UDP Flood Threshold (Per Source IP} P00 PkisiSec

UDP Flood Threshold Blocking Time (Per Source IP) |60— Seconds

¥ Detect Ping of Death Attack ¥ Detect Tear Drop Attack
V¥ Detect IP Spoofing Attack ¥ Filter IP Route Option
¥ Detect Port Scan Attack ¥ Detect Land Attack

OK Cancel

Figurel7-2 External Alert Setting WebUI
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STEP 2 . When Hacker attacks the ALL7000 and Intranet, select External
Alarm in Attack Alarm function to have detailed records about the
hacker attacks. (Figurel7-3)

IJuld 114603 vl

Time Event

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:46:03 |172.19.50.130

Jul4 The system has detected the attack of TCP port scan, suspected to be
11:45:46 |172.19.50.130

Jul4 The system has detected the attack of TCP port scan , suspected to be
11:45:32 |172.19.50.120

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:45:27 |172.19.50.120

Jul 4 The system has detected the attack of TCP port scan, suspected to be
11:45:24 |172.19.50.120

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:45:06 |172.19.50.100

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:45:02 |172.19.50.100

Jul4 The system has detected the attack of TCP port scan, suspected to be
11:44:59 |172.19.50.66

Jul4 The system has detected the attack of TCP port scan , suspected to be
11:44:48 |172.19.50.66

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:44:45 |172.19.50.66

Jul 4 The system has detected the attack of TCP port scan, suspected to be
11:44:34 |172.19.50.19

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:44:28 |172.19.560.19

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:44:26 |172.19.560.19

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:41:58 |172.19.50.12

Jul4 The system has detected the attack of TCP port scan , suspected to be
11:39:50 |172.19.50.12

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:37:21 172.19.50.12

Jul 4 The system has detected the attack of TCP port scan, suspected to be
11:37:16 |172.19.50.12

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:37:16 |172.19.60.12

Clear Alarm Download Alarms

Figurel7-3 External Alarm WebUI
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Chapter 18
LOG

Log records all connections that pass through the ALL7000’s control policies.
The information is classified as Traffic Log, Event Log, and Connection Log.

Traffic Log’s parameters are setup when setting up policies. Traffic logs record
the details of packets such as the start and stop time of connection, the duration
of connection, the source address, the destination address and services
requested, for each control policy.

Event Log record the contents of System Configurations changes made by the
Administrator such as the time of change, settings that change, the IP address
used to log in...etc.

Connection Log records all of the connections of ALL7000. When the
connection occurs some problem, the Administrator can trace back the problem
from the information.

A
@
How to use the Log

The Administrator can use the log data to monitor and manage the device
and the networks. The Administrator can view the logged data to evaluate
and troubleshoot the network, such as pinpointing the source of traffic
congestions.
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We set up four LOG examples in the chapter:

No. Suitable Example Page
Situation

Ex1 |Traffic Log [To detect the information and Protocol port that | 197
users use to access to Internet or Intranet by
ALL7000.

Ex2 |Event Log To record the detailed management events (such| 202
as Interface and event description of ALL7000) of
the Administrator

Ex3 E:onnection To detect event description of WAN Connection | 205
09

Ex4 |Log Backup |To save or receive the records that sent by the | 208
ALL7000
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To detect the information and Protocol port that users use to
access to Internet or Intranet by ALL7000

STEP 1 . Add new policy in DMZ to WAN of Policy and select Enable Logging:

(Figurel18-1)

Add Mew Policy

Source Address Im_Any =]
Destination Address [Outside_Any ~|
Service | anvy |
Action, WAN Port FERMITALL |
Traffic Log I Enable
Statistics I~ Enable
Content Blocking " Enable
Authentication User [Mone  ~|
Schedule [Mone =]
Tunnel [ Mone |
MAX. Concurrent Sessions [0 (0:means unlimited)
oS [Monz =]

OK

Figurel8-1 Logging Policy Setting

Cancel

STEP 2 . Complete the Logging Setting in DMZ to WAN Policy: (Figruel8-2)

Source | Destination | Service

Action

Option Configure

DMZ_Any Outside_Any ANY

4

Modify | Remove |

= LHEAH

New Entry

Figurel8-2 Complete the Logging Setting of DMZ to WAN
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policy. (Figurel8-3)

STEP 3. Click Traffic Log. It will show up the packets records that pass this

Time Source Destination Protocol Port Disposition
Jul 4 12:02:59 192.168.179.30 192.168.179.1 1549 => 80 I
Jul 4 12:02:58 192.168.179.30 192.168.179.1 1548 => 80 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 Z
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 %
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 I
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 g 80 => 1546 I
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 %
Jul 4 12:02:55 192.168.179.30 61.213.147.14 dind 1546 => 80 I
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 g 80 => 1546 Z
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 I
Jul 4 12:02:55 61.213.147.14 192.168.179.30 find 80 => 1546 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 I
Jul 4 12:02:55 61.213.147 .14 192.168.179.30 80 => 1546 %
Jul 4 12:02:55 192.168.179.30 61.213.147.14 dind 1546 => 80 I
Jul 4 12:02:55 192.168.179.30 61.213.147.14 TGP 1546 => 80 %
Clear Logs Download Logs

Figurel8-3 Traffic Log WebUI
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STEP 4 . Click on a specific IP of Source IP or Destination IP in Figurel8-3, it
will prompt out a WebUI about Protocol and Port of the IP. (Figure18-4)

=101 x|
Refish [comally %] [RI4 26015 5] Next ||
Time Source Destination Protocol Port Disposition

Jul4 12:04:15 182.168.179.30 192.168.179.1 il 1660 > 80 %
Jul 4 12:02:59 182.168.179.30 192.168.179.1 15649 > 80 %
Jul4 12:02:58 182.168.179.30 192.168.179.1 1548 > 80 %
Jul 4 12:02:55 182.168.179.30 61.213.147.14 il 1546 > 80 %
Jul 4 12:02:55 182.168.179.30 61.213.147.14 1546 > 80 %
Jul 4 12:02:55 182.168.179.30 61.213.147.14 1546 = 80 7
Jul 4 12:02:55 182.168.179.30 61.213.147.14 1546 = 80 7
Jul 4 12:02:55 182.168.179.30 61.213.147.14 1546 > 80 %
Jul 4 12:02:55 182.168.179.30 61.213.147.14 1546 > 80 %
Jul 4 12:02:55 182.168.179.30 61.213.147.14 1546 > 80 %
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 > 80 7
Jul 4 12:02:55 192.168.179.30 61.213.147.14 alid 1546 > 80 e
Jul 4 12:02:55 182.168.179.30 203.84.196.97 1547 > 80 %
Jul 4 12:02:55 182.168.179.30 203.84.196.97 1547 > 80 %
Jul 4 12:02:55 182.168.179.30 168.95.192.1 [iewp] TYPE=3 %
Jul 4 12:02:55 182.168.179.30 203.84.196.97 1644 > 80 %
Jul 4 12:02:55 182.168.179.30 203.84.196.97 1644 > 80 %

Jul 4 12:02:55 182.168.179.30 203.84.196.97 il 1543 > 80 % ||

Figurel8-4 The WebUI of detecting the Traffic Log by IP Address
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be saved instantly. (Figure18-5)

STEP 5. Click on Download Logs and select Save in File Download WebUI.
And then choose the place to save in PC and click OK; the records will

IJulfl 12:02:59 vl
MNext
Time Source Destination Protocol Port Disposition
Jul412:02:59 192.168.179.30 192.168.179.1 1549 => 80 I
- A A amn e s 2o a T— T
A T — PN
Jul4 12:02:55 T 46 Y
Juld 12:02:55 7 ‘ou have chosen to download a file from this location. 80 E/
Juld 12:02:55 ’ traffic. log from 192.168.133.1 80 E/
Jul4 12:02:55 46 7
Juld 12:02:65 what would you like to do with this file? 46 E/
Juld 12:02:55 4 € Open this file from itz curent lacation 20 E/
Juld 12:02:55 P ' Save this file to disk 80 E/
Juld412:02:55 | - 80 7
Juld 12:02:55 ¥ Always ask before opening this type of file 46 E/
Jul4 12:02:55 46 7
Jul412:02:55 46 I
Jul4 12:02:55 46 7
Juld 12:02:55 Ok I Cancel | Iare Info | A6 E/
Jul412:02:55 BT.ZT3 a7 14 T9Z 68 TI9.30 BU =% T546 E/
Jul412:02:55 192.168.179.30 61.213.147.14 TCP 1546 => 80 I
Jul412:02:55 192.168.179.30 61.213.147.14 1546 => 80 %
Clear Logs Download Logs

Figurel8-5 Download Traffic Log Records WebUI

200



be deleted from the ALL7000 instantly. (Figure18-6)

STEP 6 . Click Clear Logs and click OK on the confirm WebUI; the records will

Time Source Destination Protocol Port Disposition
Jul 4 12:02:59 192.168.179.30 192.168.179.1 1549 => 80 I
Jul 4 12:02:58 192.168.179.30 192.168.179.1 TEP 1548 => 80 E/
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 == 1546 Z
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 E/
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 I
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 == 1546 E/
Jul 4 12:02:55 61.213.147 .14 192.168.179.30 TEP 80 == 1546 I
Jul 4 12:02:55 192.168.179 o Ien-_ : 20 1546 => 80 E/
Jul 4 12:02:55 192.168.179 ' 1546 => 80 I
Jul 4 12:02:55 192.168.179 '@ Do youreally wart to clean ? 1546 => 80 E/
Jul 4 12:02:55 61.213.147. 80 == 1546 Z
Jul 4 12:02:55 61.213.147. B el | 80 == 1546 E/
Jul412:02:55 61.213.147.14 192, T08. T 9.30 80 => 1546 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 dlid 80 == 1546 E/
Jul 4 12:02:55 61.213.147 .14 192.168.179.30 80 == 1546 I
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 == 1546 E/
Jul 4 12:02:55 192.168.179.30 61.213.147.14 dlid 1546 => 80 I
Jul 4 12:02:55 192.168.179.30 61.213.147.14 TEP 1546 => 80 E/
Clear Logs Download Logs

Figurel8-6 Clearing Traffic Log Records WebUI
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To record the detailed management events (such as Interface
and event description of ALL7000) of the Administrator

STEP 1. Click Event log of LOG. The management event records of the
administrator will show up (Figurel18-7)

|Julf1 120511 vl
Mext

Time Event
Jul412:05:11 |admin WAN1 is disconnected
Jul412:01:36 |admin WAN2 is connected
Jul412:01:13  |admin Modify [WAN2 Interface] from 192.168.179.30

S admin Modify [Policy](Outgoing,Inside_Any=>0utside_Any ANY,permit1)
e 0l Azt from 192.168.179.30

Juld4 11:59:13  |admin Modify [WAN1 Interface] from 192.168.179.30
Jul411:58:26  |{null) Modify [WAN1 Interface] from 192.168.179.30
Juld4 11:50:33  |{null) WAN1 is connected

Jul 4 11:50:16  |{(null) Modify [WAN1 Interface] from 192.168.179.30

— (hull) Remove [Mapped IP] (External IP : 172.19.0.2 Internal IP :
ol Rl 192.168.179.2) from 192.168.179.30

Juld 11:39:09  |user admin [Login success] from 192.168.179.30

o (null) Modify [Mapped IP] (External IP : 172.19.0.2 Internal IP : 192.168.179.2)
JUI411:36:07 | o 172.19.50.12

(nully Add [Mapped IP] (External IP : 172.19.0.2 Internal IP : 12.168.179.2) from
172.1950.12

Jul411:35:16  |{null) Remove [Virdual Server 1] from 172.19.50.12
Juld4 11:34:58  |{null) Add [Virtual Server 1] from 172.19.50.12
Jul411:34:09 |user admin [Login success] from 172.19.50.12
Juld 11:32:56  |{null) WAN1 is disconnected

Jul411:32:19  |{null) Modify [WAN1 Interface] from 192.168.179.30
Jul411:30:15  |{null) WAN1 is connected

Jul 4 11:35:36

Clear Logs Download Logs

Figurel8-7 Event Log WebUI
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STEP 2 . Click on Download Logs and select Save in File Download WebUI.
And then choose the place to save in PC and click OK; the records will
be saved instantly. (Figure18-8)

|Julf1 120511 vl
Mext

Time Event
Jul412:05:11 |admin WAN1 is disconnected
Jul412:01:36 |admin WAN2 is connected
Jul412:01:13  |admin Modify [WAN2 Interface] from 192.168.179.30

Jul 4 12:00:50 Edmirjnm‘o‘djty‘[fnolpi.fy](outgoing,lnside_Any=>0utside_Any,ANY,permit1)

Y

Jul 4 11:59:13 _ _ _

Juld 11:52:26 ‘r'ou have chosen to download a file from this location.

Juld 11:50:33 event.log from 192168.133.1

Jul 4 11:50:16

Juld 11:48:22 ‘what would.yo.u like to. dio with thiz fiIPT? IP:
= Open this file from its current location

Jul 4 11:39:09 % Save this file to disk

Jul 4 11:36:07 P :192.168.179.2)
IV Always ask before opening this type of file

Jul411:35:35 12.168.179.2) from

Jul 4 11:36:16

Jul4 11:34:58 (]9 I Cancel | ore Info |

Jul 411:34:09

Juld 11:32:56  |{null) WAN1 is disconnected
Jul411:32:19  |{null) Modify [WAN1 Interface] from 192.168.179.30
Jul4 11:30:15  |{null) WAN1 is connected

Clear Logs Download Logs

Figurel8-8 Download Event Log Records WebUI
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STEP 3. Click Clear Logs and click OK on the confirm WebUI; the records will
be deleted from the ALL7000. (Figure18-9)

|Julf1 120511 vl
Mext

Time Event
Jul412:05:11 |admin WAN1 is disconnected
Jul412:01:36 |admin WAN2 is connected
Jul412:01:13  |admin Modify [WAN2 Interface] from 192.168.179.30

S admin Modify [Policy](Outgoing,Inside_Any=>0utside_Any ANY,permit1)
e E0le At from 192.168.179.30

Juld4 11:59:13  |admin Modify [WAN1 Interface] from 192.168.179.30
Jul411:58:26  |{null) Modify [WAN1 Interface] from 192.168.179.30
Juld4 11:50:33  |{null) WAN1 is connected

Juld411:50:16  |{(null) Modify [ prrmrsemmm—m—s Explorer x|p30

v (hull) Remove 3.0.2 Internal IP :
Jul411:48:22 1921681792] i ? Are you sure you want bo remaove ®
Juld 11:39:09  |user admin [L 30

T {null) Modify [l [ ok | concel | 0.2 Internal IP : 192.168.179.2)
Jul 4 11:36:07 from 172.19 5(
Jul411:35:35 (nully Add [Mapped IP] (External IP : 172.19.0.2 Internal IP : 12.168.179.2) from

172.19.50.12

Jul411:35:16  |{null) Remove [Virdual Server 1] from 172.19.50.12
Jul4 11:34:58  |{null) Add [Virtual Server 1] from 172.19.50.12
Jul411:34:09 |user admin [Login success] from 172.19.50.12
Juld 11:32:56  |{null) WAN1 is disconnected

Jul411:32:19  |{null}) Modify [WAN1 Interface] from 192.168.179.30
Jul4 11:30:15  |{null) WAN1 is connected

Clear Logs Download Logs

Figurel8-9 Clearing Event Log Records WebUI
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To Detect Event Description of WAN Connection

STEP 1. Click Connection in LOG. It can show up WAN Connection records of
the ALL7000. (Figure18-10)

IJul3 154114 =]
Mext

Time ConnectionLog
Jul319:41:14 |Warning: couldn't open ppp database Ivarifrunipppd.tdb
Jul319:41:14 |pppd 2.4.1 started by root, uid 0
Jul319:41:14  |tdb_store failed: Invalid tdb context
Jul319:41:14 |Couldn't allocate PPP unit -1073449922 as it is already in use
Jul319:41:14 |Using interface ppp0
Jul319:41:14  |tdb_store failed: Invalid tdb context
Jul319:41:14 |PPPoE : Couldn'tincrease MTU to 1500
Jul319:41:14 |Couldn'tincrease MRU to 1500
Jul319:41:16 |local IP address 10.64.64.64
Jul319:41:16 |remote IP address 10.114.136.19
Jul319:41:16  |linkname : wan1 intetface : ppp0
Jul319:41:20 |Sending PADI
Jul319:41:20 |HOST_UNIQ successful match
Jul319:41:21  |HOST_UNIQ successful match
Jul319:41:21 |Got connection: 857
Jul319:41:21 |pads
Jul319:41:21 |Connecting PPPoE socket: 00:90:1a:40:09:87 0857 eth1 0x53798
Jul319:41:21 |using channel 3

Clear Logs Download Logs

Figurel8-10 Connection records WebUI
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STEP 2 . Click on Download Logs and select Save in File Download WebUI.
And then choose the place to save in PC and click OK; the records will
be saved instantly. (Figure18-11)

IJu.1319:f11:1-'.1 vl
MNext
Time ConnectionLog
Jul319:41:14 |Warning: couldn't open ppp database Ivarifrunipppd.tdb
Jul319:41:14 |pppd 2.4.1 started by root, uid 0
Jul319:41:14 x|
Jul 319:41:14 *fou have chosen to download a file from this location. se
Jul 319:41:14 local? log from 172.19.1.254
Jul 319:41:14
Jul 319:41:14 g G
what would pou like to do with thiz file?
Jul 319:41:14 - e : :
Open this file from its current location
Jul 3 19:41:16 & Save this file to disk
Jul 319:41:16
Jul 3 19:41:16 ¥ Alsays ask before opering this type of file
Jul 319:41:20
Jul 319:41:20
Jul 319:41:21
Jul 319:41:21 0K I Cancel | Mare Info |
Jul 319:41:21
Jul319:41:21 |Connecting PPPoE socket: 00:90:1a:40:09:87 0857 eth1 0x53798
Jul319:41:21 |using channel 3

Clear Logs Download Logs

Figurel8-11 Download Connection Log Records WebUI

206



STEP 3. Click Clear Logs and click OK on the confirm WebUI, the records will
be deleted from the ALL7000 instantly. (Figure18-12)

IJul3 154114 =]
MNext

Time Connection Log
Jul319:41:14 |Warning: couldn't open ppp database Ivarifrunipppd.tdb
Jul319:41:14 |pppd 2.4.1 started by root, uid 0
Jul319:41:14  |tdb_store failed: Invalid tdb context
Jul319:41:14 |Couldn't allocate PPP unit -1073449922 as it is already in use
Jul319:41:14 |Using interface ppp0
Jul319:41:14  |tdb_store failed: Invalid tdb context
Jul319:41:14 |PPPoE : Couldn'tincrease MTU to 1500
Jul319:41:14  |Couldn't in sy
Jul319:41:16 |local IP adc
Jul319:41:16 remote IP 8 @ Are you sure you wank b remove ?
Jul319:41:16 |linkname :
Jul319:41:20 |[Sending P/ o | concel |
Jul319:41:20 |HOST_UNI
Jul319:41:21  |HOST_UNIQ successful match
Jul319:41:21 |Got connection: 857
Jul319:41:21 |pads
Jul319:41:21 |Connecting PPPoE socket: 00:90:1a:40:09:87 0857 eth1 0x53798
Jul319:41:21 |using channel 3

X

Clear Logs Download Logs

Figurel8-12 Clearing Connection Log Records WebUI
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To save or receive the records that sent by the ALL7000

STEP 1. Enter Setting in System, select Enable E-mail Alert Notification
function and set up the settings. (Figrue18-13)

E-mail Setting

¥ Enable E-mail Alert Notification
Device Name lm { ex: Multi-Homing Gateway |
Sender Address lm [ ex: sender@mydomain.com
SMTP Server IW { ex: mail. mydomain.com )
E-mail Address 1 l‘-mfl@mym [ ex: userl@mydamain.cam )
E-mail Address 2 lm [ ex: userZ@mydamain.cam )
Mail Test Mail Test

Figurel8-13 E-mail Setting WebUI

STEP 2 . Enter Log Backup in Log, select Enable Log Mail Support and click
OK (Figurel8-14)

Log Mail Configuration
Enable Log Mail Support
When Log Full {(300Kbytes), Multi-Homing Gateway Appliance sends Log

From SMTP Server mail.mydomain.com
To E-mail Address 1 userl@mydomain.com
E-mail Address 2 user2@mydomain.com

Figurel8-14 Log Mail Configuration WebUI

@ After Enable Log Mail Support, every time when LOG is up to 300Kbytes and it

will accumulate the log records instantly. And the device will e-mail to the Administrator

and clear logs automatically.
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STEP 3. Enter Log Backup in Log, enter the following settings in Syslog
Settings:

Select Enable Syslog Messages

Enter the IP in Syslog Host IP Address that can receive Syslog

Enter the receive port in Syslog Host Port

Click OK

Complete the setting (Figurel18-15)

Syslog Setting
¥ Enable Syslog Messages

Syslog Host IP Address [fa0.135.21.3 { ex: 192.168.1.61)
Syslog Host Port 514 [ex:514)

OK Cancel

Figurel8-15 Syslog Messages Setting WebUI
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Chapter 19
Accounting Report

Administrator can use this Accounting Report to inquire the LAN IP users and
WAN IP users, and to gather the statistics of Downstream/Upstream, First
packet/Last packet/Duration and the Service of all the user’s IP that passes the
ALL7000.

210



Define the required fields of Accounting Report
Accounting Report Setting:
B By accounting report function can record the sending information about

Intranet and the external PC via ALL7000.

Accounting Report can be divided into two parts: Outbound Accounting Report
and Inbound Accounting Report

Outbound Accounting Report

LAN
User
External Mail Security Gateway
server <
DMZ
User

It is the statistics of the downstream and upstream of the LAN, WAN and all kinds
of communication network services

Source IP :

B The IP address used by LAN users who use ALL7000

Destination IP :

B The IP address used by WAN service server which uses ALL7000.

Service :

B The communication service which listed in the menu when LAN users use
ALL7000 to connect to WAN service server.
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Inbound Accounting Report

LAN
Server
External Mail Security Gateway
User
DMZ
Server

It is the statistics of downstream / upstream for all kinds of communication
services; the Inbound Accounting report will be shown when WAN user uses
ALL7000 to connect to LAN Service Server.

Source IP :

B The IP address used by WAN users who use ALL7000

Destination IP :

B The IP address used by LAN service server who use ALL7000

Service :

B The communication service which listed in the menu when WAN users use
ALL7000 to connect to LAN Service server.
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Outbound

STEP 1 . Enter Outbound in Accounting Report and select Top Users to
inquire the statistics of Send / Receive packets, Downstream /
Upstream, First packet/Last packet/Duration and the service from
the LAN or DMZ user’s IP that pass the ALL7000. (Figure19-1)

m TOP: Select the data you want to view, it presents 10 results in one

page.

Pull-down menu selection

B Source IP : The IP address used by LAN users who use ALL7000

to connect to WAN service server.

Downstream : The percentage of downstream and the value of
each WAN service server which uses ALL7000 to LAN user.

Upstream : The percentage of upstream and the value of each
LAN user who uses ALL7000 to WAN service server.

First Packet : When the first packet is sent to WAN service server
from LAN user, the sent time will be recorded by the ALL7000.

Last Packet : When the last packet sent from WAN service server
IS received by the LAN user, the sent time will be recorded by the
ALL7000.

Duration : The period of time which starts from the first packet to
the last packet to be recorded.

Total Traffic : The ALL7000 will record the sum of packet
sent/receive time and show the percentage of each LAN user’s
upstream/downstream to WAN service server.

B Reset Counter : Click Reset Counter button to refresh Accounting

Report.
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Top: |1 -1 vI

Starting Time : Wed Jan 1 00:03:52 2003

No. | [Source TP ~| = | Downstream - | Upstream ~ | First Packet ~ | Last Packet ~ | Duration ~ | Action
1 192.168.100.2 114.9 KBl 100.0% |4.6 MB|1I]I].I]% 01/01 00:08:19 | 01/01 00:08:23 00:00:04 Remove |
Total Traffic 114.9 KB 4.6 MB Reporting time Fri Sep 2 09:12:21 2005

Figurel9-1 Outbound Source IP Statistics Report
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STEP 2 . Enter Outbound in Accounting Report and select Top Sites to
inquire  the statistics website of Send/Receive packets,
Downstream/Upstream, First packet/Last packet/Duration and the
service from the WAN Server to pass the ALL7000. (Figure19-2)

TOP : Select the data you want to view, it presents 10 results in one
page.

Pull-down menu selection

Destination IP : The IP address used by WAN service server
which uses ALL7000.

Downstream : The percentage of downstream and the value of
each WAN service server which uses ALL7000 to LAN user.

Upstream : The percentage of upstream and the value of each
LAN user who uses ALL7000 to WAN service server.

First Packet : When the first packet is sent from WAN service
server to LAN users, the sent time will be recorded by the
ALL7000.

Last Packet : When the last packet from LAN user is sent to WAN
service server, the sent time will be recorded by the ALL7000.
Duration : The period of time which starts from the first packet to
the last packet to be recorded.

Total Traffic : The ALL7000 will record the sum of time and show
the percentage = of each  WAN  service server’s
upstream/downstream to LAN user.

Reset Counter : Click Reset Counter button to refresh Accounting
Report.
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Top: Il - 10 vl

Starting Time ; Wed Jan 100:03:52 2003

No.| [Destination IP -] + | Downstream - | Upstream ~ | First Packet ~ | Last Packet ~ | Duration ~ | Action
1 168.95.4.16 169.8 KB | 54.5% |65 MB |99.2% | 01.0100:08:47 | 01/0100:12:12 00:03:25 | Remove
2 67.159.5.204 98.1 KB | 31.5% |3.1KB | 0.0% | 01/0100:18:39 | 01/0100:18:45 00:00:06 | Remove
3 211.20.178.245 10.9KB | 3.5% |220KB|03% | 01:0100:08:55 | 01/0100:13:31 00:04:36 | Remove
4 207.46.6.80 79KB | 25% |52KB|0.4% | 01/0100:12:03 | 01/0100:29:31 00:17:28 | Remove
5 81.71.37.93 37KB | 1.2% |1.7 KB |0.0% | 01/0100:08:19 | 01/0100:28:03 00:19:44 | Remove
6 207.68.178.61 35KB | 1.1% |2.8KB |0.0% | 010100:12:10 | 01/0100:12:10 00:00:00 | Remove
7 211.78.161.178 33KB | 1.0% |565.0B(00% | 010100:12:16 | 01/0100:12:16 00:00:00 | Remove
8 65.54.183.192 27KB | 0.9% |1.3KB|0.0% | 010100:12:04 | 01/0100:12:04 00:00:00 | Remove
9 203.73.24.185 18 KB | 06% [553.0B(0.0% | 01/0100:12:19 | 01/0100:12:19 00:00:00 | Remove
10 211.72.252.63 15KB | 05% [534.0B8(0.0% | 01/0100:12:20 | 01/0100:12:20 00:00:00 | Remove

Total Traffic 3118 KB 6.6 MB Reporting time Fri Sep 2 03:32:31 2005

Reset Counter

Figurel9-2 Outbound Destination IP Statistics Report
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STEP 3. Enter Outbound in Accounting Report and select Top Services to
inquire the statistics website of Send / Receive packets,
Downstream/Upstream, First packet/Last packet/Duration and the
service from the WAN Server to pass the ALL7000. (Figure19-3)

TOP: Select the data you want to view. It presents 10 results in one
page.

&

selected TOP numbering to draw the Protocol Distribution chart.
(Figure19-4)

: According to the downstream / upstream report of the

Pull-down menu selection

Service : The report of Communication Service when LAN users
use the ALL7000 to connect to WAN service server.

Downstream : The percentage of downstream and the value of
each WAN service server who uses ALL7000 to connect to LAN
user.

Upstream : The percentage of upstream and the value of each
LAN user who uses ALL7000 to WAN service server.

First Packet : When the first packet is sent to the WAN Service
Server, the sent time will be recorded by the ALL7000.

Last Packet : When the last packet is sent from the WAN Service
Server, the sent time will be recorded by the ALL7000.

Duration : The period of time starts from the first packet to the last
packet to be recorded.

Total Traffic : The ALL7000 will record the sum of time and show
the  percentage of each  Communication  Service’s
upstream/downstream to WAN service server.

Reset Counter : Click the Reset Counter button to refresh the
Accounting Report.
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Top: 1 -10 Vl

[ =5 Starting Time : Wed Jan 1 00:03:52 2003
No. | |Service | +|Downstream . | Upstream ~ | First Packet -~ | Last Packet -~ | Duration + | Action
1 | SMTP [25] 150.0 KB| 47.0%| 6.5 MB| 99.0%| 01/0100:08:47 | 01/0100:11:19 00:02:32 | Remove
2 | HTTP [80] 123.7 KB| 38.8%|35.7 KB| 0.5%| 01/0100:08:22 | 01/0100:18:31 00:10:09 | Remove
3 | POP3 [110] 21.5KB|  6.7%| 2.2KB| 0.0%| 01/0100:11:24 | 01/0100:12:15 00:00:51 Remove
4 | MSN [1863] 97KB| 3.0%| 7.0KB| 0.1%| 01/0100:12:02 | 01/0100:38:31 00:26:29 | Remove
5 | UNKNOWY [4446] 44 KB 14%| 21KB| 0.0% 01/0100:08:19 | 01/0100:35:45 00:27:26 | Remove
6 | HTTPS [443] 27KB| 0.8% 1.4 KB| 0.0% 01/0100:08:21 | 01/0100:12:04 00:03:43 | Remove
7 | UNKNOWY [1368] 1.2KB|  0.4%| 1.2KB| 0.0%| 01/0100:08:25 | 01/0100:36:38 00:26:13 | Remove
8 | UNKNOW [4652] 1.2 KB| 0.4%| 1.7 KB| 0.0%| 01/0100:08:25 | 01/0100:36:13 00:27:48 | Remove
9 | UNKNOW [63756] 549.0 B  0.2%| 963.0 B| 0.0%| 01/0100:08:25 | 01/0100:36:38 00:28:13 | Remove
10 | UNKNOW [22453] 500.0 B 0.2%| 882.0 B| 0.0%| 01/0100:08:25 | 01/0100:36:39 00:26:14 | Remove
Total Traffic 319.1 KB 66 MB Reporting time Fri Sep 2 09:42.01 2005

Reset Counter

Figurel9-3 Outbound Services Statistics Report

Service Distribution

e

Downstream

SMTP [25] 150.0 KBytes (46.9%)|7—
HTTP [80] 123.7 KBytes (38.7%)|——

POP3 [110] 21.5 KBytes (6.7%)|°
MSN [1863] 10.1 KBytes [{3.2%)|
UNKNOW [4446] 4.4 KBytes (1.4%)|
HTTPS [443] 2.7 KBytes (0.8%)|
UNKNOW [4652] 1.6 KBytes (0.5%)|
UNKNOW [1368] 1.2 KBytes (0.4%)|

ﬂ UNKNOW [63756] 549.0 Bytes (0.2%)|
UNKNOW [22453] 500.0 Bytes (0.2%)|
OTHER 3.6 KBytes (1.1%)|

MNo. Upstream
SMTP [25] 6.5 MBytes (99.0%)|———————T
HTTP [80] 35.7 KBytes (0.5%)|

MSN [1863] 7.7 KBytes (0.1%)|
POP3 [110] 2.2 KBytes (0.0%)|
UNKNOW [44486] 2.1 KBytes (0.0%)|
UNKNOW [4652] 2.1 KBytes (0.0%)|
UNKNOW [3198] 1.6 KBytes (0.0%)|
HTTPS [443] 1.4 KBytes (0.0%)|

ﬂ UNKNOW [1368] 1.2 KBytes (0.0%)|
UNKNOW [63756] 963.0 Bytes (0.0%)|
OTHER 156.7 KBytes (0.2%)|

Figurel9-4 According to the downstream / upstream report of the selected TOP numbering to draw

the Protocol Distribution chart

&, G - -
Press to return to Accounting Report window.
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Inbound

STEP 1 . Enter Inbound in Accounting Report and select Top Users to inquire
the statistics website of Send / Receive packets, Downstream /
Upstream, First packet/Last packet / Duration and the service from
the WAN user to pass the ALL7000. (Figure19-5)

TOP : Select the data you want to view. It presents 10 pages in one
page.

Select from the Pull-down menu

Source IP:The IP address used by WAN users who use ALL7000.

Downstream : The percentage of Downstream and the value of
each WAN user who uses ALL7000 to LAN service server.

Upstream : The percentage of Upstream and the value of each
LAN service server who uses ALL7000 to WAN users.

First Packet : When the first packet is sent from WAN users to
LAN service server, the sent time will be recorded by the ALL7000.

Last Packet : When the last packet is sent from LAN service
server to WAN users, the sent time will be recorded by the
ALL7000.

Duration : The period of time starts from the first packet to the last
packet to be recorded.

Total Traffic : The ALL7000 will record the sum of time and show
the percentage of each WAN user’s upstream / downstream to
LAN service server.
Reset Counter : Click the Reset Counter button to refresh the
Accounting Report.
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Top: |1—5v[

Starting Time : Wed Jan 1 00:04:10 2003

No.| [SouzP =]/~ | Upstream Downstream ~ | First Packet ~ | Last Packet ~ | Duration ~ | Action
1 172.19.1.106 4.6 KB |85.5% | 620.0 B 52.0% 01/01 03:34:46 01/01 03:34:46 00:00:00 Remove
2 172.19.50.25 448.0B | 8.1% | 420.0B 26.6% 01/01 03:59:20 01/01 03:39:21 00:00:01 Remove
3 172.19.50.35 128.0B| 2.3% | 1200 B 76% 0101 04:00:04 01/01 04:00:04 00:00:00 Remove
4 172.19.50.30 12808 | 2.3% | 1200 B F.6% 0101 03:59:52 01/01 03:59:53 00:00:01 Remove
5 172.1950.159 | 9608 | 1.7% | 96.0 B 6.1% 0101 03:59:30 01/01 03:59:31 00:00:01 Remove

Total Traffic 54 KB 1.5 KB Reporting time Mon Sep 5 14:24:19 2005

Figurel9-5 Inbound Top Users Statistics Report
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Enter Inbound in Accounting Report and select Top Sites to inquire the
statistics website of Send / Receive packets, Downstream / Upstream, First
packet/Last packet / Duration and the service from the WAN user to pass the
ALL7000. (Figurel9-6)

TOP : Select the data you want to view. It presents 10 pages in one
page.

Pull-down menu selection

Destination IP : The IP address used by WAN users who uses
ALL7000.

Downstream : The percentage of Downstream and the value of
each WAN user who uses ALL7000 to LAN service server.

Upstream : The percentage of Upstream and the value of each
LAN service server who uses ALL7000 to WAN users.

First Packet : When the first packet is sent from WAN users to
LAN service server, the sent time will be recorded by the ALL7000.

Last Packet : When the last packet is sent from LAN service
server to WAN users, the sent time will be recorded by the
ALL7000.

Duration : The period of time starts from the first packet to the last
packet to be recorded.

Total Traffic : The ALL7000 will record the sum of time and show
the percentage of each WAN user’s upstream / downstream to
LAN service server.

Reset Counter : Click the Reset Counter button to refresh the
Accounting Report.
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Top: |1—10 vl

Starting Time : Wed Jan 1 00:04:10 2003

No. [ |Destination P ~| + | Downstream Upstream ~ | First Packet ~ | Last Packet ~ | Duration - | Action
1 192.168.1.2 1.6 MB 31.7% |213.9 KB [22.0% | 01/0100:15:42 01/01 03:45:02 03:29:20 Remove
2 192.168.1.3 956.6 KB | 18.3% | 29.2 KB | 3.0% 01/01 01:14:07 0101 04:05:15 02:51:08 Remove
3 192.168.1.4 9354 KB | 10.2% |235.0 KB (26.3% | 01/0103:24:08 01/01 03:33:07 00:08:59 Remove
4 192.168.1.5 47886 KB | 9.1% 3B.2 KB | 3.9% 01/01 0D:15:40 01/01 03:45:16 03:29:36 Remove
5 192.168.1.20 MI6KB | 6.0% 10.4 KB | 1.1% 01/01 01:12:42 0101 04:04:38 02:51:56 Remove
6 192.168.1.21 3MO7TKB | 59% 96.3 KB | 9.9% 01/01 02:34:33 01/01 02:38:24 00:03:51 Remove
7 192.168.1.28 | 270.7KB | 5.2% | 659 KB [ 6.8% | 010101:27:54 0101 01:31:58 00:04:04 | Remove
i} 192.168.1.126 1125 KB | 2.1% 95 KB | 1.0% 01/01 02:35:01 01/01 02:46:25 00:11:24 Remove
9 192.168.1.220 90.5 KB 1.7% 94 KB | 1.0% 01/01 01:13:07 0101 01:13:56 00:00:49 Remove
10 | 1921681236 |B24KB | 16% | 29KB |03% | 010102:35:06 01/01 02:43:15 00:08:09 | Remove

Total Traffic 51 MB 9713 KB Reparting time Mon Sep 5 14:23:18 2005

Figurel9-6 Inbound Destination IP Statistics Report
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STEP 2 . Enter Inbound in Accounting Report and select Top Services to
inquire  the statistics website of Send/Receive packets,
Downstream/Upstream, First packet/Last packet/Duration and the
service from the WAN Server to pass the ALL7000. (Figure19-7)

B TOP:Select the data you want to view. It presents 10 results in one
page.

u ﬁ : According to the downstream / upstream report of the
selected TOP numbering to draw the Protocol Distribution chart.
(Figure19-8)

Pull-down menu selection

B Service : The report of Communication Service when WAN users
use the ALL7000 to connect to LAN service server.

B Downstream : The percentage of downstream and the value of
each WAN user who uses ALL7000 to LAN service server.

B Upstream : The percentage of upstream and the value of each
LAN service server who uses ALL7000 to WAN user.

B First Packet : When the first packet is sent to the LAN Service
Server, the sent time will be recorded by the ALL7000.

B Last Packet : When the last packet is sent from the LAN Service
Server, the sent time will be recorded by the ALL7000.

B Duration : The period of time starts from the first packet to the last
packet to be recorded.

B Total Traffic : The ALL7000 will record the sum of time and show
the percentage of each Communication Service’'s upstream /
downstream to LAN service server.

B Reset Counter : Click the Reset Counter button to refresh the
Accounting Report.
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Top: |1-3 -

[ Starting Time : Wed Jan 1 00:04:10 2003
No. |Smrm ~| - | Upstream . | Downstream + | First Packet ~ | Last Packet + | Duration + | Action
1 | HTTP [30] 904.4 KB| 59.2%| 84.6 KB|  86.1%| 01,01 03:34:46 01/01 04:06:19 00:31:33 Remove
2 | FTP-DATA [20] 622.5 KB| 40.7%| 12.5 KB 12.8%| 0101 04:39:31 01/01 04:42:23 00:02:52 Remove
3 |FTP21] 17KB| 0.1% 1.1KB 1.1%| 01/01 04:39:30 01/01 04:39:30 00:00:00 Remove
Total Traffic 1.5 MB 98.2 KB Reporting time Mon Sep § 15:11:28 2005
Reset Counter
Figurel9-7 Inbound Services Statistics Report
Service Distribution
@
No. Downstream
HTTP [80] 904.4 KBytes (69.0%)[————=
FTP-DATA [20] 6225 KBytes (40.6%)|—
3 |FTP [21] 5.3 KBytes (0.3%)|
OTHER 0.0 Bytes [0.0%)|
No. Upstream
HTTP [80] 84.6 KBytes (83.8%)
FTP-DATA [20] 125 KBytes (12.4%)|—
3 |FTP[21] 3.9 KBytes (3.8%)
OTHER 0.0 Bytes [0.0%)|

Figurel9-8 According to the downstream / upstream report of the selected TOP numbering to draw

the Protocol Distribution chart
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Chapter 20

Statistics

WAN Statistics: The statistics of Downstream / Upstream packets and
Downstream/Upstream traffic record that pass WAN Interface

Policy Statistics: The statistics of Downstream / Upstream packets and
Downstream/Upstream traffic record that pass Policy

In this chapter, the Administrator can inquire the ALL7000 for statistics of packets
and data that passes across the ALL7000. The statistics provides the
Administrator with information about network traffics and network loads.
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Define the required fields of Statistics:

Statistics Chart:
B Y-Coordinate : Network Traffic (Kbytes/Sec)
B X-Coordinate : Time (Hour/Minute )

Source IP, Destination IP, Service, and Action:
B These fields record the original data of Policy. From the information above,
the Administrator can know which Policy is the Policy Statistics belonged to.

Time:
B To detect the statistics by minutes, hours, days, months, or years.

Bits/sec, Bytes/sec, Utilization, Total:
B The unit that used by Y-Coordinate, which the Administrator can change the

unit of the Statistics Chart here.
€ Utilization : The percentage of the traffic of the Max. Bandwidth that

System Manager set in Interface function.
€ Total: To consider the accumulative total traffic during a unit time as
Y-Coordinate
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WAN Statistics

STEP 1 . Enter WAN in Statistics function, it will display all the statistics of
Downstream/Upstream packets and Downstream/Upstream record
that pass WAN Interface. (Figure20-1)

WAN Time

WAN 1 Minute Hour Day Week Month Year

WAN 2 Minute Hour Day Week Month Year
All WAN Interface Minute Hour Day Week Month Year

Figure20-1 WAN Statistics function

B Time: To detect the statistics by minutes, hours, days, months, or
years.

@WAN Statistics is the additional function of WAN Interface. When enable WAN

Interface, it will enable WAN Statistics too.

STEP 2 . In the Statistics window, find the network you want to check and click
Minute on the right side, and then you will be able to check the
Statistics figure every minute; click Hour to check the Statistics figure
every hour; click Day to check the Statistics figure every day; click
Week to check the Statistics figure every week; click Month to check
the Statistics figure every month; click Year to check the Statistics
figure every year.
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STEP 3 . Statistics Chart (Figure20-2)

B Y-Coordinate : Network Traffic (Kbytes/Sec)
B X-Coordinate : Time (Hour/Minute)
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Figure20-2 To Detect WAN Statistics
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Policy Statistics

STEP 1. If you had select Statistics in Policy, it will start to record the chart of
that policy in Policy Statistics. (Figure20-3)

Source Destination | Service | Action Time
Inside_Any | Outside_Any | ANY |[PERMIT| Minute Hour Day YWeek Month Year
DMZ_Any | Outside_Any | ANY |PERMIT| Minute Hour Day Week Month Year

Figure20-3 Policy Statistics Function

@If you are going to use Policy Statistics function, the System Manager has to

enable the Statistics in Policy first.

STEP 2 . In the Statistics WebUI, find the network you want to check and click
Minute on the right side, and then you will be able to check the
Statistics chart every minute; click Hour to check the Statistics chart
every hour; click Day to check the Statistics chart every day; click
Week to check the Statistics figure every week; click Month to check
the Statistics figure every month; click Year to check the Statistics
figure every year.
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STEP 3. Statistics Chart (Figure20-4)

2 O

Beal-time: Down 3_4 WBits/fsec

B Y-Coordinate : Network Traffic (Kbytes/Sec)

B X-Coordinate : Time (Hour/Minute/Day )
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Figure20-4 To Detect Policy Statistics

230



Chapter 21
Status

The users can know the connection status in Status. For example: LAN IP, WAN
IP, Subnet Netmask, Default Gateway, DNS Server Connection, and its IP...etc.

Interface: Display all of the current Interface status of the ALL7000
Authentication: The Authentication information of ALL7000
ARP Table: Record all the ARP that connect to the ALL7000

DHCP Clients: Display the table of DHCP clients that are connected to the
ALL7000.
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Interface

STEP 1 . Enter Interface in Status function; it will list the setting for each
Interface: (Figure21-1)

PPPoOE Con. Time: The last time of the ALL7000 to be enabled
MAC Address: The MAC Address of the Interface

IP Address/ Netmask: The IP Address and its Netmask of the
Interface

Rx Pkts, Err. Pkts: To display the received packets and error
packets of the Interface

Tx Pkts, Err. Pkts: To display the sending packets and error
packets of the Interface

Ping, WebUI: To display whether the users can Ping to the
ALL7000 from the Interface or not; or enter its WebUI
Forwarding Mode: The connection mode of the Interface
Connection Status: To display the connection status of WAN
DnS/ UpS Kbps: To display the Maximum
DownStream/UpStream Bandwidth of that WAN (set from
Interface)

DnStream Alloca.: The distribution percentage of DownStream
according to WAN traffic

UpStream Alloca.: The distribution percentage of UpStream
according to WAN traffic

Default Gateway: To display the Gateway of WAN

DNS1: The DNS1 Server Address provided by ISP

DNS2: The DNS2 Server Address provided by ISP
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LAN WAN1 WAN2 DMZ
Forwarding Mode NAT Static |P Static IP Transparent
WAN Connection =} =}
Max. Downstream / Upstream 512 /512 Kbhps 50000 / 50000 Kbps
Downstream Alloca. 0% 100%
Upstream Alloca. 41% 58%

PPPoE Con. Time

MAC Address 00:e0:98:00:00:09 00:e0:98:00:00:0a 00:e0:98:00:00:0b 00:20:98:00:00:0c

IP Address 192.168.159.1 61.11.11.12 211.22.22.22 0.0.0.0

Netmask 255.255.255.0 255.255.255.0 255.255.255.0 0.0.0.0
Default Gateway 61.11.11.254 211.22.22.254
DNS1 168.95.1.1 168.95.1.1
DNS2 0.0.0.0 0.0.0.0
Rx Pkts, Error Pkts 98471, 0 0,0 2408, 0 0,0

Tx Pkts, Error Pkts 12173, 0 13068, 0 15066, 0 15112, 0
Ping % % % %
TP % % % %

Figure21-1 Interface Status
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Authentication

STEP 1 . Enter Authentication in Status function, it will display the record of
login status: (Figure21-2)
B [P Address: The authentication user IP
B Auth-User Name: The account of the auth-user to login
B Login Time: The login time of the user (Year/Month/Day
Hour/Minute/Second)

IP Address Authentication-User Name Login Time
192.168.179.30 josh 2003/1/1 0:18:10

Figrue21-2 Authentication Status WebUI
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ARP Table

STEP 1 . Enter ARP Table in Status function; it will display a table about IP
Address, MAC Address, and the Interface information which is
connecting to the ALL7000: (Figure21-3)

B NetBIOS Name: The identified name of the network
IP Address: The IP Address of the network

[
B MAC Address: The identified number of the network card
[

Interface: The Interface of the computer

IP Address MAC Address Interface
172191006 00:0C: 7E:BY:96:4E LaM
172.19.66.33 00:0C: 7FE:BF-97:7E LaM
172191101 0003562500290 LaM
B1.215.49.25 10002842035 9E AR
172.19.1 1086 005084 AF S0:ED LaM
172195017 00:E0:95:C1:92:00 LaM
172.19.85 .85 00:0C: 7FC:00:04: 48 LaM
B1.215.49.25 1000244765710 WA

172.19.100.45 00:02:44:5E:B7.CF LaM
172.19.100.64 00:D0:C9: 920759 LaM
B1.215.49.29 00:45:54:5C:75:99 D E
172195012 00:0C: 7E:B7:96:38 D E
B1.215.49.30 00400 CY: 55673 D E
172.19.20.11 00:07:50:41:00: AE LaM
172.19.20.100 00:0C: 7E:B7:96:49 LaM
172.19.100.54 00:EQ: FD:9F:1 764 LaM
172195012 00:0C: 7E:B7:96:38 LaM
172195015 00:05:50:95:FF-9E LaM
1721910059 00:90: 08:00:EE: &7 LaM
172.19.55 66 0010 F3:05:1C:04 LaM
172.19.100.55 00:30:08:04:58: 9F LaM
172.19.66.33 00:0C: ¥FE:BF-97-7E DME
172.19.100.30 00:0E: F5:00:08:01 LaM

Figure21-3 ARP Table WebUI
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DHCP Clients

STEP 1 . In DHCP Clients of Status function, it will display the table of DHCP

Clients that are connected to the ALL7000: (Figure21-4)

B |P Address: The dynamic IP that provided by DHCP Server

B MAC Address: The IP that corresponds to the dynamic IP
B Leased Time: The valid time of the dynamic IP (Start/End)
(Year/Month/Day/Hour/Minute/Second)

IP Address MAC Address LEgagcime
Start End
192.168.179.2 00:0c:76:b7:97-7¢ 2003/1/1 0:9:49 2003/1/2 0:9:49
192.168.179.4 56:49:54:41:4¢:bd 2003/1/1 0:4:54 2003/1/20:4:54

Figure21-4 DHCP Clients WebUI
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Germering, 06.07.06

EC — Declaration of conformity

for

ALL7000 Load-balancing VPN Gateway

This equipment conforms with the requirements of the Council Directive
89/336/EC on the approximation of the laws of the member states relating to
Electromagnetic Compatibility Directive and the mutual recognition of their
conformity.

The safety advice in the documentation accompanying the products shall be obeyed. The
conformity to the above directive is indicated by the CE sign on the device.

The ALLNET ALL7000 Load-balancing VPN Gateway conforms to the European Directive
89/336/EC and 2002/95/EC (RoHS Directive).
This equipment meets the following conformance standards:
EMI:  EN 55022 :1998 (Al :2000 Class B)
EN 6100-3-2 :2000 Class A
EN6100-3-3:1995+A1:2001
EMS: EN 55024 :1998 (A1 :2001)
This equipment is intended to be operated in all countries.
This declaration is made by
ALLNET Computersysteme GmbH
Maistr. 2
82110 Germering

and can be downloaded from http://www.allnet.de/ce-certificates/ .
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