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Hardware Confiquration

Hardware Description:

Power LED: llluminates solid green when ALL7008 is first
powered up. Start up takes up to one minute to complete.
Status LED: When LED light start glittering, it means the
system is under the status of booting. Around two minutes
when the LED light stop glittering, it means the system is
booting successful.

WAN 1/2 Port: To connect to the external router, DSL modem,
or Cable modem.

LAN Port: Connect to the intranet PCs.

DMZ Port: Connect to the company’s server(s).

Console Port: 9-pin serial port connector for checking
ALL7008 system setting and restore to the factory setting.



Software Configuration

STEP 1 . Connect both the Administrator’'s PC and the LAN port of ALL7008
to a hub or switch. And use a web browser to display the
configurations of the ALL7008 (such as Internet Explorer or
Netscape). The default IP address of ALL7008 is http://192.168.1.1
with a subnet mask of 255.255.255.0. Therefore, the IP address of
the Administrator PC must be in the range between 192.168.1.2—
192.168.1.254

STEP 2 . After the new IP of Administrator's PC take effect, enable IE or
Netscape and connect to http://192.168.1.1 and it can use browser
to set up the parameter of ALL7008.

The following table is a list of virtual IP addresses. These addresses may not use
WAN Real IP address.

10.0.0.0 ~ 10.255.255.255
172.16.0.0 ~ 172.31.255.255
192.168.0.0 ~ 192.168.255.255



http://192.168.1.1/
http://192.168.1.1/

STEP 3. A pop-up screen will appear and prompt for a username and
password. A username and password is required to connect to
ALL7008. Enter the default login username and password of
Administrator (FigureS-1).

B Username: admin
Password: admin
B Click OK.

Enter Network Password i ed 4

% Fleaze type your uger name and pazswiord.
Site: 19216211

Fealm M etGuardian Adminiztration T ools

Ilzer Mame Iadmin

Paszward I “““““

¥ Save thiz password in your password list

Cancel |

FigureS-1 Login WebUI

STEP 4 . After entering the username and password, select Interface on the
left menu and click on LAN. (FigureS-2)
B LAN: enter IP address 192.168.1.1
Netmask: 255.255.255.0

® Click OK.
LAM Interface
IP Address I'I 9216311
Metmask |255.255 2550
MAC Address IDD:aa:bb:dS:E?:EE
Enable System Management ¥ Ping W HTTR

QK Cancel

FigureS-2 IP Address and Netmask Setting

STEP 5. If new LAN IP Address is not 192.168.1.1, after clicking on OK, it
must change the System Manager’s IP Address to be at the same
subnet range as the new LAN IP. And enter the new LAN IP in
browser website field and reconnect ALL7008 again.



STEP 6 . After entering to the main system of ALL7008, select Interface on the
left menu and click on WAN. (Figure S-3)

Balance Mode : | AUt 'I

WAN Mo, Connect Mode IP Address Satural_ed Ping HTTP Configure Priority
Connections

1 (Disable) 0> Modify | e

2 (Disable) [lE Modify | ”:l'

FigureS-3 WAN 1/2 Interface

STEP 7 . WAN Interface 1/ 2: select the WAN 1/2 that needs to be set and
click Modify. Enter the IP address provided from ISP. (Figure S-4)

WYANT Interface

Service: |DNS ¥ DNS Server [P Address : [1e8.95.11 et
Dromain name - v yahon.com Assist (Max. 55 characters)

wiatt |3 seconds between the sending of esch allve packet. ( Range: 0 - 99, 0 do not chiack )

© PPPOE (ADEL User)
€ Dynanic IP Address (Cable Modem Lser)
& Static P Address

IP Address Frazzis
Metmash Psoon
MAC Acdress [oaseEDsaszs
Default Gateway [Frazizese
DNS Server 1 [iesesan
DNS Server 2 1

e Dowwnistream Bandwidth 51200 Kbps ( Range: 1 - 51200
Max. Lpstream Bandwicth 51200 Khps ( Rangs: 1 - 512001
Enable System Managemesnt ¥ Fing ¥ HrTR

OK Cance|

Figure S-4 WAN IP Address and Netmask Setting



STEP 8. If Mail Server is in DMZ, it needs to set DMZ Interface; If Mail Server
is set in WAN, and then skips Step 8
B Select Interface on the left menu and click DMZ function.
DMZ Interface: Select DMZ_TRANSPARENT
B Click OK. ALL7008 will reboot again. It takes about 2 minutes to
reboot. When the LED light stop glittering, it means reboot
successfully and can enter WebUI again. (FigureS-5)

DMZ Interface |DMZI_TRAMNSPARENT ¥
IP Aclelress 0.0.0.0

hetmask 0.0.0.0
MAC Address 00 a2 bhodd3 6767
Eriable System Management ¥ Ping W wrTR

0K Cancel

FigureS-5 DMZ WebUI

STEP 9. Click on System function and click on Date/Time function in
Configure.

STEP 10 . Enter the following setting in Date/Time setting:
B Select Enable synchronize with an Internet time Server.
Set offset +8 hours from GMT
Enter the Server IP/Name: 133.100.9.2
Enter Update system clock every 360 minutes.
B Click OK. (FigureS-6)

System time : Thu Mow 15 18:59:28 2007
Synchronize system clock

¥ synchronize system clock with an Internet time server

Set offset I+E ¥ | hours from GMT  Assist
I™ Enable davlight saving time setting

Fr’orrvl1 ~2 i "ITo 1 ‘II1 ¥
Server IPfName|13310092 Assist

Uptate system clock every I3GU minutes [ Range: 1 - 93399, 00 system clack updstes at boot up )

Synchronize system clock with this cliert Syne

& nterface OK Cancel

FigureS-6 Date/Time Setting



STEP 11 . Click on Policy on the left function menu and then click on
Outgoing from the sub-function list.

STEP 12 . Click New Entry (Figure S-7)

STEP 13 . At Add New Policy WebUI, enter the following information:
B Source Address — Select “Inside_Any”
Destination Address — Select “ Outside_Any”
Action: Select “PERMIT ”
B Click OK

Commert :

(M. 32 characters)

Add Mew Policy

Source Address Inside_Any =]
Destination Address Outside_tny x|
Service ANY =l
Schedule Hore ]
suthertication User Hore 7]

Trunk Hone ]

ction, VAN Port PERMIT ALL =]
Traffic Log ™ Enable
Stetistics ™ Enable

IoP ™ Enable

(Content Blacking ™ Enable

IM / P2P Blocking Hane x|

Gos Hane x|

MAX. Banchwidth Per Source P |Downstream [0 Wbps Upstream [0 Kbps
MAX. Concurrent Sessions Per P [0

MAX. Concurrent Sessions o

OK Cancel

Figure S-7 Add New Policy Setting

STEP 14 . If ALL7008 access control function is being required, please refer to
Policy and Address to add some settings.
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Malil Server is in DMZ or LAN

When Mail Server is in LAN or DMZ, it needs to set Mail Relay additionally.
(FigureS-8)

WAN :61.11.11.11

NUS-MS700

LAN : 192.168.1.1 DMZ : 61.11.11.11

DMZ

Transparent
; \ Mode
Mail Server

IP:61.11.11.13
broadband.com.tw

192.168.1.X

FigureS-8 Setting of Mail Server in DMZ
STEP 15 . Click on Mail Security, click on Configure and enter Mail Relay
function.

STEP 16 . In Mail Relay WebUI, enter the following setting:

B Domain Name of Mail Server: broadband.com.tw
IP Address of Mail Server: 61.11.11.13

B Click OK to complete Mail Relay Setting (FigureS-9)

& Domain Mame of Internal Mail Server
© alnvved Externial IP of Mail Relay

Add Domain Mame

Domain Mame of Mail Server lbroadhand com bw

I: [P Address of Mall Server 61111113
elay

&d Anti-Spam

&d Anti-virus

L s

OK Cancel

FigureS-9 Complete Mail Relay Setting
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STEP 17 . Enter Policy Object function and select Group in Service function.

STEP 18 . Enter the following setting in Group WebUI:
B Name: E-mall
Add New Service: DNS, POP3, SMTP
B Click OK to complete Group Setting (FigureS-10)

Add Service Group

Mame: E-mail

&d Address
:

F

“4 Remove

oK Cancel

FigureS-10 Complete Group Setting
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STEP 19 . In Policy function, add new WAN to DMZ Policy, DMZ to WAN
Policy, LAN to DMZ Policy individually.

[ WAN to DMZ]
B Source Address: Select “Outside_Any”
Destination Address: Select “DMZ_Any”
Service: Select “e-Mail”
Action: Select “PERMIT ”
m Click OK

[ DMZ to WAN]
B Source Address: Select “DMZ_Any ”
Destination Address: Select “Outside_Any”
Service: Select “e-Mail”
Action: Select “ PERMIT”
m Click OK

[LAN to DMZ])
B Source Address: Select “Inside_Any ”
Destination Address: Select “DMZ_Any”
Service: Select “e-Mail”
Action: Select “PERMIT”
m Click OK
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Malil Server is in WAN

When Mail Server is in WAN, it does not need to set Mail Relay function. Only
have to set up to Stepl3. (FigureS-11)

broadband com, tw

WAN:61.11.11.11

NUS-MS700

LAN : 192.168.1.1

LAN
192.168.1.X

FigureS-11 Mail Server in WAN
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Germmering, den
23.11.07

CE-Kennzeichnung und EG -Konformitatserlarung

Firdas folgend bezeichnete Erreugnis

ALL 7008 Security Gateway

CE-Kennzeichrung
Dizzes Gerdt erfilk die Anorderungen der EU-Richtlinie;

283/336/EG Richilinie de= Rates zur Angleichung der
Fechtsworschriften der Miitgliedstaaten dber die elektromagnetische
“errdglichket und die gegenseitige Anerkennung ihrer Konfomitat.

Die Konfomi&t mit der o.3. Richtlinie wird durch das CE-Zeichen auf dem Gerat bestatigt.
EG Korformitatserklarung

Wiird hiemnit bestatiqt, dass der ALLM ET ALLVO0S Secunty Gateway den Anforderingen
entspricht, die in der Richtlinie des Rates zur Angleichung der Rechtsworschriften der
hiitgliedstaaten dber die elekiromagneti sche “Werrdglichkeit [13332836/EG] festgelegt

zind.

Zur Beurteilung des BErzeugnisses hinsichtich elektromagnetischer Werraglichkeit wurden
falgende Mormmen herangezogen:

EMI: EHNS5022: 1998+ : 2000+42: 2003
EM G1000-3-2: 2000
EM G1000-3-3: 1995+41: 2001

EMS: EMS50Z24: 1993+A1: 2001+42; 2003

Dizse Erkldmng wird werartwartlich fir den HerstellerMBevallmachtgten abgegeben:

ALLMET Computersysteme GmbH
bl @istr. 2
82110 Germernng

Die KonformmiEtserkldarung kann unter der oben genannten Adresse oder im Internet unter
hiitp :dww w allnet defoez-cetificate s/ einge sehen werden.



