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Chapter 1
Administration

“System” is the managing of settings such as the privileges of packets that pass
through the ALL7008 and monitoring controls. The System Administrators can
manage, monitor, and configure the ALL7008 settings. But all configurations are
“read-only” for all users other than the System Administrator; those users are not
able to change any setting of the ALL7008.



Define the required fields of Administrator

Administrator Name:

B The username of Administrators and Sub Administrator for the ALL7008.
The admin user name cannot be removed; and the sub-admin user can be
removed or configure.

@The default Account: admin; Password: admin

Privilege:

B The privileges of Administrators (Admin or Sub Admin). The username of
the main Administrator is Administrator with reading / writing privilege.
Administrator also can change the system setting, log system status, and to
increase or delete sub-administrator. Sub-Admin may be created by the
Admin by clicking New Sub Admin. Sub Admin have only read and
monitor privilege and cannot change any system setting value.

Configure:
B Click Modify to change the “Sub-Administrator’s” password or click
Remove to delete a “Sub Administrator.”



Adding a new Sub Administrator

STEP 1. In the Admin WebUI, click the New Sub Admin button to create a
new Sub Administrator.

STEP 2. In the Add New Sub Administrator WebUI (Figure 1-1) and enter the
following setting:
B Sub Admin Name: sub_admin
B Password: 12345
B Confirm Password: 12345

STEP 3. Click OK to add the user or click Cancel to cancel it.

Add Mew Sub Admin

Suk Admin rame W
Pagzword IM—
Contitm Password IM—

QK Cancel

Figurel-1 Add New Sub Admin



Modify the Administrator’s Password

STEP 1. In the Admin WebUI, locate the Administrator name you want to edit,
and click on Modify in the Configure field.

STEP 2 . The Modify Administrator Password WebUI will appear. Enter the
following information:
B Password: admin
B New Password: 52364
B Confirm Password: 52364 (Figurel-2)

STEP 3. Click OK to confirm password change.

Modify Admin Password

Admin Mame adimin

Password IM—
ey Password IM—
Confirm Password IM—

QK Cancel

Figurel-2 Modify Admin Password



Add Permitted IPs

STEP 1. Add the following setting in Permitted

(Figurel-3)

Name: Enter master

IP Address: Enter 163.173.56.11
Netmask: Enter 255.255.255.255

Service: Select Ping and HTTP

Click OK

IPs of Administration:

Complete add new permitted IPs (Figurel-4)

Add Mew Permitted IPs

Mame

T
Imaster

IF Address

I‘I B63.173.56.11

Metmask

|255.255.255.255

Service

¥ ping I HTTP

QK Cancel

Figurel-3 Setting Permitted IPs WebUI

Mame

IP Address § Metmask

Fing

HTTP

Configure

master

163.173.56.11 7255255 255 255

4

4

Maodify | Remove

Mew Entry

Figurel-4 Complete Add New Permitted Ips

@ To make Permitted IPs be effective, it must cancel the Ping and WebUI selection

in the WebUI of ALL7008 that Administrator enter. (LAN, WAN, or DMZ Interface)
Before canceling the WebUI selection of Interface, must set up the Permitted IPs first,

otherwise, it would cause the situation of cannot enter WebUI by appointed Interface.



Logout

STEP 1. Click Logout in System to protect the system while Administrator are
away. (Figurel-5)

Microsoft Internet Explorer x|

@ fre wou sure you wank to logout 7
O, [ I Cancel |

Figurel-5 Confirm Logout WebUI

STEP 2 . Click OK and the logout message will appear in WebUI. (Figurel-6)

B
NetGuardian Web Server Information
Your current connection has expired, you have now been logged out.
If you want to login, please restart your browser.
=

Figurel-6 Logout WebUI Message
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Software Update

STEP 1. Select Software Update in System, and follow the steps below:

B  To obtain the version number from Version Number and obtain the
latest version from Internet. And save the latest version in the
hardware of the PC, which manage the ALL7008

B Click Browse and choose the latest software version file.

B Click OK and the system will update automatically. (Figurel-7)

Software Update
“ersion Mumber @ v 3.12.00

Software Update ID:‘AIInet_ALL?DDS_Dﬁ 20 Browse.. |
[ e Alnet_ALLTO0E_031200.mg )

QK Cancel

Figurel-7 Software Update

@It takes 3 minutes to update software. The system will reboot after update. During

the updating time, please don't turn off the PC or leave the WebUI. It may cause some

unexpected mistakes. (Strong suggests updating the software from LAN to avoid
unexpected mistakes.)
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Chapter 2
Configure

The Configure is according to the basic setting of the ALL7008. In this chapter
the definition is Setting, Date/Time, Multiple Subnet, Route Table, DHCP,
Dynamic DNS, Hosts Table, and Language settings.
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Define the required fields of Settings

ALL7008 Configuration:

B The Administrator can import or export the system settings. Click OK to
import the file into the ALL7008 or click Cancel to cancel importing. You
also can revive to default value here.

Email Settings:

B Select Enable E-mail Alert Notification under E-mail Settings. This
function will enable the ALL7008 to send e-mail alerts to the System
Administrator when the network is being attacked by hackers or when
emergency conditions occur. (It can be set from Settings-Hacker Alert in
System to detect Hacker Attacks)

Web Management (WAN Interface):
B The System Manager can change the port number used by HTTP port
anytime. (Remote WebUI management)

@Aﬂer HTTP port has changed, if the administrator want to enter WebUI from WAN,

will  have to change the port number of browser. (For example:
http://61.62.108.172:8080)

MTU Setting:
B |t provides the Administrator to modify the networking package length
anytime. Its default value is 1500 Bytes.

Link Speed / Duplex Mode:

B By this function can set the transmission speed and mode of WAN Port
when connecting other device.

14



Administration Packet Logging:

B After enable this function; the ALL7008 will record packet which source IP or
destination address is ALL7008. And record in Traffic Log for System
Manager to inquire about.

Define the required fields of Time Settings
Synchronize Time/Date:
B Synchronizing the ALL7008 with the System Clock. The administrator can

configure the ALL7008'’s date and time by either syncing to an Internet
Network Time Server (NTP) or by syncing to your computer’s clock.

GMT:
B International Standard Time (Greenwich Mean Time)

Define the required fields of Multiple Subnet

Forwarding Mode:
B To display the mode that Multiple Subnet use. (NAT mode or Routing Mode)

WAN Interface Address:
B The IP address that Multiple Subnet corresponds to WAN.

LAN Interface Address/Subnet Netmask:
B The Multiple Subnet range

15



NAT Mode:

It allows Internal Network to set multiple subnet address and connect with
the Internet through different WAN IP Addresses. For example : The lease
line of a company applies several real IP Addresses 168.85.88.0/24, and the
company is divided into R&D department, service, sales department,
procurement department, accounting department, the company can
distinguish each department by different subnet for the purpose of
managing conveniently. The settings are as the following :

1. R&D department subnet:192.168.1.1/24(LAN) <-> 168.85.88.253(WAN)
2. Service department subnet : 192.168.2.1/24(LAN) <>
168.85.88.252(WAN)
3. Sales department subnet : 192.168.3.1/24(LAN) <>
168.85.88.251(WAN)
4. Procurement department subnet
192.168.4.1/24(LAN) <-> 168.85.88.250(WAN)
5. Accounting department subnet
192.168.5.1/24(LAN) <> 168.85.88.249(WAN)

The first department (R&D department) had set while setting interface IP; the
other four ones have to be added in Multiple Subnet. After completing the
settings, each department uses the different WAN IP Address to connect to the
Internet. The settings of each department are as following:

Service Sales Procurement Accounting

IP Address {192.168.2.2~254(192.168.3.2~254(192.168.4.2~254(192.168.5.2~254

Subnet 255.255.255.0 |255.255.255.0 |255.255.255.0 |255.255.255.0

Netmask

Gateway |192.168.2.1 192.168.3.1 |192.168.4.1 192.168.5.1

Routing Mode:

It is the same as NAT mode approximately but does not have to correspond
to the real WAN IP address, which let internal PC to access to Internet by its
own IP. (External user also can use the IP to connect with the Internet)

16




Define the required fields of DHCP

Subnet:
B The domain name of LAN

NetMask:
B The LAN Netmask

Gateway:
B The default Gateway IP address of LAN

Broadcast IP:
B The Broadcast IP of LAN

Define the required fields of DDNS

Domain Name:

B The domain name that provided by DDNS

WAN |P Address:

B The WAN IP Address, which the domain name corresponds to.

Define the required fields of Host Table

Domain Name:

B |t can be set by System Manager. To let the internal user to access to the
information that provided by the host by this domain name

Virtual IP Address:

B The virtual IP address respective to Host Table. It must be LAN or DMZ IP

address.
17



System Settings- Exporting

STEP 1 . In System Setting WebUl, click on . Download = putton next to
Export System Settings to Client.

STEP 2 . When the File Download pop-up window appears, choose the
destination place where to save the exported file and click on Save.
The setting value of ALL7008 will copy to the appointed site instantly.
(Figure2-1)

MetGuardian Configuration

e gy rile Download ) x|
Impart =y Some files can harm your computer. IF the file information below E_I
looks suzpicious, of you do not fully toust the source, do not opeor
zave this file.
™ Rese
File name: MetGuardian. conf
System :
th File tppe:
Device b e 1921681291 bracters, ex MetGuardian )
E-mail £
¥ Ena
Sen “Would pou like to open the file or save it to your computer? racters, ex: sender@mydomain com ]
= Open Cancel Mare Info racters, ex: mail mydomein.com )
Em W &lways ask before opening this type of file racters, ex; uger @mydormain.com )
E T T oo orrar acters | e user2Emydomain . com )
Iail Test Mail Test

Figure2-1 Select the Destination Place to Save the Exported File
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System Settings- Importing

STEP 1. In System Setting WebUI, click on the Browse button next to Import
System Settings from Client. When the Choose File pop-up window
appears, select the file to which contains the saved ALL7008 Settings,
then click OK. (Figure2-2)

STEP 2 . Click OK to import the file into the ALL7008 (Figure2-3)

MetGuardian Configuration
Export System Setting to Client . Download

Import System Setting from Client I Browse... |

21
u Loak in: I@ Sypstem Setting j - e+ E-
i MetGuardian.conf
Der
E-n
I
aincom
T
ir.com
ir.cotm
Wi
File name: INetGuardian j Open I
HTT
Files of type: |A|| Files [*.7] =l Cancel |
ML -

Figure 2-2 Enter the File Name and Destination of the Imported File

Microsoft Internet Explorer ) x|
Click "2k ko confirm syskem update,
Flease wait 3 minutes while software is updated, during this time do nok power the unit of f or leave this page.

Cancel |

Figure 2-3 Upload the Setting File WebUI

19



Restoring Factory Default Settings

STEP 1 . Select Reset Factory Settings in ALL7008 Configuration WebUI

STEP 2 . Click OK at the bottom-right of the page to restore the factory settings.
(Figure2-4)

MetGuardian Configuration
Export System Setting to Cliert | Download

Import System Setting from Client I Erowsze... I

[ ex MetGuardian.conf )

¥ Reset System to Factory Setting

Systerm Mame Setting

Device Mame I— [ W=z, 30 characters, ex: MetGuardian )
E-mail Setting

[~ Enable E-mail Alert Motification

Sender Address I { Max. B0 characters, ex: sender@mydomain.com )
SMTP Server I [ Max. 80 characters, ex: mail.mydomain.com )
E-mail Address 1 I { Max. B0 characters, ex: user! @mydomain.com )
E-mail Address 2 I [ Max. B0 characters, ex: user2@mydomsin.com )

Mail Test Mail Test

Wieh Management (AN Interface)

HTTP Port IBD [ Range: 1 - 65535

MTLI Setting

ML IFEMES { Range: 40 - 1500 )
Link Speed f Duplex Mode Setting

WANT I Auto Moce 57 I
WANZ I Auto Moce h I

Dynarmic Routing (RIPY2)
Enable [ Lan T owant T owenz T oomz

Routing information updste timer ISD Seconds ([ Range: 5 - 999949 )
Routing information timeat 180 Seconds [ Range: 5 - 99933 )

SIF protocol pass-throuah

™ Enable SIP protocol pass-through
Adrministration Packet Logging

™ Enable &dministration Packet Logging

Systern Rehoot
Reboot the MetGuardian Device Reboot

QK Cancel

Figure2-4 Reset Factory Settings
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Enabling E-mail Alert Notification
STEP 1. Select Enable E-mail Alert Notification under E-Mail Settings.

STEP 2 . Sender Address: Enter the Sender Address. (Required by some
ISPs.)

STEP 3 . SMTP Server IP: Enter SMTP server’s IP address.

STEP 4 . E-Mail Address 1: Enter the e-mail address of the first user to be
notified.

STEP 5 . E-Mail Address 2: Enter the e-mail address of the second user to be
notified. (Optional)

STEP 6 . Click OK on the bottom-right of the screen to enable E-mail Alert
Notification. (Figure2-5)

E-mail Setting

[¥ Enable E-mail Alert Motification
Sender Address sender@mydomain.c  hax. 60 characters, ex: sender@mydomain.com )
SMTP Server mail.mydomain.com | ¢ Max. 80 characters, ex: mail mydomein.com )
E-mail &cdrezs 1 Lise ] E@mydomain.co ¢ Max. 60 characters, ex: uzer! @mydamain.com )
E-mail Addrazs 2 Liser 2y dOmain.co ¢ Mayx. B0 characters, ex: user2@mydarmsin.com )
tdail Test Mail Test

Figure2-5 Enable E-mail Alert Notification

@Click on Mail Test to test if E-mail Address 1 and E-mail Address 2 can receive the

Alert Notification correctly.
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Reboot ALL7008

STEP 1 . Reboot ALL7008 : Click Reboot button next to Reboot ALL7008
Appliance.

STEP 2 . A confirmation pop-up page will appear.

STEP 3 . Follow the confirmation pop-up page; click OK to restart ALL7008.
(Figure2-6)

SIP protocol pass-through Ed

[ Enable SIP protocal passt
Are wou sure ko Reboat ?
Adrninistration Packet Logy

™ Ensble Administration Pact Eeme |

Systern Reboot
Reboat the MetGuardian Device Reboot

Ok Caneel

Figure2-6 Reboot ALL7008
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Date/Time Settings

STEP 1. Select Enable synchronize with an Internet time Server (Figure2-7)
STEP 2 . Click the down arrow to select the offset time from GMT.

STEP 3. Enter the Server IP / Name with which you want to synchronize.

STEP 4 . Set the interval time to synchronize with outside servers.

System time : Thu Mow 15 19:51:58 2007
Synchronize system clock
¥ Svynchronize system clock with an Internet time server
Set offset |+3 'I haurs from GT  Aszsist
¥ Enable daylight saving time zetting
From [t B/ B o |1 [NV [N
Server P/ Name I1 40103110 Assist

Update system clock every |5 minutes [ Range: 1 - 99933 0 syatem clock updates at boot wp )

Synchronize system clock with this client Syne

QK Cancel

Figure2-7 System Time Setting

@Click on the Sync button and then the ALL7008’s date and time will be

synchronized to the Administrator's PC

@The value of Set Offset From GMT and Server IP / Name can be looking for from

Assist.
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Multiple Subnet

Connect to the Internet through Multiple Subnet NAT or Routing Mode by the IP
address that set by the LAN user’s network card

Preparation

ALL7008 WAN1 (10.10.10.1) connect to the ISP Router (10.10.10.2) and the
subnet that provided by ISP is 162.172.50.0/24
To connect to Internet, WAN2 IP (211.22.22.22) connects with ATUR.

24



Adding Multiple Subnet

Add the following settings in Multiple Subnet of System function:

Click on New Entry

Alias IP of LAN Interface : Enter 162.172.50.1

Netmask : Enter 255.255.255.0

WANL1: Enter Interface IP 10.10.10.1, and choose Routing in
Forwarding Mode

WANZ2 : Enter Interface IP 211.22.22.22, and choose NAT in
Forwarding Mode

Click OK

Complete Adding Multiple Subnet (Figure2-8)

Add Mew Multiple Subnet [P

Interface

& Loy oMz

Aliaz P of Interface I‘I 2172501

Metmask

|255.255.D.D

WAR Interface IP Forwarding Mode

WA I1D.1D.1D.1 Azsist  MaT ' Routing

W2 |211 222222 Azsist @ wat 7 Routing

QK Cancel

Figure 2-8 Add Multiple Subnet WebUI
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@ WAN1 and WANZ2 Interface can use Assist to enter the data.

@Aﬁer setting, there will be two subnet in LAN: 192.168.1.0/24 (default LAN subnet)
and 162.172.50.0/24. So if LAN IP is:

¢ 192.168.1.xx, it must use NAT Mode to access to the Internet. (In Policy it only can
setup to access to Internet by WAN2. If by WAN1 Routing mode, then it cannot access
to Internet by its virtual 1P)

¢ 162.172.50.xx, it uses Routing mode through WANL1 (The Internet Server can see
your IP 162.172.50.xx directly). And uses NAT mode through WAN2 (The Internet
Server can see your IP as WAN2 IP)(Figure2-9)

ADSL/Cable Router K4 Router
Downstream Bandwidth : 512 Kbps . IP : 10.10.10.2

Upstream Bandwidth : 512 Kbps %
WAN2 1P : 211.22.22.22

Downstream Bandwidth @ 1500 Kbps
Upstream Bandwidth * 512 Kbps
WANIIP : 10.10.10.1

Mail Security
Gateway

Management 1P :
192.168.1.1

Multiple Subnet

LAN
. . Permit WAN 1 © Routing Mode
Permit WAN 2 : NAT Mode é é Permit WAN 2 : NAT Mode

Client User Client User
192.1638.1.100 162.172.50.100

Figure 2-9 Multiple Subnet Network

B The ALL7008’s Interface Status:
WAN1 IP : 10.10.10.1
WAN2 IP : 211.22.22.22
LAN Port IP : 192.168.1.1
LAN Port Multiple Subnet : 162.172.50.1
26



Route Table

To connect two different subnet router with the ALL7008 and
makes them to connect to Internet through ALL7008

Preparation
Company A: WAN1 (61.11.11.11) connects with ATUR to Internet
WANZ2 (211.22.22.22) connects with ATUR to Internet
LAN subnet: 192.168.1.1/24
The Routerl which connect with LAN (10.10.10.1, support RIPv2)
its LAN subnet is 192.168.10.1/24
Company B: Router2 (10.10.10.2, support RIPv2), its LAN subnet is
192.168.20.1/24
Company A ‘s Routerl (10.10.10.1) connect directly with Company B ‘s Router2
(10.10.10.2).

27



Route Table

STEP 1 . Enter the following settings in Route Table in System function:
B [Destination IP] : Enter 192.168.10.1

[ Netmask] : Enter 255.255.255.0 -
[ Gateway] : Enter 192.168.1.252
[ Interface] : Select LAN

|
|
|
B Click OK (Figure 2-10)

Add Mew Static Route

Destination IP I
Metmask IW
Gateway IW
Interface jLan =]

QK Cancel

Figure2-10 Add New Static Routel

STEP 2 . Enter the following settings in Route Table in System function:
B [Destination IP] : Enter 192.168.20.1

[ Netmask] : Enter 255.255.255.0
[ Gateway] : Enter 192.168.1.252
[ Interface] : Select LAN

|
[
|
B Click OK (Figure 2-11)

Add Mew Static Route

Destination IP [io21em200
Metmask IW
Gateway IW
Interface jLan =]

QK Cancel

Figure2-11 Add New Static Route2
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STEP 3. Enter the following setting in Route Table in System function:
B [Destination IP]) : Enter 10.10.10.0

B [ Netmask] : Enter 255.255.255.0
B [Gateway] : Enter 192.168.1.252
B [Interface] : Select LAN
B Click OK (Figure 2-12)

Add Mew Static Route

Destination IP X
Metmask IW
Gateway IW
Interface jLan =]

QK Cancel

Figure2-12 Add New Static Route3
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STEP 4 . Adding successful. At this time the computer of 192.168.10.1/24,
192.168.20.1/24 and 192.168.1.1/24 can connect with each other and
connect to Internet by NAT (Figure 2-13)

ADSL/Cable Router
Downstream Bandwidth : 512 Kbps
Upstream Bandwidth @ 512 Kbps

WANLIP : 6L11.11.11

ADSL/Cable Router e
Downstream Bandwidth : 1500 Kbps
Upstream Bandwidth : 512 Kbps

WAN2IP © 211.22.22.22

Mail Security
Gateway

Management 1P *
192.168.1.1

Router2
IP : 10.10.10.2

Switch L
NAT Mode ~ -~

Routerl ‘{\\
@ 192.168.1.252 1P = 10.10.10.1 il
PC : 192.168.1.100 !

\
@ PC : 192.168.20.100

PC @ 192.168.10.100

Figure 2-13 Route Table Setting
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Setting PPTP VPN connection between two ALL7008

Preparation

Company A WAN IP: 61.11.11.11

LAN IP: 192.168.10.X

Multiple Subnet: 192.168.85.X
Company B WAN IP: 211.22.22.22

LAN IP: 192.168.20.X

This example takes two ALL7008 as flattop. Suppose Company B

192.168.20.100 is going to have VPN connection with Company A
192.168.10.100, 192.168.85.100 and download the resource.

31



STEP 1 . Enter the following setting in PPTP Server of VPN function in the

ALL7008 of Company A (Figure 2-14, 2-15)

Add Mew PETF Server

Lser Mame |F‘F‘TF‘_Connectinn

Fazzword Ixnnxnnnnn

Client IP assigned by

= Range

' Fixed P ||

I Manual Disconnect

OK Cancel
Figure 2-14 PPTP VPN Server Connection Setting
PPTP Server ( Enable, Encryption: ON J
Client IP Range : 192.168.165.1-254 _ Madify |
i ser Hame Client IP Lptime Configure
PPTP_Connection 0.0.00 Modify | Remove |

Mew Entry

Figure 2-15 Complete PPTP VPN Server Setting
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STEP 2 . Add the following settings in PPTP Server of VPN function in the
ALL7008 of Company B: (Figure2-16, 2-17)

Add Mew PPTP Client

Uszer Mame : IPPTP_Cnnnedion

Pazsword I""******

Server IP or Domain Mame IW ¥ Encryption
AN interface : o a1 a2

I mat

™ Manual Connect

QK Cancel
Figure 2-16 PPTP VPN Client Setting
PPTF Client :
i Llser Mame Semer I[P ar Domain Mame Encryption | Uptime Configure
PPTP_Connection E1.41.41.11 o] Modify J Remove

Mew Entry

Figure 2-17 Complete PPTP VPN Client Setting
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STEP 3. Enter the following setting in Route Table in Configure function in

ALL7008 of Company B:
B [Destination IP] : Enter 192.168.85.0

B [ Netmask] : Enter 255.255.255.0
B [Gateway] : Enter nothing

B [Interface] : LAN

B Click OK (Figure 2-18, 2-19)

Add Mew Static Raute
Destination IP |1 92163850
Metmask I255.255.255.D
Gateway I
Interface jLan =]
OK Cancel
Figure2-18 Add New Static Route
Interface Destination IP [ MNetmask Gateway Configure
L& 192.165.85.0 § 255 2552550 Madify | Remaove

Mew Entry

Figure 2-19 Complete Adding New Static Route
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STEP 4 . Complete PPTP VPN Connection. (Figure 2-20)

PPTP VPN

ADSL/Cable Router
Downstream Bandwidth * 1500 Kbps
Upstream Bandwidth : 512 Kbps
WANIP : 61.11.11.11

ADSL/Cable Router s
Downstream Bandwidth : 512 Kbps
Upstream Bandwidth : 512 Kbps
WANIP : 211.22.22.22

Mail Security
Gateway

Mail Security

PPTP Server Gateway

PPTP Client

i N |

Management IP : Management IP :
192.168.20.1 Switch 192.168.10.1
LAN LAN
NAT Mode NAT Mode Multiple Subnet
NAT Mode

Client User Client User Client User
192.168.20.100 192.168.10.100 192.168.85.100

Figure 2-20 PPTP VPN Connection Setting
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DHCP

STEP 1 . Select DHCP in System and enter the following settings:

Domain Name : Enter the Domain Name
DNS Server 1: Enter the distributed IP address of DNS Serverl.
DNS Server 2: Enter the distributed IP address of DNS Server2.
WINS Server 1. Enter the distributed IP address of WINS Serverl.
WINS Server 2: Enter the distributed IP address of WINS Server2.
LAN Interface:
€ Client IP Address Range 1: Enter the starting and the ending
IP address dynamically assigning to DHCP clients. The default
value is 192.168.1.2 to 192.168.1.254 (it must be in the same
subnet)
€ Client IP Address Range 2: Enter the starting and the ending
IP address dynamically assigning to DHCP clients. But it must
in the same subnet as Client IP Address Range 1 and the
range cannot be repeated.
DMZ Interface: the same as LAN Interface. (DMZ works only if to
enable DMZ Interface)
Leased Time: Enter the leased time for Dynamic IP. The default time is
24 hours.
Click OK and DHCP setting is completed. (Figure2-21)
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Cwnamic IP Address
Subnet 192.168.1.0 Metmask 255255 2550
Gateway 192.168.1.1 Broadcast 192.168.1.255

[¥ Enable DHCP Support

Domain tame I [ Mz, 40 characters, ex: dhop.domain_name )

[T Automatically Get DNS

DMS Server 1 IW
DMS Server 2 I—
WINS Server 1 I—
NS Server 2 I—

LAN Interface :

Client IP Range 1 |1 9216812 To |1 92165.1.254
Cliert IP Range 2 I To I

Lease Time |24 hours [ Range: 0 - 99999

QK Cance|

Figure 2-21 DHCP WebUI

@When selecting Automatically Get DNS, the DNS Server will lock it as LAN
Interface IP. (Using Occasion: When the system Administrator starts Authentication, the
users’ first DNS Server must be the same as LAN Interface IP in order to enter
Authentication WebUI)
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Dynamic DNS Settings

STEP 1. Select Dynamic DNS in System function (Figure2-22). Click New
Entry button

Service providers : Select service providers.

Automatically fill in the WAN 1/2 IP : Check to automatically fill
in the WAN 1/2 IP. -

User Name : Enter the registered user name.

Password : Enter the password

Domain name : Enter Your host domain name

Click OK to add Dynamic DNS. (Figure2-23)

Add Mew Dynamic DHES
Service Provider ID\,r'nDNS (v dyndns com) [ LS A ] :I Sign up

A [P IB'I A1 111 = Autamatically IWANQ vl
User Name : Itest_lab@dyndns.nrg
Pazsword | I********
Daomain Mame: Itest_lab  |dyndns.org ;I

QK Cancel
Figure2-22 DDNS WebUI

i Diomain Mame WAk 1P Caonfigure

R test_lab.dyncdns org 61.11.11.11 Modify | Remove

Mew Entry
Figure 2-23 Complete DDNS Setting
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Chart ) 15¢] ] @&

Meaning Update Incorrect Connecting | Unknown error

successfully username or | to server

password

@If System Administrator had not registered a DDNS account, click on Sign up then
can enter the website of the provider.

@If you do not select Automatically fill in the WAN IP and then you can enter a
specific IP in WAN IP. Let DDNS to correspond to that specific IP address.
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Host Table
STEP 1. Select Host Table in Settings function and click on New Entry

B Domain Name: The domain name of the server

B Virtual IP Address: The virtual IP address respective to Host
Table

B Click OK to add Host Table. (Figure2-24)

Add Mew Host Table Entry

Host Mame Iwww.fileserver.corr
Wirtual IP Address |1 9216812

QK Cancel

Figure2-24 Add New Host Table

@To use Host Table, the user PC’s first DNS Server must be the same as the LAN
Port or DMZ Port IP of ALL7008. That is, the default gateway.
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Language

Select the Language version (English Version/ Traditional Chinese Version or
Simplified Chinese Version) and click OK. (Figure2-25)

Language Setting
Ol English “ersion
" Traditional Chinese Yersion

[ Simplified Chinese Version

QK Cancel
Figure2-25 Language Setting WebUI

41



42



Chapter 3

Interface

In this section, the Administrator can set up the IP addresses for the office
network. The Administrator may configure the IP addresses of the LAN
network, the WAN 1/2 network, and the DMZ network. The netmask and
gateway IP addresses are also configured in this section.
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Define the required fields of Interface

LAN:
B Using the LAN Interface, the Administrator can set up the LAN network of
ALL7008.

Ping:
B Select this function to allow the LAN users to ping the Interface IP Address.

HTTP:
B Select to enable the user to enter the WebUI of ALL7008 from Interface IP.

WAN:
B The System Administrator can set up the WAN network of ALL7008.

Balance Mode:

B Auto: The ALL7008 will adjust the WAN 1/2 utility rate automatically
according to the downstream/upstream of WAN. (For users who are using
various download bandwidth)

B Round-Robin: The ALL7008 distributes the WAN 1/2 download bandwidth
1:1, in other words, it selects the agent by order. (For users who are using
same download bandwidths)

B By Traffic: The ALL7008 distributes the WAN 1/2 download bandwidth by
accumulative traffic.

B By Session: The ALL7008 distributes the WAN 1/2 download bandwidth by
saturated connections.

B By Packet: The ALL7008 distributes the WAN 1/2 download bandwidth by
accumulated packets and saturated connection.
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Connect Mode:

B Display the current connection mode:
€ PPPoE (ADSL user)
€ Dynamic IP Address (Cable Modem User)
€ Static IP Address

Saturated Connections:
B Set the number for saturation whenever session numbers reach it, the
ALL7008 switches to the next agent on the list.

Priority:
B Set priority of WAN for Internet Access.

Connection Test:
B To test if the WAN network can connect to Internet or not. The testing ways
are as following:
€ ICMP : To test if the connection is successful or not by the Ping IP you
set.
€ DNS : To test if the connection is successful or not by checking Domain
Name.

Upstream/Downstream Bandwidth:
B The System Administrator can set up the correct Bandwidth of WAN
network Interface here.

Auto Disconnect:

B The PPPoE connection will automatically disconnect after a length of idle
time (no activities). Enter the amount of idle time before disconnection in the
field. Enter “0” if you do not want the PPPoE connection to disconnect at all.
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DMZ:

B The Administrator uses the DMZ Interface to set up the DMZ network.
B The DMZ includes:
€ NAT Mode : In this mode, the DMZ is an independent virtual subnet.
This virtual subnet can be set by the Administrator but cannot be the
same as LAN Interface.
€ Transparent Mode: In this mode, the DMZ and WAN Interface are in
the same subnet.
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We set up four Interface Address examples in this chapter:

No. Suitable Example Page
Situation

Ex1 LAN Modify LAN Interface Settings 48

Ex2 |WAN Setting WAN Interface Address 49

Ex3 |DMZz Setting DMZ Interface Address (NAT Mode) 57

Ex4 |DMZ Setting DMZ Interface Address (Transparent 58

Mode)
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Modify LAN Interface Settings

STEP 1. Select LAN in Interface and enter the following setting:
B Enter the new IP Address and Netmask
B Select Ping and HTTP
B Click OK (Figure3-1)

LAM Interface

IP Address |1 921631891

Metmask I255 2552550

MAC Address IDD:aa:bb:dS:E?:BE

Enakle System Management ¥ Ping ¥ HTTP

QK Cancel

Figure3-1 Setting LAN Interface WebUI

@ The default LAN IP Address is 192.168.1.1. After the Administrator setting the

new LAN IP Address on the computer , he/she have to restart the System to make the
new IP address effective. (when the computer obtain IP by DHCP)

@ Do not cancel WebUI selection before not setting Permitted IPs yet. It will cause
the Administrator cannot be allowed to enter the ALL7008’s WebUI from LAN.
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Setting WAN Interface Address
STEP 1 . Select WAN in Interface and click Modify in WANL1 Interface.

@The setting of WAN2 Interface is almost the same as WANL. The difference is that

WANZ2 has a selection of Disable. The System Administrator can close WAN2 Interface
by this selection. (Figure3-2)

YWANZ Interface IEnable vl

Service

| Assist

Figure3-2 Disable WANZ2 Interface
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STEP 2 . Setting the Connection Service (ICMP or DNS way) :
B ICMP : Enter an Alive Indicator Site IP (can select from Assist)
(Figure3-3)
B DNS : Enter DNS Server IP Address and Domain Name (can
select from Assist) (Figure3-4)
B Setting time of seconds between sending alive packet.

WiAMNT Interface

Service IICMP vl Alive Indicator Site IP I‘I 659311 A=zist
Wit I1 zeconds between the sending of each alive packet. [ Range: 0 - 99, 00 do not check )

Figure3-3 ICMP Connection

WiAMNT Interface

Service IDNS vl DS Server P Address |1 688511 D=sist
Domain naime : Ew.yahnn.com Assist (Max. 55 characters)
Wit |3 zeconds hetween the sending of each alive packet. [ Range: 0 - 99 0; do not check )

Figure 3-4 DNS Service

@ Connection test is used for ALL7008 to detect if the WAN can connect or not. So

the Alive Indicator Site IP, DNS Server IP Address, or Domain Name must be able to
use permanently. Or it will cause judgmental mistakes of the device.
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STEP 3 . Select the Connecting way:
B PPPoOE (ADSL User) (Figure3-5):
1. Select PPPoE
2. Enter User Name as an account
3. Enter Password as the password
4. Select Dynamic or Fixed in IP Address provided by ISP. If you
select Fixed, please enter IP Address, Netmask, and Default
Gateway.
5. Enter Max. Downstream Bandwidth and Max. Upstream
Bandwidth. (According to the flow that user apply)
6. Select Ping and HTTP
7. Click OK (Figure3-6)
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¥ PPPCE (ADSL User)
. Dynamic [P Address (Cable Modem Lser)
 Static IP Address

Current Status Dizconnected Connect
P Address 0.0.00 Disconnect
User Mame |p2457216 (W, B0 characters)
Paszward I”“****** (Mazx. 60 characters)
IP Address obtained from ISP via: i Drymaimic

' Fixed

IP Addreszs I
Metmazk I
Default Gatevway I

Max. Downstresm Bandwicth |51 200 Khps ( Range: 1 - 512007
Wax. Upstream Bandwidth IS‘I 200 Kbps ( Range: 1 - 51200
Auta Dizconnect if idle forlD minutes [ Range: 1 - 99939 0 means always connected )
Enable System Management M Ping ¥ HTTP
QK Cancel

Figure3-5 PPPoE Connection

Blalance Made : I Auto 57 I
Saturated

AN M. Connect Mode IF Address 3 Fing (R Configure Friarity
Connections

1 PRPOE £1.228.168 60 1B 4 4

i

2 (Disahle) 0=

Figure3-6 Complete PPPoOE Connection Setting

@ If the connection is PPPOE, you can choose Service-On-Demand for WAN

Interface to connect automatically when disconnect; or to set up Auto Disconnect if
idle (not recommend)
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Dynamic IP Address (Cable Modem User) (Figure3-7):
1. Select Dynamic IP Address (Cable Modem User)
2. Click Renew in the right side of IP Address and then can obtain
IP automatically.
3. If the MAC Address is required for ISP then click on Clone MAC
Address to obtain MAC IP automatically.
4. Hostname: Enter the hostname provided by ISP.
5. Domain Name: Enter the domain name provided by ISP.
6. User Name and Password are the IP distribution method
according to Authentication way of DHCP+ protocol (like ISP in
China)
7. Enter Max. Downstream Bandwidth and Max. Upstream
Bandwidth (According to the flow that user apply)
8. Select Ping and HTTP
9. Click OK (Figure3-8)

" PPPOE [ADSL Uzer)

« Dynamic

IP Address [ Cable Modem Lizer)

" Static IP Address

P Address no.ono Renew Release
MAC Address [o-seBEDIET B Clone MAC
Hostniame I {Msi. 50 characters)
Dotmain Mame I (Ma. 80 characters)

Usetr Name [Required by DHCP+ protocoljl [Max. 127 characters)
Pazsword (Reguired by DHCP+ protocal) I Mz, 127 characters)

Mz, Dowenstresm Bandwicth IS'I 200 Kbps (Range: 1 - 51200
Mz, Upstresm Bandwicth IS'I 200 Khpz [ Range: 1 - 31200
Enable System Management v Ping ¥ HTTP

QK Cancel

Figure3-7 Dynamic IP Address Connection
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Blalance Maode : I Auto 57 I

VAN Mo Gonnect Made IP Address SrillEEd Fing | HTTP Gonfigure Friority
Caonnections

1 Dyniamic 1P 220132112108 1 = I I Madify | 1 v[

2) (Dizahle) 0= Modify | 0 v[

Figure3-8 Complete Dynamic IP Connection Setting
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B Static IP Address (Figure3-9)
1. Select Static IP Address
2. Enter IP Address, Netmask, and Default Gateway that
provided by ISP
3. Enter DNS Serverl and DNS Server2

@In WANZ2, the connecting of Static IP Address does not need to set DNS Server

4. Enter Max. Downstream Bandwidth and Max. Upstream
Bandwidth (According to the flow that user apply)

5. Select Ping and HTTP

6. Click OK (Figure3-10)

" PPPOE [ADSL Lser)
[ Dynamic IP Address (Cable Madem User)
&+ Static IP Address

P Address |211 222218

Metmask |255.255.255 u}

MAC Address IDD:AA:EIEI:DS:B?:B4

Default Gateway |211 222218

Max. Dowwnistream Bandwidth |51 200 Kbps ( Range: 1 - 51200

Mz, Upstream Bandwidth |51 200 Whpsz [ Range: 1-312007

Enahle System Management ¥ Ping ¥ HTTP

QK Cancel

Figure3-9 Static IP Address Connection
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Blalance Maode : I Auto 57 I

Saturated

AN M. Connect Mode IF Address 2 Fing HTTF Configure Friarity
Connections

1 Static IP 211222218 [E= I I Modify 151

2 [Disahble) o |= o= o= Modi!z 0 vl

@When selecting Ping and WebUI on WAN network Interface, users will be able to

ping the ALL7008 and enter the WebUI WAN network. It may influence network security.
The suggestion is to Cancel Ping and WebUI after all the settings have finished. And if
the System Administrator needs to enter Ul from WAN, he/she can use Permitted IPs

to enter.

Figure3-10 Complete Static IP Address Connection Setting
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Setting DMZ Interface Address (NAT Mode)

STEP 1. Click DMZ Interface
STEP 2 . Select NAT Mode in DMZ Interface
B Select NAT in DMZ Interface

B Enter IP Address and Netmask
STEP 3. Select Ping and HTTP
STEP 4 . Click OK (Figure3-11)

DMZ Interface |WAT =l
IP &ddress |1 92165.189.222
Metmask I255.255.255.U
MAC Scldress IDD:aa:bb:dS:E?:E?
Enable System Management ¥ Ping ¥ HTTP

oK
Figure3-11 Setting DMZ Interface Address (NAT Mode) WebUI
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Setting DMZ Interface Address (Transparent Mode)

STEP 1 . Select DMZ Interface
STEP 2 . Select Transparent Mode in DMZ Interface

B Select DMZ_Transparent in DMZ Interface
STEP 1. Select Ping and HTTP
STEP 2 . Click OK (Figure3-12)

DMZ Interface | DMZ_TRANSPARENT |

P &dedress II:I.D.D n

Metmask II:I.D.D.I:I

MAC Scldress IDD:aa:bb:dS:E?:E?

Enahle System Management v Ping ¥ HTTP

QK Cancel

Figure 3-12 Setting DMZ Interface Address (Transparent Mode) WebUI

@ In WAN, the connecting way must be Static IP Address and can choose
Transparent Mode in DMZ.
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Chapter 4
Address

The ALL7008 allows the Administrator to set Interface addresses of the LAN
network, LAN network group, WAN network, WAN network group, DMZ and
DMZ group.

An IP address in the Address Table can be an address of a computer or a sub
network. The Administrator can assign an easily recognized name to an IP
address. Based on the network it belongs to, an IP address can be an LAN IP
address, WAN IP address or DMZ IP address. If the Administrator needs to
create a control policy for packets of different IP addresses, he can first add a
new group in the LAN Group or the WAN Group and assign those IP addresses
into the newly created group. Using group addresses can greatly simplify the
process of building control policies.

@With easily recognized names of IP addresses and names of address groups
shown in the address table, the Administrator can use these names as the source
address or destination address of control policies. The address table should be setup
before creating control policies, so that the Administrator can pick the names of correct

IP addresses from the address table when setting up control policies.
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Define the required fields of Address

Name:
B The System Administrator set up a name as IP Address that is easily
recognized.

IP Address:

B |t can be a PC’s IP Address or several IP Address of Subnet. Different
network area can be: Internal IP Address, External IP Address, and DMZ IP
Address.

Netmask:

B When correspond to a specific IP, it should be set as: 255.255.255.255.

B When correspond to several IP of a specific Domain. Take 192.168.100.1 (C
Class subnet) as an example, it should be set as: 255.255.255.0.

MAC Address:

B Correspond a specific PC's MAC Address to its IP; it can prevent users
changing IP and accessing to the net service through policy without
authorizing.

Get Static IP address from DHCP Server:

B  When enable this function and then the IP obtain from DHCP Server
automatically under LAN or DMZ will be distributed to the IP that correspond
to the MAC Address.
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We set up two Address examples in this chapter:

No |[Suitable Example Page
Situation
Ex1 |LAN Under DHCP circumstances, assign the specific IP| 62
to static users and restrict them to access FTP net
service only through policy.
Ex2 |LAN Group |Set up a policy that only allows partial users to 65
WAN connect with specific IP (External Specific IP)
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Under DHCP situation, assign the specific IP to static users and
restrict them to access FTP net service only through policy

STEP 1. Select LAN in Address and enter the following settings:
B Click New Entry button (Figure4-1)

Name: Enter Rayearth

IP Address: Enter 192.168.3.2

Netmask: Enter 255.255.255.255

MAC Address : Enter the user's MAC Address

(00:B0:18:25:F5:89)

Select Get static IP address from DHCP Server

B Click OK (Figure4-2)

Add MHew Address

Mame IRa\;earth
IP Sddress |1 921658.32
Metmask |255.255 255255

MLC Bodress ||DD:EID:1 825 F5E9 Clone MAC

IV Get static IP address from DHCP Server.

QK Cancel
Figure 4-1 Setting LAN Address Book WebUI
Marme IP [ Metmask MAC Address Canfigure
Insiche_ Ay 0.0.0.0/0.0.0.0 In Use |
Rayearth 192 1683 2255 255 255 255 00801 & 25:F5:89 Modify | Remave |

Mew Entry

Figure4-2 Complete the Setting of LAN
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STEP 2 . Adding the following setting in Outgoing Policy: (Figure4-3)

Comment : I

(Max. 32 characters)

Add Mew Policy

Source Address IRa\;ear‘th LI
Destination Address | outsice_ary =]
Service IFTP j
Schedule INnnej
Authertication Lser INone:I

Trunk INnnej

Action, WWan Port

|PERMT &LL =]

Tratfic Log ™ Enable
Statistics [T Enable
IDP ™ Enable
Content Blocking I~ Enable
IM i P2P Blocking | Mere x|
oS INnne j

b2, Bandwicth Per Source [P

Covwnstream IU Khbps Upstream IU Kbps

hAx. Concurrent Sessions Per IP

—

b2y, Concurrent Sessions

||D

QK

Cancel

Figure 4-3 Add a Policy of Restricting the Specific IP to Access to Internet

STEP 3 . Complete assigning the specific IP to static users in Outgoing Policy

and restrict them to access FTP net service only through policy:

(Figure4-4)
Source Destination Service Action Ciption Caonfigure Mave
Rayearth Outtzice_Any FTP [/ | | | | ‘ | | Modify | Remove Pause Ta|1l =
New Entry

Figure 4-4 Complete the Policy of Restricting the Specific IP to Access to Internet
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‘@ When the System Administrator setting the Address Book, he/she can choose

the way of clicking on Clone MAC Address, (o make the ALL7008 to fill out the user’s
MAC Address automatically.

‘@ In LAN of Address function, the ALL7008 will default an Inside Any address

represents the whole LAN network automatically. Others like WAN, DMZ also have the
Outside Any and DMZ Any default address setting to represent the whole subnet.

@The setting mode of WAN and DMZ of Address are the same as LAN; the only
difference is WAN cannot set up MAC Address.
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Setup a policy that only allows partial users to connect with
specific IP (External Specific IP)

STEP 1 . Setting several LAN network Address. (Figure4-5)

Marme IP I Metmask WA Address Canfigure
Inzide_Amy 0.0.0.00000 In Use |
Rayearth 192 168 3 20255 255 255 255 0001 8:25:F5:89 Modify | Remave |

Jd 192 168.3.12/255 255 255 .255 Modify | Remove |

A 192 .168.3.15/255.255 255255 Madify | Remove |

lsaac 192 168 .3.166/255 255 255 255 Modify | Remave |
Mew Entry

Figure4-5 Setting Several LAN Network Address
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STEP 2 . Enter the following settings in LAN Group of Address:
B Click New Entry (Figure 4-6)
B Enter the Name of the group
B Select the users in the Available Address column and click Add
B Click OK (Figure 4-7)

Add Mew Address Group

Mame: ITestTeam

= Awailable address = = Selected address =
Rayearth

=l

4 Remove

QK Cancel
Figure4-6 Add New LAN Address Group
Mame Member Canfigure
TestTeam J, Al Modfte, _Remove |
Pause
Mew Entry

Figure4-7 Complete Adding LAN Address Group

@ The setting mode of WAN Group and DMZ Group of Address are the same as
LAN Group.
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STEP 3 . Enter the following settings in WAN of Address function:
B Click New Entry (Figure4-8)
B Enter the following data (Name, IP Address, Netmask)
B Click OK (Figure4-9)

Add MHew Address
Mame Iyahoo
I Address I2D2.1 23721
Metmask I255.255.255.255
OK Cance|
Figure4-8 Add New WAN Address
MHarme 1P f Metmask Configure
Outzide_2Any 0.000/0.000 In Use |
yahoo 2021 237 210255255 255 255 Madify J Remove

Mew Entry

Figure4-9 Complete the Setting of WAN Address
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STEP 4 . To exercise STEP1~3 in Policy (Figre4-10, 4-11)

Comment :

(Ma. 32 characters)

Add Mew Palicy

Source Address IRa\;ear‘th LI
Destination Address Iyahcn:- j
Service IANY j
Schedule INone:I
Authentication Lser INDI‘IEﬂ

Trunk INnnej

Action, WWak Part

|PERMIT 2L =]

Tratfic Log [ Enable
Statistics ™ Enable
IDF ™ Enable
Contert Blocking [~ Enable
IM i P2F Blocking | e x|
oS INnne j

b2, Bandwicth Per Source [P

Cownstream IU Khps Upstream IU Kbps

b2y, Concurrent Sessions Per IP

—

b2, Concurrent Sessions

||0

QK Cance|
Figure4-10 To Exercise Address Setting in Policy
Source Destination Service Action Cption Configure Mave
Rayearth yahoo AN M | | | | ‘ | | Medify | Remove | Pause Ta|1l =
New Entry

Figure4-11 Complete the Policy Setting

@ The Address function really take effect only if use with Policy.
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Chapter 5
Service

TCP and UDP protocols support varieties of services, and each service consists
of a TCP Port or UDP port number, such as TELNET (23), SMTP (21), SMTP
(25), POP3 (110), etc. The ALL7008 includes two services: Pre-defined Service
and Custom Service.

The common-use services like TCP and UDP are defined in the Pre-defined
Service and cannot be modified or removed. In the custom menu, users can
define other TCP port and UDP port numbers that are not in the pre-defined
menu according to their needs. When defining custom services, the client port
ranges from 1024 to 65535 and the server port ranges from 0 to 65535

In this chapter, network services are defined and new network services can be
added. There are three sub menus under Service which are: Pre-defined,
Custom, and Group. The Administrator can simply follow the instructions below
to define the protocols and port numbers for network communication
applications. Users then can connect to servers and other computers through
these available network services.

)
o
»—" How to use Service?

The Administrator can add new service group names in the Group option under
Service menu, and assign desired services into that new group. Using service
group the Administrator can simplify the processes of setting up control policies.
For example, there are 10 different computers that want to access 5 different
services on a server, such as HTTP, FTP, SMTP, POP3, and TELNET. Without
the help of service groups, the Administrator needs to set up 50 (10x5) control
policies, but by applying all 5 services to a single group name in the Service field,
it takes only one control policy to achieve the same effect as the 50 control
policies.
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Define the required fields of Service

Pre-defined WebUI's Chart and lllustration:

Chart‘ Illustration ‘

siill| Any Service

TCP Service, For example : FTP, FINGER, HTTP, HTTPS ,
IMAP, SMTP, POP3, ANY, AOL, BGP, GOPHER, Inter
ihd | Locator, IRC, L2TP, LDAP, NetMeeting, NNTP, PPTP, Real
Media, RLOGIN, SSH, TCP ANY, TELNET, VDO Live, WAIS,
WINFRAME, X-WINDOWS, ...etc.

UDP Service, For example : IKE, DNS, NTP, IRC, RIP, SNMP,
SYSLOG, TALK, TFTP, UDP-ANY, UUCP,...etc.

YD)
(H13| ICMP Service, Foe example : PING, TRACEROUTE...etc.

New Service Name:
B The System Manager can name the custom service.

Protocol:
B The protocol type to be used in connection for device, such as TCP and
UDP mode

Client Port:
B The port number of network card of clients. (The range is 1024~65535,

suggest to use the default range)

Server Port:
B The port number of custom service
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We set up two Service examples in this chapter:

No |Suitable Example Page
Situation
Ex1 |Custom Allow external user to communicate with internal| 72
user by VolIP through policy. (VolP Port: TCP
1720, TCP 15325-15333, UDP 15325-15333)
Ex2 |Group Setting service group and restrict the specific 76

users only can access to service resource that
provided by this group through policy. (Group:
HTTP, POP3, SMTP, DNS)
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Allow external user to communicate with internal user by VolIP
through policy. (VoIP Port: TCP 1720, TCP 15328-15333, UDP
15328-15333)

STEP 1. Set LAN and LAN Group in Address function as follows: (Figure5-1,

MHarme IPf Metmask MAC Address Configure

Iricle_Aney 00000000 In Use |
“olP_01 192 1681 20255 255 255 255 Madify ' Remaove |
“olP_02 192 168.1 .3/255 255 255 255 Madify | Remove |
“olP_03 192 1681 41255 255 255 255 Madify ' Remaove |
WalP_04 192.168.1 .5/255.255.255.255 Modify ' Remove |

Mew Entry
Figureb5-1 Setting LAN Address Book WebUI
Mame Member Canfigure
ify | R

YolP_Group MolP_01, YalP_02, %alP_03... oy, . S |

F’au_s«_e al

Mew Entry

Figure5-2 Setting LAN Group Address Book WebUI
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STEP 2 . Enter the following setting in Custom of Service function:

B Click New Entry (Figure5-3)

B Service Name: Enter the preset name VoIP

B Protocol#1 select TCP, need not to change the Client Port, and
set the Server Port as: 1720:1720

B Protocol#2 select TCP, need not to change the Client Port, and
set the Server Port as: 15328:15333

B Protocol#3 select UDP, need not to change the Client Port, and
set the Server Port as: 15328:15333

B Click OK (Figure5-4)

Add Lser Defined Service
Service MAME : l\f’oIP—
* Frotocol { Range: 1 - 2557 Client Port { Range: 0- 65535) | SemerPort (Range: 0- 65535 )
il @ 1ep © UDP © Cther [ jo : [pssas frrzo o forvzo
2 * 1cp O uok O Cther |5 |n ;|55535 I15328 ;|15333
3 C Tep ® UDP 0 Cther 17 jo : |pssas frsazs . [15333
4 C 1P © UDP & Other [0 jo J o o
3  1cp 7 UDP % Other |0 |U :|D |t| ;ID
5 € Top DR ' Other [0 [o o o o
7 Corce O e F ootherd . P
8 C Tep © UDP % Other [0 jo o o o
OK Cancal
Figure5-3 Add User Define Service
Semice name Frotocol Client Port Serer Port Configure
“olP TCP 065535 1720:01720 Madify | Remove |

Mew Entry

Figure5-4 Complete the Setting of User Define Service of VoIP
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@Under general circumstances, the range of port number of client is 1024-65535.
Change the client range in Custom of is not suggested.

@If the port numbers that enter in the two spaces are different port number, then
enable the port number under the range between the two different port numbers (for
example: 15328:15333). And if the port number that enter in the two space are the same
port number, then enable the port number as one (for example: 1720:1720).
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STEP 3 . Compare Service to Virtual Server. (Figure5-5)

Yirtual Server Real IP 39124 36 173 |

Semice YWiAM Poart SemerYirtual [P Configure
19216812 |
: 19216813 Madify ] Remove
“olP From-Service(Custom) 192 1681 4 Eanacic)
19216815
Mew Entry

Figure5-5 Compare Service to Virtual Server

STEP 4 . Compare Virtual Server to Incoming Policy. (Figure5-6)

Source Destination Service | Action Option Configure bl o
Outside_Any Wirtual Server 1059124 36.173) “olP [/ | | | | | Modify | Remove | Pause | To |1 vl
MNew Entry

Figure5-6 Complete the Policy for External VolP to Connect with Internal VolP

STEP 5. In Outgoing Policy, complete the setting of internal users using VolP
to connect with external network VolP: (Figure5-7)

Source Destination Service Action Cption Configure Mave
“olP_Group Outside_Any “olP [/ | | | | | | | Modify | Remove Pause | To|1 'l
New Entry

Figure5-7 Complete the Policy for Internal VoIP to Connect with External VolP

@ Service must cooperate with Policy and Virtual Server that the function can take
effect
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Setting service group and restrict the specific users only can
access to service resource that provided by this group through
policy (Group: HTTP, POP3, SMTP, DNS)

STEP 1 . Enter the following setting in Group of Service:

Click New Entry (Figure 5-8)

Name: Enter Main_Service

Select HTTP, POP3, SMTP, DNS in Available Service and click
Add

Click OK (Figure 5-9)

Add Service Group

Mame: IMain_Service
= --- Byailable service ---= & = --- Selected service ---=
AN
AFPoverTCP
AL
BP
FTP
i —
HTTPS
IKE
It P
InterLocator
IRC x|

QK 3 Cancel

Figure5-8 Add Service Group
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Eraup narme Serice Configure
Main_Service DNS HTTR POP3. . Modify Remove |

Mew Entry

Figure5-9 Complete the setting of Adding Service Group

@If you want to remove the service you choose from Selected Service, choose the
service you want to delete and click Remove.
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STEP 2 . In LAN Group of Address function, Setting an Address Group that
can include the service of access to Internet. (Figure5-10)

Mame mMember Configure
Madify | Remove
labaratary lzaac, AJd, Owen fy .
Pause
Mew Entry

Figure5-10 Setting Address Book Group

STEP 3 . Compare Service Group to Outgoing Policy. (Figure5-11)

Source Diestination Service Action Ciption Caonfigure Iave
laborstory Qutsice_Any Main_Service [/ | | | | | | | Modify | Remove Pause | Ta I 1 VI
New Entry

Figure5-11 Setting Policy
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Chapter 6
Schedule

In this chapter, the ALL7008 provides the Administrator to configure a schedule
for policy to take effect and allow the policies to be used at those designated
times. And then the Administrator can set the start time and stop time or VPN
connection in Policy or VPN. By using the Schedule function, the Administrator
can save a lot of management time and make the network system most
effective.

A
1@
How to use the Schedule?

The system Administrator can use schedule to set up the device to carry out the
connection of Policy or VPN during several different time division automatically.
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To configure the valid time periods for LAN users to access to
Internet in a day

STEP 1 . Enter the following in Schedule:
B Click New Entry (Figure6-1)
B Enter Schedule Name
B Set up the working time of Schedule for each day
B Click OK (Figure6-2)

Add Mew Schedule
Schedule Name IWorkingTime
Dy Period
Start Time Stop Time
Monday EEERRE 1230 |
Tuesday jozan x| [1a30 x|
Wednesday EEECRd [1a30 =]
Thursday EEERE 1230 x|
Fridary |2l day x| |andey -]
Saturday | Disabile > |Disable = |
Sunday IDisablej IDisabIeLI

OK Cance|

Figure6-1 Setting Schedule WebUI

Mame Configure
WiorkingTime Modify | Remove

Mew Entry

Figure6-2 Complete the Setting of Schedule
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STEP 2 . Compare Schedule with Outgoing Policy (Figure6-3)

Source Destination Service Action Cption Canfigure Mave

Inzide_Any Outside_Any AR E/ O| | | | ‘ | | Modify | Remove | Pause -|—0|1 vl

New Entry

Figure6-3 Complete the Setting of Comparing Schedule with Policy

@ The Schedule must compare with Policy or VPN (Figure6-4, 6-5, 6-6)

GRE Local IP [

GRE Remote IP [
Schedule [WorkingTire v |
QoS [Mone =]
Authentication-User BES
[~ Show remote Network Neighborhood

OK Cancel

Figure6-4 Compare Policy with VPN or IPSec Autokey

Client IP Range : ||19Q.230.182.1 - |25e1
Auto-Disconnect if idle [ minutes (0: means always connected)
Schedule ||Wor]dngTimej

OK Cancel

Figure6-5 Compare Schedule with VPN or PPTP Server

[T Auto-Connect when sending packet through the link

Auto-Disconnectifidle IO minutes (0: means always connected)

Schedule || WordngTime = |

Figure6-6 Compare Schedule with VPN or PPTP Server
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Chapter 7
QoS

By configuring the QoS, you can control the OutBound and InBound
Upstream/Downstream Bandwidth. The administrator can configure the
bandwidth according to the WAN bandwidth.

Downstream Bandwidth : To configure the Guaranteed Bandwidth and
Maximum Bandwidth.

Upstream Bandwidth : To configure the Guaranteed Bandwidth and Maximum
Bandwidth.

QoS Priority : To configure the priority of distributing Upstream/Downstream and
unused bandwidth.

The ALL7008 configures the bandwidth by different QoS, and selects the
suitable QoS through Policy to control and efficiently distribute bandwidth. The
ALL7008 also makes it convenient for the administrator to make the Bandwidth
to reach the best utility. (Figure7-1, 7-2)

512.0 K
384.0 K __

256.0 K 1 _

(Bits per Second)

128.0 K "'f'”f"é"i"é"% ...j””?.g._

9:48 9:58 10:08 10:18 10:28 10:38 10:d8
(Minute)

Figure7-1the Flow Before Using QoS
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512.0 K
Maximum
i R g e NBandwidth
. 340K
—
; /TN
-
& 256.0 K
g - \ I
2 3 3 ‘ 1 Guarateed
- 0 O W e TRt ST ST T SRE B Pyl
~ 128.0 K :
0.0 K +
9:48 9:58 10:08 10:18 10:28 10:38 10:48

(Minute)

Figure7-2 the Flow After Using QoS (Max. Bandwidth: 400Kbps, Guaranteed Bandwidth: 200Kbps)
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Define the required fields of QoS

WAN:
B Display WAN1 and WAN2

Downstream Bandwidth:
B To configure the Guaranteed Bandwidth and Maximum Bandwidth
according to the bandwidth range you apply from ISP

Upstream Bandwidth:
B To configure the Guaranteed Bandwidth and Maximum Bandwidth
according to the bandwidth range you apply from ISP

Priority:
B To configure the priority of distributing Upstream/Downstream and unused
bandwidth.

Guaranteed Bandwidth:
B The basic bandwidth of QoS. The connection that uses the IPSec Autokey
of VPN or Policy will preserve the basic bandwidth.

Maximum Bandwidth:

B The maximum bandwidth of QoS. The connection that uses the IPSec
Autokey of VPN or Policy, which bandwidth will not exceed the amount you
set.
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We set up two QoS examples in this chapter:

that can restrict the traffic.

No |[Suitable Example Page
Situation
Ex1 |QoS Setting a policy that can restrict the user’s 87
downstream and upstream bandwidth.
Ex2 |QoS Setting a connection of IPSec Autokey in VPN 89
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Setting a policy that can restrict the user’s downstream and
upstream bandwidth

STEP 1 . Enter the following settings in Qo0S:

Figure7-4 Complete the QoS Setting

87

B Click New Entry (Figure7-3)
B Name: The name of the QoS you want to configure.
B Enter the bandwidth in WAN1, WAN2
B Select QoS Priority
B Click OK (Figure7-4)
Add Mew QoS
[ame ||POIic:y_@os
AR Downstream Bandwidth Upstream Bandwidth QoS Priority
G Bandwicth = I2DD Kbps G Bandwvicith = I2DD Kbps
1
I Bandwvidth = I4DD Khps 1l Bandwvicith = I4DD Khps
IMiddIe Vl
G Bandwyicth = ISDD Kbps G Bandwvicth = ISD Kbps
2
b Bandwicth = |4DD Khps 1 Bandwicith = |B4 Khps
QK Cance|
Figure7-3 QoS WebUI Setting
Marme A Downstream Bandwidth Upstrearm Bandwidth Prioity Configure
‘ G Bandwvicth = 200 Khps G Bandwvicth = 200 Kbps
1 Bandwvicth = 400 Khps 1l Bandwvicth = 400 Khps Madify
Policy_Glos Micldle |
. & Bandwidth = 300 Khps & Bandwidth = 50 Khps Remove |
. Bandhwidth = 400 Khps . Bandwyicth = 64 Khpz
MNew Entry



STEP 2 . Use the QoS that set by STEP1 in Outgoing Policy. (Figure7-5, 7-6)

Comment : I (Max. 32 characters)
Modify Policy

Source Address IInside_Any :I

Destination Address | Outside_sry x|

Service IANY ;I

Schedule IWnrkingTime ;I

Authentication User INone LI

Trunk INDHE ;I

Action, WWan Port

|PERMT ALL |

Traffic Log ™ Enable
Statistics ™ Enable
IDP ™ Enable
Content Blocking I Enable
IM i P2P Blocking [ e =]
oS IPnIicy_Qosj

b2, Bandwicth Per Source [P

Dovvnstream IU Kbps Upstream IU Kbps

hAx. Concurrent Sessions Per IP

—

b2y, Concurrent Sessions

|||:|

Figure7-6 Complete Policy Setting
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QK Cance|
Figure7-5 Setting the QoS in Policy
Source Destination Service | Action Cption Caonfigure hove
Insicle_&ny Outside_Any AR M ®| | | | | | | 8 Medify | Remove Pause | -|—0|1 vl
New Entry




Setting a connection of IPSec Autokey in VPN that can restrict

the traffic

STEP 1 . Enter the following in QoS:

B Click New Entry (Figure7-7)
B Name: The name of the QoS you want to configure.
B Enter the bandwidth you want to restrict in Downstream
Bandwidth and Upstream Bandwidth
B QoS Priority : Select Middle
B Click OK (Figure7-8)
Add Mew QoS
[ame ||VPN_C!03
AR Downstream Bandwidth Upstream Bandwidth QoS Priority
G Bandwicth = |1 an Kbps G Bandwvicith = |1 oo Kbps
i I Bandwvidth = I2DD Khps 1l Bandwvicith = |1 a0 Khps
IMiddIe vl
G Bandwyicth = I2DD Kbps G Bandwvicth = I2D Kbps
= b Bandwicth = ISDD Khps 1 Bandwicith = ISD Khps
QK Cance|
Figure7-7 QoS WebUI Setting
Marmne WA Downstream Bandwidth Upstream Bandwidth Priority Configure
G Bandwyicth = 100 Kbps G Bandwvicth = 100 Kbps
: M Bandwidth = 200 Khps M. Bandvvicth = 150 Khps Modify
WPN_Gios Miclclle 1
G Bandwidth = 200 Khps & Bandvwidth = 20 Khps Remave |
2 i Bandwicth = 300 Khps . Bandwvicth = 30 Khps
MNew Entry

Figure7-8 Complete the QoS Setting
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STEP 2 . Select the QoS that set by STEP1 in IPSec of VPN. (Figure7-9)

Schedule [ Blone »|
QoS [VEN_Qot ~]
Authentication-User [ Mone =

[~ Show remote Network Neighborhood

OK Cancel

Figure7-9 QoS Setting of IPSec

@When the administrator are setting QoS, the bandwidth range that can be set is the
value that system administrator set in the WAN of Interface. So when the System
Administrator sets the downstream and upstream bandwidth in WAN of Interface,

he/she must set up precisely.
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Chapter 8 _ _
Authentication

By configuring the Authentication, you can control the user’s (Internal user or
remote user who connect by VPN and IPSec) connection authority. The user has
to pass the authentication to access to Internet.

The ALL7008 configures the authentication of LAN’s user by setting account and
password to identify the privilege. Or by the RADIUS that set by yourself. The
system administrator can use this two mode to manage the Authentication.
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Define the required fields of Authentication

Authentication Management
B Provide the Administrator the port number and valid time to setup ALL7008
authentication. (Have to setup the Authentication first)

*

*

Authentication Port: The internal user have to pass the authentication
to access to the Internet when enable ALL7008.

Re-Login if Idle: When the internal user access to Internet, can setup
the idle time after passing authentication. If idle time exceeds the time
you setup, the authentication will be invalid. The default value is 30
minutes.

URL to redirect when authentication succeed: The user who had
passes Authentication have to connect to the specific website. (It will
connect to the website directly which the user want to login) The default
value is blank.

Messages to display when user login: It will display the login
message in the authentication WebUI. (Support HTML) The default
value is blank (display no message in authentication WebUI)

® Add the following setting in this function: (Figure8-1)

Authentication Management

T o ey I32 [ Range: 1 - 63535, Deny mutti-login if the auth user has
login )

Re-Login if Idle I3U Minutes [ Range: 1 - 1000

Re-Login after user login successiully IU Hours [ Range: O - 24, 0 means unlimited )

- Deny multi-login it the auth user has login

URL ta redirect when authentication succeed IWWW nuzoft.com tw [Max. B0 characters)

Meszszages to display when user login

Fou wust pass the authentication first access to the
Internetc !

Ok Cancel
Figure8-1 Authentication Setting WebUI
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® When the user connect to external network by Authentication, the
following page will be displayed: (Figure8-2)

/3 Authentication - Microsoft Internet Explorer i o ] 54
File Edit ‘Wiew Favorites Tools Help |

daBack » = - £) at | Qsearch GFavorites  GlMedia <4 | Ehe & ) - Cal

address |@ hkkpe {1192, 168,189, 1:82 j G0 |Links 2
Lser Login
User Authentication
Lzer Mame Iisaac
Fazsward I““““

OK

You must pass the authentication first access to the Internet |

|@ Done ’_ ’_ ’_|O Internet

R

Figure8-2 Authentication Login WebUI

93



® [t will connect to the appointed website after passing Authentication:
(Figure8-3)

3 il F4E-Internet Security Fighter- UTM, Firewall, Anti Spam, Anti ¥irus, IDP,Multihoming, QoS S51
File. Edit View Favorites Tools  Help

doBack - = - 7t ‘ Qsearch [GFavorites fMedia (% | Eh- & wl - 5 &

Address @ httpe vy, nusoft,com, befengfinds:.shml

Please click on this button to logout LOGOUT Avthertication User |
or enter this url http:#192 168 1891 82/logout html
to logout of your currently authenticated session

W WVail Server NUS-ML2500

& Built-in Anti-Spam and Anti-Virus free vou from
annoying spam and virus mails

& Capahle of mail inspection and remote backup.

& Push Mail supported.

MDEMO  progucts Demonstration

'We will provide the best
| solution for you.

== ET—
M internet Recorder NUS-IR2500

P R B Canrecords the daily internet activities of every user.
@Multi Homing Gateway NUS-MH1000 B Provides the instant anomaly flow alarm as

B support multiple Internet connections; Keep your detects internal anomalous network low
husiness always online occurred.

Musoft Systern Inc. copyright @ 2007 Wusoft Systemn Inc. All rights reserved, Tel: 886-2-8226-6789

’7 ’7 ’7 |' Internst 4

Figure8-3 Connecting to the Appointed Website After Authentication

‘@ If the user ask for authentication positively, can enter the LAN IP by the
Authentication port number. And then the Authentication WebUI will be displayed.
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Auth-User Name:
B The user account for Authentication you want to set.

Password:
B The password when setting up Authentication.

Confirm Password:
B Enter the password that correspond to Password

Shared Secret:
B The password for authentication of the ALL7008 and RADIUS Server

802.1xRADIUS:
B The Authentication to RADIUS Server of wireless network
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We set up four Authentication examples in this chapter:

No

Suitable
Situation

Example

Page

Ex1

Auth User

Setting a specific user to connect with external
network only before passing the authentication
of policy.

( Adopt the built-in Auth User Function )

97

Ex2

Auth Group

Setting external users to connect with internal
network only before passing the authentication
of VPN IPSec Autokey. ( Adopt the built-in Auth
User Group Function )

101

Ex3

RADIUS

Setting the users to connect with external
network only before passing the authentication
of policy.

(Adopt the external RADIUS Server built-in
Windows 2003 Server Authentication)

105

Ex4

POP3

Setting the users to connect with external
network only before passing the authentication
of policy. (Adopt the external POP3 Server
Authentication)

126
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Setting a specific user to connect with external network only
before passing the authentication of policy. (Adopt the built-in
Auth User Function)

STEP 1 . Setting the user’s Address in LAN of Address function. (Figure8-4)

MHarme IPf Metmask MAC Address Configure
Inside_Any 00000000 In Use |
user_01 192 168.3.5/255 255 255 255 Madify | Remove
Mew Entry

Figure8-4 LAN Address Setting

@ To use Authentication, the DNS Server of the user’s network card must be the
same as the LAN Interface Address of ALL7008.
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STEP 2 . Enter the following setting in Auth of Authentication function:

Click New User

Auth-User Name: Enter guest

Password: Enter 1234

Confirm Password: Enter 1234

Click OK

Complete Authentication Setting (Figure8-5)

Add Mew Authentication User

Authentication User Mame Iguest

Pazsword

qu

Confirm Passward I""""

QK

Figure8-5 Add New Auth-User WebUI
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Authentication of STEP1, 2 (Figure8-6, 8-7)

STEP 3. Add a policy in Outgoing Policy and input the Address and

Comment : I (Max. 32 characters)
Modify Policy

Source Address Iuser_D'I :I

Destination Address | Outside_sry x|

Service IANY ;I

Schedule INDHE ;I

Authentication User INone LI

Trunk

INDHE ;I

Action, WWan Port

|PERMT ALL |

Traffic Log ™ Enable
Statistics ™ Enable
IDP ™ Enable
Content Blocking I Enable
IM § P2P Blacking [none =]
Gos INDHE ;I

b2, Bandwicth Per Source [P

Dovvnstream IU Kbps Upstream IU Kbps

hAx. Concurrent Sessions Per IP

—

b2y, Concurrent Sessions

|||:|

Figure8-7 Complete the Policy Setting of Auth-User
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QK Cance|
Figure8-6 Auth-User Policy Setting
Source Destination Service Action Cption Caonfigure Mave
user_01 Outside_Any AN [/ | | | | | | | Modify | Remove | Pause Ta|1l =
New Entry




STEP 4 . When user_01 is going to access to Internet through browser, the
authentication Ul will appear in Browser. After entering the correct
user name and password, click OK to access to Internet. (Figure8-8)

STEP 5 . If the user does not need to access to Internet anymore and is going to
logout, he/she can click LOGOUT Auth-User to logout the system. Or
enter the Logout Authentication WebUI (http:// LAN Interface:
Authentication port number/ logout.html) to logout (Figure8-9)

Lser Login
User Authentication
Uzet Mame I
Pazsword I

QK

Figure8-8 Access to Internet through Authentication WebUI

/3 LOGOUT Authentication User - Microsoft Internet Explo 101 =]

Flease click on this button to logout LOGOUT Authertication User |
or enter this url hitp: 192 168 189 182 ogout html
to logout of your currently authenticated session.

Figure8-9 Logout Auth-User WebUI
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Setting external users to connect with internal network only
before passing the authentication of VPN IPSec Autokey. (Adopt
the built-in Auth User Group Function)

STEP 1 . Setup several Auth User in Authentication. (Figire8-10)

Authentication User Mame Configure
isaac Modify | Remove |
guest Modify | Remove |
aja Modify | Remove |
owven Modify | Remove |
Mew Entry

Figure8-10 Setting Several Auth Users WebUI
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STEP 2 . Add Auth User Group Setting in Authentication function and enter
the following settings:
B Click New Entry
Name: Enter laboratory
Select the Auth User you want and Add to Selected Auth User
Click OK
Complete the setting of Auth User Group (Figure8-11)

Mew Authentication Group

Mame: Ilabnratnr\,f

=--- Selected Authertication User---=

= ---Available Authertication User ---=

(Radius User)
(POP3 Uszer)

4 Remove

QK Cancel

Figure8-11 Setting Auth Group WebUI
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STEP 3 . Add a IPSec Autokey rule in VPN includes the Auth User Group of
STEP 2. (Figure8-12)

Schedule [ MNone: =]
QoS [Mone ]
Authentication-User [ lkoratory + |
[~ Show remote Network Neighborhood

OK Cancel

Figure8-12 Compare Authentication with IPSec Autokey

STEP 4 . When external users try to connect with the PC of the ALL7008 by
IPSec Autokey, they must pass the authentication first. (Figure8-13)

Lser Login
User Authentication
Uzet Mame I
Pazsword I

QK

Figure8-13 Set Up the IPSec VPN Connection by Authentication
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STEP 5 . If the remote user does not need connection and is going to logout,
he/she can click the LOGOUT Auth-User button or enter the Logout
Authentication WebUI (http:// LAN Interface: Authentication port
number/ logout.html) to logout (Figure8-14)

/3 LOGOUT Authentication User - Microsoft Internet Explores 101 =]

Flease click on this button to logout LOGOUT Authertication User |

or enter this url hitp: 192 168 189 182 ogout html
to logout of your currently authenticated session.

Figure8-14 Logout Auth-User WebUI
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Setting the users to connect with external network only before
passing the authentication of policy. (Adopt external RADIUS
Server built-in Windows 2003 Server Authentication)

% Windows 2003 RADIUS Server Setting Way

STEP 1 . Click [Start] = [Control Panel] > [Add/Remove Program], Choose
[Add/Remove Windows] and then you can see [Window Component
Wizard]

STEP 2 . Choose Networking Services and click Details (Figure8-15)

windows Components Wizard N

Windows Components
Y'ou can add o remove componants of Windows <P,

Toadd ot remove & componant, alick the chackbay, A shadad box means that anly
pait-of the component will b2 installed. Tosee what's ncluded in'a component, chick
Dietails.

!:nmpnnmlls:
] & Messags Queuing 0.0 ME _:;_l
| "I"‘ MSH Explores 132ME

i f;ji Metoiking 2 rvices

E1 %ij Oither Metwesk File and Frint Services 0OME
W] 8 Mtk Fxranss nkR LI

Descrption: Conkaine a vamety of _apﬁciaﬁ%ed, rietworkselated services and protocols
Total disk space requirad: 55.6 MB Detaifs:
‘Space available o disk: 73B0E MB _l

< Back et > Cancel |

Figure8-15 Add Windows Components WebUI
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STEP 3. Choose Internet Authentication Service (IAS) (Figure8-16)

Metworking Seryices L X

Ttradd il remove a component. cick the check bow A shaded bow means that anly part
of the sompanent will be %Ea#ad To zes what's included i & component, click Detals,

“Subcoriponerits of Networking Services

i B Domain Name System [DNS] 1TEMB =]
[+ Q Cwnarmic Host Configuration Protocod [DHCP) O0oMe
£l Intemet Authentication Sanvice 0.0ME [
il B RPC aver HTTP Prow DOMB
vl (= Simple TCP/IP Services OO0ME
[+ @Windnws Intermet Mame Sernce [WINS] 09 ME

=

Descphior;  Enables authentication, suthaizabion and accounting of dialup atid VPN,
Lisers, 5 suppoits the RADIUS plotacol

Cancel

Total disk space mquired: 17 2MB Datale |
Snace avalable ondisk: TEE 7 MB

Figure8-16 Add New Internet Authentication Services WebUI
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STEP 4 . Click [Start] = [Control Panel] - [Administrative Tools], Choose
[Internet Authentication Service] (Figure8-17)

Hi hebwecl
Fazem

LA Inkerret: nithenticalion Sevice. b
: Vi Inbarmat Infirmalion Sevoms ([15) Hanager
it - T

P cptom. A P Yo Sece -
v Ly Pardecs and Fasen v i Massot FET Pl L1 Cerhguation
W Regonsl s Lenguege Sptiots i Mot PET Framemeork 141 Wisands
y Seawres ond Cammras + ) Nty Lond sk Marnager

L ST v 8l Puornange

W) Spurets and MU Dadces L5 Tenote Desbops:

Figure8-17 Choose Internet Authentication Service
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STEP 5 . Press right button on RADIUS Clients and choose New RADIUS
Client (Figure8-18)

+# Internet Authentication Service . = |Ell_>{'
File  Action  Wiew Help
= (BB NE @
% Irkernet Authentication Service (Local) | Friendly Marme | Address | Prokacal | Cliert-!
4y ' ; R
w0 Remote Acce DI A Thiere are noitems to show in this view,
5 Remote fcce e 2
] f_:l Connection F
Wi »
Refresh
Expart Lisk, .,
Help
4| | i
Mew Client |

Figure8-18 Add New RADIUS Client
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STEP 6 . Enter the Name and Client Address (also the ALL7008 IP)
(Figure8-19)

Figure8-19 Add New RADIUS Client Name and Address
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STEP 7 . Choose RADIUS Standard; enter Shared Secret and Confirm

Shared Secret. (The settings must be the same as RADIUS of
ALL7008) (Figure8-20)

New RADIUS Client x|

iddiianal Infarmation

|} you-are using remote - access policies based on the client vendar attibute. specity the
wendor of the RADIUS client

Client-vendar:

[RADIUS Standard =]
Shared secret: |xxxxxx

Carfitm shared secret: |xxxxxx

™ Bequest must contair the Messags Authenticator attribute

Cancel I

Figure8-20 Add New RADIUS Client and Password WebUI

110



STEP 8 . Press the right button on Remote Access Policies and select to add
New Remote Access Policy. (Figure8-21)

+# Internet Authentication Service = ;lgl_x'

File  Action  Wiew Help

& = | 8@ HE| 2

% Internet Authentication Service (Local) Marme | Qrder |
& (] RADIUS Clients

# L:| Remote Access Logging
[+ % Remaote Access Palicies
¥ f_j Connection Request Pr AR I =R Policy

%’C‘Dnnections to Microsoft Routing and Remote .. 1
ES'Cannactions to other access servers 2z

e L

tew :

Refrash
Export List..,

Help

[New Remate Atcess Policy |

Figure8-21 Add New Remote Access Policy
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STEP 9. Select Use the wizard to set up a typical policy for a common
scenario and enter the Policy name. (Figure8-22)

Mew Remote Access Policy Wizard . ) _ﬁl

Policy Configuration Method FQ
The wizard can create a typical policy, or you can create a custom policy. ﬁIJ

How do pou want to set up this policy?

i+ |lze the wizard to ==l up 3 Wwpical policy for & commor scenario

i Setup acustom policy

Tupe a name that dezcibes this palicy.

Eolicy narne; Fadiuz

Exarmple; Authenticate all YFM connections

Cancel |

Figure8-22 Add Remote Access Policy and Name
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STEP 10 . Select Ethernet (Figure8-23)

Mew Remote Access Policy Wizard LN _ﬁl
Access Method ﬁ

Policy conditions are bazed on the method uzed to gain access to the netwark, ﬁl

Select the method of acoess for which you want ta create & palicy.

VPN
Use for all VPN cornections. Ta create a policy for a specific VPN lupe, go back ta the
previous page, and select Set up a custom policy,

i Diakup

Use tor diskup connections that use 3 tradiional phone line-or an Integrated Services
Digital Metwark [ISOMN] line.

" \ireless
Use for wirsless LAN connections anly,

{* Ethermet
[lze for Ethemet connechions, such az connections that Lese a-awitch,

Cancel |

Figure8-23 Add New Remote Access Policy Method
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STEP 11 . Choose User (Figure8-24)

MNew Remote Access Policy Wizard oy .

Lizer or Group Access

You can grant access to individual users, or you can grant access to selected
aroups.

Grant access based on the following:
& User

Lzer acoess permissions are specified in the user account,
i Group

Individual uzer permiszions overnde group permissions:

[FroUE name:

BEMYE

e

Cancel |

Figure8-24 Add New Remote Access Policy of User or Group Access
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STEP 12 . Select MD5-Challenge (Figure8-25)

MNew Remote Access Policy Wizard oy .

Authentication Methods
E&P uzes different types of zecunty devices to authienticate users.

Select the EAP type for this policy.

Type:

I tD5-Challenge j [Earfigure o |

Cancel |

Figure8-25 Authentication Methods of Adding New Remote Access Policy
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STEP 13 . Press the
(Figure8-26)

*;# Internet Authentication Service

File  Action  Wiew Help

right button on Radius

and choose Properties.

¢“*|-|7|><I'IE‘-.§5|+ *

% Internet Authentication Service (Local)
-1 RADIUS Clients

# L:| Remote Access Logging

-5 Remote Access Polides

[ Connection Request Processing

Connections

g(:onnections -

ez i

Mo DA and Remote ... 2
e Brs 3

Delets

Renare:

Help

[Opens property shest for the current selection,

Figure8-26 Internet Authentication Service Setting WebUI
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STEP 14 . Select Grant remote access permission and Remove the original
setting, click Add to add a new one. (Figure8-27)

Radius Properkties i '?I xl

Settings |

Spacif._u the conditiors that connection requests must match,

Folicy conditions:

MaS5-Fort-Type matches 'Ethemet!

Add. | Edi. Bemove

If connection requests match the condiions specified in this police, the
Fszociated profile will be applied ko the connectiar.

Edit Frafile;, |

Unless individual apeesz permizzions are zpecified in the user profile, this:
policy contrals access to the network,

If & conhection request matches the specified conditidns:
(™ Dieny remate access permission

1+ Grant iemate access permission

0k, I Cancel &pply

Figure8-27 RADIUS Properties Settings
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STEP 15 . Add Service-Type (Figure8-28)

B Select Attribute . fid S|

Select the type of attibute to add, and then click the Add buttar:

Sttribute types:
M arne | BElezcrption :I
Called-5Station:- d Specifies the phone number dialed by the um
Calling-Station-1d Specifies the phone number from which the ¢
Client-Friendly-M ame Specifies the fnendly name far the RADILS ¢
ClientIP-4ddress Specifies the IF address of the RADILS cler
Client-Yendaor Specifies the manufacturer of the RADLS m
Day-dnd-Time-Festric..,  Specifies the time periods and days of week,
Framed-Frotocal Specifies the protocol that iz uzed,
M5-FAS-endor Diescription nok yet defined
MAS-ldentifier Specifies the sting that identifies the MAS th,
MNAS- P-Address Specifies the |P address of the MAS where i
Specifigs the tupe of physical port that iz uze
Specifies the type of zervice that the uzer ha
Specifies the tunneling protocols used,
YWindows-Groups Specihies the Windoiws groups that the user I.T
4 | :

dgd. | Cancel |

Figure8-28 Add New RADIUS Attribute
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STEP 16 . Add Authenticate Only from the left side. (Figure8-29)

Service-Type

Awailable tpes:

Administrative
Call Check,
Callback Adm

Callback Mas
Framed
Login

MAS Prompt
Outboind

1]

Callback Framed
Calback Login

Bdd »» |
44 Bemove |

iFigtrative

Prarmpt

| ]

Seleoted lypes:

20x]

|+

58

Cancel |

Figure8-29 Add RADIUS Service-Type
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STEP 17 . Press Edit Profile button and select Authentication and select

Unencrypted authentication (PAP, SPAP) (Figure8-30)

Sattings |

Specify the conc

Policy conditions

Add.,.

[F eonhection rec
azzociated prafit

Edit Prafile;,

Unless individual
palicy controls at

[f & conmection n
' Dieny remate

™ Grant remioha

Edit Dial-in Profile
Dliakin Constraints: I P I P taltilird:
Buthentication Enciyption I Advanced

Select the authentication methods: pou want o allow far this connaction

™ Microsalt Encrypted Authentication virsion 2 [MS-CHAR +2)
[T Uzer tar change-passwarl sfterl e espmed

[ Microzoft Enciypted duthentication [M5-EHAR]
[T Ugertan ohangepasswan afterl e exped

I™ Enciypted authentication [CHAP)

v .E_U_nehu:_[_l,lpte_d'atuhiaﬁti_catipn_[F‘.-’-‘-.F'“ SPAPE

21|

~ Unauthenticated access

r Allew clients to connect without negatiating an authentication
method.

]S Cancel Apply

Figure8-30 Edit DADIUS Dial-in Property
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STEP 18 . Add Auth User. Click [Start] = [Setting]> [Control Panel] -
[Administrative Tools], Choose [Computer Management] (Figure8-31)

&, Accessibilty Options
== Add Hardware
) addor Remove Programs

8 27 Certification Autherity
8y Cluster Administrabar
@ Component Services:
i Folder Gptions oul t I
4 Fants Configure Your Server Wizard
% Gams Contrallers 53 Data Sources (ODBC)
A Internet Optisns o Distributed File:System
S Keyboard Event Vigwer
& Licensing @ Internet Authentication Service
) Mouse B8 Internet Information Services (115) Manager
& Hetwork Cornections » By Licensing
2. Phane and Modsm Options 5P Local Security Policy
"%y Pawer Options M Manage Your Server
-4y Prinkers and Faxes b S Microsoft NET Framework 1.1 Carfiguration
Windows Catalog ? .Rs.g\una.Ta-nd Lap_guﬁge Options: é& .M.icrt.jv:soFt {MET F.ramewo'ﬁc-'-l.l Wizards
=, Scanners and Cameras v @ Network Load Balancing Manager
Windows Uipdate: 7] Scheduled Tasks: » @' Performance:
@ Sounds and Audio Dayices {4 Remote Daskiops
Brograms 5 ' Spesch = Routing and Remote Access
“ T\ Stared User Narmies and Passwerds. %Senﬂ:es
Jbartienie A0 System "@ Terminal Server Licensing:
E 4 W Taskbar and Start Menu Termninal Setvices Canfiguration
& Metwork Connections ¥ Teminal Services anagsr

Help and Support:

ey Printers and Faxes
i, Taskbar and Start Menu

.

‘Shigt Dawn,

i |G @ | v Adebe Reader - [BM300... | > Intetnst Authertication ... |

Figure8-31 Enter Computer Management
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STEP 19 . Press the right button on the Users and select New User.
(Figure8-32)

1ol
=] Fle Action  Aiew window  Help |5|

€= | amE RDE| 2

|,I=E'; Computer Management (Local) harme. | Ful Name | Destription

El ﬁ:& System Tools 3 administrator Built-in accol
E IL%_'j! EVBr Yiowss 5Guest Biilt-im acco
? E Shared Folders EIUSR_TEST Inkernet Guest Account Built-in acco
L= o o~ EIWHM_TEST Launch II5 Process Account Builk-in accou

| A gjackje' jackie

B 0 Parforma ®surPoRT 38, Ch=Microsoft Corparation,., Thisisa en
ﬁ Device M- ﬂ?w - ¥

= g storage New Mindow from Here

| B4 Removab Refrash
g Disk Defr. Expit s
g Disk Man:

e & Services and | Help

{Craates a new Local User accaunt, | |

Figure8-32 Add New User

STEP 20 . Complete the setting of Windows 2003 RADIUS Server.
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STEP 21 . Enter IP, Port and Shared Secret (The setting must be the same as
RADIUS Server) in RADIUS of Authentication (Figure8-33)

RADILIS Server
[+ Enable RADIIS Server Authenticstion

RADIS Server IP 1721925010 (Max. 60 charactars)
RADIS Server Port 1812 [ Range: 1025 - 65535 )
Shared Secret master (Max. 80 charactars)

[T Enable 802.1x RADIUS Server Authertication
QK Cancel

Figure8-33 Setting RADIUS Server

STEP 22 . Add Radius User in Auth User Group of Authentication.
(Figure8-34)

Mew Authentication Group

Matme: IRadius

= ---Ayailable Authertication User -—-= =--- Selected Authertication User---=
izaac

guest
aja
OVYET

zer)

(Radius User)
(POP3 Uszer)

4 Remove

QK Cancel

Figure8-34 Add New RADIUS Auth Group
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STEP 23 . Add a policy of Auth User Group (RADIUS) that set by STEP 22 in

Outgoing Policy. (Figure8-35, 8-36)

Comment : I (Max. 32 characters)
Modify Policy

Source Address IInside_Any j

Destination Address | Outside_sry x|

Service I.ti\.N‘rr LI

Schedule INDHE ;I

suthertication User |Radius = |

Trunk INone LI

Action, Wwan Port

|PERMIT 8L |

Traffic Log ™ Enakle
Statistics ™ Enable
ICP ™ Enable
Content Blocking I~ Enable
IM § P2P Bllacking fwone =]
oS INone LI

b2 Bandwicth Per Source [P

Drovvvmistream IU Kbps Upstream IU Khbps

b2, Concurrent Sessions Per IP

—

b2y, Concurrent Sessions

|||:|

QK Cance|
Figure8-35 RADIUS Authentication Policy Setting WebUI
Source Destination Service | Action Cption Canfigure hove
Inzide_Any Outside_Any ARY [/ |A<5J | | | | | Modify | Remove Pause | To|1 'l
New Entry

Figure8-36 Complete RADIUS Authentication of Policy Setting
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STEP 24 . When the user is going to connect with Internet through browser, the
Authentication windows will appear in browser. After entering the
correct account and password can connect with Internet through
ALL7008. (Figure8-37)

Lser Login
User Authentication
Uzet Mame I
Pazsword I

QK

Figure8-37 Access to Internet by Authentication WebUI
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Setting the users to connect with external network only before
passing the authentication of policy. (Adopt the external POP3
Server Authentication)

STEP 1 . Enter the following setting in POP3 in Authentication (Figure8-38)

FOF3 Server
[¥ Enahle POPS Server Authentication
POP3 Server (P or Domain Mame ) |1 92165313910 [Max. 80 characters)
POP3 Server Port |1 10 [ Fange: 110 or 1025 - 65535 )
QK Cancel

Figure8-38 POP3 Server Setting WebUI

STEP 2 . Add POP3 User in New Authentication Group. (Figure8-39)

Mew Authentication Group

Mame: IF‘OF‘S_Auth

= ---Ayailable Authertication User -—-= =--- Selected Authertication User---=

isaac [POP3 User)
guest

aja

OVYEn
(Radius User)
[POP3 User)

4 Remove

QK Cancel

Figure8-39 Add New POP3 User WebUI
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STEP 3. Add a policy of Authentication User Group that set in STEP2 in

Outgoing Policy. (Figure8-40, 8-41)

Comment : I (Max. 32 characters)
Modify Policy

Source Address IInside_Any j

Destination Address | Outside_sry x|

Service I.ti\.N‘rr LI

Schedule INDHE ;I

AL thertication User |PoP3_tuth v |

Trunk

INone LI

Action, Wwan Port

|PERMIT 8L |

Traffic Log ™ Enakle
Statistics ™ Enable
ICP ™ Enable
Content Blocking I~ Enable
IM § P2P Bllacking fwone =]
oS INone LI

b2 Bandwicth Per Source [P

Drovvvmistream IU Kbps Upstream IU Khbps

b2, Concurrent Sessions Per IP

—

b2y, Concurrent Sessions

|||:|

QK Cance|
Figure8-40 POP3 Server Authentication Policy Setting
Source Destination Service | Action Cption Canfigure hove
Inzide_Any Outside_Any ARY [/ |A<5J | | | | | Modify | Remove Pause | To|1 'l
New Entry

Figure8-41 Complete POP3 Server Authentication Policy Setting
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STEP 4 . When the user is going to access to Internet by browser, the
Authentication WebUI will display in the browser. After entering correct
account and password, click on OK and then can access to Internet by
ALL7008: (Figure8-42)

Lser Login
User Authentication
Uzet Mame I
Pazsword I

QK

Figure8-42 the Authentication WebUI
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Chapter 9
Content Filtering

Content Filtering includes "URL ; , " Script ; , "P2P ,, "IM ; , " Download | .
[URL Blocking]): The administrator can set up to “Allow” or “Restrict” entering
the specific website by complete domain name, key words, and metacharacter
(~and x).
[ Script Blocking): The access authority of Popup, ActiveX, Java, Cookies

[P2P Blocking): The authority of sending files by eDonkey, eMule, Bit Torrent

[IM Blocking]): To restrict the authority of receiving video, file and message
from MSN Messenger, Yahoo Messenger, ICQ, QQ.

[ Download Blocking ) : To restrict the authority of download specific
sub-name file, audio, and some common video by http protocol directly.
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Define the required fields of Content Blocking

URL String:
B The domain name that restricts to enter or only allow entering.

Popup Blocking:
B Prevent the pop-up WebUI appearing

ActiveX Blocking:
B Prevent ActiveX packets

Java Blocking:
B Prevent Java packets

Cookies Blocking:
B Prevent Cookies packets

eDonkey Blocking:
B Prevent users to deliver files by eDonkey and eMule

BitTorrent Blocking:
B Prevent users to deliver files by BitTorrent

WinMX:
B Prevent users to deliver files by WinMX

IM Blocking:
B Prevent users to login MSN Messenger, Yahoo Messenger, ICQ, QQ, and
SKype

Audio and Video Types:
B Prevent users to transfer sounds and video file by http

Sub-name file Blocking:
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B Prevent users to deliver specific sub-name file by http
All Type:

B Prevent users to send the Audio, Video types, and sub-name file...etc. by
http protocol.
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We set up five Content Blocking examples in this chapter:

No |[Suitable Example Page
Situation
Ex1 |URL Blocking [Restrict the Internal Users only can access to| 133
some specific Website
Ex2 |Script Restrict the Internal Users to access to Script| 136
Blocking file of Website.
Ex3 |P2P Blocking [Restrict the Internal Users to access to the 138
file on Internet by P2P.
Ex4 |IM Blocking Restrict the Internal Users to send message, | 140
files, video and audio by Instant Messaging.
Ex5 |Download Restrict the Internal Users to access to video,| 142
Blocking audio, and some specific sub-name file from

http or ftp protocol directly.
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Restrict the Internal Users only can access to some specific
Website

*<URL Blocking:

Symbol: ~ means open up; * means metacharacter

Restrict not to enter specific website: Enter the " complete domain
name ; or " key word of the website you want to restrict in URL String.
For example: www.kcg.gov.tw or gov.

Only open specific website to enter:

1. Add the website you want to open up in URL String. While
adding, you must enter the symbol “~” in front of the " complete
domain name ; or " key word ; that represents to open these
website to enter”. For example: ~www.kcg.gov.tw or ~gov.

2. After setting up the website you want to open up, enter an order
to “forbid all” in the last URL String; means only enter * in
URL String.

@Warning! The order to forbid all must be placed at last forever. If you want to open

a new website, you must delete the order of forbidding all and then enter the new
domain name. At last, re-enter the “forbid all” order again.
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STEP 1 . Enter the following in URL of Content Filtering function:

Click New Entry

URL String: Enter ~yahoo, and click OK

Click New Entry

URL String: Enter ~google, and click OK

Click New Entry

URL String: Enter , and click OK

Complete setting a URL Blocking policy (Figure9-1)

LIRL String Canfigure
~yahoo Modify | Remove |
~gjoogle Madify | Remwe|

Modify | Remove |
Mew Entry

Figure9-1 Content Filtering Table
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STEP 2 . Add a Outgoing Policy and use in Content Blocking function:

(Figure9-2)
Comment : I (Max. 32 characters)
Modify Policy
Source Address IInside_Any :I
Destination Address | Outside_sry x|
Service IANY ;I
Schedule INDHE ;I
Authentication User INone LI
Trunk INDHE ;I

Action, WWan Port

|PERMT ALL |

Traffic Log ™ Enable
Statistics ™ Enable
IDP ™ Enable
Content Blocking ¥ Enable
IM § P2P Blacking [none =]
Gos INDHE ;I

b2, Bandwicth Per Source [P

Dovvnstream IU Kbps Upstream IU Kbps

hAx. Concurrent Sessions Per IP

—

b2y, Concurrent Sessions

|||:|

QK

Cancel

Figure9-2 URL Blocking Policy Setting

STEP 3 . Complete the policy of permitting the internal users only can access to
some specific website in Outgoing Policy function: (Figure9-3)

Source Destination Service | Action Cption Canfigure hove
Inzide_Any Outside_Any ARY [/ | | | | | ® | | Modify | Remove Pause | -|—0|1 vl
New Entry

Figure9-3 Complete Policy Settings

@Aﬁerwards the users only can browse the website that include “yahoo” and
“google” in domain name by the above policy.
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Restrict the Internal Users to access to Script file of Website

STEP 1 . Select the following data in Script of Content Blocking function:

Select Popup Blocking

Select ActiveX Blocking

Select Java Blocking

Select Cookies Blocking

Click OK

Complete the setting of Script Blocking (Figure9-4)

Seript Blocking

¥ Popup Blocking V¥ activex Blocking

¥ Java Blocking ¥ Coakie Blocking

QK Cancel

Figure9-4 Script Blocking WebUI

136



STEP 2 . Add a new Outgoing Policy and use in Content Blocking function:

(Figure9-5)
Comment : I (Max. 32 characters)
todify Policy
Source Address IInside_Any :I
Destination Address | Outside_sry x|
Service IANY ;I
Schedule INDHE ;I
Authentication User INone LI
Trunk INDHE ;I

Action, WWan Port

|PERMT ALL |

Traffic Log ™ Enable
Statistics ™ Enable
IDP ™ Enable
Content Blocking ¥ Enable
IM § P2P Blacking [none =]
Gos INDHE ;I

b &% Bandwicth Per Source [P Diosvnstream ID Kbps Upstream ID Kbps
hAx. Concurrent Sessions Per IP IIZI
b2y, Concurrent Sessions ||EI

QK Cancel

Figure9-5 New Policy of Script Blocking Setting

STEP 3 . Complete the policy of restricting the internal users to access to Script
file of Website in Outgoing Policy: (Figure9-6)

Source Destination Service | Action Cption Canfigure hove
Ingicle_any Outtsicle_Any ANY 7 | | | | |®| | Madify | Remove | Pause | To|1 'l
New Entry

Figure9-6 Complete Script Blocking Policy Setting

@The users may not use the specific function (like JAVA, cookie...etc.) to browse the
website through this policy. It can forbid the user browsing stock exchange
website...etc.
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Restrict the Internal Users to access to the file on Internet by
P2P

STEP 1 . Select the following data in P2P of Content Blocking function:
B Select eDonkey Blocking
B Select BitTorrent Blocking
B Select WinMX Blocking
B Click OK
B Complete the setting of P2P Blocking (Figure9-7)

Peer-to-Peer Application Blocking
¥ eDonkey Blocking

¥ Bit Torrent Blocking

¥ WinMX Blocking

OK Cancel
Figure9-7 P2P Blocking WebUI
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function:

(Figure9-8)
Comment : I (Max. 32 characters)
todify Policy
Source Address IInside_Any :I
Destination Address | Outside_sry x|
Service IANY ;I
Schedule INDHE ;I
Authentication User INone LI
Trunk INDHE ;I

Action, WWan Port

|PERMT ALL |

Traffic Log ™ Enable

Statistics I Enable

IDP ™ Enable

Content Blocking V¥ Enahle

IM i P2P Blocking [ e =]

Gos INDHE ;I

b &% Bandwicth Per Source [P Diosvnstream ID Kbps Upstream ID Kbps
mAX. Concurrent Sessions Per [P IIII—

hAX. Concurrent Sessions ||EI—

Figure9-8 Add New Policy of P2P Blocking

QK Cancel

STEP 3 . Complete the policy of restricting the internal users to access to the file

on Internet by P2P in Outgoing Policy: (Figure9-9)

Source Destination Service | Action Cption Canfigure

Move

Inside_Any Dutsice_Any AN

Y [ [[[[]®]] Moty | Remowe | _pawe | | rol1 =]

New Entry

Figure9-9 Complete P2P Blocking Policy Setting

@PZP Transfer will occupy large bandwidth so that it may influence other users. And

P2P Transfer can change the service port free so it is invalid to restrict P2P Transfer by

Service. Therefore, the system manager must use P2P Blocking in Content Blocking

to restrict users to use P2P Transfer efficiently.
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Restrict the Internal Users to send message, files, video and
audio by Instant Messaging

STEP 1 . Enter as following in IM Blocking of Content Blocking function:
B Select MSN Messenger, Yahoo Messenger, ICQ Messenger,

QQ Messenger and Skype.
B Click OK

B Complete the setting of IM Blocking. (Figure9-10)

Instant Messaging Blocking
[¥ MSH Messenger Blocking

¥ Yahoo Messenger Blocking
¥ 1CQ Messenger Blocking

I QQ Messenger Blocking

¥ Skype Messenger Blocking

OK Cancel

Figure9-10 IM Blocking WebUI
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function:

(Figire9-11)
Comment : I (Max. 32 characters)
todify Policy
Source Address IInside_Any :I
Destination Address | Outside_sry x|
Service IANY ;I
Schedule INDHE ;I
Authentication User INone LI
Trunk INDHE ;I

Action, WWan Port

|PERMT ALL |

Traffic Log ™ Enable
Statistics ™ Enable
IDP ™ Enable
Content Blocking ¥ Enable
IM § P2P Blacking [none =]
Gos INDHE ;I

b2, Bandwicth Per Source [P

Dovvnstream IU Kbps Upstream IU Kbps

hAx. Concurrent Sessions Per IP

—

b2y, Concurrent Sessions

|||:|

Figure9-11 Add New IM Blocking Policy

QK

Cancel

STEP 3 . Complete the policy of restricting the internal users to send message,
files, audio, and video by instant messaging in Outgoing Policy:

(Figure9-12)

Figure9-12 Complete IM Blocking Policy Setting
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Inzide_Any Outside_Any ARY [/ | | | | | ® | | Modify | Remove Pause -|—0|1 vl
New Entry



Restrict the Internal Users to access to video, audio, and some
specific sub-name file from http or ftp protocol directly

STEP 1 . Enter the following settings in Download of Content Blocking
function:
B Select All Types Blocking
B Click OK
B Complete the setting of Download Blocking. (Figure9-13)

Dovenload Blocking
v an Types Blocking
[T audio and Video Types Blocking

Extension Blocking

[T exe | Zip [T rar
[T = I~ hin | rpim
T doc I e | ppt
= pdt | 1oz | gz
[T bat o [T hta
T sor | | VRS
= it [T mai [© com
= reg r mp3 r mpeg
= mpg [T wma [T rmvh
I om T awvi T oy
| Sgp I mov [T ast
- mpd T amv T ram

QK Cancel

Figure9-13 Download Blocking WebUI
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function:

(Figure9-14)

Comment : I (Max. 32 characters)
Modify Policy

Source Address IInside_Any :I

Destination Address | Outside_sry x|

Service IANY ;I

Schedule INDHE ;I

Authentication User INone LI

Trunk INDHE ;I

Action, WWan Port

|PERMT ALL |

Traffic Log ™ Enable
Statistics ™ Enable
IDP ™ Enable
Content Blocking ¥ Enable
IM § P2P Blacking [none =]
Gos INDHE ;I

b2, Bandwicth Per Source [P

Dovvnstream IU Kbps Upstream IU Kbps

hAx. Concurrent Sessions Per IP

—

b2y, Concurrent Sessions

|||:|

QK

Figure9-14 Add New Download Blocking Policy Setting

Cancel

STEP 3 . Complete the Outgoing Policy of restricting the internal users to
access to video, audio, and some specific sub-name file by http
protocol directly: (Figure9-15)

Figure9-15 Complete Download Blocking Policy Setting
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Source Destination Service | Action Cption Canfigure hove
Inzide_Any Outside_Any ARY [/ | | | | | ® | | Modify | Remove Pause -|—0|1 vl
New Entry
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Chapter 10 _
Virtual Server

The real IP address provided from ISP is always not enough for all the users
when the system manager applies the network connection from ISP. Generally
speaking, in order to allocate enough IP addresses for all computers, an
enterprise assigns each computer a private IP address, and converts it into a
real IP address through ALL7008’s NAT (Network Address Translation) function.
If a server that provides service to WAN network is located in LAN networks,
external users cannot directly connect to the server by using the server’s private
IP address.

The ALL7008’s Virtual Server function can solve this problem. A Virtual Server
has set the real IP address of the ALL7008’s WAN network interface to be the
Virtual Server IP. Through the Virtual Server function, the ALL7008 translates the
Virtual Server’s IP address into the private IP address in the LAN network.

Virtual Server owns another feature know as one-to-many mapping. This is
when one real server IP address on the WAN interface can be mapped into four
LAN network servers provide the same service private IP addresses. This option
is useful for Load Balancing, which causes the Virtual Server to distribute data
packets to each private IP addresses (which are the real servers) by session.
Therefore, it can reduce the loading of a single server and lower the crash risk.
And can improve the work efficiency.
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In this chapter, we will have detailed introduction and instruction of Mapped IP
and Server 1/2/3/4:

Mapped IP: Because the Intranet is transferring the private IP by NAT Mode
(Network Address Translation). And if the server is in LAN, its IP Address is
belonging to Private IP Address. Then the external users cannot connect to its
private IP Address directly. The user must connect to the ALL7008's WAN
subnet’s Real IP and then map Real IP to Private IP of LAN by the ALL7008. It is
a one-to-one mapping. That is, to map all the service of one WAN Real IP
Address to one LAN Private IP Address.

Server 1/2/3/4: Its function resembles Mapped IP’s. But the Virtual Server maps

one to many. That is, to map a Real IP Address to 1~4 LAN Private IP Address
and provide the service item in Service.
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Define the required fields of Virtual Server

WAN IP :
B WAN IP Address (Real IP Address)

Map to Virtual IP :
B Map the WAN Real IP Address into the LAN Private IP Address

Virtual Server Real IP :
B The WAN IP address which mapped by the Virtual Server.

Service name (Port Number) :
B The service name that provided by the Virtual Server.

External Service Port :

B The WAN Service Port that provided by the virtual server. If the service you
choose only have one port and then you can change the port number here.
(If change the port number to 8080 and then when the external users going
to browse the Website; he/she must change the port number first to enter
the Website.)

Server Virtual IP :
B The virtual IP which mapped by the Virtual Server.
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We set up four Virtual

Server examples in this chapter:

same services, to provide service through
policy by Virtual Server. (Take HTTP, POP3,
SMTP, and DNS Group for example)

No. |[Suitable Example Page
Situation

Ex1 |Mapped IP Make a single server that provides several 149
services such as FTP, Web, and Mall, to
provide service by policy.

Ex2 |Virtual Server|Make several servers that provide a single 152
service, to provide service through policy by
Virtual Server. (Take Web service for example)

Ex3 |Virtual Server|The external user use VoIP to connect with 155
VoIP of LAN. (VoIP Port: TCP 1720, TCP
15328-15333, UDP 15328-15333)

Ex4 |Virtual Server|Make several servers that provide several 159

Preparation

Apply for two ADSL that have static IP
(WANL1 static IP is 61.11.11.10~ 61.11.11.14)
(WANZ2 static IP is 211.22.22.18~ 211.22.22.30)

148




Make a single server that provides several services such as FTP,
Web, and Mail, to provide service by policy

STEP 1. Setting a server that provide several services in LAN, and set up the
network card’s IP as 192.168.1.100 DNS is External DNS Server.

STEP 2 . Enter the following setting in LAN of Address function: (Figure10-1)

Add Mew Address

Matmne IMain_Server
IP Address |1 921651100
Metmazh |255.255 255255

MAC Address ||DD:48:54:55:E1:D? Clone MAC

I Get static IP address from DHCP Server.

QK Cancel

FigurelO-1 Mapped IP Settings of Server in Address

STEP 3 . Enter the following data in Mapped IP of Virtual Server function:
B Click New Entry

WAN IP: Enter 61.11.11.12 (click Assist for assistance)

Map to Virtual IP: Enter 192.168.1.100

Click OK

[
[
[
B Complete the setting of adding new mapped IP (Figure10-2)

Add Mew Mapped [P

A1 P fg1.11.11.92 Jmiarnt 7| assist
Map To “irtual IP |1 92.165.1.100

QK Cancel

Figurel0-2 Mapped IP Setting WebUI
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STEP 4 . Group the services (DNS, FTP, HTTP, POP3, SMTP...) that provided
and used by server in Service function. And add a new service group
for server to send mails at the same time. (Figure10-3)

Eraup narme Serice Configure

Main_Service DRl HTTR PORS. Modify | Remwe|

Mail_Service DMS PORP3 SMTP Madify | Remwe|
Mew Entry

Figurel0-3 Service Setting

STEP 5. Add a policy that includes settings of STEP3, 4 in Incoming Policy.
(Figurel10-4)

Saurce Destination Service Action Cption Configure hove
Outside_Any Mapped IP(E1 1111120 Main_Setvice [/ | | | | | Modify | Remove Pause To |1 vl
New Entry

Figurel0-4 Complete the Incoming Policy

STEP 6 . Add a policy that includes STEP2, 4 in Outgoing Policy. It makes the
server to send e-mail to external mail server by mail service.
(Figurel0-5)

Source Destination Service Action Option Configure Maove
Main_service Outside_Any Mail_Service [/ ‘ | | | | | | Modify | Remove Pause Ta |1 vl
New Entry

Figurel0-5 Complete the Outgoing Policy
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STEP 7 . Complete the setting of providing several services by mapped

(Figurel0-6)

&

Remote Client User

ADSL/Cable Router
Downstream Bandwidth : 1500 Kbps
Upstream Bandwidth © 512 Kbps

WANTIP : 61.11.11.11

ADSL/Cable Router
Downstream Bandwidth : 512 Kbps
Upstream Bandwidth - 512 Kbps &
WAN2IP @ 211.22.22.22

Mail Security
Gateway

Management IP :
192.168.1.1

LAN
NAT Mode

Server * 192.168.1.100

Support FTP, Web, and Mail Services

Figurel0-6 A Single Server that Provides Several Services by Mapped IP

@ Strong suggests not to choose ANY when setting Mapped IP and choosing
service. Otherwise the Mapped IP will be exposed to Internet easily and may be
attacked by Hacker.
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Make several servers that provide a single service, to provide
service through policy by Virtual Server (Take Web service for
example)

STEP 1 . Setting several servers that provide Web service in LAN network,

which IP Address is 192.168.1.101, 192.168.1.102, 192.168.1.103,
and 192.168.1.104
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STEP 2 . Enter the following data in Server 1 of Virtual Server function:
m Click the button next to Virtual Server Real IP (“click here to
configure”) in Server 1
m Virtual Server Real IP: Enter 211.22.22.23 (click Assist for
assistance)
B Click OK (Figurel0-7)

Add Mew Vidual Server IP
Wirtual Server Real [P ||211 222233 frianz =] psest

QK Cancel

Figurel0-7 Virtual Server Real IP Setting

Click New Entry

Service: Select HTTP (80)

External Service Port: Change to 8080

Load Balance Serverl: Enter 192.168.1.101
Load Balance Server2: Enter 192.168.1.102
Load Balance Server3: Enter 192.168.1.103
Load Balance Server4: Enter 192.168.1.104
Click OK

Complete the setting of Virtual Server (Figure10-8)

Wirtual Semver Canfiguration

Virual Server Real IP 211222223

Service |HTTP (80 |

External Service Port |5080

Laad Balance Server Server Yirtual IP

| fiemarim
2 flezisaiioz
] fiemarim
s fizrarios

QK Cancel

Figurel0-8 Virtual Server Configuration WebUI
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STEP 3 . Add a new policy in Incoming Policy, which includes the virtual server,
set by STEP2. (Figurel10-9)

Source Destination Service Action Cption Caonfigure hove
Outside_ry | Virtusl Ssrver 1(211222223) | HTTR(a080) | (o | | | | ‘ Medify | Remove | Pause ol =]
New Entry

Figurel0-9 Complete Virtual Server Policy Setting

@In this example, the external users must change its port number to 8080 before
entering the Website that set by the Web server.

STEP 4 . Complete the setting of providing a single service by virtual server.
(Figurel10-10)

&

Remote Client User

ADSL/Cable Router
Downstream Bandwidth @ 1500 Kbps
Upstream Bandwidth : 512 Kbps

WANILIP : 61.11.11.11

ADSL/Cable Router
Downstream Bandwidth : 512 Kbps
Upstream Bandwidth : 512 Kbps
WAN2IP : 211.22.22.22

Mail Security
Gateway

Management [P :

192.168.1.1 LAN

Switch NAT Mode
ki B 5 F
= = = G =
Web Server © 192.168.1.101 Web Server © 192.168.1.102 Web Server * 192.168.1.103 Web Server © 192.168.1.104

Figurel0-10 Several Servers Provide a Single Service by Virtual Server
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The external user use VolP to connect with VolP of LAN (VolP
Port: TCP 1720, TCP 15328-15333, UDP 15328-15333)

STEP 1.

STEP 2.

Set up VoIP in LAN network, and its IP is 192.168.1.100

Enter the following setting in LAN of Address function: (Figure10-11)

MHarme IP ¥ Metmask MAC Address Configure

Inzide_Amy 0.0.0.00000 In Use |

WolP 192.168.1.100/255.255.2935.295 Madify Remove

STEP 3.

Mew Entry

Figurel0-11 Setting LAN Address WebUI

Add new VoIP service group in Custom of Service function.
(Figurel10-12)

Service name Frotocol Client Port Serer Port Configure
YolP_Service TCP 065535 1720:01720 Modify | Remove |
Mew Entry

Figurel0-12 Add Custom Service
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STEP 4 . Enter the following setting in Serverl of Virtual Server function:
m Click the button next to Virtual Server Real IP (“click here to
configure”) in Serverl
m Virtual Server Real IP: Enter 61.11.11.12 (click Assist for
assistance) (Use WAN)
B Click OK (Figurel0-13)

Add Mew Vidual Server IP
Wirtual Server Real [P ||51 114142 frianz =] psest

QK Cancel

Figurel0-13 Virtual Server Real IP Setting WebUI
Click New Entry
Service: Select (Custom Service) VolP_Service
External Service Port: From-Service (Custom)
Load Balance Serverl: Enter 192.168.1.100
Click OK
Complete the setting of Virtual Server (Figure10-14)

Wirtual Semver Canfiguration

Wirtual Server Real [P 61.11.11.13

Service I(Custom Service)valP _Service ;I

External Service Port IFrom-Service(Custom)

Load Balance Server Server Yirtual P

| fezeaiio |
2 -
3 -
: .

QK Cancel

Figurel0-14 Virtual Server Configuration WebUI

@When the custom service only has one port number, then the external network port
of Virtual Server is changeable; On the contrary, if the custom service has more than
one port network number, then the external network port of Virtual Server cannot be

changed.
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STEP 5. Add a new Incoming Policy, which includes the virtual server that set
by STEP4: (Figure10-15)

Source Cestination Service Action Cption Canfigure hove
Outside_Mny Yirtual Server 1061.11.11.13) WolP_Service [/ | | | | | Maodify d Remove Paise_l Tao |1 'l
New Entry

Figurel0-15 Complete the Policy includes Virtual Server Setting

STEP 6 . Enter the following setting of the internal users using VolIP to connect
with external network VoIP in Outgoing Policy: (Figure10-16)

Source Destination Service Action Cption Canfigure hove
“alP Cutside_fmy WolP_Service 4 ‘ | | | | | | Madify | Remove | Pause | To|1 'l
New Entry

Figurel0-16 Complete the Policy Setting of VoIP Connection
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STEP 7 . Complete the setting of the external/internal user using specific
service to communicate with each other by Virtual Server.
(Figurel10-17)

VolP
Remote User

ADSL/Cable Router
Downstream Bandwidth : 1500 Kbps
Upstream Bandwidth : 512 Kbps

WAN1IP : 61.11.11.11

ADSL/Cable Router
Downstream Bandwidth : 512 Kbps
Upstream Bandwidth : 512 Kbps &
WAN2IP © 211.22,22.22

Mail Security
Gateway

Management IP :
192.168.1.1

YolIP : 192.168.1.100

Figurel0-17 Complete the Setting of the External/Internal User using specific service to

communicate with each other by Virtual Server
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Make several servers that provide several same services, to
provide service through policy by Virtual Server. (Take HTTP,
POP3, SMTP, and DNS Group for example)

STEP 1 . Setting several servers that provide several services in LAN network.
Its network card’s IP is 192.168.1.101, 192.168.1.102, 192.168.1.103,
192.168.1.104 and the DNS setting is External DNS server.

STEP 2 . Enter the following in LAN and LAN Group of Address function:
(Figurel10-18, 10-19)

Marme P I Metmask WA Address Canfigure
Inzide_Amy 0.0.0.00000 In Use |
Server_01 1921681 1014255 255 255255 Madify | Remove |
Server_02 192.168.1.102/255.255 255 255 Modify | Remove |
Server_03 1921681 1030255 255 235 253 Madify | Remove |
Server_04 1921651 1044255 255 255 255 Madify | Remove |

Mew Entry

Figurel0-18 Mapped IP Setting of Virtual Server in Address

Mame Member Canfigure
Modi Remove
Server_Graup Server_01, Server_02, Server_03... i1 |
Pause
Mew Entry

Figurel0-19 Group Setting of Virtual Server in Address
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STEP 3. Group the service of server in Custom of Service. Add a Service
Group for server to send e-mail at the same time. (Figure10-20)

Group name Service Configure

Main_Service DNS,HTTP,POP3... Modify | Remmre|

Mail_Service DHS,POP3,SMTP Modify | R.emnve|
New Entry

Figurel0-20 Add New Service Group
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STEP 4 . Enter the following data in Serverl of Virtual Server:
B Click the button next to Virtual Server Real IP (“click here to
configure”) in Serverl
B Virtual Server Real IP: Enter 211.22.22.23 (click Assist for
assistance)
B Click OK (Figurel0-21)

Add Mew Vidual Server IP
Wirtual Server Real [P ||211 222233 frianz =] psest

QK Cancel

Figurel0-21 Virtual Server Real IP Setting

Click New Entry

Service: Select (Group Service) Main_Service
External Service Port: From-Service (Group)
Enter the server IP in Load Balance Server

Click OK

Complete the setting of Virtual Server (Figure10-22)

Wirtual Semver Canfiguration

Wirtual Server Real [P 211.22.22.23

Service I(Group ServiceiMain_Service ;I

External Service Port IFrDm-Service(Group)

Load Balance Server Server Yirtual P

| fezeaiio |
2 flezieerioz
3 fezeaiis |
s fezeaiios |

QK Cancel

Figurel0-22 Virtual Server Configuration WebUI
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STEP 5. Add a new Incoming Policy, which includes the virtual server that set
by STEP 3: (Figure10-23)

Source Destination Service Action Option Caonfigure e
Outside_Any Virtual Server 1(211.222223) hain_Service [/ | | | | | Modify | Remove Pause Ta |1 vl
New Entry

Figurel0-23 Complete Incoming Policy Setting

STEP 6 . Add a new policy that includes the settings of STEP2, 3 in Outgoing
Policy. It makes server can send e-mail to external mail server by malil
service. (Figure1l0-24)

Source Destination Service Action Cption Configure hove
Server_Graup Outside_Any Msil_Service [/ | | | | | | | Modify | Remove Pause | To |1 'l
New Entry

Figurel0-24 Complete Outgoing Policy Setting
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STEP 7 . Complete the setting of providing several services by Virtual Server.
(Figurel0-25)

&

Remote Client User

ADSL/Cable Router
Downstream Bandwidth © 1500 Kbps
Upstream Bandwidth : 512 Kbps

WANTIP : 61.11.11.11

ADSL/Cable Router
Downstream Bandwidth : 512 Kbps
Upstream Bandwidth : 512 Kbps
WAN2IP @ 211.22.22.22

Mail Security
Gateway

Management IP :
192.168.1.1

LAN
NAT Mode

3 T

Server © 192.168.1.101 Server : 192.168.1.102 Server © 192.168.1.103 Server * 192.168.1.104
Support HTTP, POP3, SMTP, and DNS Service

Switch

Figurel0-25 Complete the Setting of Providing Several Services by Several Virtual Server
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Chapter 11
VPN

The ALL7008 adopts VPN to set up safe and private network service. And
combine the remote Authentication system in order to integrate the remote
network and PC of the enterprise. Also provide the enterprise and remote users
a safe encryption way to have best efficiency and encryption when delivering
data. Therefore, it can save lots of problem for manager.

[IPSec Autokey]: The system manager can create a VPN connection using
Autokey IKE. Autokey IKE (Internet Key Exchange) provides a standard method
to negotiate keys between two security gateways. Also set up IPSec Lifetime
and Preshared Key of the ALL7008.

[PPTP Server): The System Manager can set up VPN-PPTP Server
functions in this chapter.

[PPTP Client]: The System Manager can set up VPN-PPTP Client functions
in this chapter

b
&
How to use VPN?

To set up a Virtual Private Network (VPN), you don’t need to configure an Access
Policy to enable encryption. Just fill in the following settings: VPN Name, Source
Subnet, Destination Gateway, Destination Subnet, Authentication Method,
Preshare key, Encapsulation and IPSec lifetime. The Gateway on both ends
must use the same Preshare key and IPSec lifetime to make a VPN connection.
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Define the required fields of VPN:

RSA:
B A public-key cryptosystem for encryption and authentication.

Preshared Key:
B The IKE VPN must be defined with a Preshared Key. The Key may be up to
128 bytes long.

ISAKMP (Internet Security Association Key Management Protocol):

B An extensible protocol-encoding scheme that complies to the Internet Key
Exchange (IKE) framework for establishment of Security Associations
(SAs).

Main Mode:

B This is another first phase of the Oakley protocol in establishing a security
association, but instead of using three packets like in aggressive mode, it
uses six packets.

Aggressive mode:
B This is the first phase of the Oakley protocol in establishing a security
association using three data packets.

AH (Authentication Header):
B One of the IPSec standards that allows for data integrity of data packets.

ESP (Encapsulating Security Payload):

B One of the IPSec standards that provides for the confidentiality of data
packets.
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DES (Data Encryption Standard):
B The Data Encryption Standard developed by IBM in 1977 is a 64-bit block
encryption block cipher using a 56-bit key.

Triple-DES (3DES):
B The DES function performed three times with either two or three
cryptographic keys.

AES (Advanced Encryption Standard):

B An encryption algorithm yet to be decided that will be used to replace the
aging DES encryption algorithm and that the NIST hopes will last for the
next 20 to 30 years.

NULL Algorithm:

B [tis a fast and convenient connecting mode to make sure its privacy and
authentication without encryption. NULL Algorithm doesn’t provide any other
safety services but a way to substitute ESP Encryption

SHA-1 (Secure Hash Algorithm-1):
B A message-digest hash algorithm that takes a message less than 264 bits
and produces a 160-bit digest.

MD5:
B MD5 is a common message digests algorithm that produces a 128-bit
message digest from an arbitrary length input, developed by Ron Rivest.

GRE/IPSec:
B The device Select GRE/IPSec (Generic Routing Encapsulation) packet seal
technology.
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Define the required fields of IPSec Function

Name:
B The VPN name to identify the VPN tunnel definition. The name must be the
only one and cannot be repeated.

Gateway IP:
B The WAN interface IP address of the remote Gateway.

Destination Subnet:
B Destination network subnet

Algorithm:
B To display the Algorithm way

Status:
B To display the current situation of VPN (Connect or Disconnect)

Configure:

B Click Modify to change the argument of IPSec; click Delete to remote the
setting; click Connect to start the connection with destination gateway; click
Disconnect to end off the connection with destination gateway. (Figure11-1)

| i | Mame | WA | Gateway [P | IPSec Algorithm | Configure |

Mew Enitry

Figurell-1 IPSec Autokey WebUI
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Define the required fields of PPTP Server Function

PPTP Server:
B To select Enable or Disable

Client IP Range:
B Setting the IP addresses range for PPTP Client connection

User Name:
B Display the PPTP Client user’s name when connecting to PPTP Server

Client IP:
B Display the PPTP Client’s IP address when connecting to PPTP Server

Uptime:
B Display the connection time between PPTP Server and Client

Status:
B Display current connection status between PPTP Server and PPTP Client

Configure:
B Click Modify to modify the PPTP Server Settings or click Remove to
remove the setting (Figurell-2)

PPTP Setvet [ Dizakle )

Cliert I Range : 192.165.168.1-255  Modify |

| i | Llser Mame Client IP Uptime Canfigure

Mew Entry

Figurell-2 PPTP Server WebUI
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Define the required fields of PPTP Client Function

User Name :
B Displays the PPTP Client user’s name when connecting to PPTP Server

Server Address :
B Display the PPTP Server IP addresses when connecting to PPTP Server

Uptime :
m Displays the connection time between PPTP Server and Client

Status :
B Displays current connection status between PPTP Server and PPTP client

Configure:

B Click Modify to change the argument of PPTP Client; click Delete to remote
the setting; click Connect to start the connection between PPTP Client and
PPTP Server; click Disconnect to end off the connection between PPTP
Client and PPTP Server. (Figurell-3)

FPTP Clignt :

| i | Uzer Mame | Server IP ar Domain Mame | Encryption ptime Configure

Mew Entry

Figurell-3 PPTP Client WebUI
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We set up six VPN examples in this chapter:

No.

Suitable Situation

Example

Page

Ex1

IPSec Autokey

Setting IPSec VPN connection between two
ALL7008

172

Ex2

IPSec Autokey

Setting VPN connection between ALL7008
IPSec VPN and Windows 2000 IPSec VPN

180

Ex3

IPSec Autokey

Setting IPSec VPN connection between two
ALL7008

(Connection adopts Aggressive Mode
Algorithm)

(Data adopts IPSec Algorithm, Encryption:
3DES, Authentication: MD5)

236

Ex4

IPSec Autokey

Setting IPSec VPN connection between two
ALL7008

(Connection adopts: ISAKMP Algorithm,
Encryption: 3DES, Authentication: MD5)
(Data adopt IPSec Algorithm, Encryption:
3DES, Authentication: MD5)

(Adopt GRE packet)

245

Ex5

PPTP

Setting PPTP VPN connection between two
ALL7008

255

Ex6

PPTP

Setting VPN connection between ALL7008
PPTP VPN and Windows 2000 PPTP VPN

260
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Setting IPSec VPN connection between two ALL7008
Preparation

Company A WAN IP: 61.11.11.11
LAN IP: 192.168.10.X

Company B WAN IP: 211.22.22.22
LAN IP: 192.168.20.X

This example takes two ALL7008 as work platform. Suppose Company A
192.168.10.100 create a VPN connection with Company B 192.168.20.100 for
downloading the sharing file.

The Default Gateway of Company A is the LAN IP of the ALL7008
192.168.10.1. Follow the steps below:

STEP 1. Enter the default IP of Gateway of Company As ALL7008,
192.168.10.1 and select IPSec Autokey in VPN. Click New Entry.
(Figurell-4)

| i | Mame | AN Gateway [P | IPSec Algorithm Configure

MNew Entry

Figurell-4 IPSec Autokey WebUI
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STEP 2 . In the list of IPSec Autokey, fill in Name with VPN_A, and select LAN

in From Source. Also fill in Subnet: 192.168.10.0 and Mask:
255.255.255.0 (Figurell-5)

VPN Auto Keyed Tunnel
Name ||VPN_A
From Source & LAN © DMZ
Use interface © WAN1 © WANZ2
Subnet/ Mask ||1%.153.10.o 1352553550

Figurell-5 IPSec VPN Autokey Tunnel Setting

STEP 3. Select Remote Gateway-Fixed IP In To Destination list and enter the
IP Address, Subnet 192.168.20.0, and Mask 255.255.255.0 of
Company B. (Figurell-6)

To Destination
« Remote Gateway --Fixed IP  |[211.222222
Subnet/ Mask [192.168.20.0 1352553550

" Remote Gateway -- Dynamic IP
Subnet/ Mask || 1352553550
 Remote Client -- Fixed IP or Dynamic IP

Figurell-6 IPSec To Destination Setting

STEP 4 . Select Preshare in Authentication Method and enter the Preshared
Key (max: 100 bits) (Figurel1l-7)

Authentication Method | Preshare = |

Preshared Key (123456789

Figurell-7 IPSec Authentication Method Setting
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STEP 5. Select ISAKMP Algorithm in Encapsulation list. Choose the
Algorithm when setup connection. Please select ENC Algorithm
(3DES/DES/AES), AUTH Algorithm (MD5/SHA1), and Group
(GROUP1, 2,5). Both sides have to choose the same group. Here we
select 3DES for ENC Algorithm, MD5 for AUTH Algorithm, and
GROUPL1 for group. (Figurel1-8)

Encapsulation
ISAKMP Algorithm
ENC Algorithm B
AUTH Algorithm [MDs +]
Group GROUF1 «

Figurell-8 IPSec Encapsulation Setting

STEP 6 . You can choose Data Encryption+Authentication or Authentication
Only to communicate in IPSec Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1

Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm
to make sure the encapsulation way for data transmission
(Figurel1-9)

IPSec Algorithm
& Data Encryption + Authentication
ENC Algorithm [30ES T+
AUTH Algorithm [MD5 ~]
 Authentication Only

Figurell-9 IPSec Algorithm Setting
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STEP 7 . Atfter selecting Perfect Forward Secrecy and enter 28800 seconds in
IPSec Lifetime, also can enter the Keep Alive IP of Company B:

192.168.20.100 to prevent disconnection. (Figurel1-10)

| ¥ Perfect Forward Secrecy
IPSec Lifetime [2830 Seconds
Keep alive IP : [192.168.20.100

Figurell-10 IPSec Perfect Forward Secrecy Setting

STEP 8. Select Schedule and if it is permissive to transfer data with each other
by Show remote Network Neighborhood. (Figure11-11)

Schedule |Schedule_1j
QoS [Q05 1 +]
Authentication-User [ A1 NET ~
¥ Show remote Network Neighborhood

OK Cancel

Figurell-11 IPSec Schedule and QoS Setting

STEP 9 . Click OK to complete the setting of Company A (Figure11-12)

Name | Gateway IP | Destination Subnet | Algorithm Status Configure
VPN_A|211.22.2222 192.168.20.0 None |Disconnect| Connecting Modify | Remove
New Entry

Figurell-12 Complete Company A IPSec VPN Setting
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The Default Gateway of Company B is the LAN IP of the ALL7008
192.168.20.1. Follow the steps below:

STEP 1. Enter the default IP of Gateway of Company B’s ALL7008,
192.168.20.1 and select IPSec Autokey in VPN. Click New Entry
(Figurell1-13)

| Name | GatewayIP | Destination Subnet Algorithm | Status | Configure

New Entry

Figurell-13 IPSec Autokey WebUI

STEP 2 . In the list of IPSec Autokey, fill in Name with VPN_B, and select LAN

in From Source. Also fill in Subnet;: 192.168.20.0 and Mask:
255.255.255.0 (Figurell-14)

VPN Auto Keyed Tunnel
Name ||VPN_B
From Source & LAN © DMZ
Use interface © WAN1 © WANZ2
Subnet/ Mask ||1%.153.20.o 1352553550

Figurell-14 IPSec VPN Auto keyed Tunnel Setting
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STEP 3. Select Remote Gateway-Fixed IP In To Destination list and enter the

IP Address, Subnet 192.168.10.0, and Mask 255.255.255.0 of
Company A. (Figurell-15)

To Destination
« Remote Gateway --Fixed IP [j61.1111.11
Subnet/ Mask [192.168.10.0 1352553550

" Remote Gateway -- Dynamic IP
Subnet/ Mask || 1352553550
 Remote Client -- Fixed IP or Dynamic IP

Figurell-15 IPSec To Destination Setting

STEP 4 . Select Preshare in Authentication Method and enter the Preshared
Key (max: 100 bits) (Figurell-16)

Authentication Method [ Preshare |
Preshared Key (123456789

Figurell-16 IPSec Authentication Method Setting

STEP 5. Select ISAKMP Algorithm in Encapsulation list. Choose the
Algorithm when setup connection. Here we select 3DES for ENC
Algorithm, MD5 for AUTH Algorithm, and GROUPL1 for Group. (Both
sides have to choose the same group) (Figurell-17)

Encapsulation
ISAKMP Algorithm
ENC Algorithm B
AUTH Algorithm IMD5 v[
Group [GROUPT ~|

Figurell-17 IPSec Encapsulation Setting
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STEP 6 . You can choose Data Encryption+Authentication or Authentication
Only to communicate in IPSec Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1
Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm
to make sure the encapsulation way for data transmission.
(Figurel1-18)

IPSec Algorithm
& Data Encryption + Authentication
ENC Algorithm [30ES T+
AUTH Algorithm [MD5 ~]
 Authentication Only

Figurell-18 IPSec Algorithm Setting

STEP 7 . Atfter selecting Perfect Forward Secrecy and enter 28800 seconds in
IPSec Lifetime, also can enter the Keep Alive IP of Company A:
192.168.10.100 to prevent disconnection. (Figurel1-19)

| ¥ Perfect Forward Secrecy

IPSec Lifetime IW Seconds
Keep alive IP ; [192.168.10.100

Figurell-19 IPSec Perfect Forward Secrecy Setting

STEP 8 . Select Schedule and if it is permissive to transfer data by Show
remote Network Neighborhood. (Figurel1-20)

Schedule [ Schedule 1 |
QoS [Qo5_1 -]
Authentication-User [ A1 NET -]
¥ Show remote Network Neighborhood

OK Cancel

Figurell-20 IPSec Schedule and QoS Setting
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STEP 9 . Click OK to complete the setting of Company B (Figure11-21)

Name | Gateway IP | Destination Subnet | Algorithm Status Configure
YPN_B|[61.11.11.11 192.168.10.0 None |Disconnect| Connecting Modify | Remove
New Entry

Figurell-21 Complete Company B IPSec VPN Setting

STEP 10 . Complete IPSec VPN Connection (Figurell-22)

ADSL/Cable Router
Downstream Bandwidth : 1500 Kbps
Upstream Bandwidth - 512 Kbps
WANIP : 61.11.11.11

ADSL/Cable Router ,
Downstream Bandwidth * 512 Kbps
Upstream Bandwidth : 512 Kbps
WANIP - 211.22.22.22

Mail Security

Mail Security
Gateway

Gateway

Management IP - lanagement IP :
192.168.20.1 192.168.10.1
LAN LAN
NAT Mode NAT Mode
Client User Client User
192.168.20.100 192.168.10.100

Figurell-22 IPSec VPN Setting
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Setting VPN connection between ALL7008 IPSec VPN and
Windows 2000 IPSec VPN

Preparation

Company A ALL7008
WAN IP: 61.11.11.11
LAN IP: 192.168.10.X
Company B Windows2000 PC
WAN IP: 211.22.22.22

This example takes one ALL7008 and Windows 2000 IPSec VPN as work
platform. Suppose Company B, 211.22.22.22 create a VPN connection with
Company A, 192.168.10.100 for downloading the sharing file.

The Default Gateway of Company A is the LAN IP of ALL7008 192.168.10.1.
Follow the steps below:

STEP 1. Enter the default IP of ALL7008 in Company A 192.168.10.1 and
select IPSec Autokey in VPN. Click New Entry. (Figure1l1-23)

| Name | GatewayIP | Destination Subnet | Algorithm | Status | Configure |

New Entry
Figurell-23 IPSec Autokey WebUI
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STEP 2 . In the list of IPSec Autokey, fill in Name with VPN_A, and select LAN

in From Source. Also fill in Subnet: 192.168.10.0 and Mask:
255.255.255.0 (Figure11-24)

VPN Auto Keyed Tunnel
Name ||VPN_A
From Source & LAN © DMZ
Use interface © WAN1 © WANZ2
Subnet/ Mask ||1%.153.10.o 1352553550

Figurell-24 IPSec VPN Auto keyed Tunnel Setting

STEP 3. Select Remote Client-Fixed IP or Dynamic IP In To Destination list.
(Figurel1-25)

To Destination
" Remote Gateway --Fixed IP ||

Subnet/ Mask [ 1352553550

" Remote Gateway -- Dynamic IP
Subnet/ Mask || 1352553550
# Remote Client -- Fixed IP or Dynamic IP

Figurell-25 IPSec To Destination Setting

STEP 4 . Select Preshare in Authentication Method and enter the Preshared
Key (max: 100 bits) (Figurell-26)

Authentication Method | Preshare - |

Preshared Key (123356785

Figurell-26 IPSec Authentication Method Setting
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STEP 5. Select ISAKMP Algorithm in Encapsulation list. Choose the
Algorithm when setup connection. Please select ENC Algorithm
(3DES/DES/AES), AUTH Algorithm (MD5/SHA1), and Group
(GROUP1, 2,5). Both sides have to choose the same group. Here we
select 3DES for ENC Algorithm, MD5 for AUTH Algorithm, and
GROUP2 for Group. (Figurell-27)

Encapsulation
ISAKMP Algorithm
ENC Algorithm [SDES -
AUTH Algorithm [MD5 +]
Group [GROUPZ +|

Figurell-27 IPSec Encapsulation Setting

STEP 6 . You can choose Data Encryption+Authentication or Authentication
Only to communicate in IPSec Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1
Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm
to make sure the encapsulation way for data transmission.
(Figurel1-28)

IPSec Algorithm
& Data Encryption + Authentication
ENC Algorithm AES  ~|
AUTH Algorithm [MD5 +]
 Authentication Only

Figurell-28 IPSec Algorithm Setting
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STEP 7 . Atfter selecting Perfect Forward Secrecy and enter 28800 seconds in
IPSec Lifetime, also can enter the Keep Alive IP of Company B:
211.22.22.22 to prevent disconnection. (Figure11-29)

| W Perfect Forward Secrecy
IPSec Lifetime [28200  Seconds
[riz2zz

Keep alive IP :

Figurell-29 IPSec Perfect Forward Secrecy Setting

STEP 8. Select Schedule, QoS, and Authentication-User and if it is
permissive to transfer data with each other by Show remote Network

Neighborhood. (Figure11-30)

Schedule [Schedule 1 ]
QoS [Qos 177]
Authentication-User [ 41 NET -]
¥ Show remote Network Neighborhood

OK Cancel

Figurell-30 IPSec Schedule and QoS Setting

STEP 9 . Click OK to complete the setting of Company A (Figure11-31)

Name | Gateway IP Destination Subnet | Algorithm Status Configure
VPN_A No |P ! VPN Client None Disconnect Modify | Remove|
New Entry

Figurell-31 Complete Company A IPSec VPN Setting
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The PC of Company B use Real IP Address: 211.22.22.22. Follow the steps
below:

STEP 1 . Enter Windows2000 and select Run in Start. (Figure11-32)

171 et Program Access and Defaults

Windows Update

| #istart H o E e H [ Adobe Reader - [Ch-853... BB w0

Figurell-32 Start Windows 2000 IPSec VPN Setting
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STEP 2. In the Run WebUIl, enter the command: mmc in Open field.
(Figurel1-33)

Intam_et_re’suurl:e_;'ahd windows will open it For you,

open: I

E Type the name of a program, Folder, docurment, ar

Figurell-33 Enable Windows 2000 IPSec VPN Setting

STEP 3. Enter File in Consolel WebUI, select File option and then select
Add/Remote Snap-ins Option. (Figurell-34)

“fi Consolel

|| gonscle window o || [ o Wl | @

=T chrln - —
Cpen... Chrldc —
E Save. Crrl+s =2

CErl+M

1 CHIWINNTsystamazidevmannt msc
Exit

Figurell-34 Add/Remote Snap-ins
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STEP 4 . Enter Add in Add/Remote Snap-ins. And add IP Security Policy
Management in Add Standalone Snap-in WebUI. (Figurel1-35)

2 Console ansole B -10j x|
| & = 2l D= @ | -lex|
|I Standalone I Extensinnsl |
T Use this page to add or remove a standalone Snap-in from the consale.
é Snap-ins added to: Ia Console Boat LI Add Standalone Snap-in 2=l
Awailable Standalone Snap-ing:
Shap-in | “Wendor ILI
ETJFi\sk Defragmenter Executive Software Inte..
O Disk tdanagement YERITAS Software Cor...
Ewvent Wiswer icrosoft Corporation
Fax Service Management Microzoft Corporation
(3 Falder
@ Group Policy Microzoft Corporation
g Indexing Service Microzoft Corporation, |
anhag
e [8] Link toweb Addres:
5 Q Local Users and Groups Microzoft Corporation LI
i Description

Intermnet Pratocal Security [IPSec] Administration. Manage IPSec
policies for zecure communication with other computers.
Add... I Remove I About,., I

Add Close

Figurell-35 Add IP Security Policy Management
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STEP 5. Select Local computer to complete adding (Figure11-36)

2

Select which computer thiz Snap-in will manage 5
wWhen this console is saved the location will also be saved
B

i+ Local computer
The computer thiz conzole iz running on

" Manage domain policy for this computer's domain

i~ Manage domain policy for another domain:

7 Another computer:

I Browee, .. I

< Back I Finizh I Cancel I

Figurell-36 Select Computer or Domain
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STEP 6 . Complete adding IP Security Policy Management (Figure11-37)

Ii.m Consolel - [Console Root' IP Security Policies on Local Machine] s i |EII5|

J“ﬁ] Comsole  Window  Help H O = - | |_|ﬁ'|ﬂ|
|J Action  Miew  Favorites |J s - | ‘ | (£ |J = g |

Tree IFavUrites I Mame / I Drescripkion | Policy Assigned

(1 Com Client {(Respond Only) Communicate normally (uns...  Nao
H ‘g Secure Server (Requir... For all IP traffic, alwaysreq...  No
Server (Request Secu... For all IP traffic, alwaysreq...  No

—
| | |

Figurell-37 Complete Adding IP Security Policy Management
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STEP 7 . Press the right button of the mouse in IP Security Policies on Local

Computer selection and select Create IP Security Policy.
(Figurel1-38)

"fii Console3 - [Console Root',IP Security Policies on Local Machine] =] |
Jﬁ] Console  Window  Help |J O E | |_|ﬁl ﬂ‘
u Arction  Miew  Favorites “ Ha o= | | | @ |J ﬂi E"—_’ ‘
1 Create IP Security Paolicy I Description I Folicy Assigned I
. Manage IP filter lists and Filker actions .
= nd Only) Communicate narmally {uns... Mo
G All Tasks b priRequir... For all IP traffic, always req... Mo
A N est Secu... For all IP traffic, always req... Mo
Newy Window From Here
New Taskpad View. ..
Refresh
Expork Liskt. ..
Help
D b
|Create an IP Security Palicy |

Figurell-38 Create IP Security Policy

189



STEP 8. Click on Next (Figurel1-39)

x|

‘wielcome to the IP Secuity Policy wizard.

Thiz wizard helps you create an [P Security Policy. 'ou will
specify the level of security to uge when communicating with
specific computers or groups of computers [subnets], and for
particular IP traffic types.

To continue, click Next.

< Biack I Mext > I Cancel

B [=1 4

DS || @ | =l=ix]

ed

Figurell-39 Enable IP Security Policy
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STEP 9 . Enter IP Security Policy Name and Description and click on Next in
IP Security Policy Wizard WebUI. (Figure11-40)

IP Security Policy Wizard _ . ﬂil

IP Security Policy Hame i
Mame thiz zecurity policy and optionally give it a brief description
il

Marme:
WEMH_EB

Description:

< Back I Mext = I Cancel

Figurell-40 Setting IP Security Policy Name and Description
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STEP 10 . Please cancel Active the default response rule selection and click
on Next. (Figurell-41)

IP Security Policy Wizard _ I 2=l

<, L -
Requests for Secure Commumication
Specify how thiz policy rezponds to regueszts for zecure communication.
.’

The default rezponse rule responds to remote computers that request security, when no
ather rule applies. To communicate securely, the computer must respond to requests for
TecuUre communication.

[T Activate the default responze rule.

< Back I MNewxt » I Cancel

Figurell-41 Cancel Active the Default Response Rule Selection
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STEP 11 . Complete setting IP Security Policy and click on Finish. Select the
Edit properties (Figurel1-42)

IP Security Policy Wizard B 2=

Completing the IP Security Policy “Wizard

r
§ 'ou have successfully completed specifying the properties
far your new [P security policy,
g
To edit pour IP security policy now. select the Edit properties
check box, and then click Finish.

¥ Edit properties

Ta cloze thiz wizard, click Finizh.

< Back I Finish I Cancel

Figurell-42 Complete the IP Security Policy Wizard
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STEP 12 . Enter VPN_B Properties WebUI and do not select Use Add Wizard.
Select Add and enter Edit Properties (Figure11-43)

OrT—— 2]
Hules I-E_an_arall
E%E Sectiity rules for communicating with other computers

IF Security Rules:

P Filter List I Filter &ction | Authentication... I Tu

O <ounamics Default Response Kerberos Hc

R | ]

Add.. Edit. .. Hemume I I Lse Sdd Yizard

Claoge l Earmal I

Figurell-43 VPN_B Properties WebUI
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STEP 13 . Click on Add in New Rule Properties WebUI (Figure11-44)

MNew Rule Properties I

Authentication tethods I T

unnel Setting Connection Tupe

IP Filter List Filter Action
=
L The zelected P filter list zpecifies which network. traffic will be
secured with thiz rule.
IP Filter Lists:

Mame | Drezcription |
O AllICMP T raffic tatches all ICMP packets betw. .
O allIP Traffic tatches all IP packets fram this ...

sdd.. | Edit. |  Remove |

o 1

Cancel Loply

Figurell-44 Ad

d New IP Filter List
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STEP 14 . Please do not select Use Add Wizard in IP Filter List. Change the
name as VPN_B WAN TO LAN and click Add (Figure11-45)

[ crpRitertist 2|
- AP filker lizt iz compozed of multiple filkers. In thiz wayp multiple subnets, 1P
i: addreszes and protocols can be combined into one [P filker.
M arne:

WEMN_E WAN TO LAN

Description: Add..
=] Edi... |
LI Hemave |
Filters: I Use &dd‘wizard
tdirrored | Description | Protocol | Source Port | D estination
S| | i

ok I Cancel |

Figurell-45 IP Filter List WebUI
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STEP 15 . After entering Filter Properties, please select A specific IP
Address in Source address and enter the WAN IP of Company B:
211.22.22.22, Subnet Mask: 255.255.255.255. And select A specific
IP Subnet in Destination address and enter the LAN IP of Company
A: 192.168.10.0, Subnet Mask: 255.255.255.0. Please do not
select Mirrored: Also match packets with the exact opposite source
and destination addresses. (Figure11-46)

Filter Properties s I xl

&ddressing | F"ru:uh:u:nll Dasu:riptil:unl

—Source addiess;
I.-'l‘« specific P Addreszs :I

[Péddrees: | 211 . 22 . 22 . 22

Subret mask: | Z25h . 25K , 25 . 75K
—Destination address:
i.-'l‘-. zpecific |P Subnet j
IPAddess | 192 . 168 . 10 . D

Subn&:tmask_:l 255 . 255 ., 255 . O

[ Mirrared, Also match packets with the exact opposite solrce and
destination-addresses. '

Bk I Cancel :'i'-.pply

Figurell-46 Filter Properties WebUI
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STEP 16 . Complete the setting and close IP Filter List Window. (Figure11-47)

: IP Filter List el B
- AP filker list iz compozed of multiple filkers. In thiz way multiple subnetz, 1P
i: addreszes and protocols can be combined into one [P filker.
Marne:

WEN_B WaN TO LAN

Drescription:

] Edit... |

LI Remove |

Filters: I Use Add ‘wizard

Source Mask | Destination DMS ... | Destination Address | Destination kagk |
255, 255,255,255 <& specific IP Sub... 192168100 255.255.2585.0

[« I+

Cloge Eaticel |

o

Figurell-47 Complete IP Filter List
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STEP 17 . Select Require Security in Filter Action WebUI and click Edit.
(Figurel11-48)

Edit Rule Properties i 2| =]

Authentication Methods I Tunnel Setting | Conrection Type |
IF Filter List Filker Action

The selected fiter action specifies whether thiz rule negotistes -
for secure network traffic, and how it will secure the tiaffic,

Filter Actions:

| Marne | Description |
O Permit Permit unzecured |P packets to ...
O Request Security [Dptional) Accepts unzecured communicat. .
=} Requirs Security Hiccepts unsecured communicat..,

Add. I Edit... I Remove I I Use sddswizard

oK I Cancel I Apply I

Figurell-48 Filter Action Setting
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STEP 18 . Enter Require Security Properties WebUI and select Negotiate
security. (Figure11-49)

Edit Rule Properties e e |

i

Security Methods I Authentication bethods I Connection Type I

Offer theze security method:z when negotiating with another computer.

Securty Method preference arder:

Tepe | &HIntegrty | ESP Confidential. | ES Add
<None> IDES ML Edt. |
<Mone: DES SH

Custom <Mone: DES kL Femove |

fove up |
4] | ] tove down |

[ Session key Perfect Forward Secrecy

(H]8 I Cancel I Lpply I

Figurell-49 Select Session key perfect forward secrecy
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STEP 19 . Please select Custom/None/3DES/MD5 and click Edit
(Figurel11-50)

Require Security Properties - 2 Iﬂ

Secuiity Methods | Ganeral |
" Permit
" Block
1+ Megotiste security:
Secyrty Method preference oder;

ly | ESP Confidential.. | ESP Integrity. | keyLih Aidd..
IS
3DES SHAT 100000 E dit..
DES SHAT 10000¢

DES MDE 10000C Femove: |

Move up |
: -

¥ sccept unsecuied communication, but always respond using |PSec

I~ Allow unzecured commurization with ron 1PS ec-aware computer

¥ Session key Perfect Forward Secracy

oK I Carcel | Apply I

Figurell-50 Edit Security Method
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STEP 20 . Click Custom (provide for professional users) and select Settings.
(Figurell1-51)

Modify Security Method

Figurell-51 Custom Security Method
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STEP 21 . Please select ESP and choose MD5 and 3DES. Also select
Generate a new key every. Enter 28800 seconds and click OK
triple times to go back to Rule Properties. (Figurell-52)

Custom Security Method Settings i 21

Specity the sattings for this custom sacurity method,

[T Data and address inkegrity without encrypticr [4H] ;
|Htegrity Slaanthm

IMI'==| LI
V' Data integrity and encruption [ESPL
Intearity. slgarthm;

[ o
Encryption algarthm:
|3DES =]
Seszion Key Settings:
[ Geretate & new key sven: ¥ Gerierate & new key every

| 100000
u kbytes |2880E| segonds.

ok l Cancel

Figurell-52 Custom Security Method Settings

203



STEP 22 . Enter Connection Type and select All network connections
(Figurel11-53)

Edit Rule Properki

Figurell-53 Connection Type Setting
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STEP 23 . Enter Tunnel Setting WebUI. Select The tunnel endpoint is
specified by this IP address and enter the WAN IP of Company A.
(Figurell-54)

Edit Rule Properties 21|
IP Filter List | Filter Action |
Authentication Methods Tunnel Setting I Connection Type

The tunnel endpoint iz the tlunneling computer clozest to the
IF traffic destination, as specified by the associated |P Filter
Ligt. It takes bwo rules to describe an IPSec Tunnel.

=
—

= This rule does not specify an IPSec tunnel.
{* The tunnel endpaint iz specified by this [P Address:
| 81 11 .11 .1

Ok I Cancel I Apply

Figurell-54 Tunnel Setting
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STEP 24 . Enter Authentication Methods WebUl and select Edit.
(Figurel1-55)

Edit Rule Properties llil

IF Filter List | Filter &ction |
Authentication Methods I Tunmnel 5etting I Connection Type

The authentication method specifies how trust iz establizhed

between the computerz. Offer and accept these

b R authentication methods when negotiating security with
another computer.

Authentication kMethod preference order:
b ethod | Details | Add...

[
Edit... l
Bemove |

i ioie up |
kove dowr |

Ok I Cancel I Lpply I

Figurell-55 Authentication Method Setting WebUI
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STEP 25 . Select the item Use this string to protect preshared key and enter
the preshared key: 123456789 (Figure11-56)

Edit Authentication Method Properties |

Authentication bethod I

The authentication method specifies hiow truzst iz establizhed
between the computers.

i

" Windows 2000 default [Kerberos W5 pratocol]

" Usze a certificate from this certificate autharity [Ca):

Browse... |

® Uze thiz sting to protect the key exchange [preshared keyl:

123456789 =]

-
Ok, I Cancel I Apply I

Figurell-56 Setting VPN Connection Preshared Key
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STEP 26 . Complete Setting and close the WebUI (Figure11-57)

Mew Rule Properties B e ?I KI
IF Filtsr List | Filter Action |

Avthentication Methods I Tuhnel Setting | Connection Type

Authertication methods specif how izt is established
% betwesn computers. These authentication methods are
- affered and accepted wheh negatiating security with anather.
compLter,

Authentication method prefersnce order:

Method | Detais [
Preshared Key 123456783

Hemove |

fMove=up |
M&se.down |

Cloze I [Zanel I Apply I

Figurell-57 Complete Authentication Methods Setting
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STEP 27 . Complete the VPN_B WAN TO LAN Settings (Figure11-58)

21 x]

Rules I Generall

Securnty rules For communicating with other computers

IP' Security Rules:

IF Filter List | Filter 2ction | Authentication... | Tu
VPM_B'WAMN TO ... Feguire Security Prezhared Key G1
(| <Dprnamic: Default Responze Kerberos ke
< | i

Add.. | Edit... I Remove | ™ Use Add Wwizard
Cloge I Earce I Lipply I

Figurell-58 Complete VPN_B WAN TO LAN Setting
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STEP 28 . Please enter VPN_B Properties WebUI again and do not select Use
Add Wizard. Select Add to enter Edit Properties (Figure11-59)

2|
Rules I General |
Security rules for communicating with other computers
IF Security Rules:
IP Filter List |_Filter Action |_authentication... | Tu
WPM_B WA TO .. Require Security Preshared Key B1
[ <Dynamic: Default Response Kerberos Mc
4| | ol
Add.. Edit... I Femove I I Use add wWizard

Cloze I Eancel I Apply I

Figurell-59 VPN_B Properties WebUI
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STEP 29 . Please select Add in New Rule Properties WebUI. (Figure11-60)

iNew Rule Properties | lli’
| Cofirection Tvpe |

| Authentication Methods | Tiswel Setting:
IF Fiter List | Filter Actien

g The stlectad 1B filter kst specifies which netwark traffic will be:
T affected by this nis : - :

1P Filtes Lists:

| Mame | Diescrption |
O All ICMP Traffic Matches: all ITMP packets betw. .

Matches all IP packets fromthis ..

O Al P Tralfic

e Edi. |

i Ok I Cancel I Apply I

Figurel1l-60 Add New Rule Properties WebUI
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STEP 30 . Please do not select Use Add Wizard in IP Filter List. Please change
the name as VPN_B LAN TO WAN and select Add. (Figure11-61)

L IP Filter List

2]
e AP filter list iz composed of multiple filkers. [0 thiz way multiple subnets, 1P
=1 addrezzes and pratocols can be combined into ane [P filker.
MHame:

WYEM_LAN TO WiAN

Dezcription:

Add.. |
] Edit... |
;I Remove |

[T Use &dd wizard

| Source Part | D estination

Filkers:

irrared | [Dezcription | Pratocal

i3
0k Cancel |
A

Figurell-61 IP Filter List WebUI
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STEP 31.

Enter Filter Properties and select A specific IP Subnet in Source
address and enter the LAN IP of Company A: 192.168.10.0, Subnet
mask: 255.255.255.0. Select A specific IP Address in Destination
address and enter the WAN IP of Company B: 211.22.22.22, Subnet
mask: 255.255.255.255. Please do not select Mirrored. Also match
packets with the exact opposite source and destination addresses.

(Figurel1-62)

Addressing | Protocal | Description |
— Source address:;
I.-’-‘-. specific [P Subnet LI
IP Address: 192 . 168 . 10 . O
Subnet mask: 205 . 255 . 285 . O
— Destination address:
A specific P Address LI
IP Address: 211 . 22 . 22 . 22
Subnet mask: 25h o ghho o Ehhi o o2Zhh
I™ Mirored. Alzo match packets with the exact opposite source and
destination addresses.
Ok I Cancel Apply

Figurell-62 Filter Properties WebUI
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STEP 32 . Complete Setting and close IP Filter List WebUI (Figure11-63)

21

T AP filker ligt iz compozed of multiple filkers. In thiz wayp multiple subnets, IP
=4 addreszes and protocols can be combined into one P filker.
MName:

IVF'N_B Wik TO LA

Crezcription: Add...
=] Edit... |
LI Femave |
Filbers: [T Usze Add wizard
Mirrored'l Drescription | Frotocol | Source Port | Drestination
Ma Ak AT AR
A | i

Ok Cancel |

A

Figurell-63 Complete IP Filter List Setting
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STEP 33 . Select Require Security in Filter Action WebUI and click Edit
(Figurel1-64)

2]
|

Authentication kMethods I Tunnel Setting | Connection Type
IF Filter List Filker Action

The zelected filter action specifies whether this rule negotiates
for secure network traffic. and how it will secure the traffic.

Filker Actions:

| Drescription
Fermit unsecured |FP packets to ..
Accepts unzecured communicat...
Accepts unzecured communicat...

Mame

O Permit

O Request Security [Optional]
{2 Require Security

Add... Edit... I Hemowve I W Usze Add wizard

Ok I Cancel I Apply I

Figurell-64 Filter Action WebUI
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STEP 34 . Enter Require Security Properties WebUI and select Session key
perfect forward secrecy (PFS) (Figurell-65)

21
Secuiity Methods | General |
' Permit
" Block.
' Megatiate security:
Security Method prefererice arder:

Type | AH Integrity | ESP Confident.. | ESP Integn Addd. |

Custom  <Maone> SDES MDOE =
Custom <Mone> 3DES SHa1 Edit...

Custom  <Mone> DES SHa1

Custom  <Mones> DES MD5 Removs |
Mowve up |

Jd | | A Mowe down |

¥ Accept unsecuted communication, but alwaps respond using IPSec

[ Allow unsecured cammunicatian with non [PS ec-aware computer

¥ Session key Perfect Forward Secrecy

Ok | Cancel | #pply |

Figurell-65 Select PFS
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STEP 35 . Select Custom/ None/ 3DES/ MD5 and choose Edit (Figurell-66)

Require Security Properties __.

Security Methods | General |

x|

Iﬂ

" Permit

" Block

" Negotiate securiby:

Securty Method preference arder:

Type | &H Integrity | ESP Confident. | ESP Integri A,
<Nanes 2DES SHAT Edil. |
<Mone> DES SHAT

Custom  <Maner DES D5 Remove: |

Move up

J e

¥ fccept urizecuied communication, bulb always respond using [PSec
I Allow unsecured communication with non [PS ec-aware computer

¥ Session key Perfect Foward Secrecy

Ok Cancel Apply

Figurell-66 Setting Security Methods
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STEP 36 . Select Custom (provide for professional users) and click Settings
(Figurell1-67)

Figurell-67 Modify Security Method
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STEP 37 . Please select Data integrity and encryption (ESP) and choose
MD5 and 3DES. Also select Generate a new key every. Enter
28800 seconds and click OK triple times to go back to Rule
Properties WebUI. (Figure11-68)

Custom Security Method Settings 2=

Specify the settings for thiz custom security method.

[T Data and address integrity without encvption [SH] :
Irntegrity algorithn

|MDs =l

[V Data integrity and encryption [ESP:
Intearity algorithm:

|MDE R
Encroption algornthnm:
|2DES =]

Seszion Key Settings:

[T Generate a new key evernyr: V¥ Generate a new key even

I ] I
S Fhytes 28800 seconds

Ok I Cancel

Figurell-68 Complete Custom Security Method Setting
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STEP 38 . Select All network connections in Connection Type. (Figurel11-69)

Figurel1-69 Connection Type Setting
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STEP 39 . Enter Tunnel Setting WebUI. Select The tunnel endpoint is
specified by this IP address and enter the WAN IP of Company B:
211.22.22.22 (Figure11-70)

Edit Rule Properkties |

IP Filter List | Filter Action ]
Authentication Methods Tunnel Setting Connection Type

—
= i The tunnel endpoint iz the tunneling computer clozest to the
= IF traffic destination, az specified by the associated |P Filter
Lizt. It takes bwo rules to describe an IPSec Tunnel

£~ This rule does not specify an IPSec tunnel.
' The tunnel endpoint is specified by this IP Address:
| 211 .22 .22 . 22

Ok I Cancel I Apply I

Figurell-70 Tunnel Setting WebUI
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STEP 40 . Enter Authentication Methods WebUl and select Edit.
(Figurell-71)

Edit Rule Properties llil

I Filter List | Filter &ction |
Authentication Methods I Tunnel Setting I Connection Tyepe

The authentication method specifies how trust iz established

between the computers. Offer and accept these

=1 =) authentication methods when negotiating zecurity with
another computer.

Authentication Method preference order:
M ethod | Details | Add,..

(&
Edit... |
Hemowe |

fave um |
i e ==e [ ] |

0K I Cancel I Apply I

Figurell-71 Authentication Methods Setting WebUI
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STEP 41 . Select the item Use this string (preshared key) to protect the key
exchange (preshared key) and enter the preshared key:

123456789 (Figure11-72)

Edit Authentication Method Properties

Authentication Methad

The authentication method zpecifies how trust is established

EL% betwesn the computers.

T indows 2000 default (Kerberoz W5 protocal]

i Usze a certificate from this certificate authonity [CA)

" Lze this string to protect the kew exchange (preshared key):

1z3456788 =

=
Ok I I.'.fanc:al I ;‘;\pply I

Figurell-72 Complete Authentication Method Setting
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STEP 42 . Complete Setting and close the WebUI (Figure11-73)

Edit Rule Properties 2=l

IP Filter List | Filter Action ]
Authentication Methods I Tunnel Setting I Connection Type
The authentication method specifies how brust iz established
P el betimeen the computers. Offer and accept theze
=1 == authentication methods when negotiating security with
another computer.
Authentication Method preference order:
Method |_Details [
Preshared Key 123456789
Hemoyve |
faveup |
fewe dowr |
Ok I Cancel I Apply I

Figurell-73 Complete New Rule Properties Setting
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STEP 43 . Complete VPN_B LAN TO WAN Settings (Figure1l1-74)

2]

Fules I Generall

Secunty rules For communicating with other computers
IP Security Rules:
IP Filter List |_Filter &iction |_uthentication... | Tu
WPM_BWAR TO ... Require Security FPrezhared Key =3
WPM_B LAM TO ... Require Security Freshared Key 21
O <0ynamic: Default Response Ferberos Mc
< | i3
Add. Edit... | Remowve | I~ Use Add Wizard

(H]8 I Cancel I Lpply I

Figurell-74 Complete VPN_B LAN TO WAN Setting
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STEP 44 . Please enter General in VPN_B Properties WebUI and click
Advanced (Figurell-75)

21|

Fules General I

IF zecurity policy general properties

Mame:

[vPN_E

Description:
=
=l

Check for policy changes eveny:

I‘I 80 minute(z]

key Exchange using these settings:
Advanced...

(E]% I Cancel I Apply I

Figurell-75 VPN_B Properties General WebUI
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STEP 45 . Please select Master key perfect forward secrecy (PFS) and click
Methods. (Figurell-76)

Key Exchange Settings i o |

IV taster key Perfect Fonward Secrecy
Authenticate and generate a new key after every:

450 mirutes

Suthenticate and generate a newkey after ewen:

|1 sessiom|=]

Frotect identities with theze zecunty methods:

Methodsz. . |

[rternet ke Exchange [IKE] for Windows 2000
Jointy developed by Microsoft and Cizco Systems. Inc.

(] I Cancel

Figurell-76 Key Exchange Settings WebUI
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STEP 46 . Please move IKE/ 3DES/ MD5 /Medium (2) to the top and complete
all the settings. (Figurell-77)

20
3 Frotect identities duiing authentication with the e secuity
rmiethods:

Secunty method preference oider
Tyoe. | Encipbion | Integrty | Diffie-Hellman Add. |

IKE JDES MDS

IKE  JDES SHA Medium (2} Edit. . |

IKE DES SHAT Lo [7)

IKE DES MDS Low (1] Remove |

Movelp |
! 21

oK Cancel

Figurell-77 To Adjust Security Method Order
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STEP 47 . Complete all the Window2000 VPN Setting of Company B
(Figurel1-78)

':m Consolel - [Console Root'IP Security Policies on Local Machine] i = Ellll

Jﬁ] Console  Window  Help |J D = H | |;|i|l||
|J action  Wiew  Favorites |J & = | | | 2 |J ﬂi ﬁ—_» |
Tree I Favorites I Mame % I Description I Palicy Assigned I

(_] Console Roat Edven B fes

lg IP Security Policies on Local Machine Server (Request Secu,.. For all IP traffic, always req... Mo
Secure Server (Requir... For all IP traffic, always req... Mo
Client {Respond Only) Communicate normally {uns... Mo

| |
Figurell-78 Complete Windows2000 IPSec VPN Setting

229



STEP 48 . Please press the right button of the mouse on VPN_B and enable
VPN_B. (Figurell-79)

':m Consolel - [Console Root'IP Security Policies on Local Machine] . = | Ellﬂ

% console wdow pep NS H[E |8
|J Action  Miew  Eavorites |J¢' #||X|@|JE§Z|JE& |

Tree I Favorites I Marme © Description Palicy Assigned

B et e e Wrm—— —
Server (Request 5 ic, alwaysreq... Mo

.g IP Security Policies on Local Machine
Secure Server (Re All Tasks ¥ fic, awaysreq... Mo
=] Client (Respond O Delate notmally (uns... Mo
Rename
Properties
Help

Assign this policy, attempt ko make it active |

Figurell-79 Enable VPN_B Security Method
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STEP 49 . To reboot IPSec Service, please begin with Start and select Settings
then enter Control Panel. (Figure11-80)

=] Programs

Documents

Metuicrk snd Disk-up Connections. |CUstomizes the appssrance of your deskiop snd configures
» i your computer
Printers

i Taskbar & Start Menu...

iflistart H G ] H [ Adabe Rieader - [Ch-AS3,., | B Console! - [Consols Rnut.ul BB soen

Figurell-80 Enter Control Panel
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STEP 50 . After entering Control Panel WebUI, please enter Administrative
Tools. (Figure11-81)

laix
Fle Edt Vew Favortes Toos Help ‘
4ok - = - & | @seach ChFoders (BHsory |0 B X 2 | B
| address [ Control Panel =] P ‘
= - — - E1 E
U iy % E
i Gicessbly AddfRemove AddfRemeve Adwinistrative  Automabic  DatefTme  Display  FolderOptions  Forts Game
Control Panel { Options | Hardwars  Programs Tools Updates Contrallers
Uss the settings in Cantrol Panel o ﬁ % @ =]
personalizs your computer.
Intemet  Keyboard Mouse  Wetworkand  Phoneand Power Options  Prinkers Regiondl  Stannersand  Scheduled
Select an tem ko view its Cpiions Dishup Co...  Modem ... Cptians Cameras a
description. » .
Windows Update ((')) ’\@5 g‘ %\‘)
Windows 2000 Support SoundEffect  Soundsand  System Users and
Manager Multimedia Passwords
24 object(s)

5 My Computer

Figurell-81 Enter Administrative Tools
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STEP 51 . Please select Services item after entering Administrative Tools.
(Figurel1-82)

=18 x|
| acton vew || &= = | E|m | 2] »
Tree | jame [ Description [ Status | Strtup Type | LogOnAs | =
[ Serviees (local) | Alerter Hotifies sel... Manual LocalSystem
8 Apclication Manage... Provides s.., Manual Localsystem
S Automatic Updates  Enablesth.. Started  Automatic LocalSystem
Background Intellig...  Transfers .. tanual LocalSiystem
48 ClipBook Supports C... Manual Localsystem
Sy COM+ Event System  Providesa...  Started  Manual LocalSiystem
“hComputer Browser  Maintsins a... Started  Automatic Localsystem
S DHCP Client Managesn.. Started  Automatic LocalSiystem
[ Distributed Link Tra...  Sends notif... Started  Automatic LocalSystem
88 Distributed Transac.., Coordinate. Manual LocalSystem
(S 0Ns Cliert Resolvesa.. Started  Automatic Localsystern
“EhEvent Log Logsevent... Started  Aubomatic LocalSystem
88 Fax Service Manual LocalSystem
o Service Disabled Localsiystern
y nnectio...  Provides n.. tanual LocalSiystem
S8 IPSEC Policy Agent  Manages 1 Automatic LocalSystem
[ Logical Disk Manager  Logical Disk... Started  Automatic LocalSystem
By Logical Disk Manage...  Admiristrat. .. Manual LocalSystem
Sendsand .. Started  Automatic LocalSiystem
S8 et Logon Supports p... Manual LocalSystem
HetMesting Remote... Allows aut... tanual LocalSiystem
Metwork Connections  Manageso...  Started  Manual LocalSystem
DDE Provides n.. Hanual LocalSiystem
,, DDEDSOM  Manages s. Manual Localsiystem
SRa T LM Security Sup. Marual LocalSystem
N Logs a... Hanual LocalSiystem
8aPlug and Play Started Automatic LocalSystem
£ Prini: Spocler Loadsfilss ... Started  Automatic Localsystem —
P dStorage  Provides pr... Started  Automatic LocalSystem
6 os RevP Provides n. Manual Localsystem
,, Access Aub.. Crestesa .. Manual Localsystenn
y Access Con... Crestesa... Started  Manual LocalSystem
, Procedure ... FProvidesth.. Started  Automatic Localsystem
N Procedure .. Managest.. Hanual LocalSystem
N Registry Se... Alows rem... Started  Automatic LocalSystem
Storage  Manages Started  Automatic LocalSiystem
8y Routing and Remot...  Offers rout. Disabled LocalSystem
[“pRunas Service Ensblesst.. Started  Automatic Localsystem
Uity ACeounEs .. Stores sed Started  Automatic Localsystem
|48 Server Provides R...  Started Automatic LocalSystem

Figurell-82 Enter Services item
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STEP 52 . After entering Services, please select IPSec Services to restart.
(Figurel11-83)

=18 x|
| acton vew || &= = | E|m | 2] »

Tree | jame [ Description [ Status | Strtup Type | LogOnAs | =

[ Serviees (local) | Alerter Hotifies sel... Manual LocalSystem

8 Apclication Manage... Provides s.., Manual Localsystem

8 Automatic Updates  Enablesth...  Started Automatic LocalSystem

Background Intelig...  Transfersf.. Manual LocalSystem

48 ClipBook Supports C... Manual Localsystem

8 COM+ Event System  Provides ... Started Manual LocalSystem

“hComputer Browser  Maintsins a... Started  Automatic Localsystem

48 DHCP Client. Managesn.. Started LocalSystem

4 % Distributed Link Tra...  Sends notif. Started LocalSystem

88 Distributed Transac.., Coordinate. LocalSystem

[€RaDIus Client Resolvesa.. Started LocalSystem

8y Event Log Logs event... Started LocalSystem

88 Fax Service LocalSystem

y Service Lacalsystem

b nnecti Providss n.. LocalSystem

“Logical Disk Manager  Logical Disk... Started  Automatic | Stat
By Logical Disk Manage...  Admiristrat. .. Manual Stop
Sendsand .. Started  Automatic | Paise
S8 et Logon Supports p... Manual Restime
HetMesting Remote... Allows aut... tanual
Metwork Connections  Manageso...  Started  Manual e
DDE Provides n.. Hanual
| DDEDSDM  Manages s, Marual Refresh
SRa T LM Security Sup. Marual
Properties
N Logs a... Hanual
8aPlug and Play Started Automatic Help
£ Prini: Spocler Loadsfilss ... Started  Automatic — Localystem —
P dStorage  Provides pr... Started  Automatic LocalSystem
6 os RevP Provides n. Manual Localsystem
,, Access Aub.. Crestesa .. Manual Localsystenn
y Access Con... Crestesa... Started  Manual LocalSystem
, Procedure ... FProvidesth.. Started  Automatic Localsiystem
N Procedure .. Managest.. Hanual LocalSystem
N Registry Se... Alows rem... Started  Automatic LocalSystem
Storage  Manages Started  Automatic LocalSiystem
8y Routing and Remot...  Offers rout. Disabled LocalSystem
[“pRunas Service Ensblesst.. Started  Automatic LacalSystem
Uity ACeounEs .. Stores sed Started  Automatic Localsystem
|48 Server Provides R...  Started Automatic LocalSystem

[Stop and Start service IPSEC Policy Agent an Local Computer [

Figurell-83 Restart IPSec Policy Agent
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STEP 53 . Complete all of the settings. (Figure11-84)

ADSL/Cable Router
Downstream Bandwidth : 1500 Kbps
Upstream Bandwidth : 512 Kbps
WANT1IP © 61.11.11.11

ADSL/Cable Router »
Downstream Bandwidth @ 512 Kbps B
Upstream Bandwidth : 512 Kbps %
PCIP : 211.22.22.22

Mail Security
Gateway

Management 1P :
192.168.10.1

Remote User

Client User
192.168.10.100

Figurell-84 The IPSec VPN Setting of ALL7008 and Windows 2000
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Setting IPSec VPN connection between two ALL7008
(Connection adopts Aggressive Mode Algorithm)

Preparation

Company A WAN IP: 61.11.11.11
LAN IP: 192.168.10.X

Company B WAN IP: 211.22.22.22
LAN IP: 192.168.20.X

This example takes two ALL7008 as flattop. Suppose Company A
192.168.10.100 is going to have VPN connection with Company B
192.168.20.100 and download the resource. (Connection adopts Aggressive
Mode Algorithm)

The Default Gateway of Company A is the LAN IP of the ALL7008
192.168.10.1. Follow the steps below:

STEP 1 . Enter the default gateway of ALL7008 of Company A 192.168.10.1,
and select IPSec Autokey in VPN function. Click New Entry
(Figure11-85)

| Name | GatewaylP | Destination Subnet [ Algorithm | Status | Configure |

New Entry
Figurell-85 IPSec Autokey WebUI
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STEP 2 . In the list of IPSec Autokey, fill in Name with VPN_A, and select LAN
in From Source. Also select WAN1 in Use interface and fill in Subnet:
192.168.10.0 and Mask: 255.255.255.0 (Figure11-86)

VPN Auto Keyed Tunnel
Name ||VPN_A

From Source & LAN  DMZ
Use interface & WAN1T © WAN2
Subnet ! Mask ||192.163.10.0 §[255.255.255.0

Figurell-86 IPSec VPN Autokey Tunnel Setting

STEP 3. Select Remote Gateway-Fixed IP In To Destination list and enter the

IP Address, Subnet 192.168.20.0, and Mask 255.255.255.0 of
Company B. (Figurel1-87)

To Destination
& Remote Gateway --Fixed IP  |f11.222232
Subnet ! Mask [192.168.200 12552552550

 Remote Gateway -- Dynamic IP
Subnet/ Mask || 12552552550
 Remote Client -- Fixed IP or Dynamic IP

Figurell-87 IPSec To Destination Setting

STEP 4 . Select Preshare in Authentication Method and enter the Preshared
Key (max: 100 bits) (Figure11-88)

Authentication Method | Preshare - |

Preshared Key (123356785

Figurell1-88 IPSec Authentication Method Setting
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STEP 5. Select Aggressive Mode Algorithm in Encapsulation. When setup
connection, it will choose the Algorithm as 3DES ENC Algorithm, MD5
AUTH Algorithm, and GROUP2 automatically.
My ID/ Peer ID can choose to enter nothing; or enter different IP
Address if you are willing to input. For example: 11.11.11.11,
22.22.22.22. If you are going to input numbers or alphabets for

detection, add @ in the front. For example: @123A, @Abcdl.
(Figurel11-89)

|l7Aggressive mode
My ID [rLIninn

Peer ID [ @akel23

Figurell-89 IPSec Aggressive Mode Setting

STEP 6 . Select Data Encryption+Authentication in IPSec Algorithm. You
can choose Data Encryption+Authentication or Authentication
Only to communicate:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1
Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm
to make sure the encryption way for connection. (Figure11-90)

IPSec Algorithm
& Data Encryption + Authentication
ENC Algorithm AES  ~|
AUTH Algorithm [MD5 +]
 Authentication Only

Figurell-90 IPSec Algorithm Setting List
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STEP 7 . Atfter selecting Perfect Forward Secrecy and enter 28800 seconds in
IPSec Lifetime, also can enter the Keep Alive IP of Company B:
192.168.20.100, to prevent disconnection. (Figurel1-91)

| W Perfect Forward Secrecy
IPSec Lifetime [28200  Seconds
15216820100

Keep alive IP :

Figurell-91 IPSec Perfect Forward Secrecy Setting

STEP 8 . Select Schedule, QoS, and Authentication-User and if it is
permissive to connect with each other by Show remote Network

Neighborhood. (Figure11-92)

Schedule [Schedule 1 ]
QoS [Qos 177]
Authentication-User [ 41 NET -]
¥ Show remote Network Neighborhood

OK Cancel

Figurell-92 IPSec Schedule and QoS Setting

STEP 9 . Click OK to complete the setting of Company A (Figure11-93)

Name | Gateway IP | Destination Subnet | Algorithm Status Configure
VPN_A|211.22.2222 192.168.20.0 None |Disconnect| Connecing Meodify | Remove
New Entry

Figurell-93Complete Company A IPSec VPN Setting
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The Default Gateway of Company B 192.168.20.100 is the LAN IP of the
ALL7008 192.168.20.1. Follow the steps below:

STEP 1 . Enter the default gateway of the ALL7008 of Company B 192.168.20.1
and select IPSec Autokey in VPN. Click New Entry (Figure11-94)

[ Name | GatewaylP | Destination Subnet | Algorithm | Status [ Configure |

New Entry
Figurell-94 IPSec Autokey WebUI

STEP 2 . In the list of IPSec Autokey, fill in Name with VPN_B, and select LAN
in From Source. Also fill in Subnet: 192.168.20.0 and Mask:
255.255.255.0 (Figure11-95)

VPN Auto Keyed Tunnel
Name ||VPN_B
From Source & LAN DMZ
Use interface & WAN1 © WAN2
Subnet ! Mask ||192.163.20.0 §[255.255.255.0

Figurell-95 IPSec VPN Autokey Tunnel Setting
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STEP 3. Select Remote Gateway-Fixed IP In To Destination list and enter the
Remote IP Address, Subnet 192.168.10.0, and Mask 255.255.255.0
of Company A. (Figure11-96)

To Destination
& Remote Gateway - Fixed [P [jl.1L1111

Subnet ! Mask [192.168.100 12552552550
 Remote Gateway -- Dynamic IP
Subnet/ Mask || 12552552550

 Remote Client -- Fixed IP or Dynamic IP

Figurell-96 IPSec To Destination Setting

STEP 4 . Select Preshare in Authentication Method and enter the Preshared
Key (max: 100 bits) (Figure11-97)

Authentication Method [ Preshare ~|
Preshared Key (123356785

Figurell-97 IPSec Authentication Method Setting
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STEP 5. Select Aggressive Mode Algorithm in Encapsulation. When setup
connection, it will choose the Algorithm as 3DES ENC Algorithm, MD5
AUTH Algorithm, and GROUP2 automatically.
My ID/ Peer ID can choose to enter nothing; or enter different IP
Address if you are willing to input. For example: 11.11.11.11,
22.22.22.22. If you are going to input numbers or alphabets for

detection, add @ in the front. For example: @123A, @Abcdl.
(Figure11-98)

| ¥ Aggressive mode
My ID [ @abel23

Peer D |11.11.11.11

Figurell-98 IPSec Aggressive Mode Setting

STEP 6 . Select Data Encryption+Authentication in IPSec Algorithm. You
can choose Data Encryption+Authentication or Authentication
Only to communicate:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1
Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm
to make sure the encapsulation way for connection. (Figure11-99)

IPSec Algorithm
& Data Encryption + Authentication
ENC Algorithm AES  ~|
AUTH Algorithm [MD5 +]
 Authentication Only

Figurell-99 IPSec Algorithm Setting
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STEP 7 . Atfter selecting Perfect Forward Secrecy and enter 28800 seconds in
IPSec Lifetime, also can enter the Keep Alive IP of Company A:
192.168.10.100 to prevent disconnection. (Figurel11-100)

| W Perfect Forward Secrecy
IPSec Lifetime [28200  Seconds
[152 16810100

Keep alive IP :

Figurell-100 IPSec Perfect Forward Secrecy Setting

STEP 8. Select Schedule, QoS, and Authentication-User and if it is
permissive to connect with each other by Show remote Network

Neighborhood. (Figure11-101)

Schedule [Schedule 1 ]
QoS [Qos 177]
Authentication-User [ 41 NET -]
¥ Show remote Network Neighborhood

OK Cancel

Figurell-101 IPSec Schedule and QoS Setting

STEP 9 . Click OK to complete the setting of Company B (Figure11-102)

Name | Gateway IP | Destination Subnet | Algorithm Status Configure
VPN_B|[61.11.11.11 192.168.10.0 None |Disconnect| Connecting Modify | Remove
New Entry

Figurell-102 Complete CompanyB IPSec VPN Setting
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STEP 10 . Complete IPSec VPN Aggressive Mode Settings: (Figure11-103)

ADSL/Cable Router
Downstream Bandwidth 1500 Kbps
Upstream Bandwidth - 512 Kbps
WANIP : 61.11.11.11

ADSL/Cable Router K
Downstream Bandwidth * 512 Kbps E 5

Upstream Bandwidth : 512 Kbps
WANIP : 211.22.22.22

Mail Security Mail Security

Gateway Gateway
Management IP Management IP :
192.168.20.1 192.168.10.1

LAN LAN
NAT Mode NAT Mode
Agrressive mode Agrressive mode
My ID * @ab123 My ID : ILILILIT
Peer ID : 1L1LILIT Peer ID : (@ab123
Client User Client User
192.168.20.100 192.168.10.100

Figurell-103 IPSec VPN Aggressive Mode Settings

244



Setting IPSec VPN connection between two ALL7008
(Adopt GRE Packets)

Preparation

Company A WAN IP: 61.11.11.11
LAN IP: 192.168.10.X

Company B WAN IP: 211.22.22.22
LAN IP: 192.168.20.X

This example takes two ALL7008 as work platform. Suppose Company A
192.168.10.100 is going to have VPN connection with Company B
192.168.20.100 and download the resource. (Connection adopts GRE/IPSec
Algorithm)

The Default Gateway of Company A is the LAN IP of the ALL7008
192.168.10.1. Follow the steps below:

STEP 1. Enter the default gateway of ALL7008 of Company A 192.168.10.1
and select IPSec Autokey in VPN. Click New Entry (Figurell1-104)

| Name | GatewaylP | Destination Subnet [ Algorithm | Status | Configure |

New Entry
Figurell-104 IPSec Autokey WebUI
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STEP 2 . In the list of IPSec Autokey, fill in Name with VPN_A, and select LAN
in From Source. Also fill in Subnet: 192.168.10.0 and Mask:
255.255.255.0 of Company A. (Figurell1-105)

VPN Auto Keyed Tunnel
Name ||VPN_A

From Source & LAN  DMZ
Use interface & WAN1T © WAN2
Subnet ! Mask ||192.163.10.0 §[255.255.255.0

Figurell-105 IPSec VPN Autokey Tunnel Setting

STEP 3. Select Remote Gateway-Fixed IP In To Destination list and enter the

IP Address, Subnet 192.168.20.0, and Mask 255.255.255.0 of
Company B. (Figurell-106)

To Destination
& Remote Gateway --Fixed IP  |f11.222232
Subnet ! Mask [192.168.200 12552552550

 Remote Gateway -- Dynamic IP
Subnet/ Mask || 12552552550
 Remote Client -- Fixed IP or Dynamic IP

Figurell-106 IPSec To Destination Setting

STEP 4 . Select Preshare in Authentication Method and enter the Preshared
Key (max: 100 bits) (Figure11-107)

Authentication Method | Preshare - |

Preshared Key (123356785

Figurell-107 IPSec Authentication Method Setting
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STEP 5. Select ISAKMP Algorithm in Encapsulation. Choose the Algorithm
when setup connection. Please select ENC  Algorithm
(3DES/DES/AES), AUTH Algorithm (MD5/SHA1), and Group
(GROUP1, 2,5). Both sides have to choose the same group. Here we
select 3DES for ENC Algorithm, MD5 for AUTH Algorithm, and
GROUPL1 for connection. (Figure11-108)

Encapsulation
ISAKMP Algorithm
ENC Algorithm [SDES -
AUTH Algorithm [MD5 +]
Group [GROUPT =

Figurell-108 IPSec Encapsulation Setting

STEP 6 . Select GRE/IPSec and enter GRE Local IP: 192.168.50.100. GRE
Remote IP: 192.168.50.200. (GRE Local IP must be at the same
subnet (C class)) (Figure11-109)

¥ GRE/IPSec
GRE Local IP |19Q.163.50.1co
GRE Remote IP |19Q.163.50.2C0

Figurell-109 GRE/IPSec Setting
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STEP 7 . Select Data Encryption+Authentication in IPSec Algorithm. You
can choose Data Encryption+Authentication or Authentication

Only to communicate:

ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1

Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm
to make sure the encapsulation way for connection. (Figurel11-110)

IPSec Algorithm

& Data Encryption + Authentication
ENC Algorithm [0S =]
AUTH Algorithm [MD5 +]

 Authentication Only

Figurell-110 IPSec Algorithm Setting

STEP 8 . Atfter selecting Perfect Forward Secrecy and enter 28800 seconds in
IPSec Lifetime, but the Keep Alive IP field must be blank.

(Figurell1-111)

| W Perfect Forward Secrecy

IPSec Lifetime

[22800  Seconds

Keep alive IP :

Figurell-111 IPSec Perfect Forward Secrecy Setting

STEP 9 . Select Schedule, QoS, and Authentication-User of Company A and
if it is permissive to connect with each other by Show remote
Network Neighborhood. (Figure11-112)

Schedule |Schb:lule_1j
Qo [Qos 1 -]
Authentication-User |A]1_NET v[

¥ Show remote Network Neighborhood

OK

Figurell-112 IPSec Schedule and QoS Setting

248

Cancel



STEP 10 . Click OK to complete the setting of Company A (Figure11-113)

Name | Gateway IP | Destination Subnet | Algorithm Status Configure
VPN_A|211.22.2222 192.168.20.0 None |Disconnect| Connecing Meodify | Remove
New Entry

Figurell-113 Complete IPSec VPN Setting of Company A
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The Default Gateway of Company B is the LAN IP of the ALL7008:
192.168.20.1. Follow the steps below:

STEP 1 . Enter the default gateway of ALL7008 of Company B 192.168.20.1
and select IPSec Autokey in VPN. Click New Entry (Figure11-114)

[ Name | GatewaylP | Destination Subnet | Algorithm | Status [ Configure |

New Entry
Figurell-114 IPSec Autokey WebUI

STEP 2 . In the list of IPSec Autokey, fill in Name with VPN_B, and select LAN
in From Source and WAN1 in Use Interface. Also fill in Subnet:
192.168.20.0 and Mask: 255.255.255.0 (Figure11-115)

VPN Auto Keyed Tunnel
Name ||VPN_B
From Source & LAN DMZ
Use interface & WAN1 © WAN2
Subnet ! Mask ||192.163.20.0 §[255.255.255.0

Figurell-115 IPSec VPN Autokey Tunnel Setting
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STEP 3. Select Remote Gateway-Fixed IP In To Destination list and enter the
Remote IP Address, Subnet 192.168.10.0, and Mask 255.255.255.0
of Company A. (Figure11-116)

To Destination
& Remote Gateway - Fixed [P [jl.1L1111

Subnet ! Mask [192.168.100 12552552550
 Remote Gateway -- Dynamic IP
Subnet/ Mask || 12552552550

 Remote Client -- Fixed IP or Dynamic IP

Figurell-116 IPSec To Destination Setting

STEP 4 . Select Preshare in Authentication Method and enter the Preshared
Key (max: 100 bits) (Figure11-117)

Authentication Method [ Preshare ~|
Preshared Key (123356785

Figurell-117 IPSec Authentication Method Setting

STEP 5. Select ISAKMP Algorithm in Encapsulation. Choose the Algorithm
when setup connection. Please select ENC  Algorithm
(3DES/DES/AES), AUTH Algorithm (MD5/SHA1), and Group
(GROUP1, 2,5). Both sides have to choose the same group. Here we
select 3DES for ENC Algorithm, MD5 for AUTH Algorithm, and
GROUPL1 for connection. (Figure11-118)

Encapsulation
ISAKMP Algorithm
ENC Algorithm [SDES -
AUTH Algorithm [MD5 +]
Group [GROUPT =

Figurell-118 IPSec Encapsulation Setting
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STEP 6 . Select GRE/IPSec and enter GRE Local IP: 192.168.50.200. GRE
Remote IP: 192.168.50.100. (GRE Local IP must be at the same
subnet (C class)) (Figure11-119)

¥ GRE/IPSec
GRE Local IP |19Q.163.50.2c0
GRE Remote IP |19Q.163.50.1C0

Figurell-119 GRE/IPSec Setting

STEP 7 . Select Data Encryption+Authentication in IPSec Algorithm. You

can choose Data Encryption+Authentication or Authentication
Only to communicate:

ENC Algorithm: 3DES/DES/AES/NULL

AUTH Algorithm: MD5/SHA1

Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm
to make sure the encapsulation way for connection. (Figurel1-120)

IPSec Algorithm
& Data Encryption + Authentication
ENC Algorithm AES  ~|
AUTH Algorithm [MD5 +]
 Authentication Only

Figurell-120 IPSec Algorithm Setting

STEP 8 . Atfter selecting Perfect Forward Secrecy and enter 28800 seconds in
IPSec Lifetime, but the Keep Alive IP field must be blank.
(Figure11-121)

| W Perfect Forward Secrecy
IPSec Lifetime [28200  Seconds

Keep alive IP : [

Figurell-121 IPSec Perfect Forward Secrecy Setting
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STEP 9. Select Schedule, QoS, and Authentication-User and if it is
permissive to connect with each other by Show remote Network

Neighborhood. (Figure11-122)

Schedule [Schedule 1 ]
QoS [Qos 177]
Authentication-User [ 41 NET -]
¥ Show remote Network Neighborhood

OK Cancel

Figurell-122 IPSec Schedule and QoS Setting

STEP 10 . Click OK to complete the setting of Company B (Figure11-123)

Name | Gateway IP | Destination Subnet | Algorithm Status Configure
VPN_B|[61.11.11.11 192.168.10.0 None |Disconnect| Connecting Modify | Remove
New Entry

Figurell-123 Complete IPSec VPN Setting of Company B
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STEP 11 . Complete IPSec VPN GRE/IPSec Setting (Figurel1-124)

ADSL/Cable Router
Downstream Bandwidth : 1500 Kbps
Upstream Bandwidth * 512 Kbps
WANIP : 61.11.11.11

ADSL/Cable Router S
Downstream Bandwidth * 512 Kbps
Upstream Bandwidth : 512 Kbps Q
WAN IP © 211.22.22.22

Mail Security

Mail Security
Gateway

Gateway

Management IP :

Management 1P :
192.168.20.1

192.168.10.1
LAN LAN
NAT Mode NAT Mode
GRE/IPSec GRE/IPSec
GRE Local IP : 192.168.50.200 GRE Local IP : 192.168.50.100
GRE Remote [P : 192.168.50.100 GRE Remote IP : 192.168.50.200
Client User Client User
192.168.20.100 192.168.10.100

Figurell-124 IPSec VPN GRE/IPSec Setting
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Setting PPTP VPN connection between two ALL7008

Preparation

Company A WAN IP: 61.11.11.11
LAN IP: 192.168.10.X

Company B WAN IP: 211.22.22.22
LAN IP: 192.168.20.X

This example takes two ALL7008 as flattop. Suppose Company B

192.168.20.100 is going to have VPN connection with Company A
192.168.10.100 and download the resource.
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STEP 1. Enter PPTP Server of VPN function in the ALL7008 of Company A.
Select Modify:
B Select Encryption
B Client IP Range: Enter 192.44.75.1-254
B |dle Time: Enter O
B Schedule: Select Schedule_1 (Figurel11-125)

Modify Server Design
 Disable PPTP

&+ Enable PPTP
v Encryption

Client IP Range : ||192.44.’?5.1 - |254
Auto-Disconnect if idle [0 minutes (0 means always connected)
Schedule ||Scha:lule_1j

OK Cancel

Figurell-125 Modify PPTP VPN Server Settings

@ Idle Time: the setting time that the VPN Connection will auto-disconnect under

unused situation. (Unit: minute)
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STEP 2 . Add the following settings in PPTP Server of VPN function in the
ALL7008 of Company A:

Select New Entry

User Name: Enter PPTP_Connection

Password: Enter 123456789

Remote Client: Select Multi-Machine and enter 192.168.20.0 in
IP Address; Netmask: 255.255.255.0

Client IP assigned by: Select IP Range (Figure11-126)

Add New PPTP Server

User Name : |PPTP_Oonnacu'on

Password : [

Remote Client

 Single Machine

% Multi-Machine

IP Address : [192.168.20.0
Netmask : [552550550
Client IP assigned by
# |P Range
 Fixed IP : ||—

OK Cancel
Figurell-126 PPTP VPN Server Setting
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STEP 3. Add the following settings in PPTP Client of VPN function in the
ALL7008 of Company B:

Select New Entry

User Name: Enter PPTP_Connection

Password: Enter123456789

Server Address: Enter 61.11.11.11

Select Encryption

Remote Server: Select Multi-Machine and enter 192.168.10.0 in

IP Address; Netmask: 255.255.255.0

Select Auto-Connect when sending packet through the link

Idle Time: Enter O

Schedule: Select Schedule_1

Complete the setting of PPTP Server (Figurell-127)

Add New PPTP Client

User Name : [PPTP_Connection
Password : T
Server Address : [6L.11 1111 ~ Encryption

Remote Server

= Single Machine
& Multi-Machine

IP Address : |192.168.10.0
Netmask : |255.255.255.0

[ always-connect

¥ Auto-Connect when sending packet through the link

Auto-Disconnect if idle [0 minutes (0: means always connected)
Schedule ||Schedule_1j

[T NAT{Connect to Windows PPTP Server)

OK Cancel

Figurell-127 PPTP VPN Client Setting

258



STEP 4 . Complete PPTP VPN Connection (Figure11-128)

PPTP VPN

ADSL/Cable Router
Downstream Bandwidth * 1500 Kbps
Upstream Bandwidth : 512 Kbps
WANIP - 61.11.11.11

ADSL/Cable Router ’
Downstream Bandwidth * 512 Kbps
Upstream Bandwidth : 512 Kbps
WAN IP : 211.22.22.22

Mail Security PPTP Client PPTP Server Mail Security
Gateway Gateway °
CIRCIE 1] S LlU
Management IP * .
192.168.20.1 Ma;;fi?g ';:] 11P '
LAN LAN A
NAT Mode NAT Mode
Client User Client User
192.168.20.100 192.168.10.100

Figurell-128 PPTP VPN Connection Setting
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Setting VPN connection between ALL7008 PPTP VPN and
Windows 2000 PPTP VPN

Preparation

Company A ALL7008
WAN IP: 61.11.11.11
LAN IP: 192.168.10.X
Company B Windows 2000 PC
WAN IP: 211.22.22.22

This example takes one ALL7008 and one Windows 2000 VPN-PPTP as flattop.

Suppose Company B 211.22.22.22 is going to have VPN connection with
Company A 192.168.10.100 and download or share the resource.

260



The default gateway of Company A is the LAN IP of the ALL7008. Enter the
following setting:

STEP 1 . Enter PPTP Server of VPN function in the ALL7008 of Company A.
Select Modify:
B Select Encryption
B Client IP Range: Enter 192.44.75.1-254
B |dle Time: Enter O
B Schedule: Select Schedule_1 (Figurel11-129)

Modify Server Design
 Disable PPTP

&+ Enable PPTP
v Encryption

Client IP Range : ||192.44.’?5.1 - |254
Auto-Disconnect if idle [0 minutes (0 means always connected)
Schedule ||Scha:lule_1j

OK Cancel

Figurell-129 Modify PPTP VPN Server Setting

@ Idle Time: the setting time that the VPN Connection will auto-disconnect under

unused situation. (Unit: minute)
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STEP 2 . Add the following settings in PPTP Server of VPN function in the
ALL7008 of Company A:
B Select New Entry
B User Name: Enter PPTP_Connection
B Password: Enter 123456789
B Remote Client: Select Single Machine
B Client IP assigned by: Select IP Range (Figure11-130)

Add New PPTP Server
User Name : |PPTP_Oonnacu'on

Password : [

Remote Client
& Single Machine
= Multi-Machine

IP Address : [
Netmask :
Client IP assigned by
# |P Range
€ FixedIP : r

OK Cancel
Figurell-130 Modify PPTP VPN Server Connection Setting
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Enter the following settings in Company B (Real IP: 211.22.22.22):

STEP 1 . Enter Windows 2000, press the right key of the mouse in My Network
Place and select Properties. (Figurel1-131)

Eimiet] il | 87 meni i - pi | [ 1z

Figurell-131 Start out Windows 2000 PPTP VPN Setting
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STEP 2 . Enter Network and Dial-up Connections WebUI and then enter
Make New Connection. (Figurell-132)

B metwnrk and Dial-un i'.mul.eq.li:q!n_-l.

| Pl Edt Vew Favoes Toos Adwanced Hep

U sl = = - )| hSeerch Chpoidees (Prstory: | B B2 0w | FE-
| iaderess [ Hetwiork s Diab i Cornections =
[ = g — —

Yeai, U ol

-k Local Ares
Network and Dial- m Connedtion
up Connections

L
g i|

Make New Conmection

Thee: Metvark Connscton weeard
haelps you creats A new Confection
0 ek pour conguter can have
artess ba ckher compubers and
retworks,

{Fiobdect{sh salacted

Figurell-132 Network and Dial-up Connections WebUI
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STEP 3. In the Location Information WebUI, enter country/region, city code,
and the phone system you use, and then click OK (Figure11-133)

Location Information el

Biefore voucan makie anp phione ormodemconnechiong
Sadindows needs: the following information: about Rour current:
jocahon

it coumninyregion e Yot iR oW

| T aiwean R
What'ares code {or ciby code] ane oL If ni 7

02

€ yats- clisd & rasmber boc aocess argutade ine; wkiatiit?

—

TFhe: phone sistem at tislocation ses
¥ Tone diafing " Pulksedialing

| 0K I Capice|

Figurell-133 Setup Location Information WebUI
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STEP 4 . Click OK in Phone And Modem Options WebUI. (Figurel1-134)

(]
Disling Fiules |
gl The list below displays the locahions pou have specified. Selech the.
|oicaticr from: whick: pouas diafing: : -
Locations:

Location | AreaCode |
OlMy Location 02 |

Ness:. Edit [Ielete

B | Lancel ' SEply,

Figurell-134 Phone and Modem Options WebUI
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STEP 5. Click on Next in Network Connection Wizard. (Figure11-135)

Metwork Connection Wizerd

Welcome to the Network
@ Connection Wizard
Uszireg this wizand you can cieate a connechon to other

computers and netwotk s, enabling applications such a:
e-mad, Wel browszing, file sharing. and printing.

Ta cantinue, click Mext,

Cancal:

Figurel1-135 Network Connection Wizard WebUI
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STEP 6 . Select Connect to a private network through the Internet in

Network Connection Wizard WebUlI and click on Next
(Figure11-136)

Metwork Connection Wizard il

Network Connection Type

T
ou can choose the lpe of riehwark s:nnnec_ticun yau want o create, based on @
wour nelwark configueation and your networking needs.

" Dial-up lo private network,
Coprect using my phone live [modenm o [S00),
" Dial-up to the Intemet
Eiar'mas:t'iﬂ the dnkeret uzing ry phone ine [modess or ISOML

Ere.ste. A etial Priveate hebmark: {'luFF'H] cormection or 'tmnel’ throuon thie ntemet;
" Accept incoming connections
Lt clher computers connect to mine by phicne line, the ntemat, or dinset gable

" Connect directly to another computer
Carmest using my-senal, parallzl, of infrared port:

< Back Mewt > r Cancel.

Figruell-136 Setup to connect to a private network through the Internet
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STEP 7 . Enter IP Address in Network Connection Wizard WebUI and click
Next. (Figure1l1-137)

Mew Connection Wizard i

YPM Seiver Seleclion 3
wihat iz the name or address of the VPN server? fi
Tipe the host name of Intemist Pratocol [[PTaddiess of the computer to which you are
ciormecting.

Heet name or 1P addsss (for sxample, micresoft com of 1575401 |
B1.11.11.11

Mext s Canesl

Figurell-137 Host Name or IP Address Setting
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STEP 8 . In Network Connection Wizard WebUI, create the connection For all
users and click on Next. (Figure11-138)

Metwork Connection Wizard

Connection Availability -~
ou may make the new connechon availabls to all Lzess, or gist poursedl.

o may malke this confeckion availsble to all users. or keep it ony for poor own les &
conrection stored in your prafile will not be availsble unless you e logged on

Create this connection

€l fef mysel

Figurell-138 Connection Availability Setting
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STEP 9. Click on Finish on Network Connection Wizard WebUI to Complete
the New Connection Wizard setting (Figure11-139)

New Connection Wizard '

Completing the New Connection
@ Wizard

'ou have succezsfully completed the steps needed to
creats e follewing conmection

VPN_Connect
* Shase with all users of thiz computer

T he connection will be saved in the Mebwork
Connsctions folder.

[T Add & shoeut to this connection bo my deskiop

Tocemate the connection and close thes wizard, chek Feuzh,

< Back

Capcel I ‘

Figurell-139 Complete the Network Connection Wizard Setting
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STEP 10 . Enter the following settings in Connect Virtual Private Connection
function: (Figrue11-140)

User name: Enter PPTP_Connection

Password: Enter 123456789

Select Save Password

Click on Connect

Connecting VPN_Connection WebUI show up (Figure11-141)

At last is Connection Complete WebUI (Figurel1-142)

Connect ¥irtual Private Conpection _ﬂﬁi

nge[ HAneE: ;PPTP_CW

s j nnnnnn

¥ Save Passwond

Cancel I Propeties “Helg

Figurell-140 Connect Virtual Private Connection Setting WebUI

Connecting ¥YPM: Connect...

‘ég-"' Registenng your comouter on the natwork..

Figurell-141 Connecting VPN Connection
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Connection Complete i _ﬁ:j

Tio cheick the stabiss of this connection o discannect, fight-click
ik icat i _Mtﬂﬁﬁhﬂ!ﬁﬂbﬂﬂﬂﬁﬁdﬁﬁlmﬁﬂﬁh hE'
LG [ rwesenl],

Figurell-142 PPTP VPN Connection Complete
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STEP 11 . Complete PPTP VPN Connection Settings (Figurel1-143)

PPTP VPN

ADSL/Cable Router
Downstream Bandwidth : 1500 Kbps
Upstream Bandwidth * 512 Kbps
WANIIP : 61.11.11.11

ADSL/Cable Router s

Downstream Bandwidth * 512 Kbps !
Upstream Bandwidth * 512 Kbps g
PCIP : 211.22.22.22

Mail Security
Gateway

Management IP :
192.168.10.1
Remote User

Client User
192.168.10.100

Figurell-143 PPTP VPN Connection Setting
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Chapter 12 _
Policy

Every packet has to be detected if it corresponds with Policy or not when it
passes the ALL7008. When the conditions correspond with certain policy, it will
pass the ALL7008 by the setting of Policy without being detected by other policy.
But if the packet cannot correspond with any Policy, the packet will be
intercepted.

The parameter of the policy includes Source Address, Destination Address,
Service, Action, WAN Port, Traffic Log, Statistics, Content Blocking, Anti-Virus,
Authentication User, Schedule, Alarm Threshold, Trunk, Max. Concurrent
Sessions, and QoS. Control policies decide whether packets from different
network objects, network services, and applications are able to pass through the
ALL7008.

&
How to use Policy?

The device uses policies to filter packets. The policy settings are: source
address, destination address, services, permission, packet log, packet statistics,
and flow alarm. Based on its source addresses, a packet can be categorized
into:

(1) Outgoing: The source IP is in LAN network; the destination is in WAN
network. The system manager can set all the policy rules of Outgoing
packets in this function

(2) Incoming: The source IP is in WAN network; the destination is in LAN
network. (For example: Mapped IP, Virtual Server) The system manager
can set all the policy rules of Incoming packets in this function

(3) WAN to DMZ: The source IP is in WAN network; the destination is in
DMZ network. (For example: Mapped IP, Virtual Server) The system
manager can set all the policy rules of WAN to DMZ packets in this

function
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(4) LAN to DMZ: The source IP is in LAN network; the destination is in DMZ
network. The system manager can set all the policy rules of LAN to DMZ

packets in this function
(5) DMZ to LAN: The source IP is in DMZ network; the destination is in LAN

network. The system manager can set all the policy rules of DMZ to LAN

packets in this function

(6) DMZ to WAN: The source IP is in DMZ network; the destination is in
WAN network. The system manager can set all the policy rules of DMZ
to WAN packets in this function

@AII the packets that go through ALL7008 must pass the policy permission (except
VPN). Therefore, the LAN, WAN, and DMZ network have to set the applicable policy

when establish network connection.
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Define the required fields of Policy

Source and Destination:
B Source IP and Destination IP is according to the ALL7008’s point of view.
The active side is the source; passive side is destination.

Service:

B [tis the service item that controlled by Policy. The user can choose default
value or the custom services that the system manager set in Service
function.

Action, WAN Port:

B Control actions to permit or reject packets that delivered between LAN
network and WAN network when pass through ALL7008 (See the chart and
illustration below)

Chart ‘ NEglE Illustration
P/ Permit all WAN network | Allow the packets that correspond with policy to
Interface be transferred by WAN1/2 Port
4 Permit WAN] Allow the packets that correspond with policy to
be transferred by WAN1 Port
All h kets th d with poli
2 Permit WAN? ow the packets that correspond with policy to
be transferred by WAN?2 Port
}: DENY Reject the packets that correspond with policy to

be transferred by WAN Port
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Option:

B To display if every function of Policy is enabled or not. If the function is
enabled and then the chart of the function will appear (See the chart and
illustration below)

lllustration

< Traffic Log Enable traffic log
Wi Statistics Enable traffic statistics
£ | Authentication User | Enable Authentication User

Enable the policy to automatically execute the function
& Schedule POlCY Y

1n a certain time
[ | Content Blocking | Enable Content Blocking

K1 QoS Enable QoS

N Alarm Threshold Enable Alarm Threshold

Traffic Log:

B Record all the packets that go through policy. Click = If you want to check
the packets through certain policy

Statistics:
B Chart of the traffic that go through policy

Content Blocking:
B To restrict the packets that passes through the policy

Authentication-User:
B The user have to pass the authentication to connect by Policy

Schedule:
B Setting the policy to automatically execute the function in a certain time
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Alarm Threshold:
B Setting a maximum flow rate (in Kbytes/Sec). An alarm will be sent if flow
rates are higher than the specified value

MAX. Concurrent Sessions:
B Set the concurrent sessions that permitted by policy. And if the sessions
exceed the setting value, the surplus connection cannot be set successfully.

QoS:
B Setting the Guarantee Bandwidth and Maximum Bandwidth of the Policy
(the bandwidth is shared by the users who correspond to the Policy)

Move:

B Every packet that passes the ALL7008 is detected from the front policy to
the last one. So it can modify the priority of the policy from the selection.
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We set up six Policy examples in this chapter:

No. |Suitable Example Page
Situation

Ex1 Outgoing |Set up the policy that can monitor the internal 281
users. (Take Logging, Statistics, Alarm Threshold
for example)

Ex2 Outgoing |Forbid the users to access to specific network. 285
(Take specific WAN IP and Content Blocking for
example)

Ex3 Outgoing |Only allow the users who pass Authentication to | 290
access to Internet in particular time.

Ex4 Incoming |The external user control the internal PC through | 292
remote control software (Take pcAnywhere for
example)

Ex5 | WAN to DMZ |Under DMZ NAT Mode, set a FTP Server and 294
restrict the download bandwidth from external,

Quota per Day, and MAX. Concurrent Sessions.
Ex6 | WAN to DMZ |Set a Mail Server to allow the internal and 296
DMZ to WAN |external users to receive and send e-mail under
LAN to DMZ |DMZ Transparent Mode
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Set up the policy that can monitor the internal users. (Take

Logging, Statistics, and Alarm Threshold for example)

STEP 1 . Enter the following setting in Outgoing Policy:
B Click New Entry
B Select Traafic Log
B Select Statistics
B Click OK (Figurel2-1)

Comment : I

(Max. 32 characters)

Add Mew Policy

Source Address

IInside_.i\.n\,n' :I

Destination Address

| outsice_ary =]

Service IANY j
Schedule I Flone j
Authertication Lser INnne :I
Trunk INnne j

Action, WWan Port

|PERMT &LL =]

Tratfic Log V' Enable
Statistics V' Enable
IDP ™ Enable
Content Blocking I~ Enable
IM i P2P Blocking | Mere x|
s INnne j

b2, Bandwicth Per Source [P

Covwnstream IU Khbps Upstream IU Kbps

hAx. Concurrent Sessions Per IP

—

b2y, Concurrent Sessions

||D

QK

Figurel2-1 Setting the different Policies
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STEP 2 . Complete the setting of Traffic Log and Statistics in Outgoing Policy:
(Figurel2-2)

Source Destination Service | Action Cption Configure hove
Incide_Any | Outside_any Ay Y | ‘m“!l’_'| | | | Modily | Remove | _Pause o1 =]
New Entry

Figurel2-2 Complete Policy Setting

STEP 3 . Obtain the information in Traffic of Log function if you want to monitor
all the packets of the ALL7008. (Figurel2-3)

INDV1E13Z19252 vl
Mext

Time Source Diestinatian Protocol Foart Dispaositian
Mo 16 13:19:52 192.168.189.10 21175835 2207 == 80 [/
Mo 16 13:19:52 21175835 19216815310 80 == 2207 [/
Mo 16 13:19:52 211.75.83.5 192.168.189.10 80 == 2207 p/'
Mo 16 13:19:52 192.168.189.10 21175835 2207 == 80 [/
Mo 16 13:19:52 21175835 19216815310 80 == 2207 [/
Moy 16 13:19:52 19216815310 21175835 2204 == 80 [/
Mo 16 13:19:52 211.75.83.5 192.168.189.10 80 == 2207 [/
Mo 16 13:19:52 19216815310 21175835 2207 == a0 [/
Moy 16 13:19:52 21175835 19216815310 80 == 2207 [/
Mo 16 13:19:52 192.168.189.10 211.75.835 2204 == 80 [/
Mo 16 13:19:52 21175835 19216515910 30 == 2204 [/
Mo 16 13:19:52 21175835 19216815310 80 == 2204 [/
Mo 16 13:19:52 192.168.189.10 211.75.835 2204 == 80 [/
Mo 16 13:19:52 211.75.83.5 192.168.189.10 80 == 2204 [/
Mo 16 13:19:52 211756835 18216815310 80 == 2204 [/
Mo 16 13:19:52 19216818310 21175837 2208 == 80 [/
Mo 16 13:19:52 211.75.83.7 192.168.189.10 80 == 2203 [/
Mo 16 13:19:52 21175837 19216815310 80 == 2203 [/

Clear Download

Figurel2-3 Traffic Log Monitor WebUI
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STEP 4 . To display the traffic record that through Policy to access to Internet in
Policy Statistics of Statistics function. (Figurel2-4)

Inside_Any to Qutside_Any Action : PERMIT

(D A (2

Beal-time: Down 3.4 MBitsfsec Up 63.0 EBitsfsec

Downstream
2.4 N
Max:2. 1M
=
=
[=3
(=]
L
ol
. g SRR |
o
L]
B
5
0.0 M : . i R I e I I i
19:41 19:51 2001 20:11 20l 20131 2041
tMinutel
Traffic stream M Maximum stream W Average stream
Upstream
43.5 K
Maw 37 .3k
L. 32K T
=
=
(=1
(&
L H
L) H
¢ TR T e S = et
=1
[
B
=
10.9 K T
O.OKE::i::i::::::i::i:::
19541 19:51 2ol 2011 2021 20131 2o
CMinutel
Traffic stream M Maximum stream

M Average stream

Figurel2-4 Statistics WebUI
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STEP 5. It will show up the policy rule when the internal users use exceeds the
default Alarm Threshold in Traffic Alarm of Alarm function.
(Figurel2-5)

IJU.13 20:30~20:45 v[
Time Source Destination Service Traffic
Jul 3 20:30~20:45 Inside_Any COutside_Any ANY 179.770KISec
Jul 320:15~20:30 Inside_Any Outside_Any ANY 205.314KiSec
Jul 3 20:00~20:15 Inside_Any Qutside_Any ANY 220.051KISec
Jul 3 19:45~20:00 Inside_Any Outside_Any ANY 129.139KiSec
Clear Alarm Download Alarms

Figurel2-5 Traffic Alarm WebUI
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Forbid the users to access to specific network. (Take specific
WAN IP and Content Blocking for example)

STEP 1 . Enter the following setting in URL Blocking, Script Blocking, P2P

Blocking, IM Blocking, and Download Blocking in Content
Blocking function: (Figurel2-6, 12-7, 12-8, 12-9, 12-10)
LIRL String Caonfigure
~yahon Modify | Remove |
~goagle Modify | Remove |
* Modify | Remove |
Mew Entry
Figurel2-6 URL Blocking Setting
Script Blocking
¥ Popup Blocking ¥ ActiveX Blocking
¥ Java Blocking ¥ Cookie Blocking
OK Cancel
Figurel2-7 Script Blocking Setting
Peer-to-Peer Application Blocking
¥ eDonkey Blocking
¥ Bit Torrent Blocking
¥ WinMX Blocking
OK Cancel

Figurel2-8 P2P Blocking Setting
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Instant Messaging Blocking
[¥ MSH Messenger Blocking

¥ Yahoo Messenger Blocking
¥ ICQ Messenger Blocking

[¥ Q0 Messenger Blocking

¥ Skype Messenger Blocking

OK Cancel

Figurel2-9 IM Blocking Setting

Download Blocking
[+ an Types Blocking
™ sudio and Yideo Types Blocking

Extension Blocking

EXE

i E

d=0

pdt
st
E=1ald
it

reg

mpg

Sgp
mpd

IEEEEENENNEN

Tip
bin
07
tgz
il
~h?
amzi
mpS

AVITIE

T

IEEEEEEEENENEN

Amy

IEEEEEEEENENEN

Fpim

it

hit=
Avps
.COm
mpeg
ek
AT

asf

QK

Figurel2-10 Download Blocking Setting

Cancel

@1. URL Blocking can restrict the Internal Users only can access to some specific

Website.

2. Script Blocking can restrict the Internal Users to access to Script file of Website.

(Java, Cookies...etc.)

3. P2P Blocking can restrict the Internal Users to access to the file on Internet by
P2P. (eDonkey, BT)
4. IM Blocking can restrict the Internal Users to send message, files, audio, and

video by instant messaging. (Ex: MSN Messenger, Yahoo Messenger, QQ, ICQ

and Skype)

5. Download Blocking can restrict the Internal Users to access to video, audio, and

some specific sub-name file by http protocol directly.



STEP 2 . Enter as following in WAN and WAN Group of Address function:
(Figurel2-11, 12-12)

Marme IP I Metmask Canfigure
Outsicle_Any 00000000 In Use |
Remote_Server B1.221.36.19/255 295 295 2395 Madify | Remwe|
Remaote_Server2 221 29 56 36/255.255 255 255 Modify J Removel
Mew Entry

Figurel2-11 Setting the WAN IP that going to block

Mame Member Canfigure
Madify | Remove
AN _Graup Remote_Serverd, Remote_Server2 i1 |
_ Pause |
Mew Entry

Figurel2-12 WAN Address Group

@The Administrator can group the custom address in Address. It is more convenient

when setting policy rule.
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STEP 3. Enter the following setting in Outgoing Policy:
B Click New Entry
B Destination Address: Select WAN_Group that set by STEP 2.
(Blocking by IP)
B Action, WAN Port: Select Deny
B Click OK (Figurel2-13)

Comment : I (Max. 32 characters)
Modify Policy

Source Address IInside_Any LI

Destination Address IWAN_Grnup LI

Service IANY ;I

Schedule INDHE ;I

Authentication User INone LI

Trunk INDHE ;I

2.ction, YWAN Part |oEnv sl x|

Traffic Log ™ Enable

Statistics [T Enable

IDP ™ Enable

Content Blocking =

IM i P2P Blocking [ e =]

Gos INDHE ;I

b &% Bandwicth Per Source [P Diosvnstream ID— Kbps Upstream ID— Kbps
mAX. Concurrent Sessions Per [P IIII—

hAX. Concurrent Sessions ||EI—

QK Cancel

Figurel2-13 Setting Blocking Policy
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STEP 4 . Enter the following setting in Outgoing Policy:
B Click New Entry
B Select Content Blocking
B Click OK (Figurel2-14)

Comment : I

(Max. 32 characters)

Modify Policy

Source Address

IInside_Any LI

Destination Address

|outsice_ary x|

Service IANY ;I
Schedule INDHE ;I
Authertication Lser INone LI
Trunk INDHE ;I

Action, WWan Port

|PERMT ALL |

Traffic Log ™ Enable
Statistics ™ Enable
IDP ™ Enable
Content Blocking ¥ Enable
IM i P2P Blocking [ e =]
Gos INDHE ;I

b2 X . Bancwicth Per Source P Dovvnstream ID Kbps Upstream ID Khps
hAx. Concurrent Sessions Per IP IIZI
b2y, Concurrent Sessions ||EI

QK Cancel

Figure12-14 Setting Content Blocking Policy

STEP 5. Complete the setting of forbidding the users to access to specific
network. (Figurel2-15)

Source Destination Service | Action Qption Canfigure Mave
Insicle_Any VAN _Group ARY b 4 Modify | Remove | Pause | a1 =]
Insice_Any Outsicle_&ry AN 7 ® Modify | Remove | Pause | o[z =]

New Entry

Figurel2-15 Complete Policy Setting

@Deny in Policy can block the packets that correspond to the policy rule. The

System Administrator can put the policy rule in the front to prevent the user connecting

with specific IP.
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Only allow the users who pass Authentication to access to
Internet in particular time

STEP 1 . Enter the following in Schedule function: (Figure12-16)

Name

Configure

YWorkingTime

Modify | Remove|

STEP 2 . Enter the following in Auth User and Auth User Group

New Entry

Figurel2-16 Add New Schedule

Authentication function: (Figurel12-17)

Name

Member

Radius | POP3 Configre

laboratory

joy, john, jack

Modify | Remove|

@The Administrator can use group function the Authentication and Service. It is

New Entry

Figurel2-17 Setting Auth User Group

more convenient when setting policy.
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STEP 3. Enter the following setting in Outgoing Policy:
B Click New Entry
B Authentication User: Select laboratory
B Schedule: Select WorkingTime
B Click OK (Figure12-18)

Comment : I

(Max. 32 characters)

Modify Policy

Source Address

IInside_Any LI

Destination Address

|outsice_ary x|

Service

| ary |

Schedule

IWnrkingTime ;I

Authentication Lser

I laborstory LI

Trunk

INDHE ;I

Action, WWan Port

|PERMT ALL |

Traffic Log ™ Enable
Statistics ™ Enable
IDP ™ Enable
Content Blocking I Enable
IM i P2P Blocking [ e =]
s INDHE LI

b2, Bandwicth Per Source [P

Dovvnstream IU Kbps Upstream IU Kbps

hAx. Concurrent Sessions Per IP

—

b2y, Concurrent Sessions

|||:|

QK

Figurel2-18 Setting a Policy of Authentication and Schedule

Cancel

STEP 4 . Complete the policy rule of only allows the users who pass
authentication to access to Internet in particular time. (Figure12-19)

Source Destination Service | Action Cption Caonfigure hove
Inzicle_Any Outside_Any AR [/ ®| 65-" | ‘ | | | | Medify | Remove Pause | To|1 'l
New Entry

Figurel2-19 Complete Policy Setting

291



The external user control the internal PC through remote control
software (Take pcAnywhere for example)

STEP 1 . Set up a Internal PC controlled by external user, and Internal PC’s IP
Address is 192.168.1.2

STEP 2 . Enter the following setting in Virtual Serverl of Virtual Server
function: (Figure12-20)

wirtual Server Real P 61111112 |

Semice YWiAM Poart SemerYirtual [P Configure

Modify | Remove
Pause

PC_Anywhere From-Service(Custam) 192.165.1.2

Mew Entry

Figurel2-20 Setting Virtual Server
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STEP 3. Enter the following in Incoming Policy:
B Click New Entry
B Destination Address: Select Virtual Serverl (61.11.11.12)
B Service: Select PC-Anywhere
B Click OK (Figurel2-21)

Comment : I (Ma. 32 characters)
Add Mew Palicy

Source Address IOu‘tside_Any :I

Destination Address | virtual Server 1(61.11.11.12) x|

Service IPC_AnyWhere j

Schedule I Mane :I

Trunk INnne j

action |PERMT =]

Traffic Log ™ Enable

Statistics ™ Enable

IDP ™ Enable

GoS INnne j

hl&x . Bandwicth Per Source [P Downstream IIZI Khps Upstream ID Kbps
hdax, Concurrent Sessions Per P ID—

hAX. Concurrent Sessions ID—

AT ™ Enable

QK Cancel

Figurel2-21 Setting the External User Control the Internal PC Policy

STEP 4 . Complete the policy for the external user to control the internal PC
through remote control software. (Figure12-22)

Source Diestination Service Action Option Caonfigure e
Outside_aAny wirtual Server 1(61.11.11.12) PC_Anywhere [/ | | | | | Modify | Remove Pause | T0|1 VI
New Entry

Figurel2-22 Complete Policy Setting
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Set a FTP Server under DMZ NAT Mode and restrict the
download bandwidth from external, Quota per Day, and MAX.
Concurrent Sessions.

STEP 1. Set a FTP Server under DMZ, which IP is 192.168.3.2 (The DMZ
Interface Address is192.168.3.1/24)

STEP 2 . Enter the following setting in Virtual Serverl of Virtual Server
function: (Figurel2-23)

wirtual Server Real P 61111112 |

Sermvice WAR Port SererYirtual [P Caonfigure
ify | R
FTP (21) | 192168.3.2 L emm|
Bause.
Mew Enitry

Figurel2-23 Setting up Virtual Server Corresponds to FTP Server

@When using the function of Incoming or WAN to DMZ in Policy, strong suggests

that cannot select ANY in Service. It may being attacked by Hacker easily.

STEP 3. Enter the following in QoS: (Figurel2-24)

Mame AR Downstream Bandwidth Upstream Bandwidth Friority Canfigure
G Bandwvicth = 100 Kbps G Bandwyicth = 50 Kbps
1
tl Bancwicth = 500 Khps M Bandwyicth = 200 Khps Madify |
FTP_Gios Miclclle - 1
& Bandwidth = 500 Khps & Bandvwidth = 50 Khps smave |
2
M Bandwidth = 212 Khps M Bandwyidth = 60 Khps
Mew Entry

Figurel2-24 QoS Setting
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STEP 4 . Enter the following in WAN to DMZ Policy:

Click New Entry

Destination Address: Select Virtual Serverl (61.11.11.12)
Service: Select FTP (21)

QoS: Select FTP_QoS

MAX. Concurrent Sessions: Enter 100

Quota Per Day: Enter 100000 Mbytes

Click OK (Figurel12-25)

Add New Policy

Source Address [Outide_Any  ~|
Destination Address [ Virtwal Server 1(61.11.11.12) = |
Service [FTPQD) -]

Action PERMIT =

Traffic Log [ Enable

Statistics " Enable

Schedule | Mone =

Alarm Threshold [00  KBytesiSec
Trunk Home: = |

MAX. Concurrent Sessions 10 (0:means unlimited)
QoS [FTP_Qof ~|

OK

Figurel2-25 Add New Policy

Cancel

STEP 5. Complete the policy of restricting the external users to access to
internal network server (which may occupy the resource of network)

(Figurel2-26)

Source Destination Service | Action Option Configure Move
. Virtual Server 1 "
OQutside_Any 61414112 FTP@E1) Z X2| Moty | Remove| | To [T]
New Entry

Figurel2-26 Complete the Policy Setting
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Set a Mail Server to allow the internal and external users to
receive and send e-mail under DMZ Transparent Mode

STEP 1 . Set a Mail Server in DMZ and set its network card’s IP Address as
61.11.11.12. The DNS setting is external DNS Server.

STEP 2 . Add the following setting in DMZ of Address function: (Figurel2-27)

Name IP I Netmask MAC Address Configure
DMZ_Any 0.0.0.0:0.0.0.0 In Use |
Mail_Server 61.11.11.12/255.255.255.255 00:48:54:55:E1:07 Modify | Remnve|
New Entry

Figurel2-27 the Mail Server’s IP Address Corresponds to Name Setting in Address Book of Mail

Server

STEP 3 . Add the following setting in Group of Service function: (Figurel12-28)

Group name Service Configure
E-mail DHS,POP3,SMTP Modify | R.ernnve|
New Entry

Figurel2-28 Setting up a Service Group that has POP3, SMTP, and DNS
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STEP 4 . Enter the following setting in WAN to DMZ Policy:
B Click New Entry
B Destination Address: Select Mail_Server
B Service: Select E-mall
B Click OK (Figurel2-29)

Add New Policy

Source Address [Outide_Any  ~|
Destination Address [ Mail_Server + |
Service [E-raail =l
Action PERMIT =

Traffic Log [ Enable
Statistics " Enable
Schedule | Mone =
Alarm Threshold [00  KBytesiSec
Trunk [one =

MAX. Concurrent Sessions fo (0:means unlimited)
Qos [Mone =]

OK Cancel

Figurel2-29 Setting a Policy to access Mail Service by WAN to DMZ

STEP 5. Complete the policy to access mail service by WAN to DMZ.
(Figurel12-30)

Source Destination Service | Action Option Configure Move
Outside_Any Mail_Server E-mail Ef | | | | Medify | Rernnve| To |1 VI
New Entry

Figurel2-30 Complete the Policy to access Mail Service by WAN to DMZ
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STEP 6 . Add the following setting in LAN to DMZ Policy:
B Click New Entry
B Destination Address: Select Mail_Server
B Service: Select E-mall
B Click OK (Figure12-31)

Add Mew Policy

Source Address [ bside_dmy |

Destination Address [ Mail Server ~|

Service [ Erroail =l

Action PERMIT -

Traffic Log " Enable

Statistics " Enable

Schedule [ Home =l

Alarm Threshold |0-0— KBytesiSec

MAX. Concurrent Sessions [0 {0:means unlimited)

OK Cancel

Figurel2-31 Setting a Policy to access Mail Service by LAN to DMZ

STEP 7 . Complete the policy to access mail service by LAN to DMZ
(Figurel2-32)

Source Destination Service | Action | Option Configure Move
Inside_Any Mail_Server E-mail E/ | | | Modify | Rernnve| To |1 'l
New Entry

Figurel2-32 Complete the Policy to access Mail Service by LAN to DMZ
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STEP 8 . Add the following setting in DMZ to WAN Policy:
B Click New Entry
B Source Address: Select Mail_Server
B Service: Select E-mail
B Click OK (Figure12-33)

Add New Policy

Source Address [ Mail_Server ~|

Destination Address [Ouside_tny  ~|

Service [Ewal ]

Action, WAN Port [PERMITALL  ~|

Traffic Log " Enable

Statistics " Enable

Content Blocking [~ Enable

Anti-Virus [T HTTP{WEBMAIL ™ FTP
Authentication User [Mome =]

Schedule IBEE =l

Alarm Threshold (00 KBytesiSec

Trunk Nenz ~ |

MAX. Concurrent Sessions o {0:means unlimited)
QoS [Nene =]

OK Cancel

Figurel2-33 Setting the Policy of Mail Service by DMZ to WAN

STEP 9. Complete the policy access to mail service by DMZ to WAN.
(Figurel2-34)

Source Destination | Service | Action Option Configure Move
Mail_Server Outside_Any E-mail E/ | | | | | | | Modify|Rernnve| To |1'l

New Entry
Figurel2-34 Complete the Policy access to Mail Service by DMZ to WAN

299



300



Chapter 13 _
Configure

According to the Mail Security Configure function, it means the dealing standard
towards mail of ALL7008. In this chapter, it is defined as Setting and Mail Relay.

@ After scanning the mails that sent to Internal Mail Server by Anti-Spam and
Anti-Virus function of ALL7008, then to setup the relevant setting in Mail Relay function.
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Define the required fields of Setting:

Scanned Mail Setting:
[

It can setup to deal with the size of mail in order to judge if to scan the malil
or not.

Unscanned Mail Setting:
B According to the unscanned mail, it can add an unscanned message in the
mail subject.

€ For example, add the following setting in this function
1. The scanned mail size is less than 200Kbytes

2. Add the message to the subject line --Unscanned--
3. Click OK (Figurel13-1)

Scanned Mail Setting

The scanned spam mail size is less than IQUU KBytes [ Range: 10-512)
The scanned virus mail size is less than |2UU KBytes [ Range: 10- 512

Unscanned Mail Setting

¥ addthe message to the subject line i--Unscanned-- (haz. 255 characters)

QK Cancel

Figurel3-1 Scanned Mail Setting
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€ When receive unscanned mail, it will add the tag in front of the e-mail
subject. (Figurel3-2)

18]
J File Edit Wiew Tools Message Help |
A 2 @ 8 & X B B
| mewial - meply  Replvll  Foovard it Delete | SendfRecy | Addresses  Find
= Tnbox
Folders =[] 8] % [Feon [ Received [
15 Outlook Express =3iMr Heckathorne ¥ viagrmet 9(16/2004 7:28 AM
£ € Local Folders ’
% Inbox
8 Outbox
£ Sent Trems
(7 Deleted Items (75)
&} Drafts
Eaﬁta'ﬁts = ®
There are ria contacts to display, Click
on Contacts bo create a new contact.
1 fiessagets), 0 nread B Wiorking Griine [

Figurel3-2 The Unscanned Mail Subject WebUI
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To setup ALL7008 as Gateway (Mail Server is in DMZ,
Transparent Mode)

Preparation
WAN Port IP: 61.11.11.11
Mail Server IP;: 61.11.11.12

Map the DNS Domain Name that apply from ISP (broadband.com.tw) to DNS
Server IP (setup MX record is Mail Server IP)

When external sender to send mail to the recipient account in broadband.com.tw,
add the following Mail Relay setting:

STEP 1 . Add the following setting in Mail Relay function of Configure:

B Select Domain Name of Internal Mail Server

B Domain Name of Mail Server: Enter the Domain Name

B |P Address of Mail Server: Enter the IP address that Mail
Server’s domain name mapped to

B Mail Relay setting is complete. The mails from external and its
destination mail server have to be in the domain name setting,
that can be received by ALL7008 and be sent to the appointed
mail server after filtering. (Figure13-3)

% Damain Mame of Internal Mail Server
 Allowed External IP of Mail Relay

Add Domain Mame

Ciomain Mame of hail Server ||broadband.com.tw

IP Adoress of Mail Server ||51 111142

QK Cancel

Figurel3-3 Mail Relay Setting WebUI
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To setup ALL7008 between the original Gateway and Mail Server
(Mail Server is in DMZ, Transparent Mode)

Preparation

The Original Gateway’s LAN Subnet: 172.16.1.0/16
WAN Port IP: 61.11.11.11

ALL7008's WAN Port IP: 172.16.1.12

Mail Server IP: 172.16.1.13

Map the DNS Domain Name (broadband.com.tw) to DNS Server IP (setup MX
record is Mail Server IP)

When LAN (172.16.1.0/16) user use the sender account of broadband.com.tw

mail server to send mail to the recipient account in external mail server, have to
add the following mail relay setting

305



STEP 1 . Add the first setting in Mail Relay function of Configure:
B Select Domain Name of Internal Mail Server
B Domain Name of Mail Server: Enter the Domain Name
B |P Address of Mail Server: Enter the IP address that Mail
Server’s domain name mapped to (Figurel3-4)

% Domain Mame of Internal Mail Sarver

= mllowed External IP of Mail Relay

Add Domain Mame

Diomain Mame of hail Server Ibroadband.com.tw

IP Address of Mail Server |1 T2I61.13

QK Cancel

Figurel3-4 The First Mail Relay Setting WebUI

STEP 2 . Add the second setting in Mail Relay function of Configure:

B Select Allowed External IP of Mail Relay

m |P Address: Enter the IP Address of external sender
B Enter the Netmask
]

Complete Mail Relay setting (Figurel3-5)

" Daomain Mame of Internal Mail Server
% allowed External IP of Mail Relay

Add IP Address

P Adcdress |E1 A1A41.11

Metmazk I255 255,295,255

QK Cancel

Figurel3-5 The Second Mail Relay Setting WebUI
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The Headquarters setup ALL7008 as Gateway (Mail Server is in
DMZ, Transparent Mode) to make the Branch Company’s
employees can send mails via Headquarters’ Mail Server

Preparation

WAN Port IP of ALL7008: 61.11.11.11

Mail Server IP: 61.11.11.12

WAN Port IP of the Branch Company’s Firewall: 211.22.22.22

Map the DNS Domain Name (broadband.com.tw) to DNS Server IP (setup MX
record is Mail Server IP)

When the branch company’s users send mail to the external mail server’s

recipient account by mail server’s sender account of broadband.com.tw, add the
following Mail Relay setting:
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STEP 1 . Add the first setting in Mail Relay function of Configure:
B Select Domain Name of Internal Mail Server
B Domain Name of Mail Server: Enter the Domain Name
B |P Address of Mail Server: Enter the IP address that Mail
Server’s domain name mapped to (Figurel3-6)

% Domain Mame of Internal Mail Server
" Mllowed External IP of Mail Relay

Add Domain Mame

Ciomain Mame of hail Server ||br0adband.com.tw

IP Adoress of Mail Server ||51 111142

OK Cancel

Figurel3-6 The First Mail Relay Setting WebUI

STEP 2 . Add the second setting in Mail Relay function of Configure:

B Select Allowed External IP of Mail Relay

m |P Address: Enter the IP Address of external sender
®m  Enter the Netmask
[ ]

Complete Mail Relay setting (Figure13-7)

" Domain Mame of Internal Mail Server
% allowed External IP of Mail Relay

Add IP Address

P Adddress |211 222222

hetmaszk |255 255255253

OK Cancel

Figurel3-7 The Second Mail Relay Setting WebUI
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Chapter 14

Anti-Spam

ALL7008 can filter the e-mails that are going to send to the mail server of
enterprise. In order to make sure the e-mail account that communicates with
outside won’t receive a mass advertisement or Spam mail, meanwhile, it can
reduce the burden of mail server. Also can prevent the users to pick up the
message he/she needs from a mass of useless mails; or delete the needed mail
mistakenly while deleting mails. It will raise the work efficiency of the employees
and will not lose the important information of enterprise.

In this chapter, we will have the detailed illustration about Anti-Spam:
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Define the required fields of Setting:

Spam Setting:

It can choose the inspection way of the mails, where the mail server is
placed in Internal (LAN or DMZ) or External (WAN)

It can inspect all of the mails that are sent to the enterprise. Also can add
score tag or message to the subject line of Spam mail while it exceeds the
standard. After filtering if the mails still don’t reach the standard, it will only
add score tag to the subject of the spam mail.

It also can check sender address in blacklist of anti-spam website to
determine if it is spam mail or not
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Action of Spam Mail:

B The mail that considered as spam mail can be coped with Delete mail,
Deliver to the recipient, Forward to another mail account
€ After setup the relevant settings in Mail Relay function of Configure,

add the following settings in this function:

The Mail Server is placed in Internal (LAN or DMZ)

The threshold score: Enter 5

Add the message to the subject line: Enter ---spam---

Select Add score tag to the subject line

Select Deliver to the recipient

Click OK (Figurel14-1)

o g ks whN e

Spam Setting
W Enakle Arti-Spam

The: Mail Server is IV Internal (LAMN or DHZ)

I External el
The threshaold scare of spam mail is |5 'I

Add the spam string to the subject line I--—spam-—-

(M. 256 characters)
[ Check spam fingerprint (Use TCP port : 2703 and UDP port : 53 to connect databaze server) Test
[T Enable Bayesian fitering (Bayesian fitering does not work until detabasze has at least 200 spams and 200 hams)

™ Enable spam signature push update (Use TCP port © 1153 and UDP port @ 1153 to update signsture) Test
r Yerify sender account is valid

[ Check sender IP address in REL (Use UDP port © 53 to connect DS server) Test
¥ 2dd score tag to the subject line

Action of Spam hail

Internal Mail Server:

[T Delete the spam mail
¥ Deliver to the recipient

[ Forwardta: I (Max. 128 characters, ex usergmydomain.com 1

External Mail Server:

[T Deliver to the recipient [Akwvays enable)

QK Cancel

Figurel4-1 Anti-Spam Setting WebUI
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€ When receive Spam mail, it will add score tag and message in front of
the subject of the E-mail. (Figure14-2)

¥l Inbox - Outlook Express

SEIET
o . 2 @ 8 & X B &
Addresses Find.

| mMewMal  Rely  ReplvAl Fonwerd it Dlete
Felders =[] 8] % [Feon
13 Sutlook Express LM Heckathorna
B @ Local Folders
% Inbox
8 Outbox
£ Sent Trems
(7 Deleted Items (75)
& Drafts

SendfRecy

[ Received |

¢
=
&
0
i3
03
Z
5
B
g
-]
3
8
2
=

Eaﬁtar:ts 57 X

There are ria contacts to display, Click
an Contacts ko create a new contact,

1 fiessagets), 0 nread B Wiorking Griine [

Figureld-2 the subject of the mail that considered as spam mail WebUI
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€ When receive Ham mail, it will only add score tag in front of the

e-mail’s subject (Figurel4-3)

Mew Mail

. & % 8
Reply: Reply

& X

Prink DElete:

=]

Foriard

JE3i

5

i Inbox - Dutlook Express
Fle Edt Wiew Tooks Message Help

Send/Recy | Addresses  Find

& Inbox

Folders x [t ]a[ ¥ [Fom [ supiege | Received |
143 Outloak Express (Eigiiberto isemaster & Tscore 2] Wlets shars the Fips For wsight 1o 55 N, owadays 10/12/2004 6:50 AM

£ 3 Local Folders jp, S

& Inbox
S Outhox
2 HamMail

£ SpamMail {42)
£ Sent Trems
=-{# Deleted Items (138}

£ SpamMail (1) (132)
48} Drafts
S virus

Contacts ¥ X
[PiRayearth

[ sender@mydomain.com

1 messagets), Ounread

Figurel4-3 the subject of the mail that considered as Spam mail WebUI
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Define the required fields of Rule

Rule Name:
B The name of the custom spam mail determination rule

Comment:
B To explain the meaning of the custom rule

Combination:

B Add: It must be fit in with all of the custom rule mails that would be
considered as spam mail or ham mail.

B Or: Only be fit in with one of the custom rule mails that would be considered
as spam mail or ham mail.

Classification:

B When setting as Spam, it will classify the mails that correspond to the rule
as spam mail.

B When setting as Ham (Non-Spam), it will classify the mails that correspond
to the rule as ham mail.

Action:

B Only when Classification is set as Spam that will enable this function.
Because only spam mail needs to be handled.

B You can choose to Delete mail, Deliver to the recipient, or Forward to
another mail account
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Auto-Training:

B When Classification is set as Spam and enable this function, and then the
mails that correspond to this rule will be trained to identify as spam mail
according to the setting time in Training function

B When Classification is set as Ham (Non-Spam) and enable this function,
and then the mails correspond to this rule will be trained to identify as ham
(non-spam) mail according to the setting time in Training function

ltem:

B To judge if it is spam mail or not according to the Header, Body, Size of the
mail.

B The Header items to detect the mail are: Received, Envelope-To, Form, To,
Cc, Bcc, Subject, Sender, Reply-To, Errors-To, Message-ID, and Date.

Condition:

B When Item is set as Header and Body, the available conditions are:
Contains, Does Not Contain, Is Equal To, Is Not Equal To, Starts With, Ends
With, Exist and Does Not Exist.

B When Item is set as Size, the available conditions are: More Than, Is Equal
To, Is Not Equal To and Less Than.

Pattern:

B Enter the relevant value in Item and Condition field. For example: From

Item and use Contains Condition, and enter josh as a characteristics.
Afterward when the sender and receiver’s mail account has josh inside and
then it will be considered as spam mail or ham mail
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Define the required fields of Whitelist

Whitelist:
B To determine the mail comes from specific mail address that can send to the
recipient without being restricted.

Direction:
B [From]: Tojudge the sending address of the malil
B [To]: Tojudge the receiving address of the mail

Define the required fields of Blacklist

Blacklist:
B To determine the mail comes from specific mail address that cannot be sent
to the recipient.

Define the required fields of Training

Training Database:
B The System Manager can Import or Export Training Database here.

Spam Mail for Training:

B The System Manager can import the file which is not determined as spam
mail here. To raise the judgment rate of spam mail after the ALL7008
learning the file.

Ham Mail for Training:
B The System Manager can import the file which is determined as spam mail

here. To raise the judgment rate of ham mail after the ALL7008 learning the
file
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Training time:
B The System Manager can set the training time for ALL7008 to learn the
import file each day here.

Define the required fields of Spam Mail

Top Total Spam:
B To show the top chart that represent the spam mail that recipient receive

and send

@ In Top Total Spam report, you can choose to display the scanned mails that sent

to Internal Mail Server or received from External Mail Server.

@ In Top Total Spam report, it can sort the mail according to Recipient, Total Spam

and Scanned Mail.
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Advance Instruction:

When talking to Mail Server, it is the medium of sending or receiving all the
e-mail in Internet. The indicative way of the e-mail is: acoount@server.name. In
front of the @ means the account; behinds the @ mean the Master’s name.

When you send e-mail to josh@yahoo.com.tw, your sending software will go to
DNS Server to find the mail Master name, mapped IP, and MX record first. If
there is a mapped MX record and then the e-mail will be delivered to the MX
Master first, and then be delivered to the destination (yahoo.com.tw) by MX
Master (means the Master of yahoo.co.tw). If it maps to several MX records, and
then the e-mail will be deliver to the first priority Master. And if there is no MX
record, the e-mail will deliver to your mail master only after searching for mapped
IP. And then your mail master can deliver it to the mail master of yahoo.com.tw.
The master of yahoo.com.tw will deliver the mail to every recipient according to
the account in front of the @.
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The flow of delivering e-mail:
The three key element of sending e-mail are: MUA, MTA, MDA

MUA (Mail User Agent): The PC of client cannot send mail directly.
It must deliver mail by MUA. No matter to send or to receive the mail,
the Client user still has to use mail system by MUA that provided by
operation system. For example: Outlook Express in Windows is MUA.
The main function of MUA is to receive or send e-mail from mail
master and provide the function for users to browse and edit mail
MTA (Mail Transfer Agent): When the user sending or receiving
mails, they are both completed by MTA. Basically, its functions are as
below:

To receive the mail that sent by external master: when receiving the mails
from external; only if the recipient exists in MTA internal account then this
mail will be received by MTA.

To send mail for user: Only if the user has the authority to use MTA, and then
the mail can be sent by MTA.

To let user to receive his/her own mail: The user can take the mails to his/her
own PC from mail master.

@ Generally the Mail Server we refer to is talking about MTA.

MDA (Mail Delivery Agent): To let the mail that received by MTA be
put in the Mailbox according to its destination. Or by MTA to send the
mail to the next MTA.
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To introduce the delivery procedure of the mail by two Send and Receive
way:

If the user wants to send the mail, the steps can be divided as follows:

B Use MUAto send mail to MTA: Enter the following setting while the
user write e-mail by MUA:

1. The e-mail address and the mail server of the sender (To receive
the MTA that sent by MTA from the sender)

2. The e-mail address and the mail server of the recipient (To
receive the MTA that sent from the external master)

After the user writing e-mail by MUA, and use the sending function of
MUA, it will deliver the mail to the MTA you appoint to.

B When MTA receive the mail from itself, it will hand over to MDA to
deliver the mail to the mailbox of the user’s account: In the received
mail, if the destination is Mail Server it means MTA itself. Meanwhile,
MTA will transfer the mail to MDA and put the malil in the recipient’s
mailbox.

B MTA will transfer the mail again; if the recipient of the mail is not the
internal account, then the mail will be transferred again. This function
is called Relay

B Remote MTA receive the mail that sent by local MTA: Remote MTA
will receive the mail that sent by local MTA and transfer the mail to its
MDA. Meanwhile, the mail will be saved in remote MTA and applied
for the user to download.
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And the action of user to receive mail is as follows:

The PC that used by remote user will connect to his/her MTA directly, to
ask MTA to check if its mailbox has mails or not. After MTA check by MDA,
it will transfer the mail to the user's MUA. Meanwhile, according to MUA
setting, MTA will choose to delete the Mailbox or to preserve it. (For the
next time when user receive the mail again, the preserved mail will be
downloaded again)

@ The protocol of send/receive e-mail is as follows:

1. Sending e-mail: It is a function of the process of sending the mail from MUA
to MTA, and transfer mail from MTA to the next MTA. At present, most of the
mail server uses SMTP Protocol (Simple Mail Transfer Protocol), and the
Port Number is 25.

2. Receiving e-mail: MUA connect to MTA user’s Mailbox by POP (Post Office
Protocol) in order to read or download the mail in user’s mailbox. At present,
common POP Protocol is POP3 (Post Office Protocol version 3), and the
Port Number is 110.

@ Generally, a MTA that provides sending/receiving mail function needs two

protocols at least. They are SMTP and POP3. And as long as your MUA and
MTA support SMPT and POP3, then they can connect with each other.

@ After MTA analyzing the received mail and if the recipient is not in the

master account, then MTA will transfer the mail to the next MTA. This function is
called Relay.
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‘@ If anyone can deliver the mail by one of the mail server, we called this

Open Relay mail server. To avoid this question, most of the mail server’s default
value will not open up Relay function. It only will open up Relay function
according to Localhost. Therefore, MTA can receive the mail that indicative of
the recipient is the internal account of MTA mail server. So there is no problem in
receiving the mail. However it causes some problems because MTA only setup
some standard IP and Subnet to open their Relay function. So in the range of
this setting, the Client can send/receive mail very free. As for the mail from the IP
source without standard will be blocked completely. In this case, there comes
Simple Mail Transfer Protocol to solve the problem.

@ Simple Mail Transfer Protocol is when MUA send mail to MTA; the master

will ask to detect the account and password of MUA sender. And then MTA can
provide the Relay function after authentication without setup Relay function
according to some trusting domain or IP. By Authentication, MTA will analyze the
relevant authentication information of the sender. After passing the
authentication that will accept mail and send the mail, otherwise; MTA will not

receive the mail.

322



We set up four Anti-Spam examples in this chapter:

No. |Example Page

Ex 1 |[To detect if the mail from External Mail Server is spam mail or not | 324

Ex 2 |[Take ALL7008 as Gateway and use Whitelist and Blacklist to filter | 328
the mail. (Mail Server is in DMZ and use Transparent Mode)

Ex 3 [Place ALL7008 between the original Gateway and Mail Server to | 335
set up the Rule to filter the mail. (Mail Server is in DMZ and use
Transparent Mode)

Ex 4 |Use Training function of ALL7008 to make the mail be determined | 341

as spam mail or ham mail after training. (Take Outlook Express for
example)
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To detect if the mail from External Mail Server is spam mail
or not

STEP 1. In LAN Address to permit a PC receiving the mail from external malil

server. Its network card is set as 192.168.139.12, and the DNS setting
is DNS server.

STEP 2 . In LAN of Address function, add the following settings: (Figure14-4)

Name IP § Metmask MAC Address Configure
Ingide_Any 0.0.0.0:0.0.0.0 InUse |
Josh 192.168.139.12/255.255.255.255 Modify | Rernmre|
New Entry

Figurel4-4 Mapped IP of Internal User’s PC in Address Book

STEP 3 . Add the following setting in Group of Service. (Figurel4-5)

Group name

Mail_Service

Service
DNS,POP3,SMTP

Configure
Modify | Remove|

New Entry

Figurel4-5 Service Group that includes POP3, SMTP, or DNS

STEP 4 . Add the following setting in Outgoing Policy: (Figurel4-6)

Figurel4-6 Outgoing Policy Setting
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Source | Destination Service Action Option Configure Move
Josh Outside_Any | Mail_Service [/ | | | | | | | Modify | Remove| | To I1 'l
New Entry




STEP 5. Add the following setting in Setting of Anti-Spam function:
(Figurel4-7)

Spam Setting
¥ Enable Anti-Spam
The Mail Server is ™ Internal (Lsbl or DhlZ)
¥ Exterrial cvan)
The threshaold score of spam mail is IE
Add the spam string to the subject line I--—spam-—-
¥ Check spam fingerprirt (Use TCP port : 2703 and UDP port @ 53 to connect database server) Test
¥ Enable Bayesian fitering (Bayesian fitering does not wwork until database has ot least 200 spams and 200 hams)

[Max. 256 characters)

™ Enable spam signature push update (Use TCP port - 1153 and UCP port - 1153 to update signature) Test

- YWerify sender account is walid
[7 Check sender IP address in REL (Use UDP port © 53 to connect DNS server) Test

7 add score tag to the subject line

Action of Sparm hail

Internal hail Server:
™ Delete the sparm mail
™ Deliver to the recipient

™ Forwardto: I (Max. 128 characters, ex user@@mydomain.com

External Mail Server:

¥ Deliver to the recipient [Alwvays enable)

Ok Cancel

Figurel4-7 Action of Spam Mail and Spam Setting
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@ Anti-Spam function is enabled in default status. So the System Manager does not

need to set up the additional setting and then the ALL7008 will filter the spam mail
according to the mails that sent to the internal mail server or received from external mail

server. (Figure14-8)

Spam Setting
¥ Enable Anti-Spam
The Mail Server is ' Internal (LA or DWZ)
¥ Exterrial cvan)
The threshaold score of spam mail is IE
Add the spam string to the subject line I--—spam-—- [Max. 256 characters)
¥ Check spam fingerprirt (Use TCP port : 2703 and UDP port @ 53 to connect database server) Test
¥ Enable Bayesian fitering (Bayesian fitering does not wwork until database has ot least 200 spams and 200 hams)
™ Enable spam signature push update (Use TCP port - 1153 and UCP port - 1153 to update signature) Test

- YWerify sender account is walid
[7 Check sender IP address in REL (Use UDP port © 53 to connect DNS server) Test

7 add score tag to the subject line

Action of Sparm hail

Internal hail Server:
™ Delete the sparm mail
¥ Deliver ta the recipient

™ Forwardto: I (Max. 128 characters, ex user@@mydomain.com

External Mail Server:

¥ Deliver to the recipient [Alwvays enable)

Ok Cancel

Figurel4-8 Default Value of Spam Setting

@ When only filter the mail that internal users received from external server:

1. In Action of Spam Mail, no matter choose Delete mail, Deliver to the recipient, or
Forward to, it will add the message on the subject line of spam mail and send it to

the recipient.
2. Also can use Rule, Whitelist, Blacklist or Training function to filter the spam mail.
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STEP 6 . When the internal users are receiving the mail from external mail
account (js1720@ms21.pchome.com.tw), the ALL7008 will filter the
mail at the same time and the chart will be in the Spam Mail in
Anti-Spam function. (At this time, choose External to see the mail
account chart) (Figure14-9)

Top Total Spam: [T-1 7]

No. | Recipient + Total Spam Total Mail - Duration Spam %
1 |'!s1?20@ms21.gchome.com.lw 1 2 00H 50.0%
Total 1 2 50.0%

Clear Data

Figurel4-9 Report Function Chart

@ To setup the relevant settings in Mail Relay function of Configure, so that can

choose to display the scanned mails that sent to Internal Mail Server.
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Take ALL7008 as Gateway and use Whitelist and Blacklist to
filter the mail. (Mail Server is in DMZ and use Transparent Mode)

STEP 1 . Set up a mail server in DMZ and set its network card IP as 61.11.11.12.
The DNS setting is external DNS server, and the Master name is

broadband.com.tw

STEP 2 . Enter the following setting in DMZ of Address function: (Figure14-10)

Name IP I Netmask MAC Address Configure
DMZ_&ny 0.0.0.0/0.0.0.0 InUse |
Mail_Server 61.11.11.12/255.255.255.255 00:48:54:55:E1:07 Modify | Remmre|
New Entry

Figurel4-10 Mapped Name Setting in Address of Mail Server

STEP 3. Enter the following setting in Group in Service function: (Figure14-11)

Group name Service Configure

Mail_Service_01 POP3,SMTP Modify | Remmre|

Mail_Service_02 DNS,POP3,SMTP Modify | Remnve|
New Entry

Figurel4-11 Setting Service Group that include POP3, SMTP or DNS

STEP 4 . Enter the following setting in WAN to DMZ Policy: (Figurel4-12)

Source Destination Service Action Option Configure Move
Outside_Any Mail_Server Mail_Service_01 [{/ | | | | Modify | Rernmre| To |1 'l
New Entry

Figurel4-12 WAN to DMZ Policy Setting
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STEP 5 . Enter the following setting in DMZ to WAN Policy: (Figure14-13)

Source |Destination Service Action Option Configure Move
Mail_Server | Qutside_Any | Mail_Service_02 'ﬂ | | | | | | | Modify | Remnve| To |1 'l
New Entry

Figurel4-13 DMZ to WAN Policy Setting

STEP 6 . Enter the following setting in Mail Relay function of Setting:
(Figurel4-14)

Domain Mame of Internal Mail Server
ar Configure
Allowed External IP of Mail Relay
brogdband comtw (611111120 Modify | Remove |
Mew Entry

Figurel4-14 Mail Relay Setting of External Mail to Internal Mail Server

@ Mail Relay function makes the mails that sent to DMZ’s mail server could be
relayed to its mapped mail server by ALL7008

329



STEP 7 . Enter the following setting in Setting function of Anti-Spam:
(Figurel4-15)

Spam Setting
¥ Enable Anti-Spam
The Mail Server is V' Internal (LAN or DZ)
I Exterrial cvar)
The threshaold score of spam mail is IE
Add the spam string to the subject line I--—spam-—- [Max. 256 characters)

¥ Check spam fingerprirt (Use TCP port : 2703 and UDP port @ 53 to connect database server) Test

¥ Enable Bayesian fitering (Bayesian fitering does not wwork until database has ot least 200 spams and 200 hams)
¥ Enable spam signature push update (Use TCP port - 1153 and UCP port - 1153 to update signature) Test

I YWerify sender account is walid

¥ Check sender IP address in REL (Use UDP port © 53 to connect DNS server) Test

¥ ndd score tag to the subject line

Action of Sparm hail

Internal hail Server:
™ Delete the sparm mail
¥ Deliver ta the recipient

™ Forwardto: I (Max. 128 characters, ex user@@mydomain.com

External Mail Server:

™ Deliver to the recipient [Alwvays enable)

Ok Cancel

Figurel4-15 Spam Setting and Action of Spam Malil

@ When select Delete mail in Action of Spam Mail, and then the other functions

(Deliver to the recipient, or Forward to) cannot be selected. So when ALL7008 had
scanned spam mail, it will delete it directly. But still can check the relevant chart in Spam

Mail function.

@ Action of Spam Mail here is according to the filter standard of Blacklist to take

action about spam mail.
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STEP 8 . Enter the following setting in Whitelist of Anti-Spam function:

Click New Entry

Whitelist: Enter share2kO1@yahoo.com.tw
Direction: Select From

Enable Auto-Training

Click OK (Figure14-16)

Enter New Entry again

Whitelist: Enter josh@broadband.com.tw
Direction: Select To

Enable Auto-Training

Click OK (Figurel14-17)

Complete setting (Figurel4-18)

Add Whitelist

il Account

Ishare2kﬂ1 @yahoo.comty

Direction

IFrom :I

Auto-Training

IEnabIe LI

QK

Figurel4-16 Add Whitelist Setting 1

Cancel

Add Whitelist

il Account

liosh@br-:-adband.-:om.tw

Direction

1= =l

Auto-Training

IEnabIe LI

QK

Figurel4-17 Add Whitelist Setting 2
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Export Whitelizt To Client  Download

Import Whitelizt Form Client | Browse... | Ok (Maec size 100 KBvtes)
Direction Mail Account Auto-Training Configure
From share2k01 @yahoo com by [% Modify | Remove |
To jnshig@broadband . com tw M Madify Remave |
Mew Entry

Figurel4-18 Complete Whitelist Setting

@ When enable Auto-Training function, the mail that correspond to Whitelist

setting will be trained as Ham Mail automatically according to the time setting in
Training function.
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STEP 9 . Enter the following setting in Blacklist of Anti-Spam function:
B Enter New Entry

Blacklist: Enter *yahoo*
Direction: Select From
Enable Auto-Training
Click OK (Figurel14-19)

B Complete the Setting (Figure14-20)

Add Blacklist
Wil Account I*yah-:u:*
Direction IFrom :I
Auto-Training IEnabIe LI
(&) Cancal
Figurel4-19 Add Blacklist Setting
Export Blacklist To Client  Downbaad
Impart Blacklist Form Client Browse... | oK [Max size 100 KBytes)
Direction Mail Account Auto-Training Configure
From *vahoo® M _ Madify | Remove |
Mew Entry

Figurel4-20 Complete Blacklist Setting

@ When enable Auto-Training function, the mail that correspond to Blacklist

setting will be trained as Spam Mail automatically according to the time setting in

Training function.

@ The address of Whitelist and Blacklist can be set as complete mail address (For

example: josh@broadband.com.tw) or the word string that make up of [*] (For example:

*yahoo* means the e-mail account that includes “yahoo” inside)

@ The privilege of Whitelist is greater than Blacklist. So when ALL7008 is filtering

the spam mail, it will adopt the standard of Whitelist first and then adopt Blacklist next.
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STEP 10 . When the external yahoo mail account send mail to the recipient

account of
josh@broadband.com.tw and steve@broadband.com.tw

If the sender account is share2k01@yahoo.com.tw, then these
two recipient accounts both will receive the mail that sent by this
sender account.

mail server of broadband.com.tw

If it comes from other yahoo sender account
(share2k003@yahoo.com.tw), and then there will only be

josh@broadband.com.tw can receive the mail that sent from this
sender account; the mail that sent to steve@broadband.com.tw

will be considered as spam mail.
After ALL7008 had filtered the mail above, it will bring the chart
as follows in the Spam Mail function of Anti-Spam.

(Figurel4-21)

Top Total Spam: [T-1 =]

in ALL7008;

Ho. | Recipient ~ Total Spam Total Mail - Duration Spam %

1 |stevegihroadband.com.tw
2 |joshigghroadband.com.tw

1

2

00H

a0.0%

1]

2

00H

0.0%

a5

1

4

25.0%

Figurel4-21 Chart of Report Function

Clear Data

@ When clicking on Remove button in Total Spam Mail, the record of the chart will

be deleted and the record cannot be checked in Spam Mail function.
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Place ALL7008 between the original Gateway and Mail Server to
set up the Rule to filter the mail. (Mail Server is in DMZ,
Transparent Mode)

The LAN Subnet of enterprise’s original Gateway: 172.16.1.0/16

The WAN IP of ALL7008: 172.16.1.12

STEP 1 . Setup a Mail Server in DMZ and its network card IP is 172.16.1.13.
The DNS setting is external DNS Server. Its host name is

broadband.com.tw

STEP 2 . Enter the following setting in DMZ Address Book: (Figure14-22)

Name IP I Netmask MAC Address Configure
DMZ_Any 0.0.0.0:0.0.0.0 InUse |
Mail_Server 172.16.1.13/255.255.255.255 00:48:54:55:E1:07 Modify | Remove |
New Entry

Figurel4-22 Mapped IP Setting of Mail Server in Address Book

STEP 3 . Enter the following setting in Service Group. (Figure14-23)

Group name Service Configure

Mail_Service_01 POP3,SMTP Modify | Remnve|

Mail_Service_02 DNS,POP3,SMTP Modify | Remove|
New Entry

Figurel4-23 Setting Service Group includes POP3, SMTP or DNS
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STEP 4 . Enter the following setting in WAN to DMZ Policy: (Figurel4-24)

Source Destination Service Action Option Configure Move
Outside_Any Mail_Server Mail_Service_01 [{/ | | | | Modify | Remmre| To |1 'l
New Entry

Figurel4-24 WAN to DMZ Policy Setting

STEP 5 . Enter the following setting in DMZ to WAN Policy: (Figure14-25)

Source |Destination Service Action Option Configure Move
Mail_Server | Qutside_Any | Mail_Service_02 'ﬂ | | | | | | | Modify | Reml:we| To |1 'l
New Entry

Figurel4-25 DMZ to WAN Policy Setting

STEP 6 . Add the following setting in Mail Relay in Configure: (Figurel14-26)

Domain Mame of Internal Mail Server
ar Configure
Allowed External IP of Mail Relay
brogdband comtw (172161130 Modify | Remove |
Mew Entry

Figurel4-26 Mail Relay Setting of External Mail to Internal Mail Server
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STEP 7 . Enter the following setting in Rule of Anti-Spam function:
B Enter New Entry
Rule Name: Enter HamMall
Comments: Enter Ham Mail
Combination: Select Or
Classification: Select Ham (Non-Spam)
Enable Auto-Training
In the first field Item: Select From; Condition: Select Contains;
Pattern: share2k01
Click Next Row
B Inthe second Item field: Select To; Condition: Select Contains;
Pattern: josh (Figurel4-27)
B Press OK (Figurel4-28)

Rule Mame : [Hamhdail (Maix. 16 characters) Comments : [Ham hail (Max. 20 characters)
Comhination : IOr 'l Classification : IHam(Non—Spam) =2
Auto-Training - [Enable = action : |Delete spammal = [--- (Max. 128 characters)
ltern Condition Pattern {Max. 30 characters) Configure
IFrom j IContains ﬂ Ishare2k01 Remove |
|Ta x| | contains | Jiash NextRow | Remove |
Ok Cancel
Figurel4-27 The First Rule Item Setting
Rule Mame Classification Actian Comments Configure e
Hambail Ham --- Ham hdail Modify | Remove ‘ T0|1 vl

Mew Entry

Figurel4-28 Complete First Rule Setting

@ In Rule Setting, when Classification select as Ham (Non-Spam), the Action

function is disabled. Because the mail that considered as Ham mail will send to the

recipient directly.
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STEP 8 . Enter the following setting in Rule of Anti-Spam function:
B Enter New Entry

Rule Name: Enter SpamMalil

Comments: Enter Spam Malil

Combination: Select And

Classification: Select Spam

Action: Select Deliver to the recipient

Enable Auto-Training

Item: Select From; Condition: Select Contains; Pattern: yahoo

(Figurel4-29)

B Press OK (Figurel4-30)

Rule hame : [Spambdai (Max. 16 characters) Comments : [Spam Mail (Mac. 20 characters)
Combination : |And 'I Clazsification : |Spam 52
Auto-Training : [Enbie ¥ action: |Delete spammail - x| |-~ (Max. 128 characters)
Itern Condition Fattern {Max. 30 characters) Configure
From LI | Cortains LI |yah00 Next Row
OK Cancel
Figurel4-29 The Second Rule Setting
Rule Mame Classification Actian Comments Configure e
Hamhail Ham cos Ham Mail Modify | Remove | | 7of1 vl
Spambdail Spam Deliver to the recipient Spam Mail Maodify d Remaove ‘ Tol|2 'l

MNew Entry

Figurel4-30 Complete the Second Rule Setting

@ In Rule Setting, when the Classification select as Spam, then the Action only

can select Delete the spam mail, Forward to, or Deliver to the recipient.
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@ The privilege of Rule is greater than Whitelist and Blacklist. And in Rule function,

the former rule has the greater privilege. So when the ALL7008 is filtering the spam mail,
it will take Rule as filter standard first and then is Whitelist; Blacklist is the last one be

taken.

@ Select one of the mails in Outlook Express. Press the right key of the mouse and

select Content, and select Details in the pop-up page. It will show all of the headers for
the message to be taken as the reference value of Condition and Item of the Rule.
(Figure14-31)

[score:3] ---spam— Find out if Lavenneis a feal ﬂﬁl

General DEF@!S':;l

rternet headers for thiz message:
Return-Path: <josh@broadhand com tu= =
Eecerved: from anti-spar (61- 21&&& 96 HINET-IP hinet et [
' hy I:Iﬂs"l nmsofteom tw (8.11 68116 with ESMTP -
Recetved: f HM%E%TS%E%%I%IEEITMI%D&L” 1
eeeted: from st taet
3 }Flnt]ﬁghﬁu oatti) with ESM TE 4] BEEFIZE984: LE
fﬁf%jnsh@nwmfimmW> Th, 22 Tul 2004 1716
From: josh@broad band com by
Cirganization: &nﬁ—ﬁp&mﬁaﬁwﬂ

Ta: ioshi@mmmit com
Mg;gégem <852?’96&?0:5283$3EI*12E?5$:.331 el DENickis:

From: ""Luciano Momanus!! <TE.¢.BEIEIH@|:Iqmam S0 bt

T <zoriataZ2@ms43 hinet ety

w-Anti-S pam; Anti-5pam Gateway cleanup, with id 224582383
HAnt-Spam; Anb-Spam G&tmﬁ.la_l; cleanup, with'id EBDaBDEa
Subject [score: 3] —spame= Find outif Lavonne iz & real m—
Diate: Thu 165ep 2EIIZH 21 29.05 000

MIME Aersion: 1.0

Contant: -Type: multpa:t#altemahve,

-
4 | »

Mezzage Source... |

ok | cancel |

Figurel4-31 The Detailed Data of the Malil
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STEP 9 . When the external yahoo mail account send mail to the recipient

account of
josh@broadband.com.tw and steve@broadband.com.tw

If the sender account is share2k01@yahoo.com.tw, then these
two recipient accounts both will receive the mail that sent by this
sender account.
If it comes from other yahoo sender account
(share2k003@yahoo.com.tw), and then there will only be
josh@broadband.com.tw can receive the mail that sent from this
sender account; the mail that sent to steve@broadband.com.tw
will be considered as spam mail.
After ALL7008 had filtered the mail above, it will bring the chart
as follows in the Spam Mail function of Anti-Spam.
(Figurel4-32)

mail server of broadband.com.tw

Top Total Spam: [T-1 =]

in  ALL7008;

No. | Recipient « Total Spam Total Mail - Duration Spam %

1 |stevegihroadband.com.tw
2 |joshigghroadband.com.tw

1

2

00H

a0.0%

1]

2

00H

0.0%

Total

1

4

25.0%

Figurel4-32 Chart of Report Function
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Use Training function of the ALL7008 to make the mail be
determined as Spam mail or Ham mail after Training. (Take
Outlook Express for example)

To make the spam mail that had not detected as spam mail be considered as
spam mail after training.

STEP 1. Create a new folder SpamMail in Outlook Express:
B Press the right key of the mouse and select New Folder.
(Figurel4-33)
B In Create Folder WebUI and enter the Folder’s Name as
SpamMail, and then click on OK. (Figure14-34)

i Inbox - Dutlook Express =181

Fle Edt Wiew Tooks Message Help |
(B . & @ X8 B3 &

e Ml Reply  Feply Al Forwsrd | Prnt  Delete | SendjRecy | Addresses  Find

& Tnhox

Folders x [t [a[ 7% [Fom [ subject [ Received |
51 Outlock Express 54 Luciano Mcmanus [score :3] ---spam--- Find out if Lavonnei.. 9/17/2004 10:25 AM

fdd to Gtk Bar:

Properties

Contacts ™ X
iere: are no contacts to display, Click
on Contacts to create a new contact,

Figurel4-33 Select New Folder Function WebUI
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Create Folder N x|

Faolder name:

|S parmhd ail

Select the folder in which to create the new folder;

%} Ctlook, Express

El@ Local Folders
e @ Inbio
‘@ kb

i £ Sent Items
-8 Deleted rems

ot {:E; Drafts

Cancel

il

Figurel4-34 Create Folder WebUI
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STEP 2. In Inbox-Outlook Express, move spam mail to SpamMail Folder:

In Inbox, select all of the spam mails that do not judge correctly
and press the right key of the mouse and move to the folder.
(Figurel14-35)

In Move WebUI, select SpamMail Folder and click OK
(Figurel14-36)

i Inbox - Dutlook Express

i8]
Fle Edt Wiew Tooks Message Help |
. 2 @ W & x SIE- =
e Ml Ry Feply Al Forwsrd | Pt Delehs | SendfRecy | Addresses  Find

& Tnhox

Moves selected messages to a folder,

Folders x |[e]a[® [Fom - Subjact Received
%3] Outlook Express =
53 Local Folders
&2 Inbox (3)
o outbox
1 Sent Items [=IKarla Dass
=-{7 Deleted Items (121} 1= jospeh pumphrey
1 Spamail [ |1ayne Baca
5 Drafts (S erasma wortham tner 9/17/2004 3:50 PM
22 HamMail & Clyde Tripp Xana1 9/17/2004 4:37 PM
S spambiail Agustina Damico resel  Replybo Sender 9/17/2004 4:00 PM
Reply ta 4l
Forward
Forward As Attachment
Mark as Read
Warkas Unread
Delete
At Sender bo Address Booh
Contacts ¥ x Froperties
There are no contacts to display, Click
on Contacts to create a new contact,

Figurel4-35 Move Spam Mail WebUI
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Move x|

kove the item(z] to the zelected folder;

7] Outlook Express
El@ Lacal Falders
EI'@ Inbox

-

421 Sent Trems
F-{3 Deleted Items

LRl Drafts

Cancel

MHew Folder

His

Figurel4-36 Select Folder for Spam Mail to move to
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STEP 3. Compress the SpamMail Folder in Outlook Express to shorten the
data and upload to ALL7008 for training:
B Select SpamMail Folder (Figure14-37)
B Select Compact function in selection of the folder (Figure14-38)

S
| Fle Edt View Tools Message Help |E
B . % % 8w | & X . [
MewMal — Rely  ReplvAl Fonward Piift Delets | SerdfRecy | Addresses  Find
& SpamMail
Folders x| [ 10 % [From [ Subiect [ Received I
1451 Outlook Express 4 Rosetta Stubbs ——-spam-— Vilium for less 9/20,/2004 2:55 PM

£ alexa ramirez

RE: You can become s legally ordained minister

3 Local Folders ProductTestPanel.com ---spam-— This 6.3 Megapixel Canon Dig Cam could yourst 9/20,/2004 9:06 AM
% Inbox ] 54 in.c. p. Spam Mail Notice. { 0 Spam Mails) 9/20/2004 8:02 AM
45 Outbox ! &4 Penny Sherman ---spam-- Sabs Need software? Click here. 9/20/2004 8:43 AM
2 HamMail (4 Shelby Lundy ---spam—- Paying too much for your Insurance?? 9/20/2004 2:31 PM
(14) 4 Rubin Corbin ---spam-— Online ordering is the greatest 9/20/2004 2:11 PM
2 Sent Ttems Bl Sonja Hathaway ---spam— new info 9/20/2004 12:22PM
(7 Deleted Items (295) 4 Wonderful Daily Savin..  -—-spam-— Multiple ways to get home loans 9/20/2004 10:56 AM
& Drafts B4 Dick Rucker -—-spam-— Hiya 9/20,/2004 9:30 AM
2 virus Rene Clement ---spam—- Hi there 9/20/2004 1:17 PM
EANo cost Laptop ---spam-— Find out how to get a Free 16M Thinkpad! 9/20/2004 2:36 PM
53 Eric Cline ~--spianii--- Carole why can't you call me back? 9202004 12:27 FM
= nigel lutao ---spam-- Relief From paliin event 9/17/2004 7:23 PM
= Bob Allen ---spam-—  Right out of the T¥ studio audience 9/20/2004 2:33 PM

9/20/2004 9:06 AM

et > x|
[ERayearth
[P sender@mydomain,com

15 messagels), 14 unread = Working Gniine |/ Errer

Figurel4-37 Select SpamMail Folder
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Print Delete: Send/Recy Addresses Find

Hew »
Open Gl E’ ; ‘ = s

J SAVE RS,

n Save Atbachments,
F

E

SayE 25 StatonEry.,.

T Trem = [ Received I
» T Cerlshift+£ uline courage For you and your parkner 9{17[2004 3:50 PM

o Move...

mpor

. i : Rename. .

2he Delete

Pririt.., Ctrl+P

Switch Tdertity. . Compact &l Folders g

Idertities »

Properties #lt+Enter

Work Offling

Exit and Log OFf Ideriity

Exit

Contacts ¥

There: are o contarts ko display. Click
on Contacts to create a new contact,

Figurel4-38 Compact SpamMail Folder
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STEP 4 . To copy the route of SpamMail File in Outlook Express to convenient
to upload the training to ALL7008:
B Press the right key of the mouse in SpamMail file and select
Properties function. (Figurel14-39)
B Copy the file address in SpamMail Properties WebUI.
(Figurel14-40)

S
J Fle Edit Wiew Tools Message Help |E
B . 8 2 Ve =] X . e
MewMal ~ Reply  Replyal  Fooward Pt Delets | Send{Recy Addresses  Find
& SpamMail
Folders < [t[a][% [Fom [ Subiect | Recsived |
1451 Outlook Express [ Rosetta Stubbs ~--spam— ¥alium for less §/20/2004 2:5!
B @ Local Folders ProductTesiPanel.com ~—-spam— This 6.3 Megapixel Canon Dig Cam could yours! ©/20/2004 3:0€
2 Inbox (3) = i sp- pai I Notice. {0 Spam Mails) §/20/2004 8:0;
@ Outhiox b Penny Sherman ~-spam— Scbs Need software? Click here. £/20/2004 8:42
= shelby Lundy ~—-sparn— Paying too ruch for your Insurances 7 /Z0/2004 2:3)
2 Sent Items EARubin Corbin —spam—— Orline ordering is the greatest o/ 20{2004 %11
(3 Deleted Items (109) &4 Sonja Hathaway —-spam— new info o/ 20/2004 1251
1 Spamail 5] Wonderful Daily Savin..  -—spam— Multiple ways to get home loans 52072004 10t
&) Drafts = pick Rucker ~spam— Hiva 9/20/2004 9:30
EARene Clement ---spam— Hithere 8/20/2004 1:17
Open Edno cost Laptop ---gpam— Find out how to get a Free 18M Thinkpadt /20/Z004 Z:3t
Find:.» EiEricdire —-spamn— Carls why cant you cal me badk? e e
4 i —-spam—  Relief Fram padjin event /1 T/7004 7220
Ney Folder... =4 Eoh Allen —-spam—  Right out of the T¥ studio audience /2072004 2:3:
Rename, .. Edaleaa ramirce RE: You can bevwne a legally urdained minister 2/20/2004 2.00
Delets

Contacts ¥ X

There are rio contacts to display, Click
on Contacts to create a new contact.

1 message(s), O unread = Working Grine

Figurel4-39 Select SpamMail File Properties Function
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Figurel4-40 Copy the File Address that SpamMail File Store
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STEP 5 . Paste the route of copied from SpamMail file to the Spam Mail for
Training field in Training function of Anti-Spam. And press OK to
deliver this file to ALL7008 instantly and to learn the uploaded mail file
as spam mail in the appointed time. (Figurel4-41)

Free space for training: 876 KBytes

The amount of spam mail : 2083

The amount of ham mail : 524

Bayesian filtering works until database has at least 200 spams and 200 hams

Training Database

Export Training Database Download
Import Training Database | B
Reset Training Database Reset Database

Spam Mail for Training

Import Spam Mail from Client [Btomail backupSparaMail db B
Undo

Ham Mail for Training Gt

. . Copy . u
Import Ham Mail from Client |m I
Delete

Spam Account for Training e
POP3 Server I ] { ex: my_domain.com )

User name I { ex: spam )
Password | [ ex Ad2#k. )

Spam account test Account Test

Ham Account for Training

POP3 Server I { ex: my_domain.corm )
User name | { ex: ham)
Password | { ex: 52k )

Ham account test Account Test

Training time
Training database starts at [0000 ~] | day

Training immediately : = Training NOW
OK Cancel

Figurel4-41 Paste the File Address that SpamMail File Save to make ALL7008 to be Trained
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‘@ The training file that uploads to ALL7008 can be any data file and not restricted in

its sub-name, but the file must be ACS11 form.

‘@ When the training file of ALL7008 is Microsoft Office Outlook exporting file [.pst], it

has to close Microsoft Office Outlook first to start Importing
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STEP 6 . Remove all of the mails in SpamMail File in Outlook Express so that

new mails can be compressed and upload to ALL7008 to training
directly next time.

2 spamMail - Dutlook Express

Select all of the mails in SpamMail File and press the right key
of the mouse to select Delete function. (Figure14-42)

Make sure that all of the mails in SpamMail file had been deleted
completely. (Figure14-43)

1Bl
Fle Edt Vew Took Message Help ﬁ
. 20 & & @ X B =
New Mail Beply Reply 4l Forward Frirt Delste | SendfRecv | Addresses  Find

pamMail

Folders

%3] Outlook Express
3 Local Folders

¥alium for less

A Inbox
=55 outhox
2 HamMail
£ SpamMail {14)
£ Sent Trems
(3 Deleted Items (296}
B Drafts
£ Yirus

| Contacts X
[P Rayearth
[ sender@mydomain,com

[=ProductTestPanel.com
g || sender@mydomain.c...

= Penny Sherman

[¥|Shelby Lundy

¥ Rubin Corbin

| sonja Hathaway

= wonderful Daily Savin...
= Dick Rucker
[ =IRene Clement

[=1Bob Allen
[=alexa ramirez

Deletes the selected messages,

- This 6.3 Megapixel Canon Big Cam could yours!
~ Spam Mail Notice. { 0 Spam Mails)

- Sobs Need software? Click here.

- Paying too much for your Insurance??

- Online ordering is the greatest

- newinfo

- Multiple ways to get home loans

Right out of the TV studio audience
RE: You can become a legally ordained minister

-spam---

Add Sender to Address F,\ml!z

Print
Reply toisender

Reply ta sl

Forward

Faorward As Attachment

Mark as Read
Mark as Unread

Mowe to Folder...
Copy to Folder...

Froperties

Figurel4-42 Delete all of the mails in SpamMail File




& spamMail - Dutlook Express -i= x|
Help

Message

File  Edit  view Tools
(B . % @ i | & X | g | B =
Mew Mail Reply  Replval  Forward Fhirt Delete | SendfRecw | Addresses  Find

t[a]® [From © [ Subject [ Received [

Folders x|
€3 Oublook Express
53 Local Folders There are no items in this view.
&2 Inbox (5)
-5 Outbax
S Sent Trems
=-£3 Deleted Items (123}
S5 Spambail
5B} Drafts
$E3 SpamMail

Contacts ™ X

There are no contacts to display. Click
on Contacts to create a new contact.

|3 working Grine

0 message(s), 0 unread

Figurel4-43 Confirm that All of the Mail in SpamMail File had been Deleted
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To make the mail that is judged as spam mail can be received by recipient after
training.

STEP 1 . Add a new HamMail folder in Outlook Express:

B Press the right key of the mouse in Local Folders and select
New Folder. (Figurel4-44)

B Enter HamMail in Folder Name in Create Folder WebUI and
click OK. (Figure14-45)

% Local Folders - Outlook Express _[&] %]

| Fle Edt Vew Tools Message Help |
D . % % % | & % |9 |@g &,
et Mail Reply.  Replyall  Fonward Fiifit lete | SendfRecy Addresses  Find

¥ | ocal Folders

[T T | . ol s
153 Outlook Express icets For POR accounts and to archive messages from othier accounts
Lidoce Py
GaInk  9pen -erid &nd Receive Al
Lgon  Fnde.
SR Ser | Remave Aol l i |
B el st as Oefaull Account.  [P9% 5 il
e Ltbox i} 0
B sp. h Lisk ¢ eleted items 123 132
I ool Ber Jopamitail - 2
s 0 0
Proierties il 0 0

iuﬁtacts =¥ x

Thire are nio contacts ko display. Click
o Contacts bo create a new contact,

| B working Onine [

Figurel4-44 Select Create New Folder Function WebUI
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x
Falder narme: 0k I

H a4 ail
| s Cancel

Select the folder in which ta create the new faolder:

I‘_:,f] Outlook Express
=123 Lacal Falders
..... @ Irbox
J@ kb

----- ‘:ﬁ Sent Ikems
-3 Deleted tems

s Y1 SpamMail
----- Bk Drafts

----- S SpamMail

Figurel4-45 Create Folder Function WebUI
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STEP 2 . In Inbox-Outlook Express, move spam mail to HamMail Folder:

In Inbox, select the spam mail that all of the recipients need and
press the right key of the mouse on the mail and choose Move
to Folder function. (Figure14-46)

Select HamMail folder in Move WebUI and click OK.
(Figurel4-47)

i Inbox - Dutlook Express -8 x|
Fle Edt Wiew Tooks Message Help |
. & @ & @ X B =
New sl Feply  Reply fll  Forward Prit  Delete | SendfRecy | Addressss  Find

& Tnhox

£ Sent Trems
=-{7 Deleted Items (121}
£ SpamMail
B} Drafts
£E HamMail
£ Spamhail

Contacts ™ X

There are no contacts to display. Click
on Contacts to create a new contact,

Moves selected messages to a folder,

Folders x [t]a[% [Fom - Subject Recsived
%3] Outlook Express =
53 Local Folders

&2 Inbox (3)

o outbox

[~ arla Doss
[=)jospeh pumphrey
= 11ayne Baca

(=) erasmo wortham

tner 917/2004 350 PM

&4 Clyde Tripp Xsnag 9/17/2004 4:37 PM
Agustina Damico verel  Replybo Sender 9/17/2004 4:00 PM
Reply ta 4l
Forward

Forward As Attachment

Mark as Read
Iark as Unread

Copy to Folder... %

Delete
Add Sender ba Address Book.

Fraperties

Figurel4-46 Move the Needed Spam Mail WebUI
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Move x|

Mave the itemfz] to the selected folder:

ﬁ-outlnnk Express

El@ Local Falders
-4 Inbo
E@ Outhos
; ‘Qﬁ Sent Ikems
El@ Deleted Ttems
@ Spamiail {13
4B} Drafts

Figurel4-47 Select the Folder for Needed Spam Mail to Move to
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STEP 3 . Compact the HamMail folder in Outlook Express to shorten the data
and upload to ALL7008 for training:
B Select HamMail File (Figure14-48)
B Select Compact function in selection of File (Figurel4-49)

2 HamMail - Outlook Express =18 x|
Fle Edt Wiew Tooks Message Help |
k. & &% w | & X |89 | B3 &
Mew Mail Reply  Reply Al Forward Frit Delste | SendfRecy | Addresses  Find
& HamMail
Folders x| e [Fom_© [ subiect [ Received I
51 Outlock Express 2Zachery Lane [score: 4] ---spam--- Nominate yourself fo... 9/16,2004 4:16 AM
3 Local Folders 54 ¥ito Galvan [score: 4] ---spam-— Certify EU Guidelines  9/16,/2004 1:30 &AM
2 Inbox (7) &4 Karla Doss [score:3] —-spam-— Resildhd, lkjIt's abou... 9,/15/2004 11:50 PM
S outhox £ jospeh pumphrey [score: 4] —-spam—  your presc?ription... 9/17/2004 4:24 AM
3 Sent Ttems Jayne Baca [score:4] ---spam-— Windows XP shipped... 9/16/2004 10:24 AM

=-{7 Deleted Items (121}
£ Spamiail (1)

B} Drafts

=] (5)

Contacts ™ X

There are no contacts to display. Click
on Contacts to create a new contact,

5 messae(s), 5 unread =8 werking Online

Figurel4-48 Select HamMail File
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K HamM:

utlook Express =|&] x|

[ Fle Edt Wiew Tools Message Help |

Hew »
Open Cirl+o L! ‘ = X

igel Prink DElete: Send/Recy Addresses Find
SAVE ASue

Saye s Statianeny

(i ol % [Fom = | Subject [ Recsived [
& Folcer d  Mew.. Ctrl+Shift+E [score: 4] ---spam--- Nominate yourself fo.. 9/16,/2004 4:16 AM
E o Mave... [score: 4] Certify EU Guidelines  9/16/2004 1:30 AM

Export Rename... [score : 3] Rezildhd, lkjIt's abou... 9/15/2004 11:50 PM

it [score: 4] your presceription .. 9/17/2004 4:24 AM

Pt Cll+p i dows %P o

Swltch Identity. . Compact All Falders @

Identities »

Propertics Al Enter

Wark OFfline

Bt anid Log OFF Identity

Exit

Contacts

There are no contacts to display. Click
on Contacts to create a new contact,

Campacts the selected local folder,

Figurel4-49 Compact HamMail File
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STEP 4 . To copy the route of HamMail Folder in Outlook Express

convenient to upload the training to ALL7008:
B Press the right key of the mouse in HamMail file and select
Properties function. (Figure14-50)
B Copy the file address in HamMail Properties WebUI.

(Figurel4-51)

Fle Edt Wiew Took Message Help

2 HamMail - Outlook Express

sl

B . & @ 8

New Mail Reply  Reply#l  Forward

& X

Prink Delete

Send/Recy

Addresses

5

Find

i

& HarmMail

=-{7 Deleted Items (121}
£ Spamiail (1)
B} Drafts
L tomail )
Open
Find...

Rews Folder..,
Rename...
Delete

Add b Gutlaok Bar
Contacts ™ X

There are no contacts to display. Click
on Contacts to create a new contact,

Folders x |[e]a[® [Fom - [ suiect [ Received I
51 Outlock Express 2Zachery Lane [score: 4] ---spam--- Nominate yourself fo... 9/16/2004 4:16 AM
3 Local Folders 54 ¥ito Galvan [score: 4] ---spam-— Certify EU Guidelines  9/16,/2004 1:30 &AM
%2 Inbox (7) & karla Doss [score:3] —-spam-— Resildhd, lkjIt's abou... 9,/15/2004 11:50 PM
S outhox £ jospeh pumphrey [score:4] ——-spam-— your presc?ription ... 9/17,/2004 4:24 &AM
B Sent Ttems Jayne Baca [score:4] ---spam-— Windows XP shipped... 9/16/2004 10:24 AM

5 message(s), 5 unread

/= working Oniine [

Figurel4-50 Select Properties of HamMail File WebUI
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%2 HamMail Properties g d

General I

@ |HamMaiI

T hiz folder contains:

b meszages, b unread.

T hiz falder iz stored in the following file:

C:ADocuments and Settingsinuzoft21 14 ocal Setting
rdo

U

Faste [!"

Delete

Select All

k. I Canicel Smply

Figurel4-51 Copy the File Address that HamMail File Store
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STEP 5 . Paste the route of copied HamMail file to the Ham Mail for Training
field in Training function of Anti-Spam. And press OK to transfer this
file to the ALL7008 instantly and to learn the uploaded mail file as ham
mail in the appointed time. (Figurel4-52)

Free space for training: 876 KBytes

The amount of spam mail : 2083

The amount of ham mail : 524

Bayesian filtering works until database has at least 200 spams and 200 hams

Training Database

Export Training Database Download
Import Training Database | HBIEE.
Reset Training Database Reset Database

Spam Mail for Training
Import Spam Mail from Client | B

Ham Mail for Training
Import Ham Mail from Client IE:‘msil_badml:‘HamL-Iaﬂ.dbx I |

Spam Account for Training
POP3 Server

[ ex: my_domain.com )

User name Delte ™ [ ex: spam )
Password Select Al [ e Gd2#k )
Spam account test . AccountTest B
User name |— { ex: ham )
Password |— {ex: 528k )
Ham account test Account Test

Training time
Training database starts at [0000 ~] | day

Training immediately : = Training NOW
OK Cancel

Figurel4-52 Paste the File Address that HamMail File Save to make ALL7008 to be Trained
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STEP 6 . Remove all of the mails in HamMail File in Outlook Express so that
new mails can be compressed and upload to ALL7008 to training
directly next time.

B Select all of the mails in HamMail and press the right key of the
mouse to select Delete function. (Figure14-53)

B Make sure that all of the mails in HamMail file had been deleted
completely. (Figurel4-54)

2 HamMail - Outlook Express -8 x|
Fle Edt Wiew Tooks Message Help |
R . & @& @ X e S - =
New Mall Reply  Reply Al Forward Fririt Delsts | Send/Recy | Addresses  Find
& HamMail
Folders x [t]a[% [Fom - Subject Recsived
51 Outlock Express [=|zachery Lane [score: 4] —-- --- Nominate yourselffo... 9/16/ E
3 Local Folders [=|vito Galvan [score: 4] ---spam-— Certify EU Guidelines 9,
&2 Inbox (7) [*|karla Doss [score:3] —- hd, IkjIt's abou...
L Outbox iospeh pumphrey | [stoee
£ Sent Trems || 1ayne Baca [score : 4] - — Win dows XP shipped... ]l open
=-{7 Deleted Items (121} Print
1 Spamiai (1) Fieply to Sender
B Drafts : Replyto Al
£ HamMail (5) Forward

Forward As Attachment

Mark as Read
1erk a5 Unread

Move ta Folder...
Copy to Folder. .

#Add Serder to dddress Book

Properties

Contacts ™ X

There are no contacts to display. Click
on Contacts to create a new contact,

Deletes the selected messages,

Figurel4-53 Delete All of Mails in HamMail File
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File  Edit  Wiew

New Mail

Tools Message Help

. & %

Reply  Reply#l

Fopward Prink

x

Ham
Folders

s!‘ﬁ

DElete:

Send/Recy

Addresses

Find

13 Outiook Express

x|

t % [Fom ©

| Subject

3 Local Folders

[ Received [

&2 Inbox (7)
o Outbox
7 Sent Ttems (5)
=-{7 Deleted Items (121}
£ Spamiail (1)
B} Drafts
£E HamMail

Contacts

There are no contacts to display. Click
on Contacts to create a new contact,

0 messages), 0unread

There are no items in this view.

/= working Oniine [

Figurel4-54 Make Sure all of the Mails in HamMail File had been Deleted
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Chapter 15
Anti-Virus

ALL7008 can scan the mail that sent to Internal Mail Server and prevent the
e-mail account of enterprise to receive mails include virus so that it will cause the
internal PC be attacked by virus and lose the important message of enterprise.

In this chapter, we will have the detailed illustration about Anti-Virus:
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Define the required fields of Setting:

Anti-Virus Settings:

It can detect the virus according to the mails that sent to internal mail server
or receive from external mail server.

It will add warning message in front of the subject of the mail that had been
detected have virus. If after scanning and do not discover virus then it will
not add any message in the subject field.

It can set up the time to update virus definitions for each day. Or update
virus definitions immediately (Synchronize). It will show the update time and
version at the same time.
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Action of Infected Mail:
B The mail that had been detected have virus can choose to Delete mail,
Deliver to the recipient, or Forward to another mail account

€ After setup the relevant settings in Mail Relay function of Configure, add
the following settings in this function:
1. Virus Scanner: Select Clam
The Mail Server is placed in Internal (LAN or DMZ)
Add the message to the subject line ---virus---
Select Remove virus mail and the attached file
Select Deliver to the recipient
Click OK (Figurel5-1)

o ok w

Anti-Virus Setting

Wirlz Scan Enging m

mheblaleghistis W Internal (LA or DMZ)
™ External tvvan

Acded the virus string to the subject line i---\"i"US--- [Max. 256 characters)

Last queried on : 2006/01/31 16:29:37 (Suery virus definitions every ten minutes )
Current version : 44 4808 (Clam defintions updsted at 0601731 16:08:34)
Update virus defintions immedistely  (Use TCP port : 80 and UDP port : 53 to connect virus definition server) Update Now  Test

Action of Infected Mail
Irternal Mail Server:
I Delete the virus mail
¥ Deliver to the recipiert
% Deliver a notification mail instead of the ariginal virus mail

" Deliver the original virus mail

™ Forwardto: l {Max. 128 characters, ex: user@mydomain.com 1

External Mail Server:

™ Deliver to the recipient (Always enable)
£ Deliver a notification mail instead of the ariginal virus mail

© Deliver the ariginal wirus mail
OK Cancel

Figurel5-1 Anti-Virus Settings WebUI
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€ Add the message ---virus---in the subject line of infected mail (Figure15-2)

3 Inbox - Dutlook Express I
Fle Edt ‘ew Took Message Help

g % 8 | & X

9 . @ & .
New Mail Reply  Reply#l  Forward Pt Delete | SendfRecy | Addresses  Find
% Inbox
Folders x [t [a[ 7% [Fom [ 5 | Received |
53 Outlook Express 8 testiah - GC Chat Netwarks 17303 9/20/7004 5:18 PM
53 Local Folders
&2 Inbox (1)
-6 Outhox
2 HamMail

£ SpamMail {14)
£ Sent Trems
(3 Deleted Items (295}

B Drafts

42 virus
Contacts ¥ x
[P Rayearth

[ sender@mydomain.com

1 messagets), 1 unread

/= working Oniine |7\ Errar
Figurel5-2 The Subject of Infected Mail WebUI

‘@ When select Disable in Virus Scanner, it will stop the virus detection function to
e-mail.
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Define the required fields of Virus Mail:

Top Total Virus:
B To show the top chart that represent the virus mail that the recipient receives

and the sender sent

@ In Top Total Virus Report, it can choose to display the scanned mail that sent to

Internal Mail Server or received from External Mail Server

@ In Top Total Virus, it can sort the mail according to Recipient and Sender, Total

Virus and Scanned Mail.

369



We set up two Anti-Virus examples in this chapter:

No. |Example Page

Ex 1 |To detect if the mail that received from external Mail Server have | 371
virus or not.

Ex 2 |To detect the mail that send to Internal Mail Server have virus or | 375
not. (Mail Server is in LAN, NAT Mode)
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To detect if the mail that received from external Mail Server have
Vvirus or not

STEP 1. In LAN Address to permit a PC receiving the mail from external mail
server. Its network card is set as 192.168.139.12, and the DNS setting

is DNS server.

STEP 2 . In LAN of Address function, add the following settings: (Figure15-3)

Name IP I Netmask MAC Address Configure
Inside_Any 0.0.0.0:0.0.0.0 InUse |
Josh 192.168.139.12/255.2595.2595.255 Modify | Remmre|
New Entry

Figurel5-3 Mapped IP of Internal User’s PC in Address Book

STEP 3 . Add the following setting in Group of Service. (Figurel5-4)

Group name Service Configure
Mail_Service DHS,POP3,SMTP Modify | R.ernnve|
New Entry

Figurel5-4 Service Group that includes POP3, SMTP, or DNS

STEP 4 . Add the following setting in Outgoing Policy: (Figurel5-5)

Source | Destination Service Action Option Configure Move
Josh Outside_Any | Mail_Service [% | | | | | | | Modify | Remove| | To Il'l

New Entry

Figurel5-5 Outgoing Policy Setting
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STEP 5. Add the following setting in Setting of Anti-Virus function:
(Figurel5-6)
B Virus Scanner: Select Clam
B The Mail Server is placed in External (WAN)
B Add the message to the subject line: ---virus---
B Select Remove virus mail and the attached file (Figurel5-6)

Anti-Virus Setting
‘irus Scan Engine ICIam 'I
The Mail Server is [ Internal (LAN o DMI)
¥ External (s
Acdel the virus string to the subject line |---virus-—- [Max. 256 characters)

Last quetied on : 2008/01 /31 16:29:37 [Guery virus definitions every ten minutes)
Current version ; 44 4808 (Clam defintions updsted st 060131 16:08:34)
Update virus defintions immediately  (Use TCP port : 80 and UDP port © 53 to connect wirus defintion server) Update Now  Test

Action of Infected Mail
Irternal hail Server:
I Delete the virus mail
[T Deliver to the recipient
™ Deliver a notification mail instead of the ariginal virus mail

 Deliver the ariginal wirus mail

™ Forwardta: ! {Maix. 128 characters, ex user@mydomain.com )

External Mail Server:
¥ Deliver to the recipient {Akvays enable)
% Deliver a notification mail instead of the original wirus mail

" Deliver the original wirus mail
OK. Cancel

Figurel5-6 Action of Infected Mail and Anti-Virus Settings
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@ Anti-Virus function is enabled in default status. So the System Manager does not

need to set up the additional setting and then the ALL7008 will scan the mails
automatically, which sent to the internal mail server or received from external mail server.
(Figurel5-7)

Anti-Yirus Setting

Yirus Scan Engine ICIarn :"

The Mail Server is ¥ Internal (LAN aor DMZ)
¥ External (aian)

Add the virus string to the subject line I---ViFUS--- [Ma. 256 characters)

Last queried on : 200601431 16:28:37 (Gwery virus definttions every ten minutes)
Current version : 44 4808 (Clam definitions updsted st 080131 16:08:34)
Update virus definitions immediately  {Lze TCP port - 80 and UDP port ; 53 to connect wirus defintion server) Update Now  Test

Action of Infected Mail
Internal Mail Server:
™ Delete the virus mail
¥ Deliver to the recipient
¥ Deliver a notification mail instead of the ariginal virus mail

" Deliver the ariginal virus mail

[ Farwardta: I {Maix. 128 characters, ex; user@mydomain.com )

External Mail Server:
¥ Deliver to the recipiert [Always enable)
% Daliver a notification mail instead of the original wirus mail

™ Deliver the original virus mail
Ok Cance|

Figurel5-7 Default Value of Virus Mail Setting

@ When only scan the mail that internal users received from external server:

1. In Action of Virus Mail, no matter choose Delete mail, Deliver to the recipient, or
Forward to, it will add the message in the subject line of infected mail and send it to
the recipient.
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STEP 6 . When the internal users are receiving the mail from external mail
account (js1720@ms21.pchome.com.tw), the ALL7008 will scan the
mail at the same time and the chart will be in the Virus Mail in

Anti-Virus function. (At this time, choose External to see the mail
account chart) (Figure15-8)

Top Total Virus: m
Ezm
Ho. | Recipient + Total Yirus Total Mail « Duration Virus %
1 is1?2l]@m921.gchome.com.tw 1 2 00H 50.0%
Total 1 2 50.0%
Clear Data

Figurel5-8 Report Function Chart

@ To setup the relevant settings in Mail Relay function of Configure, so that can

choose to display the scanned mail that sent to Internal Mail Server.
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To detect the mail that send to Internal Mail Server have virus or
not. (Mail Server is in LAN, NAT Mode)

WAN IP of ALL7008: 61.11.11.12
LAN Subnet of ALL7008: 192.168.2.0/24

STEP 1. Set up a mail server in LAN and set its network card IP as
192.168.2.12. The DNS setting is external DNS server, and the Master
name is broadband.com.tw

STEP 2 . Enter the following setting in LAN of Address function: (Figure15-9)

Name IP I Netmask MAC Address Configure
Inside_Any 0.0.0.0:0.0.0.0 InUse |
Mail_Server 192.168.2.12/255.255.255.255 00:ED:1B:25:F5:89 Modify | Remove |

New Entry

Figurel5-9 Mapped IP Setting in Address of Mail Server

STEP 3. Enter the following setting in Group in Service function: (Figure15-10)

Group name Service Configure

Mail_Service_01 POP3,SMTP Modify | Remnve|

Mail_Service_02 DNS,POP3,SMTP Modify | Remove|
New Entry

Figurel5-10 Setting Service Group that include POP3, SMTP or DNS
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STEP 4 . Enter the following setting in Serverl in Virtual Server function:
(Figurel5-11)

Virtual Server Real I ©L1LIL12 |

Service YWAN Port Server Virtual IP Configure

From-Service =
(Group) 182.168.2.12 Modify | Remove|

Mail_Service_01

New Entry

Figurel5-11 Virtual Server Setting WebUI

STEP 5 . Enter the following setting in Incoming Policy: (Figurel5-12)

Source Destination Service Action Option Configure Move
Outside_Any V'gﬁ'ﬁ‘:";g; ' | Mail_Service 01 | Modify | Remove| | To [T =]
New Entry

Figurel5-12 Incoming Policy Setting

STEP 6 . Enter the following setting in Outgoing Policy: (Figure1l5-13)

Source |Destination Service Action Option Configure Move
Mail_Server | Qutside_Any | Mail_Service_02 'ﬂ | | | | | | | Modify | Rernnve| To |1 'l
New Entry

Figurel5-13 Outgoing Policy Setting
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STEP 7 . Enter the following setting in Mail Relay function of Configure:
(Figurel5-14)

Domain Mame of Internal Mail Server
ar Configure
Allowed External IP of Mail Relay
broadband comtvw (192165212 _Mom_l‘y_J Remove |
Mew Entry

Figurel5-14 Mail Relay Setting of External Mail to Internal Mail Server

@ Mail Relay function makes the mails that sent to LAN’s mail server could be
relayed to its mapped mail server by ALL7008.
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STEP 8 . Add the following setting in Setting of Anti-Virus function:

B Virus Scanner: Select Clam
The Mail Server is placed in Internal (LAN or DMZ)
Add the message to the subject line: ---virus---
Select Remove virus mail and the attached file
Action of Infected Mail: Select Deliver to the recipient
(Figurel5-15)

Anti-wirus Setting

“irus Scan Engine m

The Mail Server is ¥ Internal (LA or DMZ)
™ External (van

Add the virus string to the subject line I---ViFUS--- [Ma. 256 characters)

Last queried on : 200601431 16:35:17 (Gwery virus definttions every ten minutes)
Current version : 44 4808 (Clam definitions updsted st 080131 16:08:34)
Update virus definitions immediately  {Lze TCP port - 80 and UDP port ; 53 to connect wirus defintion server) Update Now  Test

Action of Infected Mail
Internal Mail Server:
™ Delete the virus mail
¥ Deliver to the recipient
¥ Deliver a notification mail instead of the ariginal virus mail

" Deliver the ariginal virus mail

[ Farwardta: I {Maix. 128 characters, ex; user@mydomain.com )

External Mail Server:
™ Deliver to the recipient [Always enable)
" Deliver a notification mail instead of the original wirus mail

7 Deliver the original virus mail
Ok Cance|

Figurel5-15 Infected Mail Definition and Action of Infected Malil

@ When select Delete mail in Action of Infected Mail, and then the other functions

(Deliver to the recipient, or Forward to) cannot be selected. So when ALL7008 had
scanned mail that have virus, it will delete it directly. But still can check the relevant
chart in Virus Mail function.
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STEP 9 . When the external yahoo mail account sends mail to the recipient
account of mail server of broadband.com.tw in ALL7008;
josh@broadband.com.tw

B [f the mails are from the sender account,
share2k01@yahoo.com.tw, which include virus in the attached
file.

B [f it comes from other yahoo sender account
share2k003@yahoo.com.tw, which attached file is safe includes
no virus.

B After ALL7008 had scanned the mails above, it will bring the
chart as follows in the Virus Mail function of Anti-Virus.
(Figurel5-16)

Top Total Virus: m
No. | Recipient + Total Virus Total Mail « Duration Virus %
1 |'!osh@hroadhand.com.tw 1 2 00H 50.0%
Total 1 2 50.0%

Clear Data

Figurel5-16 Report Chart

@ When clicking on Remove button in Total Virus Mail, the record of the chart will

be deleted and the record cannot be checked in Virus Mail function.
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Chapter 16
Alert Setting

When the ALL7008 had detected attacks from hackers and the internal PC
sending large DDoS attacks. The Internal Alert and External Alert will start on
blocking these packets to maintain the whole network.

In this chapter, we will have the detailed illustration about Internal Alert and
External Alert:
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Define the required fields of Hacker Alert

Detect SYN Attack:
B Select this option to detect TCP SYN attacks that hackers send to server
computers continuously to block or cut down all the connections of the
servers. These attacks will cause valid users cannot connect to the servers.
€ [SYNFlood Threshold(Total) Pkts/Sec] : The system Administrator
can enter the maximum number of SYN packets per second that is
allowed to enter the network/ALL7008. If the value exceeds the setting
one, and then the device will determine it as an attack.

€ [SYNFlood Threshold(Per Source IP) Pkts/Sec] : The system
Administrator can enter the maximum number of SYN packets per
second from attacking source IP Address that is allowed to enter the
network/ALL7008. And if value exceeds the setting one, and then the
device will determine it as an attack.

€ [SYNFlood Threshold Blocking Time(Per Source IP) Seconds] :
When the ALL7008 determines as being attacked, it will block the
attacking source IP address in the blocking time you set. After blocking
for certain seconds, the device will start to calculate the max number of
SYN packets from attacking source IP Address. And if the max number
still exceed the define value, it will block the attacking IP Address
continuously.

Detect ICMP Attack:
B When Hackers continuously send PING packets to all the machines of the
LAN networks or to the ALL7008 via broadcasting, your network is
experiencing an ICMP flood attack.
€ [ICMP Flood Threshold( Total) Pkts/Sec] : The System
Administrator can enter the maximum number of ICMP packets per
second that is allow to enter the network/ALL7008. If the value exceeds
the setting one, and then the device will determine it as an attack.

€ [ICMP Flood Threshold(Per Source IP)Pkts/Sec] : The System
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Administrator can enter the maximum number of ICMP packets per
second from attacking source IP Address that is allow to enter the
network / ALL7008. If the value exceeds the setting one, and then the
device will determine it as an attack.

[ICMP Flood Threshold Blocking Time(Per Source
IP)Seconds] :When the ALL7008 determines as being attacked, it will
block the attacking source IP address in the blocking time you set. After
blocking for certain seconds, the device will start to calculate the max
number of ICMP packets from attacking source IP Address. And if the
max number still exceed the define value, it will block the attacking IP
Address continuously.

Detect UDP Attack:

B When Hackers continuously send PING packets to all the machines of the
LAN networks or to the ALL7008 via broadcasting, your network is
experiencing an UDP attack.

*

[UDP Flood Threshold(Total)Pkts/Sec] : The System Administrator
can enter the maximum number of UDP packets per second that is
allow to enter the network/ALL7008. If the value exceeds the setting
one, and then the device will determine it as an attack.

[UDP Flood Threshold(Per Source IP)Pkts/Sec] : The System
Administrator can enter the maximum number of UDP packets per
second from attacking source IP Address that is allow to enter the
network/ALL7008. If the value exceeds the setting one, and then the
device will determine it as an attack.

[UDP Flood Threshold Blocking Time ( Per Source IP) Seconds] :
When ALL7008 determines as being attacked, it will block the attacking
source IP in the blocking time you set. After blocking for certain
seconds, the device will start to calculate the max number of UPD
packets from attacking source IP. If the max number still exceed the
define value, it will block the attacking IP Address continuously.
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Detect Ping of Death Attack:

B Select this option to detect the attacks of tremendous trash data in PING
packets that hackers send to cause System malfunction. This attack can
cause network speed to slow down, or even make it necessary to restart the
computer to get a normal operation.

Detect IP Spoofing Attack:

B Select this option to detect spoof attacks. Hackers disguise themselves as
trusted users of the network in Spoof attacks. They use a fake identity to
try to pass through the ALL7008 System and invade the network.

Detect Port Scan Attack:

B Select this option to detect the port scans hackers use to continuously scan
networks on the Internet to detect computers and vulnerable ports that are
opened by those computers.

Detect Tear Drop Attack:

B Select this option to detect tear drop attacks. These are packets that are
segmented to small packets with negative length. Some Systems treat the
negative value as a very large number, and copy enormous data into the
System to cause System damage, such as a shut down or a restart.

Filter IP Route Option:

B Each IP packet can carry an optional field that specifies the replying address
that can be different from the source address specified in packet’'s header.
Hackers can use this address field on disguised packets to invade LAN
networks and send LAN networks’ data back to them.
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Detect Land Attack:

B Some Systems may shut down when receiving packets with the same
source and destination addresses, the same source port and destination
port, and when SYN on the TCP header is marked. Enable this function to
detect such abnormal packets.

@After System Manager enable External Alert, if the ALL7008 has detected any

abnormal situation, the alarm message will appear in External Alarm in Attack Alarm.
And if the system manager starts the E-mail Alert Notification in Settings, the device

will send e-mail to alarm the system manager automatically.
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ALL7008 Alarm and to prevent the computer which being
attacked to send DDoS packets to LAN network

STEP 1. Select Internal Alert in Alert Setting and enter the following settings:

B Enter The threshold sessions of infected Blaster (per Source
IP) (the default value is 100 Sessions/Sec)

B Select Enable Blaster Blocking and enter the Blocking Time

(the default time is 600 seconds)

Select Enable E-Mail Alert Notification

Select Enable NetBIOS Alert Notification

IP Address of Administrator: Enter 192.168.1.10

Click OK

Internal Alert Setting is completed. (Figurel16-1)

Anomaly Flow IF Setting

The threshold sessions of anomaly flove (per source IP) is i1 oo Sessions fSec [ Range: 1 -99399 )
I¥ Enable Anomsly Flow IP Blocking Blocking Time |BDD| seconds ( Range: 1 -993)

[¥ Enable E-Mail Alert Motification

[¥ Enahle SHMP Trap Alert Motification

[¥ Enable NetBIOS Alert Notification P Address of Administrator I'I 92168110

OK Cancel

Figurel6-1 Internal Alert Settings
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@Aﬂer complete the Internal Alert Settings, if the device had detected the internal
computer sending large DDoS attack packets and then the alarm message will appear
in the Internal Alarm in Attack Alarm or send NetBIOS Alert notification to the infected
PC Administrator’'s PC (Figurel6-2, 16-3, 16-4)

If the Administrator starts the E-Mail Alert Notification in Setting, the ALL7008 will
send e-mail to Administrator automatically. (Figure16-5)

192.168.1.2 2004-11-15 12:03:41

Figurel6-2 Internal Alert Record

Figurel6-3 NetBIOS Alert Notification to the Infected PC
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Messenger Service

Figurel6-4 NetBIOS Alert Notification to Administrator’'s PC
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TﬂﬂeWEdSep 15 193251 2004

The following machine may have been infected by viruses.

Interface  Seurce P
L& 192.168.1.2

Figurel6-5 E-mail Virus Alert
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Chapter 17
Attack Alarm

ALL7008 has two alarm forms: Internal Alarm, and External Alarm.

Internal Alarm: When the ALL7008 had detected the internal PC sending large
DDosS attacks and then the Internal Alarm will start on blocking these packets to
maintain the whole network.

External Alarm: When ALL7008 detects attacks from hackers, it writes attacking
data in the External Alarm file and sends an e-mail alert to the Administrator to
take emergency steps.

)
&
How to use Attack Alarm

The Administrator can be notified the unusal affair in Intranet from Attack Alarms.
And the Administrator can backup the Internal Alarm, and External Alarm and
then delete the records to maintain the network status.
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We set up two Alarm examples in the chapter:

No. Suitable Example Page
Situation

Ex1 Internal To record the DDoS attack alarm from internal | 393
Alarm PC

Ex 2 External To record the attack alarm about Hacker 394
Alarm attacks the ALL7008 and Intranet
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To record the DDoS attack alarm from internal PC

STEP 1. Select Internal Alarm in Attack Alarm when the device detects DDoS
attacks, and then can know which computer is being affected.
(Figurel7-1)

Interface Virus infected IP Alarm Time
DMZ 192.168.1.2 201-11-16 17:45:56

Figurel7-1 Internal Alarm WebUI
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To record the attack alarm about Hacker attacks the ALL7008
and Intranet

STEP 1 . Select the following settings in External Alert in Alert Setting function:
(Figurel7-2)

DoS ! Anti-Hacker Setting

¥ Sasser Block ¥ MSBlaster Block
¥ Code Red Block ¥ Nimda Block
¥ Detect SYN Attack SYN Flood Threshold (Total) IECO Pkts/Sec

SYN Flood Threshold (Per Source IP) |50— Pkts/Sec

SYN Flood Threshold Blocking Time (Per Source IP) |50— Seconds
¥ Detect ICMP Flood ICMP Flood Threshold (Total) lW PktsiSec

ICMP Flood Threshold (Per Source IP) IW Pkis/Sec

ICMP Flood Threshold Blocking Time (Per Source IP) |60— Seconds
¥ Detect UDP Flood UDP Flood Threshold (Total) W Pkis/Sec

UDP Flood Threshold (Per Source IP} P00 PkisiSec

UDP Flood Threshold Blocking Time (Per Source IP) |60— Seconds

¥ Detect Ping of Death Attack ¥ Detect Tear Drop Attack
V¥ Detect IP Spoofing Attack ¥ Filter IP Route Option
¥ Detect Port Scan Attack ¥ Detect Land Attack

OK Cancel

Figurel7-2 External Alert Setting WebUI
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STEP 2 . When Hacker attacks the ALL7008 and Intranet, select External
Alarm in Attack Alarm function to have detailed records about the
hacker attacks. (Figurel7-3)

IJuld 114603 vl

Time Event

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:46:03 |172.19.50.130

Jul4 The system has detected the attack of TCP port scan, suspected to be
11:45:46 |172.19.50.130

Jul4 The system has detected the attack of TCP port scan , suspected to be
11:45:32 |172.19.50.120

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:45:27 |172.19.50.120

Jul 4 The system has detected the attack of TCP port scan, suspected to be
11:45:24 |172.19.50.120

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:45:06 |172.19.50.100

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:45:02 |172.19.50.100

Jul4 The system has detected the attack of TCP port scan, suspected to be
11:44:59 |172.19.50.66

Jul4 The system has detected the attack of TCP port scan , suspected to be
11:44:48 |172.19.50.66

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:44:45 |172.19.50.66

Jul 4 The system has detected the attack of TCP port scan, suspected to be
11:44:34 |172.19.50.19

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:44:28 |172.19.560.19

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:44:26 |172.19.560.19

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:41:58 |172.19.50.12

Jul4 The system has detected the attack of TCP port scan , suspected to be
11:39:50 |172.19.50.12

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:37:21 172.19.50.12

Jul 4 The system has detected the attack of TCP port scan, suspected to be
11:37:16 |172.19.50.12

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:37:16 |172.19.60.12

Clear Alarm Download Alarms

Figurel7-3 External Alarm WebUI
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Chapter 18
LOG

Log records all connections that pass through the ALL7008’s control
policies. The information is classified as Traffic Log, Event Log, and Connection
Log.

Traffic Log’s parameters are setup when setting up policies. Traffic logs record
the details of packets such as the start and stop time of connection, the duration
of connection, the source address, the destination address and services
requested, for each control policy.

Event Log record the contents of System Configurations changes made by the
Administrator such as the time of change, settings that change, the IP address
used to log in...etc.

Connection Log records all of the connections of ALL7008. When the
connection occurs some problem, the Administrator can trace back the problem
from the information.

]
@
How to use the Log

The Administrator can use the log data to monitor and manage the device
and the networks. The Administrator can view the logged data to evaluate
and troubleshoot the network, such as pinpointing the source of traffic
congestions.
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We set up four LOG examples in the chapter:

No. Suitable Example Page
Situation
Ex1 |Traffic Log [To detect the information and Protocol port that | 399
users use to access to Internet or Intranet by
ALL7008.
Ex 2 Event Log To record the detailed management events (such| 404
as Interface and event description of ALL7008)
of the Administrator
Ex3 |Connection |To detect event description of WAN Connection | 407
Log
Ex 4 Log Backup |To save or receive the records that sent by the 410

ALL7008
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To detect the information and Protocol port that users use to
access to Internet or Intranet by ALL7008

STEP 1 . Add new policy in DMZ to WAN of Policy and select Enable Logging:

(Figurel18-1)

Comment : I (Max. 32 characters)
Add Mew Policy

Source Address IDMZ_An\,:' LI

Destination Address |outsice_any x|

Service IANY j

Schedule I fone j

Authentication User INnne :I

Trunk INnne j

2.ction, YWAN Part |PERMT &LL =]

Traffic Log ¥ Enable

Statistics ™ Enable

IDP ™ Enable

Cortent Blocking I Enable

IM i P2P Blocking | Mere x|

Gos INnne ;I

MaX. Bandwicth Per Source P [Downstream [0 KbpsUpstream [0 Kbps
mAX. Concurrent Sessions Per [P ID—

hAX. Concurrent Sessions ||D—

Figurel8-1 Logging Policy Setting

QK

Cancel

STEP 2 . Complete the Logging Setting in DMZ to WAN Policy: (Figruel8-2)

Source

Destination

Service

Action

Option

Configure

DMZ_Any

Outside_Any

ANY

4

= LHEAH

Modify | Remove |

New Entry

Figurel8-2 Complete the Logging Setting of DMZ to WAN
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policy. (Figurel8-3)

STEP 3. Click Traffic Log. It will show up the packets records that pass this

Time Source Destination Protocol Port Disposition
Jul 4 12:02:59 192.168.179.30 192.168.179.1 1549 => 80 I
Jul 4 12:02:58 192.168.179.30 192.168.179.1 1548 => 80 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 Z
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 %
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 I
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 g 80 => 1546 I
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 %
Jul 4 12:02:55 192.168.179.30 61.213.147.14 dind 1546 => 80 I
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 g 80 => 1546 Z
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 I
Jul 4 12:02:55 61.213.147.14 192.168.179.30 find 80 => 1546 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 I
Jul 4 12:02:55 61.213.147 .14 192.168.179.30 80 => 1546 %
Jul 4 12:02:55 192.168.179.30 61.213.147.14 dind 1546 => 80 I
Jul 4 12:02:55 192.168.179.30 61.213.147.14 TGP 1546 => 80 %
Clear Logs Download Logs

Figurel8-3 Traffic Log WebUI
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STEP 4 . Click on a specific IP of Source IP or Destination IP in Figurel8-3, it
will prompt out a WebUI about Protocol and Port of the IP.
(Figurel18-4)

aftic : ce(192. =101 x|
Refeh [mally 3] (e 203 5] Next ||
Time Source Destination Protocol Port Disposition
Jul4 12:04:15 182.168.179.30 192.168.179.1 il 1660 > 80 %
Jul 4 12:02:59 182.168.179.30 192.168.179.1 15649 > 80 %
Jul4 12:02:58 182.168.179.30 192.168.179.1 alid 1548 > 80 %
Jul 4 12:02:55 182.168.179.30 61.213.147.14 1546 > 80 %
Jul 4 12:02:55 182.168.179.30 61.213.147.14 1546 > 80 %
Jul 4 12:02:55 182.168.179.30 61.213.147.14 alid 1546 = 80 7
Jul 4 12:02:55 182.168.179.30 61.213.147.14 1546 = 80 7
Jul 4 12:02:55 182.168.179.30 61.213.147.14 1546 > 80 %
Jul 4 12:02:55 182.168.179.30 61.213.147.14 1546 > 80 %
Jul 4 12:02:55 182.168.179.30 61.213.147.14 1546 > 80 %
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 > 80 7
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 > 80 e
Jul 4 12:02:55 182.168.179.30 203.84.196.97 1547 > 80 %
Jul 4 12:02:55 182.168.179.30 203.84.196.97 il 1547 > 80 %
Jul 4 12:02:55 182.168.179.30 168.95.192.1 [iewp] TYPE=3 %
Jul 4 12:02:55 182.168.179.30 203.84.196.97 1644 > 80 %
Jul 4 12:02:55 182.168.179.30 203.84.196.97 1644 > 80 %
Jul 4 12:02:55 182.168.179.30 203.84.196.97 il 1543 > 80 %

Ll

Figurel8-4 The WebUI of detecting the Traffic Log by IP Address
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be saved instantly. (Figure18-5)

STEP 5. Click on Download Logs and select Save in File Download WebUI.
And then choose the place to save in PC and click OK; the records will

IJulfl 12:02:59 vl
MNext
Time Source Destination Protocol Port Disposition
Jul412:02:59 192.168.179.30 192.168.179.1 1549 => 80 I
- A A amn e s 2o a T— T
A T — PN
Jul4 12:02:55 T 46 Y
Juld 12:02:55 7 ‘ou have chosen to download a file from this location. 80 E/
Juld 12:02:55 ’ traffic. log from 192.168.133.1 80 E/
Jul4 12:02:55 46 7
Juld 12:02:65 what would you like to do with this file? 46 E/
Juld 12:02:55 4 € Open this file from itz curent lacation 20 E/
Juld 12:02:55 P ' Save this file to disk 80 E/
Juld412:02:55 | - 80 7
Juld 12:02:55 ¥ Always ask before opening this type of file 46 E/
Jul4 12:02:55 46 7
Jul412:02:55 46 I
Jul4 12:02:55 46 7
Juld 12:02:55 Ok I Cancel | Iare Info | A6 E/
Jul412:02:55 BT.ZT3 a7 14 T9Z 68 TI9.30 BU =% T546 E/
Jul412:02:55 192.168.179.30 61.213.147.14 TCP 1546 => 80 I
Jul412:02:55 192.168.179.30 61.213.147.14 1546 => 80 %
Clear Logs Download Logs

Figurel8-5 Download Traffic Log Records WebUI
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be deleted from the ALL7008 instantly. (Figure18-6)

STEP 6 . Click Clear Logs and click OK on the confirm WebUI; the records will

Time Source Destination Protocol Port Disposition
Jul 4 12:02:59 192.168.179.30 192.168.179.1 1549 => 80 I
Jul 4 12:02:58 192.168.179.30 192.168.179.1 TEP 1548 => 80 E/
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 == 1546 Z
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 E/
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 I
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 == 1546 E/
Jul 4 12:02:55 61.213.147 .14 192.168.179.30 TEP 80 == 1546 I
Jul 4 12:02:55 192.168.179 o Ien-_ : 20 1546 => 80 E/
Jul 4 12:02:55 192.168.179 ' 1546 => 80 I
Jul 4 12:02:55 192.168.179 '@ Do youreally wart to clean ? 1546 => 80 E/
Jul 4 12:02:55 61.213.147. 80 == 1546 Z
Jul 4 12:02:55 61.213.147. B el | 80 == 1546 E/
Jul412:02:55 61.213.147.14 192, T08. T 9.30 80 => 1546 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 dlid 80 == 1546 E/
Jul 4 12:02:55 61.213.147 .14 192.168.179.30 80 == 1546 I
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 == 1546 E/
Jul 4 12:02:55 192.168.179.30 61.213.147.14 dlid 1546 => 80 I
Jul 4 12:02:55 192.168.179.30 61.213.147.14 TEP 1546 => 80 E/
Clear Logs Download Logs

Figurel8-6 Clearing Traffic Log Records WebUI
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To record the detailed management events (such as Interface
and event description of ALL7008) of the Administrator

STEP 1. Click Event log of LOG. The management event records of the
administrator will show up (Figurel8-7)

|Julf1 120511 vl
Mext

Time Event
Jul412:05:11 |admin WAN1 is disconnected
Jul412:01:36 |admin WAN2 is connected
Jul412:01:13  |admin Modify [WAN2 Interface] from 192.168.179.30

S admin Modify [Policy](Outgoing,Inside_Any=>0utside_Any ANY,permit1)
e 0l Azt from 192.168.179.30

Juld4 11:59:13  |admin Modify [WAN1 Interface] from 192.168.179.30
Jul411:58:26  |{null) Modify [WAN1 Interface] from 192.168.179.30
Juld4 11:50:33  |{null) WAN1 is connected

Jul 4 11:50:16  |{(null) Modify [WAN1 Interface] from 192.168.179.30

— (hull) Remove [Mapped IP] (External IP : 172.19.0.2 Internal IP :
ol Rl 192.168.179.2) from 192.168.179.30

Juld 11:39:09  |user admin [Login success] from 192.168.179.30

o (null) Modify [Mapped IP] (External IP : 172.19.0.2 Internal IP : 192.168.179.2)
JUI411:36:07 | o 172.19.50.12

(nully Add [Mapped IP] (External IP : 172.19.0.2 Internal IP : 12.168.179.2) from
172.1950.12

Jul411:35:16  |{null) Remove [Virdual Server 1] from 172.19.50.12
Juld4 11:34:58  |{null) Add [Virtual Server 1] from 172.19.50.12
Jul411:34:09 |user admin [Login success] from 172.19.50.12
Juld 11:32:56  |{null) WAN1 is disconnected

Jul411:32:19  |{null) Modify [WAN1 Interface] from 192.168.179.30
Jul411:30:15  |{null) WAN1 is connected

Jul 4 11:35:36

Clear Logs Download Logs

Figurel8-7 Event Log WebUI
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STEP 2 . Click on Download Logs and select Save in File Download WebUI.
And then choose the place to save in PC and click OK; the records will
be saved instantly. (Figure18-8)

|Julf1 120511 vl
Mext

Time Event
Jul412:05:11 |admin WAN1 is disconnected
Jul412:01:36 |admin WAN2 is connected
Jul412:01:13  |admin Modify [WAN2 Interface] from 192.168.179.30

Jul 4 12:00:50 Edmirjnm‘o‘djty‘[fnolpi.fy](outgoing,lnside_Any=>0utside_Any,ANY,permit1)

Y

Jul 4 11:59:13 _ _ _

Juld 11:52:26 ‘r'ou have chosen to download a file from this location.

Juld 11:50:33 event.log from 192168.133.1

Jul 4 11:50:16

Juld 11:48:22 ‘what would.yo.u like to. dio with thiz fiIPT? IP:
= Open this file from its current location

Jul 4 11:39:09 % Save this file to disk

Jul 4 11:36:07 P :192.168.179.2)
IV Always ask before opening this type of file

Jul411:35:35 12.168.179.2) from

Jul 4 11:36:16

Jul4 11:34:58 (]9 I Cancel | ore Info |

Jul 411:34:09

Juld 11:32:56  |{null) WAN1 is disconnected
Jul411:32:19  |{null) Modify [WAN1 Interface] from 192.168.179.30
Jul4 11:30:15  |{null) WAN1 is connected

Clear Logs Download Logs

Figurel8-8 Download Event Log Records WebUI
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STEP 3. Click Clear Logs and click OK on the confirm WebUI; the records will
be deleted from the ALL7008. (Figure18-9)

|Julf1 120511 vl
Mext

Time Event
Jul412:05:11 |admin WAN1 is disconnected
Jul412:01:36 |admin WAN2 is connected
Jul412:01:13  |admin Modify [WAN2 Interface] from 192.168.179.30

S admin Modify [Policy](Outgoing,Inside_Any=>0utside_Any ANY,permit1)
e E0le At from 192.168.179.30

Juld4 11:59:13  |admin Modify [WAN1 Interface] from 192.168.179.30
Jul411:58:26  |{null) Modify [WAN1 Interface] from 192.168.179.30
Juld4 11:50:33  |{null) WAN1 is connected

Juld411:50:16  |{(null) Modify [ prrmrsemmm—m—s Explorer x|p30

v (hull) Remove 3.0.2 Internal IP :
Jul411:48:22 1921681792] i ? Are you sure you want bo remaove ®
Juld 11:39:09  |user admin [L 30

T {null) Modify [l [ ok | concel | 0.2 Internal IP : 192.168.179.2)
Jul 4 11:36:07 from 172.19 5(
Jul411:35:35 (nully Add [Mapped IP] (External IP : 172.19.0.2 Internal IP : 12.168.179.2) from

172.19.50.12

Jul411:35:16  |{null) Remove [Virdual Server 1] from 172.19.50.12
Jul4 11:34:58  |{null) Add [Virtual Server 1] from 172.19.50.12
Jul411:34:09 |user admin [Login success] from 172.19.50.12
Juld 11:32:56  |{null) WAN1 is disconnected

Jul411:32:19  |{null}) Modify [WAN1 Interface] from 192.168.179.30
Jul4 11:30:15  |{null) WAN1 is connected

Clear Logs Download Logs

Figurel8-9 Clearing Event Log Records WebUI
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To Detect Event Description of WAN Connection

STEP 1. Click Connection in LOG. It can show up WAN Connection records of
the ALL7008. (Figure18-10)

IJul3 154114 =]
Mext

Time ConnectionLog
Jul319:41:14 |Warning: couldn't open ppp database Ivarifrunipppd.tdb
Jul319:41:14 |pppd 2.4.1 started by root, uid 0
Jul319:41:14  |tdb_store failed: Invalid tdb context
Jul319:41:14 |Couldn't allocate PPP unit -1073449922 as it is already in use
Jul319:41:14 |Using interface ppp0
Jul319:41:14  |tdb_store failed: Invalid tdb context
Jul319:41:14 |PPPoE : Couldn'tincrease MTU to 1500
Jul319:41:14 |Couldn'tincrease MRU to 1500
Jul319:41:16 |local IP address 10.64.64.64
Jul319:41:16 |remote IP address 10.114.136.19
Jul319:41:16  |linkname : wan1 intetface : ppp0
Jul319:41:20 |Sending PADI
Jul319:41:20 |HOST_UNIQ successful match
Jul319:41:21  |HOST_UNIQ successful match
Jul319:41:21 |Got connection: 857
Jul319:41:21 |pads
Jul319:41:21 |Connecting PPPoE socket: 00:90:1a:40:09:87 0857 eth1 0x53798
Jul319:41:21 |using channel 3

Clear Logs Download Logs

Figurel8-10 Connection records WebUI
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STEP 2 . Click on Download Logs and select Save in File Download WebUI.
And then choose the place to save in PC and click OK; the records will
be saved instantly. (Figure18-11)

IJu.1319:f11:1-'.1 vl
MNext
Time ConnectionLog
Jul319:41:14 |Warning: couldn't open ppp database Ivarifrunipppd.tdb
Jul319:41:14 |pppd 2.4.1 started by root, uid 0
Jul319:41:14 x|
Jul 319:41:14 *fou have chosen to download a file from this location. se
Jul 319:41:14 local? log from 172.19.1.254
Jul 319:41:14
Jul 319:41:14 g G
what would pou like to do with thiz file?
Jul 319:41:14 - e : :
Open this file from its current location
Jul 3 19:41:16 & Save this file to disk
Jul 319:41:16
Jul 3 19:41:16 ¥ Alsays ask before opering this type of file
Jul 319:41:20
Jul 319:41:20
Jul 319:41:21
Jul 319:41:21 0K I Cancel | Mare Info |
Jul 319:41:21
Jul319:41:21 |Connecting PPPoE socket: 00:90:1a:40:09:87 0857 eth1 0x53798
Jul319:41:21 |using channel 3

Clear Logs Download Logs

Figurel8-11 Download Connection Log Records WebUI
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STEP 3. Click Clear Logs and click OK on the confirm WebUI, the records will
be deleted from the ALL7008 instantly. (Figure18-12)

IJul3 154114 =]
MNext

Time Connection Log
Jul319:41:14 |Warning: couldn't open ppp database Ivarifrunipppd.tdb
Jul319:41:14 |pppd 2.4.1 started by root, uid 0
Jul319:41:14  |tdb_store failed: Invalid tdb context
Jul319:41:14 |Couldn't allocate PPP unit -1073449922 as it is already in use
Jul319:41:14 |Using interface ppp0
Jul319:41:14  |tdb_store failed: Invalid tdb context
Jul319:41:14 |PPPoE : Couldn'tincrease MTU to 1500
Jul319:41:14  |Couldn't in sy
Jul319:41:16 |local IP adc
Jul319:41:16 remote IP 8 @ Are you sure you wank b remove ?
Jul319:41:16 |linkname :
Jul319:41:20 |[Sending P/ o | concel |
Jul319:41:20 |HOST_UNI
Jul319:41:21  |HOST_UNIQ successful match
Jul319:41:21 |Got connection: 857
Jul319:41:21 |pads
Jul319:41:21 |Connecting PPPoE socket: 00:90:1a:40:09:87 0857 eth1 0x53798
Jul319:41:21 |using channel 3

X

Clear Logs Download Logs

Figurel8-12 Clearing Connection Log Records WebUI
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To save or receive the records that sent by the ALL7008

STEP 1. Enter Setting in System, select Enable E-mail Alert Notification
function and set up the settings. (Figrue18-13)

E-mail Setting

[+ Enable E-mail Alert Motification
Sender Address =ender@mydomain g ¢ Max. B0 characters, ex: sender@mydomain com
SMTP Server mail mydomain.com | ( Max. 50 characters, ex: mail mydomain.com )
E-mail Scldress 1 IUSE"1 @mydomain.cc ( hax, 60 characters, ex; uzer! @mydomain.com )
E-mail Address 2 ey 2By domain.co | Mayx. B0 characters, ex: user2@mydarmsin. com )
Mail Test Mail Test

Figurel8-13 E-mail Setting WebUI

STEP 2 . Enter Log Backup in Log, select Enable Log Mail Support and click
OK (Figurel8-14)

Laog Mail Configuration
[ Enahle Log Mail Support
Send logs when Log database is full (300Hbytes)

From SMTP Server mail mydarmain. com
To E-mail Address 1 user 1 Emydomain.com
E-mail Address 2 user 2Emydomain.com

Figurel8-14 Log Mail Configuration WebUI

@ After Enable Log Mail Support, every time when LOG is up to 300Kbytes and it

will accumulate the log records instantly. And the device will e-mail to the Administrator

and clear logs automatically.
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STEP 3. Enter Log Backup in Log, enter the following settings in Syslog
Settings:

Select Enable Syslog Messages

Enter the IP in Syslog Host IP Address that can receive Syslog

Enter the receive port in Syslog Host Port

Click OK

Complete the setting (Figurel18-15)

Syslog Setting
[¥ Enahle Syslog Messages

Syslog Host IP Address 14013521 3 (e 1924681 61
Syzlog Hozt Port I514 { Range: 0 - 65535, ex 514

QK Cancel

Figurel8-15 Syslog Messages Setting WebUI
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Chapter 19
Alarm

Traffic Alarm: In control policies, the Administrator set the threshold value for
traffic alarm. The System regularly checks whether the traffic for a policy
exceeds its threshold value and adds a record to the traffic alarm file if it does.
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To show the alarm message about exceeding the Alarm
Threshold of Policy
STEP 1 . Add the following setting in DMZ to WAN Policy:
B Alarm Threshold: Enter 10 Kbytes/Sec
B Click OK (Figure19-1)
Modify Policy
Source Address [OMZ_Any =]
Destination Address [Cutside_Any  ~|
Service | ANY =l
Action, WAN Port [PERMITAIL ]
Traffic Log " Enable
Statistics " Enable
Content Blocking " Enable
Anti-Virus [T HTTPiWEBMAIL ™ FTP
Authentication User Mome  +|
Schedule Nome |
Alarm Threshold [io KBytesiSec
Trunk [ Meme +|
MAX. Concurrent Sessions o {0:means unlimited)
QoS Mo 5]
OK Cancel

Figurel9-1 Alarm Threshold Policy Setting

STEP 2 . Complete the Traffic Alarm setting in DMZ to WAN Policy function:

(Figure19-2)

Source | Destination | Service

Action

Option

Configure

Move

DMZ_Any Outside_Any ANY

4

[ [[]]a]]

Modify | Remove |

To [15]

Figurel9-2 Complete Traffic Alarm Setting in DMZ to WAN Policy

New Entry
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STEP 3 . When the internal PC access to Internet through the policy and its
traffic exceeds the Alarm Threshold, the detail of policy will be listed
when entering Traffic of Alarm function. (Figure19-3)

IJU.13 20:30~20:45 v[
Time Source Destination Service Traffic
Jul 3 20:30~20:45 Inside_Any COutside_Any ANY 179.770KISec
Jul 320:15~20:30 Inside_Any Outside_Any ANY 205.314KiSec
Jul 3 20:00~20:15 Inside_Any Qutside_Any ANY 220.051KISec
Jul 3 19:45~20:00 Inside_Any Outside_Any ANY 129.139KiSec
Clear Alarm Download Alarms

Figurel9-3 Traffic Alarm WebUI

@Traﬁic Alarm considers 15 minutes as one unit time. Take the average traffic in

one unit (15 min.) time to compare with the Alarm Threshold of Policy, the ALL7008
will send warning in Traffic Alarm if exceeds the value.
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Chapter 20

Statistics

WAN Statistics: The statistics of Downstream/Upstream packets and
Downstream/Upstream traffic record that pass WAN Interface

Policy Statistics: The statistics of Downstream/Upstream packets and
Downstream/Upstream traffic record that pass Policy

In this chapter, the Administrator can inquire the ALL7008 for statistics of packets
and data that passes across the ALL7008. The statistics provides the
Administrator with information about network traffics and network loads.
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Define the required fields of Statistics:

Statistics Chart:
B Y-Coordinate : Network Traffic (Kbytes/Sec)
B X-Coordinate : Time (Hour/Minute )

Source IP, Destination IP, Service, and Action:
B These fields record the original data of Policy. From the information above,
the Administrator can know which Policy is the Policy Statistics belonged to.

Time:
B To detect the statistics by minutes, hours, days, months, or years.

Bits/sec, Bytes/sec, Utilization, Total:
B The unit that used by Y-Coordinate, which the Administrator can change the

unit of the Statistics Chart here.
€ Utilization : The percentage of the traffic of the Max. Bandwidth that

System Manager set in Interface function.
€ Total: To consider the accumulative total traffic during a unit time as
Y-Coordinate
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WAN Statistics

STEP 1 . Enter WAN in Statistics function, it will display all the statistics of
Downstream/Upstream packets and Downstream/Upstream record
that pass WAN Interface. (Figure20-1)

WAR Time

VAN 1 Minute Hour Day Vueek Month Year

VAN 2 Minute Hour Day Vieek Month Year
AlWAN Interface Minute Hour Day Vieek Month Year

Figure20-1 WAN Statistics function

B Time: To detect the statistics by minutes, hours, days, months, or
years.

@WAN Statistics is the additional function of WAN Interface. When enable WAN

Interface, it will enable WAN Statistics too.

STEP 2 . In the Statistics window, find the network you want to check and click
Minute on the right side, and then you will be able to check the
Statistics figure every minute; click Hour to check the Statistics figure
every hour; click Day to check the Statistics figure every day; click
Week to check the Statistics figure every week; click Month to check
the Statistics figure every month; click Year to check the Statistics
figure every year.
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STEP 3 . Statistics Chart (Figure20-2)

B Y-Coordinate : Network Traffic ( Kbytes/Sec)
B X-Coordinate : Time (Hour/Minute)

(Eierzoe Jeviomrcee Jormarion | o] O T T S O 2

Eeal-time:- Down 4_9 MWBits/{sec TUp BB 0 EBitsfsec

WARN1 Downstream

10.0 M
7.5 M
i
=4
kS
5 PP VN O AT OO O O O IR R L S o L A 1
2
= Semmme it T e e e e e e e e e e e e Seirhe, i S el
Avg sl 3M
o.onm
13 :cded 12 :54 Z0:0d Z0:z14 2024 Z20:3d4 Z20:dd
CMirnute
WANL stream M Maximum stream m Average stream
WARN1 Upstream
1.0 M
_ (USSP VU 0% IO IR 00 O IR 00 OO IR SO0 0 IR 0 PR R
2
£
& PSR IO OO IO I IO O A O O A OO A O T O 1
=
=
- .2 M T 1
Max:0.037M
a0 [t =21
19 ::ad 19 :54 2z 2014 2o :2da 2034 Zo:da

CMinutel

WANL stream B Maximum stream

m Average stream

WAN1T Receive Packets

242 .7
Max 1207 .0
g amz.o fedebebebededOd A AL Lo b L el b b B 0y
2
&
& B b 1 Avsiidi.o
=
Z
=
= s0.7 T T
oo
19 a4 19:54 20zt 20:14 2024 20134 20z
Minute>

WANL packets B Maximum packets B Auerage packets

VYWAN1 Transmit Packets

A D
Max:119.0
= 105.0
2
&
. A FE .0
T vo.e T ffse
o
=
i
]
= 35.0 T T+
o
19 234 19 154 20 0g 20149 20:24 20 :34 20 d4g

CMinutes

WANL packets B Paccimum packets

Figure20-2 To Detect WAN Statistics
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Policy Statistics

STEP 1. If you had select Statistics in Policy, it will start to record the chart of
that policy in Policy Statistics. (Figure20-3)

Source Destination | Service | Action Time
Inside_Any | Outside_Any | ANY |[PERMIT| Minute Hour Day YWeek Month Year
DMZ_Any | Outside_Any | ANY |PERMIT| Minute Hour Day Week Month Year

Figure20-3 Policy Statistics Function

@If you are going to use Policy Statistics function, the System Manager has to

enable the Statistics in Policy first.

STEP 2 . In the Statistics WebUI, find the network you want to check and click
Minute on the right side, and then you will be able to check the
Statistics chart every minute; click Hour to check the Statistics chart
every hour; click Day to check the Statistics chart every day; click
Week to check the Statistics figure every week; click Month to check
the Statistics figure every month; click Year to check the Statistics
figure every year.
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STEP 3. Statistics Chart (Figure20-4)

B Y-Coordinate : Network Traffic ( Kbytes/Sec)
B X-Coordinate : Time (Hour/Minute/Day )

Inside_Any to Qutside_Any Acti PERMIT
on :

(T3 2D (8 22 (D

Beal-time:- Down 3_4 WRBitsfsec Up 63.0 EBitsfsec

Downstream
|
Max 2 1K
e
=
Q
o
L
[5]
P Avg el 3N
o
o
e
E
0.0 M H > . & q H q H q | q H . H H H : H H H
19:41 19:51 2001 2011 20521 2053 2041
CMinutel
Traffic stream M Maximum stream W Average stream
Upstream
43.5 K
Maz 237 .3k
L 326K T
=
=
=]
o
L
wl
o 2.7 KT Avg 22 8K
2
©
pa
=
WK T
OIOK:E-:E-:-ig-:gi:g-:::g-ig-:g
19:41 19:51 2001 20:11 2021 203 2041
tMinutel
Traffic stream M Maxcimum stream W Average stream

Figure20-4 To Detect Policy Statistics
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Chapter 21
Status

The users can know the connection status in Status. For example: LAN IP, WAN
IP, Subnet Netmask, Default Gateway, DNS Server Connection, and its IP...etc.

Interface: Display all of the current Interface status of the ALL7008
Authentication: The Authentication information of ALL7008
ARP Table: Record all the ARP that connect to the ALL7008

DHCP Clients: Display the table of DHCP clients that are connected to the
ALL7008.
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Interface

STEP 1 . Enter Interface in Status function; it will list the setting for each
Interface: (Figure21-1)

PPPoOE Con. Time: The last time of the ALL7008 to be enabled
MAC Address: The MAC Address of the Interface

IP Address/ Netmask: The IP Address and its Netmask of the
Interface

Rx Pkts, Err. Pkts: To display the received packets and error
packets of the Interface

Tx Pkts, Err. Pkts: To display the sending packets and error
packets of the Interface

Ping, WebUI: To display whether the users can Ping to the
ALL7008 from the Interface or not; or enter its WebUI
Forwarding Mode: The connection mode of the Interface
Connection Status: To display the connection status of WAN
DnS/ UpS Kbps: To display the Maximum
DownStream/UpStream Bandwidth of that WAN (set from
Interface)

DnStream Alloca.: The distribution percentage of DownStream
according to WAN traffic

UpStream Alloca.: The distribution percentage of UpStream
according to WAN traffic

Default Gateway: To display the Gateway of WAN

DNS1: The DNS1 Server Address provided by ISP

DNS2: The DNS2 Server Address provided by ISP
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Active Sessions Number @ 67

System Uptime @ 0 Day 0 Hour 47 Min 13 Sec

LAMN AN T WA 2 (]

Forwarding Mode NAT Static IP Static [P MAT
AN Connection - g @ -—-
Mz, Dovvnstream §fUpstream -— 51200 551200 Kbps 51200 § 51200 Kbps -—
Dovwvnistream Allocs. -— 100% 0% -—-
Upstream Allioca, -—- 83% 16% -—-

PPPaE Con. Time

MAC Address

00:aa bh:d3 8766

00:&a: b o3 46:24

0o:&sabb: d3:87:.64

00:aa: b d3: 8767
IP Address 1921651691 9912436173 B1.11.11.12 192.1658.3.1
Metmask 2552552550 255.255.255 240 2552552550 2552552550

Default Gatewsay -—- 59124 36 161 E1.11.11.11 -
DS -— 1689511 1689511 -
Dhz2 - 168951924 1689519241 -
R Pkts, Error Phts 43945, 0 12240,0 0,0 0,0
Tx Pktz, Error Pkts 12975, 0 9281,0 1555,0 3,0
Fing 4 4 4 4

HTTP

v

v

v

Figure21-1 Interface Status
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Authentication

STEP 1 . Enter Authentication in Status function, it will display the record of
login status: (Figure21-2)
B [P Address: The authentication user IP
B Auth-User Name: The account of the auth-user to login
B Login Time: The login time of the user (Year/Month/Day
Hour/Minute/Second)

IP Address Authentication-User Name Login Time
192.168.179.30 josh 2003/1/1 0:18:10

Figrue21-2 Authentication Status WebUI
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ARP Table

STEP 1 . Enter ARP Table in Status function; it will display a table about IP
Address, MAC Address, and the Interface information which is
connecting to the ALL7008: (Figure21-3)

B NetBIOS Name: The identified name of the network
IP Address: The IP Address of the network

[
B MAC Address: The identified number of the network card
[

Interface: The Interface of the computer

IP Address MAC Address Interface
172191006 00:0C: 7E:BY:96:4E LaM
172.19.66.33 00:0C: 7FE:BF-97:7E LaM
172191101 0003562500290 LaM
B1.215.49.25 10002842035 9E AR
172.19.1 1086 005084 AF S0:ED LaM
172195017 00:E0:95:C1:92:00 LaM
172.19.85 .85 00:0C: 7FC:00:04: 48 LaM
B1.215.49.25 1000244765710 WA

172.19.100.45 00:02:44:5E:B7.CF LaM
172.19.100.64 00:D0:C9: 920759 LaM
B1.215.49.29 00:45:54:5C:75:99 D E
172195012 00:0C: 7E:B7:96:38 D E
B1.215.49.30 00400 CY: 55673 D E
172.19.20.11 00:07:50:41:00: AE LaM
172.19.20.100 00:0C: 7E:B7:96:49 LaM
172.19.100.54 00:EQ: FD:9F:1 764 LaM
172195012 00:0C: 7E:B7:96:38 LaM
172195015 00:05:50:95:FF-9E LaM
1721910059 00:90: 08:00:EE: &7 LaM
172.19.55 66 0010 F3:05:1C:04 LaM
172.19.100.55 00:30:08:04:58: 9F LaM
172.19.66.33 00:0C: ¥FE:BF-97-7E DME
172.19.100.30 00:0E: F5:00:08:01 LaM

Figure21-3 ARP Table WebUI
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DHCP Clients

STEP 1. In DHCP Clients of Status function, it will display the table of DHCP

Clients that are connected to the ALL7008: (Figure21-4)

B |P Address: The dynamic IP that provided by DHCP Server

B MAC Address: The IP that corresponds to the dynamic IP
B Leased Time: The valid time of the dynamic IP (Start/End)
(Year/Month/Day/Hour/Minute/Second)

IP Address MAC Address LEgagcime
Start End
192.168.179.2 00:0c:76:b7:97-7¢ 2003/1/1 0:9:49 2003/1/2 0:9:49
192.168.179.4 56:49:54:41:4¢:bd 2003/1/1 0:4:54 2003/1/20:4:54

Figure21-4 DHCP Clients WebUI
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Gemering , den

23.11.07

CE-Kennzeichnung und EG -Konformitdtserlarung

Fiir da= folgend bezeichnete Erzeugnis

ALL7008 Security Gateway

C E-kennzeichnung
Diezes Gerdt erfiilk die Anfoorderungen der EU-Richtlinie:

839/336/EG Richilinie des Rates zur Angleichung der
Rechtsworschriften der Mitglie dstaaten dber die elektromagnetische
“wartrdglichkeit und die gegenseitige Anerkennung ihrer Konfmitat.

Die Kon®ormit@t mit der o.a. Richtinie wird durch das CE-Zeichen auf dem Gerat bestatigr.
EG korformitstserklidrung

fird hiemnit bestatigt, dass der ALLMET ALLYO0S Securty Gateway den Anfordemingen
entspricht, die in der Richtlinie des Rates zur Angleichung der Rechtsworschrifien der
Mitglizdstaaten dber die elektromagnetische Werrdglichkeit [1389236/EG] festgeleqt
zind.

Zur Beurteilung des Bzeugnisses hinsichtich elektromagnetischer “Wertrdglich ket wurden
falgende Momen herangezogen:

EMI: EM5502Z; 1992+A1: 2000+42; 2003
EM 61000-2-2: 2000
EHN 61000-3-3: 1995+~ 2001

EMS: EMN 55024 1993+A1: 2001+42: 2003

Diese Erkldrung wird werantwortlich fiir den Hersteller/®ewo llmdchtigten abgegeben:

ALLHET Computersysteme GmbH
M aistr. 2
22110 Germerng

Die Kon®miEtserkldrung kann unter der oben genannten Adresse oderim Internet unter
http #fww w allnet .de foe -cerificate s einge sehen werden.
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